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DESCRIPTION OF CHANGE NOTICE

RO A =R G o G RO M IEXTENSTe N IR THICREXTEN IR IREVISECIEXEAPATER
[ CURRENT VALUE | [ VAUIUE OF CHANGENOTICE [ ESTIMATED AGGREGATE CONTRACT VALUE ]|

$77,552,337.34 $0.00 $77,552,337.34
Effective August 30th, 2021 The State of Michigan (the "State") has requested Deloitte & Touch LLP ("Deloitte & Touche") to
perform activities collectively identified as a part of MILogin 2.0 Minimum Viable Program. Current MiLogin 2.0 MVP program
contract - Ref. Contract # 071B3200143, CN 52. The purpose of this request is to change the scope. Two items are being
removed from scope and three items are being added.
a.Removed from scope: ILPE QA environment.
b.Removed from scope: ILPE PROD environment.
c.Added to scope: MiLogin DEV Environment: Add e) Develop MILogin Citizen userid merge function
d.Added to scope: MiLogin QA Environment: Add e) Migration of Citizen userid merge function
e.Added to Scope: MILogin PROD Environment: Add e) Migration of Citizen userid merge function

The State of Michigan (the "State") has also requested Deloitte & Touche LLP ("Deloitte & Touche") to integrate DTMB CCWIS
Licensing application for Single Sign-On (SSO) in the MILogin Quality Assurance ("QA"), and MILogin Production ("PROD")
environments utilizing SAML 2.0 as the integration pattern. The State has also requested Deloitte and Touche to enable pre-
approved access to the CCWIS Licensing application in the MILogin QA and PROD environments via a custom onboarding




feature through comma separated access feed files per the attached statement of work.

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval.
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MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
MiLogin 2.0 Minimum Viable Program (MVP) — Replace scope: ILPE migration with Userid Merge 5/12/2021-12/31/2021
Requesting Department: Date:
Michigan Department of Technology, Management, and Budget (DTMB) 4/12/2021
DTMB Business Relationship Manager: Phone:
Rex Menold (517)719-3659
DTMB Project Manager: Phone:
Jack Keck 517-284-7101

This is a Statement of Work to amend Change Notice 52 of the Enterprise ldentity, Credential, and Access
Management (MICAM) Contract Number 071B3200143 dated September 13, 2013, subject to the terms and
conditions thereof.

Replaced in scope

SECTION =Y

BACKGROUND Replace:
4: Migration of State of lllinois (ILPE) user identities, application integration
configurations, and infrastructure to IBM Cl

With:
4: Consolidation of multiple userids owned by the same Citizen user

PROJECT OBJECTIVE | Replace:
4: Migration of ILPE user identities, application integration configurations, and
infrastructure to IBM CI
With:
4: Consolidation of multiple userids owned by the same Citizen user
SCOPE OF WORK Replace:
4: Migration of ILPE user identities, application integration configurations, and
infrastructure to IBM Cl

With:

4: Consolidation of multiple MILogin userids owned by the same Citizen user
DELIVERABLES Replace:
5: For migration to IBM CI (ILPE)

With:

5: For MILogin Citizen userid merge
PAYMENT SCHEDULE | MiLogin 2.0 Project: Replace:
D: Migration to IBM ClI (ILPE)

With:

D: MILogin Citizen Userid Merge

Added to scope

TASKS MILogin DEV Environment: Add e) Develop MlLogin Citizen userid merge function
MiLogin QA Environment: Add e) Migration of Citizen userid merge function
MiLogin PROD Environment: Add e) Migration of Citizen userid merge function




Removed from scope

TASKS Remove 3: ILPE QA environment
Remove 5: ILPE PROD environment

BACKGROUND
The State of Michigan (the “State”) has requested Deloitte & Touch LLP (“Deloitte & Touche”) to perform activities
collectively identified as a part of MILogin 2.0 Minimum Viable Program. The activities identified as a part of this SOW
are listed below:
1. Migration of existing Security Assertion Markup Language (SAML2.0) based federations from IBM Tivoli
Federation Manager (TFIM) to IBM Security Access Manager (ISAM) — Federation module
2. Migration of Enterprise Citizen and Integrated Service Delivery (ISD) citizen user identities, application
integration configurations, and infrastructure to IBM Cloud Identity (IBM ClI)
3. Migration of Worker and Third Party users and Michigan Treasury Online (MTO) infrastructure (servers,
application install locations, application configuration, and user data) to State’s Virtual Data Center (VDC).
4. Consolidation of multiple MILogin userids owned by the same Citizen user
5. Create Custom Help Desk Ul to operate on Citizen users

As a part of this project, above activities# 1 — 3 will be executed in MILogin Development (“DEV”), Quality Assurance
(“QA”), and Production (“PROD”) environments for Citizen, Worker, and Third Party users. Activity# 4 will be executed
in ILPE QA and PROD environments.

PROJECT OBJECTIVE
The specific goal of this project is to perform below listed activities in MILogin DEV, QA, and PROD environment
1. Migration of existing SAML2.0 based federations from TFIM to ISAM
2. Migration of Citizen and Integrated Service Delivery (ISD) citizen / client user identities, application integration
configurations, and infrastructure to IBM CI
3. Migration of Worker, Third Party (includes community partner users from ISD), and MTO users set up (servers,
application install locations, application configuration, and user data) to State’s VDC infrastructure.
In addition, perform below activities in ILPE QA and PROD environment
4. Consolidation of multiple MILogin userids owned by the same Citizen user

SCOPE OF WORK
The scope consists of:
1. Migration of existing SAML2.0 based federations from TFIM to ISAM

a. Enable ISAM federation module for Worker, MTO, ISD, and Third Party user types

b. Configure Federations

c. Configure WebSEALs for ISD, Worker (Internal and External), and Third Party (Internal and External) to
use the configured federations

d. Migration of Identity Provider and Service Provider initiated SAML2.0 federation configurations from
TFIM to ISAM module in MilLogin DEV, QA, and PROD environment

e. Facilitate integration, user acceptance, and smoke testing of the configuration changes with the
application teams

f. Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications.

g. Execute performance testing of the new application integration with MILogin for up to 3 identified
applications and provide test results report. The applications will be chosen in consultation with State
team.

2. Migration of Citizen user identities, application integration configurations, and infrastructure to IBM CI

a. Create architecture and design document

b. Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications.

c. Set up existing application integrations with IBM CI for SAML2.0, Open ID Connect (OIDC) federation
and OAuth2.0
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Set up WebSEALs (Citizen and ISD) in VDC as relying party to IBM CI for Headers based integrations
Migrate existing citizen user population to IBM CI
Write new Login application, RESTful Application Programming Interface (REST API) WebSphere
applications for citizen and ISD users to consume the web services exposed by IBM CI, and modify
Citizen Self Service Ul (SSUI) to interface with modified RESTful APlIs.
Configure IBM CI for applicable MILogin life cycle processes for citizen and ISD users
Set up IBM Cloud Identity Verify (IBM CIV) as the Multi-Factor Authentication (MFA) provider for
integrated applications for Citizen user population.

[ ]

Reconfigure existing scheduled jobs for MILogin citizen solution as applicable

3. Migration of Worker and Third Party users set up (servers, application install locations, application
configuration, and user data) as-is to State’s VDC infrastructure

a.
b.

C.

g.
h.

Create architecture and design document
Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications.
Installation of MILogin software packages on VDC infrastructure like

1. IBM WebSphere Application Server (WAS)

2. IBM Tivoli Directory Server (TDS)

3. IBM DB2

4. IBM Security Identity Manager (ISIM)

5. IBM Security Access Manager (ISAM) appliance initial set up
. IBM Tivoli Directory Integrator (TDI)
Configuration of MILogin components like

1. WebSphere applications such as Login app, REST API app, Self-service Ul for Third Party,
MTO, and Workers.
Configuration of TDI feeds for Active Directory, custom onboarding, and for AT&T services
Configuration and set up for ISIM application.
Instance set up and configuration of TDS and DB2
Configuration for ISAM for SAML2.0 Federation, OIDC, OAuth2.0 integrations, and MFA
High Availability (HA) cluster set up for WAS, ISIM, ISAM, TDI, TDS, and DB2 in QA and
PROD environments
Integrate existing Citizen and Third Party applications

1. Migrate existing application integrations to the VDC solution

2. Facilitate integration, user acceptance, and smoke testing for the integrated applications
User data migration

1. User data migration for workers and Third Party users to VDC servers

2. DB2 data migration for ISIM, Ul, ISAM databases

3. Set up synchronization between Directory server instances

4. Create build guide for the migration
Execute performance testing (as defined under Tasks sub section)
Migrate and configure existing scheduled (daily housekeeping) jobs for MILogin worker, Third Party
solution

m .
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4. Consolidation of multiple MILogin userids owned by the same Citizen user

a.
b.

134
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Create architecture and design document

Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications

Modify Citizen Portal to facilitate user to merge multiple MILogin userids and designate primary MILogin
userid. Perform deep inactivation of secondary MILogin Citizen userid(s)

Modify Citizen Portal to restrict deep inactivated userids from login, forgot username, forgot password
Modify ISD Portal for Citizen users to add link to Citizen Portal to merge MiLogin Citizen userids

Modify ISD Portal to restrict deep inactivated userids from login, forgot username, forgot password
Modify Helpdesk apps to restrict deep inactivated userids from account updates and reactivation
Modify MILogin REST interface to operate on primary userid if application supplies secondary userid(s)
Modify IBM Security Verify (ISV) administrative configurations to support translation of subject/principal
name in the token/headers during SSO.

5. Create Custom Help Desk Ul application to operate on citizen users
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TASKS

Below functions will be implemented in this custom helpdesk console (Some function implementation may
be constrained by what ISIM/IBM CI can provide in the form of API)

Search Citizen users

View/Update selected attributes of Citizen users

Reset passwords

View user status - “Active/Suspend”

Suspend/Restore accounts

Specific tasks include:

PRE-REQUISITES:
State is responsible for completion of below listed activities which are a pre-requisite to the detailed tasks listed
below:

Server set up (base image install and applicable scans) in VDC should be complete

Enterprise Architecture Solution Assessment (EASA) assessment and approvals should be complete
IBM CI tenant should be set up

Required Firewall rules should be in place

User and application accounts should be in place for VDC and IBM ClI infrastructure

1. MILogin DEV environment

a. Migration of existing SAML2.0 based federations from TFIM to ISAM in Lake Superior and Colo
data center (Legacy) Environment

1. Create architecture and design document
2. Test firewall rules

3. Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

4. Coordinate communication with State to agencies for the planned changes
Configure federations in ISAM

6. Configure WebSEALs (Worker External, Worker Internal, Third Party External, Third Party
Internal) to use the configured federations

7. Share the new MILogin metadata files with the DEV federation partners
8. Set up federation partners in ISAM

9. Update DB/UI configurations for partners

10. Perform unit testing

11. Facilitate Integration and regression testing

i

b. Migration of Citizen user identities, application integration configurations, and infrastructure to
IBM ClI

1. Create the architecture and design document
2. Test firewall rules

3. Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

4. Set up federations (SAML2.0, OAuth2.0, Open Identity Connect (OIDC)) for existing
integrations in IBM Cl

5. Rewrite/Create new Login app, REST API app, and modify Citizen and ISD SSUI to interface
with modified RESTful APIs in VDC DEV Environment

Set up new WebSEALs for Citizen and ISD in VDC as replying party to IBM Cl
Re-configure existing HTTP Headers based integrations

Create new APIs for MiPage application

Provide Identity API services to interface with an external Citizen Ul front end

© o N>



10.

11.

12.

13.
14.
15.
16.
17.

Configure IBM CI for applicable MILogin life cycle processes (account inactivity, password
expiry, session timeout etc.) for citizen and ISD users,

Configure IBM CI to execute business processes like approval workflows, email notifications,
and application subscription

Migrate user population and user data through TDI based feed or other means exposed by IBM
CI APIs

Perform unit testing for MiLogin — IBM ClI integration

Create test case document for IBM ClI integration with MILogin
Facilitate integration testing with application teams

Create build guide

Migrate and configure existing scheduled (housekeeping) jobs

c. Migration of Worker and Third Party users set up (servers, application install locations,
application configuration, and user data) to State’s VDC infrastructure

Create architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication to agencies for the planned changes

Install WebSphere Application Server (WAS)

Create cell, nodes, profiles for WAS

Installation of ISIM

Configuration of ITDS and DB2 instances for ISIM using middleware utility
SSL configurations

Worker Self-Service: Application Deployment

. Worker Self-Service: Configurations for the new environment

Third Party Self-Service: Application Deployment

Third Party Self-Service: Configurations for the new environment
MTO Self-Service: Application Deployment

MTO Self-Service: Configurations for the new environment

Third Party Login: Application Deployment

Third Party Login: Configurations for the new environment

MTO Login: Application Deployment

MTO Login: Configurations for the new environment
IDSWebApp: Installation and configuration

Base Appliance set up for ISAM WebSEAL boxes

. WebSEAL for Workers (Internal): Instance creation and configuration
. WebSEAL for Workers (Internal): Junction creation

WebSEAL for Workers (External): Instance creation and configuration

. WebSEAL for Workers (External): Junction creation

. WebSEAL for Third Party (Internal): Instance creation and configuration
. WebSEAL for Third Party (Internal): Junction creation

. WebSEAL for MTO: Instance creation and configuration

. WebSEAL for MTO: Junction creation

. WebSEAL for MILogin API: Instance creation and configuration

. WebSEAL for MILogin API: Junction creation

Base appliance set up for ISAM boxes
ISAM: Configuration



34. ISAM: Database Externalization

35. ISAM: Policy configuration migration

36. ISAM Base appliance set up for Master Policy Server

37. ISAM Cluster configuration

38. ISAM distributed session cache (DSC) configuration

39. Base install on LDAP server

40. Instance creation for ISIM (Lightweight Directory Access Protocol) LDAP
41. Instance creation for ISAM LDAP

42. Configuration migration for ISIM LDAP

43. Configuration migration for ISAM LDAP

44. DBZ2 Base install on one server

45. DB2 instance creation for instance owners

46. DB2 DB creation for ISIMDB, MICAMUI, MICAMWS, ADREPORT, and HVDB instances
47. Sync up LDAP data between current infrastructure and VDC

48. Base install of ITDI on one server

49. Migration of TDI Assembly lines and reconfiguration

50. Single Sign on between ISAM and WAS Applications (REST/ISIM)

51. Migrate and update custom monitoring scripts

52. Retest State monitoring solutions (App Dynamics (APPD), CA Spectrum), on servers that have
State monitoring components installed in Legacy Dev environment

53. Breakup LDAP replication between legacy and VDC servers for delta synchronization
54. Break Master Policy Server (MPS) cluster configuration

55. Integration testing of the environment (internal MiLogin components only)

56. Delta sync between LDAP servers post integration testing

57. Update the Domain Name Server (DNS) entry for the WebSEAL Virtual IP Address
58. Create Build guide for DEV environment

59. Migrate and configure scheduled (housekeeping) jobs

d. Develop Custom Help Desk Ul to operate on Citizen users

(Below function implementation may be constrained by what ISIM/IBM CI can provide in
the form of functionality and API)

1. Access Control

i.  Helpdesk users should be able to search, view, update, restore, deactivate
user accounts for the same application. For e.g. Helpdesk users of application
“ABC” can search/view/update users having access to application “ABC” only.
2. Search Users
i Search by username, email address, first name or last name
i.  Can search only users who have access to same application i.e. Helpdesk
User for application “ABC” can search users having access to application
“ABC” only.
2. View/Update
i.  Should be able to configure viewable/editable attributes per helpdesk role for
e.g.
e Helpdesk users of “ABC” application can view “First Name”, “Custom

Attribute 17 & “Custom Attribute 2” and able to update “First Name” &
“Custom Attribute 2”. Helpdesk users of “XYZ” application can view



“Email”, “Custom Attribute 3” & “Custom Attribute 4” and able to update
“‘Email” & “Custom Attribute 3”

3. Reset Passwords

i.  Helpdesk user should be able to reset the password by typing in temporary
helpdesk defined password

4. View Account Status - “Active/Suspend”

i

Suspend/Restore accounts

6. View/Search User Requests

i. Submitted by same helpdesk user for Registration/Profile Update/Password
Reset/Account Restore

e. Develop MiLogin Citizen userid merge function
1. User Interface implementation
i.  Develop the following functionalities in Citizen Self Service portal

New user interface menu tab for userid merge

Verification by username and password for merging account within the merge
tab

Suggestion for primary userid during merge process

Consume the webservices responses to determine the most recently used userid
that accessed a specific application from the merged list of userid

Suggestion for mapping merged userids with individual applications based on
the recent activity

Tagging the primary and the secondary userids in IBM Security Verify (ISV)
post merge.

Confirmation of the user profile attributes post merge
Restrict login, forgot username and forgot password for secondary accounts

ii.  Develop the following functionalities in ISD Self Service portal

Userid Merge screen pop-up window
Restrict login, forgot username and forgot password for secondary accounts

iii.  Develop the following functionality in Citizen Helpdesk portal

Restrict account updates for secondary accounts
Allow to search for secondary accounts
Display the primary account information when a secondary account is viewed

Allow changing of the application to merge userid mapping on the primary
account

iv.  Develop the following functionality in Worker/ThirdParty Helpdesk portal

Restrict secondary accounts from performing online/offline Identity proofing

v.  Develop the following in REST app

Update ISD WebService to search and send the primary account information
when a secondary account is quired

Update userinfo WebService to search and send the primary account
information when a secondary account is quired

2. ISV configuration changes

i.  Create additional user profile attributes

ii.  Develop advanced transformation rule to translation of primary userid to the mapped
application id in the SSO configurations



3.
4.

iii.  Changing application SSO configurations to pass translated userid
Perform unit testing

Facilitate integration testing with the application teams

2. MiLogin QA environment
a. Migration of existing SAML2.0 based federations from TFIM to ISAM

1.
2.
3.

o

7.
8.
9.

10.
11.
12.

13.

Update architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication with State to agencies for the planned changes
Configure federations in ISAM

Configure WebSEALs (Worker External, Worker Internal, Third Party External, Third Party
Internal) to use the configured federations

Share the new MILogin metadata files to QA federation partners
Set up federation partners in ISAM

Update DB/UI configurations for partners

Perform unit testing

Facilitate user acceptance testing

Execute performance testing for application access test cases for up to 3 applications and
provide test results report.

Create performance testing document

b. Migration-of Citizen user identities, application integration configurations, and infrastructure to

IBM CI
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12.

13.

14.
15.
16.
17.

Update architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Set up federations (SAML2.0, OAuth2.0, Open Identity Connect (OIDC)) for existing
integrations in IBM CI

Migrate rewritten/created new Login app, REST API app, and modified Citizen Self Service Ul
to interface with modified RESTful API

Set up new WebSEALs for Citizen and ISD in VDC as relying party to IBM ClI
Set up Distribution Session Cache (DSC) for WebSEALs

Re-configure existing HTTP Headers based integrations

Create new APIs for MiPage application

Migrate services to interface with an external Citizen Ul front end

Configure IBM CI for applicable MILogin life cycle processes (account inactivity, password
expiry, session timeout etc.) for citizen and ISD users

Configure IBM CI to execute business processes like approval workflows, email notifications,
and application subscription

Migrate user population and user data through TDI based feed or other means exposed by IBM
CI APIs

Perform unit testing for MiLogin — IBM CI integration

Create test case document for IBM ClI integration with MILogin

Facilitate user acceptance testing with application teams

Execute Performance testing for up to three applications for the below test scenarios:
e Self Registration
o Request Application Access


Author
Not sure if we want to do this

Author
Why forgot username?


18.
19.
20.

e Application Access

e Login

e Update Profile

e Change Password

e Custom Ul Help Desk for citizen (search user transactions)

e Mixed transaction load of above and Help Desk (user search) transactions

Create performance testing results document
Create build guide
Migrate and configure scheduled (housekeeping) jobs

c. Migration of Worker and Third Party users set up (servers, application install locations,
application configuration, and user data) to State’s VDC infrastructure

Update architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication to agencies for the planned changes

Install WebSphere Application Server (WAS)

Create cell, nodes, profiles for WAS

Installation of ISIM

Configuration of ITDS and DB2 instances for ISIM using middleware utility
SSL configurations

Worker Self-Service: Application Deployment

. Worker Self-Service: Configurations for the new environment

Third Party Self-Service: Application Deployment

Third Party Self-Service: Configurations for the new environment
MTO Self-Service: Application Deployment

MTO Self-Service: Configurations for the new environment

Third Party Login: Application Deployment

Third Party Login: Configurations for the new environment

MTO Login: Application Deployment

MTO Login: Configurations for the new environment
IDSWebApp: Installation and configuration

Base Appliance set up for ISAM WebSEAL boxes

. WebSEAL for Workers (Internal): Instance creation and configuration
. WebSEAL for Workers (Internal): Junction creation

WebSEAL for Workers (External): Instance creation and configuration

. WebSEAL for Workers (External): Junction creation

WebSEAL for Third Party (Internal): Instance creation and configuration

. WebSEAL for Third Party (Internal): Junction creation

. WebSEAL for MTO: Instance creation and configuration

. WebSEAL for MTO: Junction creation

. WebSEAL for MILogin API: Instance creation and configuration
. WebSEAL for MILogin API: Junction creation

Base appliance set up for ISAM boxes
ISAM: Configuration
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MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
MiLogin 2.0 Minimum Viable Program (MVP) — Replace scope: ILPE migration with Userid Merge 5/12/2021-12/31/2021
Requesting Department: Date:
Michigan Department of Technology, Management, and Budget (DTMB) 4/12/2021
DTMB Business Relationship Manager: Phone:
Rex Menold (517)719-3659
DTMB Project Manager: Phone:
Jack Keck 517-284-7101

This is a Statement of Work to amend Change Notice 52 of the Enterprise ldentity, Credential, and Access
Management (MICAM) Contract Number 071B3200143 dated September 13, 2013, subject to the terms and
conditions thereof.

Replaced in scope

SECTION =Y

BACKGROUND Replace:
4: Migration of State of lllinois (ILPE) user identities, application integration
configurations, and infrastructure to IBM Cl

With:
4: Consolidation of multiple userids owned by the same Citizen user

PROJECT OBJECTIVE | Replace:
4: Migration of ILPE user identities, application integration configurations, and
infrastructure to IBM CI
With:
4: Consolidation of multiple userids owned by the same Citizen user
SCOPE OF WORK Replace:
4: Migration of ILPE user identities, application integration configurations, and
infrastructure to IBM Cl

With:

4: Consolidation of multiple MILogin userids owned by the same Citizen user
DELIVERABLES Replace:
5: For migration to IBM CI (ILPE)

With:

5: For MILogin Citizen userid merge
PAYMENT SCHEDULE | MiLogin 2.0 Project: Replace:
D: Migration to IBM ClI (ILPE)

With:

D: MILogin Citizen Userid Merge

Added to scope

TASKS MILogin DEV Environment: Add e) Develop MlLogin Citizen userid merge function
MiLogin QA Environment: Add e) Migration of Citizen userid merge function
MiLogin PROD Environment: Add e) Migration of Citizen userid merge function




Removed from scope

TASKS Remove 3: ILPE QA environment
Remove 5: ILPE PROD environment

BACKGROUND
The State of Michigan (the “State”) has requested Deloitte & Touch LLP (“Deloitte & Touche”) to perform activities
collectively identified as a part of MILogin 2.0 Minimum Viable Program. The activities identified as a part of this SOW
are listed below:
1. Migration of existing Security Assertion Markup Language (SAML2.0) based federations from IBM Tivoli
Federation Manager (TFIM) to IBM Security Access Manager (ISAM) — Federation module
2. Migration of Enterprise Citizen and Integrated Service Delivery (ISD) citizen user identities, application
integration configurations, and infrastructure to IBM Cloud Identity (IBM ClI)
3. Migration of Worker and Third Party users and Michigan Treasury Online (MTO) infrastructure (servers,
application install locations, application configuration, and user data) to State’s Virtual Data Center (VDC).
4. Consolidation of multiple MILogin userids owned by the same Citizen user
5. Create Custom Help Desk Ul to operate on Citizen users

As a part of this project, above activities# 1 — 3 will be executed in MILogin Development (“DEV”), Quality Assurance
(“QA”), and Production (“PROD”) environments for Citizen, Worker, and Third Party users. Activity# 4 will be executed
in ILPE QA and PROD environments.

PROJECT OBJECTIVE
The specific goal of this project is to perform below listed activities in MILogin DEV, QA, and PROD environment
1. Migration of existing SAML2.0 based federations from TFIM to ISAM
2. Migration of Citizen and Integrated Service Delivery (ISD) citizen / client user identities, application integration
configurations, and infrastructure to IBM CI
3. Migration of Worker, Third Party (includes community partner users from ISD), and MTO users set up (servers,
application install locations, application configuration, and user data) to State’s VDC infrastructure.
In addition, perform below activities in ILPE QA and PROD environment
4. Consolidation of multiple MILogin userids owned by the same Citizen user

SCOPE OF WORK
The scope consists of:
1. Migration of existing SAML2.0 based federations from TFIM to ISAM

a. Enable ISAM federation module for Worker, MTO, ISD, and Third Party user types

b. Configure Federations

c. Configure WebSEALs for ISD, Worker (Internal and External), and Third Party (Internal and External) to
use the configured federations

d. Migration of Identity Provider and Service Provider initiated SAML2.0 federation configurations from
TFIM to ISAM module in MilLogin DEV, QA, and PROD environment

e. Facilitate integration, user acceptance, and smoke testing of the configuration changes with the
application teams

f. Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications.

g. Execute performance testing of the new application integration with MILogin for up to 3 identified
applications and provide test results report. The applications will be chosen in consultation with State
team.

2. Migration of Citizen user identities, application integration configurations, and infrastructure to IBM CI

a. Create architecture and design document

b. Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications.

c. Set up existing application integrations with IBM CI for SAML2.0, Open ID Connect (OIDC) federation
and OAuth2.0
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Set up WebSEALs (Citizen and ISD) in VDC as relying party to IBM CI for Headers based integrations
Migrate existing citizen user population to IBM CI
Write new Login application, RESTful Application Programming Interface (REST API) WebSphere
applications for citizen and ISD users to consume the web services exposed by IBM CI, and modify
Citizen Self Service Ul (SSUI) to interface with modified RESTful APlIs.
Configure IBM CI for applicable MILogin life cycle processes for citizen and ISD users
Set up IBM Cloud Identity Verify (IBM CIV) as the Multi-Factor Authentication (MFA) provider for
integrated applications for Citizen user population.

[ ]

Reconfigure existing scheduled jobs for MILogin citizen solution as applicable

3. Migration of Worker and Third Party users set up (servers, application install locations, application
configuration, and user data) as-is to State’s VDC infrastructure

a.
b.

C.

g.
h.

Create architecture and design document
Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications.
Installation of MILogin software packages on VDC infrastructure like

1. IBM WebSphere Application Server (WAS)

2. IBM Tivoli Directory Server (TDS)

3. IBM DB2

4. IBM Security Identity Manager (ISIM)

5. IBM Security Access Manager (ISAM) appliance initial set up
. IBM Tivoli Directory Integrator (TDI)
Configuration of MILogin components like

1. WebSphere applications such as Login app, REST API app, Self-service Ul for Third Party,
MTO, and Workers.
Configuration of TDI feeds for Active Directory, custom onboarding, and for AT&T services
Configuration and set up for ISIM application.
Instance set up and configuration of TDS and DB2
Configuration for ISAM for SAML2.0 Federation, OIDC, OAuth2.0 integrations, and MFA
High Availability (HA) cluster set up for WAS, ISIM, ISAM, TDI, TDS, and DB2 in QA and
PROD environments
Integrate existing Citizen and Third Party applications

1. Migrate existing application integrations to the VDC solution

2. Facilitate integration, user acceptance, and smoke testing for the integrated applications
User data migration

1. User data migration for workers and Third Party users to VDC servers

2. DB2 data migration for ISIM, Ul, ISAM databases

3. Set up synchronization between Directory server instances

4. Create build guide for the migration
Execute performance testing (as defined under Tasks sub section)
Migrate and configure existing scheduled (daily housekeeping) jobs for MILogin worker, Third Party
solution

m .

oakwn

4. Consolidation of multiple MILogin userids owned by the same Citizen user

a.
b.
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Create architecture and design document

Coordinate with State Project Manager to set the schedule for configuration changes and testing for the
applicable applications

Modify Citizen Portal to facilitate user to merge multiple MILogin userids and designate primary MILogin
userid. Perform deep inactivation of secondary MILogin Citizen userid(s)

Modify Citizen Portal to restrict deep inactivated userids from login, forgot username, forgot password
Modify ISD Portal for Citizen users to add link to Citizen Portal to merge MiLogin Citizen userids

Modify ISD Portal to restrict deep inactivated userids from login, forgot username, forgot password
Modify Helpdesk apps to restrict deep inactivated userids from account updates and reactivation
Modify MILogin REST interface to operate on primary userid if application supplies secondary userid(s)
Modify IBM Security Verify (ISV) administrative configurations to support translation of subject/principal
name in the token/headers during SSO.

5. Create Custom Help Desk Ul application to operate on citizen users
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TASKS

Below functions will be implemented in this custom helpdesk console (Some function implementation may
be constrained by what ISIM/IBM CI can provide in the form of API)

Search Citizen users

View/Update selected attributes of Citizen users

Reset passwords

View user status - “Active/Suspend”

Suspend/Restore accounts

Specific tasks include:

PRE-REQUISITES:
State is responsible for completion of below listed activities which are a pre-requisite to the detailed tasks listed
below:

Server set up (base image install and applicable scans) in VDC should be complete

Enterprise Architecture Solution Assessment (EASA) assessment and approvals should be complete
IBM CI tenant should be set up

Required Firewall rules should be in place

User and application accounts should be in place for VDC and IBM ClI infrastructure

1. MILogin DEV environment

a. Migration of existing SAML2.0 based federations from TFIM to ISAM in Lake Superior and Colo
data center (Legacy) Environment

1. Create architecture and design document
2. Test firewall rules

3. Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

4. Coordinate communication with State to agencies for the planned changes
Configure federations in ISAM

6. Configure WebSEALs (Worker External, Worker Internal, Third Party External, Third Party
Internal) to use the configured federations

7. Share the new MILogin metadata files with the DEV federation partners
8. Set up federation partners in ISAM

9. Update DB/UI configurations for partners

10. Perform unit testing

11. Facilitate Integration and regression testing

i

b. Migration of Citizen user identities, application integration configurations, and infrastructure to
IBM ClI

1. Create the architecture and design document
2. Test firewall rules

3. Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

4. Set up federations (SAML2.0, OAuth2.0, Open Identity Connect (OIDC)) for existing
integrations in IBM Cl

5. Rewrite/Create new Login app, REST API app, and modify Citizen and ISD SSUI to interface
with modified RESTful APIs in VDC DEV Environment

Set up new WebSEALs for Citizen and ISD in VDC as replying party to IBM Cl
Re-configure existing HTTP Headers based integrations

Create new APIs for MiPage application

Provide Identity API services to interface with an external Citizen Ul front end

© o N>



10.

11.

12.

13.
14.
15.
16.
17.

Configure IBM CI for applicable MILogin life cycle processes (account inactivity, password
expiry, session timeout etc.) for citizen and ISD users,

Configure IBM CI to execute business processes like approval workflows, email notifications,
and application subscription

Migrate user population and user data through TDI based feed or other means exposed by IBM
CI APIs

Perform unit testing for MiLogin — IBM ClI integration

Create test case document for IBM ClI integration with MILogin
Facilitate integration testing with application teams

Create build guide

Migrate and configure existing scheduled (housekeeping) jobs

c. Migration of Worker and Third Party users set up (servers, application install locations,
application configuration, and user data) to State’s VDC infrastructure

Create architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication to agencies for the planned changes

Install WebSphere Application Server (WAS)

Create cell, nodes, profiles for WAS

Installation of ISIM

Configuration of ITDS and DB2 instances for ISIM using middleware utility
SSL configurations

Worker Self-Service: Application Deployment

. Worker Self-Service: Configurations for the new environment

Third Party Self-Service: Application Deployment

Third Party Self-Service: Configurations for the new environment
MTO Self-Service: Application Deployment

MTO Self-Service: Configurations for the new environment

Third Party Login: Application Deployment

Third Party Login: Configurations for the new environment

MTO Login: Application Deployment

MTO Login: Configurations for the new environment
IDSWebApp: Installation and configuration

Base Appliance set up for ISAM WebSEAL boxes

. WebSEAL for Workers (Internal): Instance creation and configuration
. WebSEAL for Workers (Internal): Junction creation

WebSEAL for Workers (External): Instance creation and configuration

. WebSEAL for Workers (External): Junction creation

. WebSEAL for Third Party (Internal): Instance creation and configuration
. WebSEAL for Third Party (Internal): Junction creation

. WebSEAL for MTO: Instance creation and configuration

. WebSEAL for MTO: Junction creation

. WebSEAL for MILogin API: Instance creation and configuration

. WebSEAL for MILogin API: Junction creation

Base appliance set up for ISAM boxes
ISAM: Configuration



34. ISAM: Database Externalization

35. ISAM: Policy configuration migration

36. ISAM Base appliance set up for Master Policy Server

37. ISAM Cluster configuration

38. ISAM distributed session cache (DSC) configuration

39. Base install on LDAP server

40. Instance creation for ISIM (Lightweight Directory Access Protocol) LDAP
41. Instance creation for ISAM LDAP

42. Configuration migration for ISIM LDAP

43. Configuration migration for ISAM LDAP

44. DBZ2 Base install on one server

45. DB2 instance creation for instance owners

46. DB2 DB creation for ISIMDB, MICAMUI, MICAMWS, ADREPORT, and HVDB instances
47. Sync up LDAP data between current infrastructure and VDC

48. Base install of ITDI on one server

49. Migration of TDI Assembly lines and reconfiguration

50. Single Sign on between ISAM and WAS Applications (REST/ISIM)

51. Migrate and update custom monitoring scripts

52. Retest State monitoring solutions (App Dynamics (APPD), CA Spectrum), on servers that have
State monitoring components installed in Legacy Dev environment

53. Breakup LDAP replication between legacy and VDC servers for delta synchronization
54. Break Master Policy Server (MPS) cluster configuration

55. Integration testing of the environment (internal MiLogin components only)

56. Delta sync between LDAP servers post integration testing

57. Update the Domain Name Server (DNS) entry for the WebSEAL Virtual IP Address
58. Create Build guide for DEV environment

59. Migrate and configure scheduled (housekeeping) jobs

d. Develop Custom Help Desk Ul to operate on Citizen users

(Below function implementation may be constrained by what ISIM/IBM CI can provide in
the form of functionality and API)

1. Access Control

i.  Helpdesk users should be able to search, view, update, restore, deactivate
user accounts for the same application. For e.g. Helpdesk users of application
“ABC” can search/view/update users having access to application “ABC” only.
2. Search Users
i Search by username, email address, first name or last name
i.  Can search only users who have access to same application i.e. Helpdesk
User for application “ABC” can search users having access to application
“ABC” only.
2. View/Update
i.  Should be able to configure viewable/editable attributes per helpdesk role for
e.g.
e Helpdesk users of “ABC” application can view “First Name”, “Custom

Attribute 17 & “Custom Attribute 2” and able to update “First Name” &
“Custom Attribute 2”. Helpdesk users of “XYZ” application can view



“Email”, “Custom Attribute 3” & “Custom Attribute 4” and able to update
“‘Email” & “Custom Attribute 3”

3. Reset Passwords

i.  Helpdesk user should be able to reset the password by typing in temporary
helpdesk defined password

4. View Account Status - “Active/Suspend”

i

Suspend/Restore accounts

6. View/Search User Requests

i. Submitted by same helpdesk user for Registration/Profile Update/Password
Reset/Account Restore

e. Develop MiLogin Citizen userid merge function
1. User Interface implementation
i.  Develop the following functionalities in Citizen Self Service portal

New user interface menu tab for userid merge

Verification by username and password for merging account within the merge
tab

Suggestion for primary userid during merge process

Consume the webservices responses to determine the most recently used userid
that accessed a specific application from the merged list of userid

Suggestion for mapping merged userids with individual applications based on
the recent activity

Tagging the primary and the secondary userids in IBM Security Verify (ISV)
post merge.

Confirmation of the user profile attributes post merge
Restrict login, forgot username and forgot password for secondary accounts

ii.  Develop the following functionalities in ISD Self Service portal

Userid Merge screen pop-up window
Restrict login, forgot username and forgot password for secondary accounts

iii.  Develop the following functionality in Citizen Helpdesk portal

Restrict account updates for secondary accounts
Allow to search for secondary accounts
Display the primary account information when a secondary account is viewed

Allow changing of the application to merge userid mapping on the primary
account

iv.  Develop the following functionality in Worker/ThirdParty Helpdesk portal

Restrict secondary accounts from performing online/offline Identity proofing

v.  Develop the following in REST app

Update ISD WebService to search and send the primary account information
when a secondary account is quired

Update userinfo WebService to search and send the primary account
information when a secondary account is quired

2. ISV configuration changes

i.  Create additional user profile attributes

ii.  Develop advanced transformation rule to translation of primary userid to the mapped
application id in the SSO configurations



3.
4.

iii.  Changing application SSO configurations to pass translated userid
Perform unit testing

Facilitate integration testing with the application teams

2. MiLogin QA environment
a. Migration of existing SAML2.0 based federations from TFIM to ISAM

1.
2.
3.

o

7.
8.
9.

10.
11.
12.

13.

Update architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication with State to agencies for the planned changes
Configure federations in ISAM

Configure WebSEALs (Worker External, Worker Internal, Third Party External, Third Party
Internal) to use the configured federations

Share the new MILogin metadata files to QA federation partners
Set up federation partners in ISAM

Update DB/UI configurations for partners

Perform unit testing

Facilitate user acceptance testing

Execute performance testing for application access test cases for up to 3 applications and
provide test results report.

Create performance testing document

b. Migration-of Citizen user identities, application integration configurations, and infrastructure to

IBM CI
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12.

13.

14.
15.
16.
17.

Update architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Set up federations (SAML2.0, OAuth2.0, Open Identity Connect (OIDC)) for existing
integrations in IBM CI

Migrate rewritten/created new Login app, REST API app, and modified Citizen Self Service Ul
to interface with modified RESTful API

Set up new WebSEALs for Citizen and ISD in VDC as relying party to IBM ClI
Set up Distribution Session Cache (DSC) for WebSEALs

Re-configure existing HTTP Headers based integrations

Create new APIs for MiPage application

Migrate services to interface with an external Citizen Ul front end

Configure IBM CI for applicable MILogin life cycle processes (account inactivity, password
expiry, session timeout etc.) for citizen and ISD users

Configure IBM CI to execute business processes like approval workflows, email notifications,
and application subscription

Migrate user population and user data through TDI based feed or other means exposed by IBM
CI APIs

Perform unit testing for MiLogin — IBM CI integration

Create test case document for IBM ClI integration with MILogin

Facilitate user acceptance testing with application teams

Execute Performance testing for up to three applications for the below test scenarios:
e Self Registration
o Request Application Access


Author
Not sure if we want to do this

Author
Why forgot username?


18.
19.
20.

e Application Access

e Login

e Update Profile

e Change Password

e Custom Ul Help Desk for citizen (search user transactions)

e Mixed transaction load of above and Help Desk (user search) transactions

Create performance testing results document
Create build guide
Migrate and configure scheduled (housekeeping) jobs

c. Migration of Worker and Third Party users set up (servers, application install locations,
application configuration, and user data) to State’s VDC infrastructure

Update architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication to agencies for the planned changes

Install WebSphere Application Server (WAS)

Create cell, nodes, profiles for WAS

Installation of ISIM

Configuration of ITDS and DB2 instances for ISIM using middleware utility
SSL configurations

Worker Self-Service: Application Deployment

. Worker Self-Service: Configurations for the new environment

Third Party Self-Service: Application Deployment

Third Party Self-Service: Configurations for the new environment
MTO Self-Service: Application Deployment

MTO Self-Service: Configurations for the new environment

Third Party Login: Application Deployment

Third Party Login: Configurations for the new environment

MTO Login: Application Deployment

MTO Login: Configurations for the new environment
IDSWebApp: Installation and configuration

Base Appliance set up for ISAM WebSEAL boxes

. WebSEAL for Workers (Internal): Instance creation and configuration
. WebSEAL for Workers (Internal): Junction creation

WebSEAL for Workers (External): Instance creation and configuration

. WebSEAL for Workers (External): Junction creation

WebSEAL for Third Party (Internal): Instance creation and configuration

. WebSEAL for Third Party (Internal): Junction creation

. WebSEAL for MTO: Instance creation and configuration

. WebSEAL for MTO: Junction creation

. WebSEAL for MILogin API: Instance creation and configuration
. WebSEAL for MILogin API: Junction creation

Base appliance set up for ISAM boxes
ISAM: Configuration



34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.

62.
63.
64.

ISAM: Database Externalization
ISAM: Policy configuration migration
ISAM Base appliance set up for Master Policy Server
ISAM Cluster configuration
Base install on LDAP server
Instance creation for ISIM (Lightweight Directory Access Protocol) LDAP
Instance creation for ISAM LDAP
Configuration migration for ISIM LDAP
Configuration migration for ISAM LDAP
LDAP Replication set up for Data Migration
DB2 Base install on one server
DB2 instance creation for instance owners
DB2 DB creation for ISIMDB, MICAMUI, MICAMWS, ADREPORT, and HVDB instances
Sync up LDAP data between current infrastructure and VDC
Base install of ITDI on one server
Migration of TDI Assembly lines and reconfiguration
Single Sign on between ISAM and WAS Applications (REST/ISIM)
Migrate and update custom monitoring scripts
Retest State monitoring solutions (APPD, CA Spectrum)
Breakup LDAP replication between legacy and VDC servers for delta synchronization
Break Master Policy Server (MPS) cluster configuration
Integration testing of the environment (internal MILogin components only)
Delta sync between LDAP servers post integration testing
Update the Domain Name Server (DNS) entry for the WebSEAL Virtual IP Address
Perform HA testing for WAS, ISIM, ISAM, TDI, TDS, and DB2 components
Create Build guide for QA environment
Facilitate user acceptance testing with the application teams
Execute Performance testing for up to three applications for the below test scenarios:
e Self Registration
e Request Application Access
e Application Access
e Login
o Update Profile
e Change Password
e Mixed transaction load of above and Help Desk (user search) transactions

Create performance testing results document
Create build guide
Migrate and configure scheduled (housekeeping) jobs

d. Migration of custom Help Desk Ul for citizen users
e. Migration of Citizen userid merge function

1.

w

Migrate the Ul code developed for Citizen self-service portal, ISD self-service portal, Citizen
Helpdesk portal, Worker/ThirdParty helpdesk Portal and REST app

Migrate ISV configuration changes
Perform unit testing
Facilitate user acceptance testing with the application teams.

10



3. Placeholder item to maintain numbering of original CN for reference. No scope is added with this item

4. MiLogin PROD environment
a. Migration of existing SAML2.0 based federations from TFIM to ISAM

1.
2.
3.

o

7.
8.
9.
10.
11.
12.

Update the architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication with State to agencies for the planned changes
Configure federations in ISAM

Configure WebSEALs (Worker External, Worker Internal, Third Party External, Third Party
Internal) to use the configured federations

Share the new MILogin metadata files to PROD federation partners
Set up federation partners in ISAM

Update DB/UI configurations for partners

Perform unit testing

Facilitate smoke testing

Create build guide

b. Migration of Citizen user identities, application integration configurations, and infrastructure to

IBM CI

1.
2.
3.

o

® N o

9.

10.
11.
12.

13.

14.

15.
16.
17.
18.
19.

Update the architecture and design document
Test firewall rules

Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Set up federations (SAML2.0, OAuth2.0, Open Identity Connect (OIDC)) for existing
integrations in IBM CI

Migrate rewritten/created new Login app, REST API app, and modified Citizen Self Service Ul
to interface with modified RESTful APIs

Set up the custom applications in WAS cluster

Set up new WebSEALs for Citizen and ISD in VDC as replying party to IBM Cl
Set up Distribution Session Cache (DSC) for WebSEALs

Re-configure existing HTTP Headers based integrations

Create new APIs for MiPage application

Migrate Identity Services API to interface with an external Citizen Ul front end

Configure IBM CI for applicable MILogin life cycle processes (account inactivity, password
expiry, session timeout etc.) for citizen and ISD users

Configure IBM CI to execute business processes like approval workflows, email notifications,
and application subscription

Migrate user population and user data through TDI based feed or other means exposed by IBM
Cl APIs

Perform unit testing for MILogin — IBM CI integration

Create test case document for IBM ClI integration with MILogin
Facilitate smoke testing with application teams

Create build guide for PROD

Migrate and configure scheduled (housekeeping) jobs

c. Migration of Worker and Third Party users set up (servers, application install locations,
application configuration, and user data) to State’s VDC infrastructure

1.
2.

Update the architecture and design document
Test firewall rules

11



Coordinate with State Project Manager to set the schedule for configuration changes and
testing for the applicable applications.

Coordinate communication to agencies for the planned changes

Install WebSphere Application Server (WAS)

Create cell, nodes, profiles for WAS

Installation of ISIM

Configuration of ITDS and DB2 instances for ISIM using middleware utility
SSL configurations

Worker Self-Service: Application Deployment

. Worker Self-Service: Configurations for the new environment

Third Party Self-Service: Application Deployment

Third Party Self-Service: Configurations for the new environment
MTO Self-Service: Application Deployment

MTO Self-Service: Configurations for the new environment

Third Party Login: Application Deployment

Third Party Login: Configurations for the new environment

MTO Login: Application Deployment

MTO Login: Configurations for the new environment
IDSWebApp: Installation and configuration

Base Appliance set up for ISAM WebSEAL boxes

. WebSEAL for Workers (Internal): Instance creation and configuration
. WebSEAL for Workers (Internal): Junction creation

WebSEAL for Workers (External): Instance creation and configuration

. WebSEAL for Workers (External): Junction creation

WebSEAL for Third Party (Internal): Instance creation and configuration

. WebSEAL for Third Party (Internal): Junction creation

. WebSEAL for MTO: Instance creation and configuration

. WebSEAL for MTO: Junction creation

. WebSEAL for MILogin API: Instance creation and configuration
. WebSEAL for MILogin API: Junction creation

Base appliance set up for ISAM boxes

ISAM: Configuration

ISAM: Database Externalization

ISAM: Policy configuration migration

ISAM Base appliance set up for Master Policy Server

ISAM Cluster configuration

ISAM DSC configuration

Base install on LDAP server

Instance creation for ISIM (Lightweight Directory Access Protocol) LDAP
Instance creation for ISAM LDAP

. Configuration migration for ISIM LDAP

Configuration migration for ISAM LDAP

LDAP Replication set up for Data Migration

DB2 Base install on one server

DB2 instance creation for instance owners

DB2 DB creation for ISIMDB, MICAMUI, MICAMWS, ADREPORT, and HVDB instances

. Sync up LDAP data between current infrastructure and VDC

12



49. Base install of ITDI on one server
50. Migration of TDI Assembly lines and reconfiguration
51. Single Sign on between ISAM and WAS Applications (REST/ISIM)
52. Migrate and update custom monitoring scripts
53. Retest State monitoring solutions (APPD, CA Spectrum)
54. Breakup LDAP replication between legacy and VDC servers for delta synchronization
55. Break Master Policy Server (MPS) cluster configuration
56. Integration testing of the environment (internal MILogin components only)
57. Delta sync between LDAP servers post integration testing
58. Update the Domain Name Server (DNS) entry for the WebSEAL Virtual IP Address
59. Perform HA testing for WAS, ISIM, ISAM, TDI, TDS, and DB2 components
60. Create Build guide for PROD environment
61. Facilitate smoke testing with the application teams
62. Migrate and configure scheduled (housekeeping) jobs
d. Migration of custom Help Desk Ul for citizen users
e. Migration of MILogin Citizen userid merge function

1. Migrate the Ul code developed for Citizen self-service portal, ISD self-service portal, Citizen
Helpdesk portal, Worker/ThirdParty helpdesk Portal and REST app

2. Migrate ISV configuration changes
3. Perform unit testing
4. Facilitate user acceptance testing with the application teams

MILogin Component Matrix

Component MILogin Legacy Version VDC Version*
ISAM 9.0.6.0 9.0.7.0

ISIM 6.0.0.10 6.0.0.22
WebSphere 8.5.5.10 9.0.0.x
WebSphere Liberty - 17 .X

Java Virtual Machine (JVM) 1.7.X 1.8.x

LDAP 6.3.0.42 6.4.0.0

DB2 10.1.04 11.1.0

ISDI 7.1.1.6 7.2.X

*If the chosen version of software in VDC environment causes a blocker issue in MILogin components, a lower stable
version will be installed

DELIVERABLES
1. Weekly status report of activities.
2. For migration from TFIM to ISAM:
a. Document Deliverables
1. Architecture design and approach document
2. Performance test scripts and report
3. Build and configuration guide
4. Integration cook book
b. Environment Deliverables
1. Migration from TFIM to ISAM in MILogin for worker and Third Party DEV
2. Migration from TFIM to ISAM in MILogin for worker and Third Party QA
3. Migration from TFIM to ISAM in MILogin for worker and Third Party PROD
3. For migration to IBM CI (Citizen and I1SD)
a. Document Deliverables
1. Architecture design and approach document
2. Performance test scripts and report
3. Build and configuration guide — DEV, QA, and PROD



4.

5.

6.

4. Integration cook book

b. Environment Deliverables
1. Migration to IBM CI and integration with MILogin in MILogin citizen and ISD DEV environment
2. Migration to IBM CI and integration with MILogin in MILogin citizen and ISD QA environment
3. Migration to IBM CI and integration with MILogin in MlLogin citizen and ISD PROD environment
4. Create identity services API for an external Citizen Ul front end in DEV, QA, and PROD

For migration to VDC

a. Document Deliverables
1. Architecture design and approach document
2. Performance test script and report
3. Build and configuration guide — DEV, QA, and PROD

b. Environment Deliverables
1. Migration of MILogin worker and Third Party services to VDC DEV
2. Migration of MILogin worker and Third Party services to VDC QA
3. Migration of MILogin worker and Third Party services to VDC PROD

For MILogin Citizen userid merge

a. Document Deliverables
1. Architecture design and approach document

b. Environment Deliverables
1. Development completion in Dev environment in VDC and ISV
2. Migration and UAT completion in VDC and ISV — tested on Citizens in ISV
3. Deployment completion to Production in VDC and ISV — operating on Citizens in ISV

For Custom Ul Help Desk for citizen users
a. Development completion in Dev environment in VDC
b. Migration and UAT in QA environment in VDC — tested on citizens in IBM Cl
c. Deployment to Prod environment in VDC — operating on citizens in IBM CI

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until the DTMB Project Manager has formally accepted them.

OUT OF SCOPE FOR MiLogin 2.0 project

1.

Changes to application integration pattern

2. Training for helpdesk users

3. Unified Help Desk application

4. Tasks not listed in the tasks and scope section above

5. Merging ISD portal to Enterprise MILogin

6. MFA screen customizations beyond placing MILogin banner/logo

7. Containerization of ISAM or other MILogin components in MiLogin QA, PROD, and ILPE QA, and PROD
environments

8. Installation of WebSphere liberty in MILogin QA, PROD, and ILPE QA, and PROD environments

9. Deployment of SSUI, REST, Login app on WebSphere liberty in MILogin QA, PROD, and ILPE QA, and PROD
environments

10. Deployment or configuration of common REST API wrapper on WebSphere Liberty or WebSphere ND in
MiLogin QA, PROD, and ILPE QA, and PROD environments

ASSUMPTIONS

1. The State will assign a Project Manager to oversee the project, make management and prioritization decisions
and work side-by-side with the Deloitte & Touche team. The State Project Manager will help Deloitte & Touche
to schedule workshops and meetings identified during the project with the state staff and project stake holders.

2. The State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan and
identify the required testing and delivery milestones.

3. The State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review the

progress and adjust the scope and timeline as required.
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10.

1.
12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

The State is responsible for completing required documentation for satisfying internal processes such as
requests for - EASA, Infrastructure Service Request (ISR), and DTMB-90 for firewall rules, etc. Any delay in not
meeting the dates identified in the work plan will result in the additional schedule and potential cost impact.

The State is responsible for providing VDC environments with infrastructure, operating systems, system
applications, hypervisor services, networking and firewall services, OpenShift services. The State will provide
software and licenses for IBM Identity and Access Management, WebSphere ND, WebSphere Liberty, IBM
Directory Server, and IBM DB2.

The State is responsible for providing IBM Cloud Identity tenants provisioned for IBM Cloud Identity Connect,
IBM Cloud Identity Govern and IBM Cloud Identity Verify with user licenses.

The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

Applications teams will be responsible for changes on the respective applications, required to integrate with the
MiLogin solution.

Delays or unavailability of State or Application team resources, access to various support teams, hardware or
software, may affect the project timing and estimated cost.

The State Client Service Center (CSC) will be responsible for providing help desk services for any user
account-related operations with respect to MILogin.

Any extension or delay in schedule will be addressed through a change request.

Databases containing transient data and/or data which doesn’t need real time update (MICAMWS, MICAMUI,
ADREPORT, HVDB) will not be set up in High Availability Disaster Recovery (HADR).

ISIM DB data in DEV, QA and Production Legacy environments will not be used to setup VDC DEV, DEV 2, QA
and Production environments.

ISIM DB data in Legacy Production environment will be backed up and created on a standalone IBM DB2
database server in VDC. The State will provide adequate storage and transport mechanism between Legacy
and VDC environments for the data.

VDC servers are stacked up at least 1:1 against the legacy servers on performance and other metrics.

To reduce the downtime and impact to the end users, VDC infrastructure should be deployed in parallel to the
legacy system.

MiLogin portal (Citizen, Worker, Third Party, ISD, MTO, ILPE) branding remains the same.

SSL certificates used by different MiILogin solution components in legacy system will be reused as-is in VDC,

however certain components may need a new certificate to be issued and the same will be communicated as
we progress through the stages.

The State team is responsible for Organizational Change Management including communications and trainings
to the helpdesk personnel with respect to the multiple helpdesk consoles to be used.

MFA functionality supported by IBM CI Verify may not support device fingerprinting and nightly clean up, and
this may change how many times a Citizen user may be prompted for MFA when they access an MFA
protected resource.

Application onboarding will transition from Legacy to the VDC and IBM CI environments are deployed and
completed.

Service Level Agreement (SLA) and Availability requirements for the MILogin for Citizen solution are dependent
on, and constrained by IBM Cloud Identity Platform’s SLA and Availability. Changes to IBM Cloud Identity
Platform’s SLA and Availability requirements may impact MILogin for Citizen SLA and Availability specifications.

A web service to query the ISV archive database to pull the SSO event information for duplicate user IDs is a
pre-requisite and should be available before the implementation of userid merge.

PROJECT CONTROL AND REPORTS
A weekly meeting will be held to provide updates to to DTMB Project Managers throughout the life of this project. Each
weekly progress report meeting will provide the following information

1.

Accomplishments: Indicate what was worked on and what was completed during the current reporting period.
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2. Challenges: Describe issues that may result in changes to the statement of work, deviations from the project
budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of deliverables per the acceptance criteria and receipt of
properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All invoices
should reflect actual work completed by payment date and must be approved by the Agency Project Manager and DTMB
Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five (45) days
after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

Type | Description Integration Unit Contract | Units [Discount Total Cost
Type Cost

C Standard Application
Integration
Equivalent to [Highly Custom User | Custom $250,000.00 6 $550,000.00 | $950,000.00
Interface (Ul)]
Equivalent to [User Migration] Custom $250,000.00 2 $150,000.00 | $350,000.00
Equivalent to [User Provisioning to | Custom $110,000.00 2 $70,000.00 $150,000.00
one end point]
Equivalent to [Pre-built Custom $25,000.00 200 [$1,500,000.00 $3,500,000.00
integration ( existing application
integration)]
Total $4,950,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order, so that work can be started by the Deloitte & Touche.

MILogin 2.0 Project

TFIM to ISAM Migration

1. ¢ Architecture Design & Migration

Approach Document X + 3 weeks $100,000.00
2. e Build and Configuration Guide

X + 20 weeks $40,000.00

3. MILogin DEV Environment

completion X + 6 weeks $240,000.00
4, Perforrr_1ance test and performance X + 14 Weeks $150,000.00

test script
5. Integration cook book X + 15 weeks $20.000.00
6. MILogin QA Environment X + 16 weeks $200.000.00

completion T
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MILogin PROD Environment
completion

X + 20 weeks

$200,000.00

SUB TOTAL

Migration to IBM CI (Citizen and ISD)

$950,000.00

for citizen users

1. e Architecture Design & Migration X + 4 Weeks $200.000.00
Approach Document ’ ’
2.
e Build / Configuration Guide - DEV X + 18 Weeks $20,000.00
3.
e Integration cook book X + 12 weeks $50,000.00
4. .
e Development Environment X + 24 weeks $300.000.00
Completion U
5.
e Build / Configuration Guide - QA X + 30 Weeks $30,000.00
6. e Performance Test and X + 36 Weeks $250.000.00
Performance Test Scripts U
7. e Quality Assurance Environment X + 40 Weeks $350.000.00
Completion U
8. . , . :
e Build / Configuration Guide -
PROD X + 50 Weeks $25,000.00
9. . .
. Productlpn Environment X + 56 Weeks $375.,000.00
Completion
10. .
e  Creation of Custom Help Desk Ul X + 56 Weeks $275.,000.00

1.

SUB TOTAL

Architecture Design & Migration

$1,875,000.00

C. Migration to VDC

Approach Document X + 4 weeks $250,000.00
2.
e Build / Configuration Guide - DEV X+ 10 Weeks $35,000.00
3. e Development Environment Build X + 8 Weeks $260,000.00
and configuration completion T
4. e Development Environment testing X + 12 Weeks $115.000.00
completion ’ '
5.
e Build / Configuration Guide - QA X + 30 Weeks $50,000.00
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D. Migration to IBM CI (ILPE)

6. ¢ QA Build and configuration X + 24 Weeks $200.000.00
completion ’ '
7.
¢ QA Environment testing completion X + 30 Weeks $150,000.00
8.
e Performance Test and
Performance Test Scripts X +40 Weeks $250,000.00
9. . , . .
e Build / Configuration Guide -
PROD X + 46 Weeks $40,000.00
10. e Production Environment Build and X + 48 Weeks $200.000.00
configuration completion ’ )
11. e Production Environment testing X + 54 Weeks $150.000.00
completion ’ '
SUB TOTAL $1,700,000.00

1.

Architecture Design & Migration

1. . . _
¢ Architecture Design & Migration X + 30 Weeks $25,000.00
Approach Document
2. e Build / Configuration Guide - QA
X + 30 Weeks $15,000.00
3. ¢ Quality Assurance Environment
Completion X + 40 Weeks $175,00000
4. e Build / Configuration Guide -
PROD X + 50 Weeks $10,000.00
5. e Production Environment
Completion X+ 56 Weeks $200,000.00

D. MiLogin Citizen Userid Merge

Approach Document Y + 3 Weeks $75,000.00
2. Development Environment

Completion Y + 16 Weeks $100,000.00
3. Quality Assurance (QA)

Environment Completion Y + 22 Weeks $200,000.00
4. Production Environment

Completion Y + 24 Weeks $50,000.00

SUB TOTAL

$425,000.00
GRAND TOTAL $4,950,000.00

X: Project purchase order issue date



Y: Userid Merge purchase order issue date

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has
agreed in advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, Ml 48933

(517) 284-7117

The designated DTMB Business Relationship Manager is:
Rex Menold

MenoldR@michigan.gov

(5617)719-3659

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will
be authorized.
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GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Department of Technology Management and Budget (DTMB) Comprehensive Child Welfare 08/09/2021-03/30/2022
Information System (CCWIS) Licensing Integrations
Requesting Department: Date:
Michigan Department of Health and Human Services (MDHHS) - Children Services Agency 07/30/2021
CCWIS Licensing Business Relationship Manager: Phone:
Judy Odett 517-242-0122
CCWIS Licensing Project Manager: Phone:
Amanda Petteys 517-490-1379

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to integrate DTMB
CCWIS Licensing application for Single Sign-On (SSO) in the MILogin Quality Assurance (“QA”), and MILogin
Production (“PROD”) environments utilizing SAML 2.0 as the integration pattern. The State has also requested Deloitte
and Touche to enable pre-approved access to the CCWIS Licensing application in the MILogin QA and PROD
environments via a custom onboarding feature through comma separated access feed files. As part of this project, the
access feed files received from the CCWIS Licensing application through File Transfer Service (FTS) will be processed
every hour by Tivoli Directory Integrator (TDI) assembly line scripts designed to grant or revoke user access to the
application in MILogin as directed by feed file.

PROJECT OBJECTIVE

The goal of this project is to integrate five CCWIS Licensing application environments for SSO in the MILogin for Worker
(Internal & External) and Third Party solutions utilizing SAML 2.0 as the integration pattern and provide pre-approved
access via processing input access feed files on a daily basis using TDI feed processes.

SCOPE OF WORK
The scope consists of:

¢ Provide State Worker (Internal and External) and Third Party users with pre-approved access to the CCWIS
Licensing application via TDI feed file.

e Integrate CCWIS Licensing application with MILogin Worker Internal, MILogin Worker External and Third Party
portals utilizing SAML 2.0 as the integration pattern.

e The CCWIS Licensing application environments listed below will be integrated with the corresponding MILogin
environments for pre-approved application access via TDI feed processes.

CCWIS Licensing Environment MiLogin Environment

SIT QA
UAT QA
SITPS QA
UATPS QA

PRD PROD




TASKS
Specific tasks include:

¢ MiLogin QA environment

o Test firewall rules for the CCWIS Licensing application integration in the MILogin QA environment, if
applicable.

Test FTS service accounts and connections for CCWIS Licensing application file transfer.

Integrate CCWIS Licensing application with QA MILogin Worker and Third Party portals utilizing SAML
2.0 as the integration pattern.

o Implement TDI feeds to read and process files containing pre-approved user list provided by CCWIS
Licensing application on FTS.

Implement TDI feeds to add or revoke the CCWIS Licensing application access in MILogin.

Implement functionality to report errors encountered to an identified CCWIS Licensing application
mailbox via TDI.

o Facilitate test case execution related to the CCWIS Licensing application integration functionality.

e MiLogin PROD environment

o Test firewall rules for the CCWIS Licensing application integration in the MILogin PROD environment, if
applicable.
Test FTS service accounts and connections for CCWIS Licensing application file transfer.
Integrate CCWIS Licensing application with PROD MILogin Worker and Third Party portals utilizing
SAML 2.0 as the integration pattern.

o Implement TDI feeds to read and process files containing pre-approved user list provided by CCWIS
Licensing application on FTS.

Implement TDI feeds to add or revoke the CCWIS Licensing application access in MILogin.
Implement functionality to report errors encountered to an identified CCWIS Licensing application
mailbox via TDI.

o Facilitate smoke testing related to the CCWIS Licensing application integration functionality.

DELIVERABLES
e Weekly status report of activities.
e Integrate MlLogin for Worker (Internal & External worker) and Third Party solutions with five CCWIS Licensing

application environments for pre-approved access in the MILogin QA, and PROD environments utilizing SAML
2.0 as the integration pattern.

e TDI feed to enable pre-approved access to five CCWIS Licensing application environments in the MILogin QA
and PROD environments via a custom onboarding feature through comma separated access feed files.

ACCEPTANCE CRITERIA

Deliverables will not be considered complete until the DTMB and CCWIS Licensing Project Managers have formally
accepted them.

OUT OF SCOPE FOR MiLogin — CCWIS Licensing Application Integrations

e Identity proofing.
e User provisioning and de-provisioning to the CCWIS Licensing application.
e Integration with the MILogin Citizen user portal.
e Performance testing.
ASSUMPTIONS



e The State will assign a Project Manager to oversee the project, make management and prioritization decisions,
and work side-by-side with the DTMB Project Manager. The State Project Manager will help the DTMB Project
Manager schedule workshops and meetings identified during the project with the state staff and project stake
holders.

e The State Project Manager and DTMB Project Manager will work on developing a work plan and identify the
required testing and delivery milestones.

e The State Project Manager and DTMB Project Manager will meet on a weekly basis to review the progress and
adjust the scope and timeline as required.

e The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Delay in meeting the dates identified in the work plan will result in additional
scheduling and potential cost impact.

e The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

e Application team will be responsible for changes on the respective application, which may be required to
integrate with the MILogin solution.

e Delays or unavailability of State or Application team resources, access to various support teams, and hardware
or software, may affect the project timing and estimated cost.

e The existing MILogin user interface (Ul) currently deployed in Production will be used for the planned
migrations. If additional data elements are needed that require schema changes within the core MiILogin
solution, an impact analysis will be made that will most likely require a change request once the impact and
feasibility analysis is complete.

o The State Client Service Center (CSC) will be responsible for providing help desk services for user account-
related operations with respect to MILogin.

e Extension or delay in schedule will be addressed through a change request.

e Only State Worker and Third Party users are considered in scope of this integration.

e FTS maintenance and uptime is responsibility of State.

e CCWIS Licensing application team will be responsible to upload the access file to FTS.

e Account to download the access file from FTS will be provided by the CCWIS Licensing application team.

e Schedule to process the access file will be determined by CCWIS Licensing application team and approved by
DTMB.

e There will be no adverse impact on the fees, timeline, working arrangements, staffing, responsibilities or other
obligations under this SOW arising out of COVID-19 or either party’s compliance with any law, rule, regulation
or policy related to COVID-19 imposed by either party or any governmental entity.

PROJECT CONTROL AND REPORTS

A weekly progress report should be submitted to CCWIS Licensing and DTMB Project Managers throughout the life of
this project. This report may be submitted with the billing invoice. Each weekly progress report should contain the
following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe potential issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None



PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using published MILogin Rate Card:

Description Integration Type Unit Contract Units Total Cost
Cost

Custom/Complex MiLogin Services | Custom $91,500.00 1 $91,500.00

SSO Federations

Custom/Complex MiLogin Services | Custom $15,000.00 2 $30,000.00

(additional environments, cost per
environment)

Total $121,500.00
Discount $41,000.00
Net Total $80-,500.00

**The new standalone CCWIS Licensing integration constitute additional work than a standard pre-built SSO Federation
solution as this integration includes five environments and custom onboarding feeds.

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

MiLogin — CCWIS Licensing Application Integration and Custom Onboarding

1 o Requirement and design
completion.
e MiLogin QA — CCWIS Licensing X + 5 weeks $24,500.00
application SIT integration
completion
2 e MiILogin QA — CCWIS Licensing
application UAT integration X + 8 weeks $14,000
completion
3 e MiLogin PROD — CCWIS Licensing
application PRD integration X+ 11 weeks $14,000
completion
4 e MiILogin QA — CCWIS Licensing
application SITPS integration X + 14 weeks $14,000
completion
5 ¢ MiLogin QA — CCWIS Licensing
application UATPS integration X+ 17 weeks $14,000
completion
Grand Total $80,500.00
EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement
rates.



PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, M| 48933

The designated CCWIS Licensing Business Relationship Manager is:
Judy Odett

odettj@michigan.gov

517-242-0122

The designated CCWIS Licensing Project Manager is:
Amanda Petteys

petteysa@michigan.gov

517-490-1379

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and CCWIS Licensing will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 200 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte & Touche offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will
be authorized.
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STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 72

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Various DTMB

200 Renaissance Center, Suite 3900
Detroit, Ml 48243-1895

Vik Bansal

773-960-6143

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

JOLOVILNOD

vbansal@deloitte.com
CVv0002117

CONTRACT SUMMARY
‘ENTERPRISE IDENTITY

September 13,2013 September 12,2018 5-1Year September 30, 2023

O P-Card O PRC O Other O Yes No

|

DESCRIPTION OF CHANGE NOTICE

O O September 30, 2023
$77,552,337.34 $0.00 $77,552,337.34

DESCRIPTION

Effective July 1, 2021 this using existing funds of $156,500.00 to integrate DTMB SIGMA 4.x and SIGMA 4.x Procurement
applications for Single Sign-On (SSO) in the MILogin Quality Assurance and MILogin Production environments utilizing SAML 2.0
as the integration pattern. The State has also requested Deloitte and Touche to enable pre-approved access to the SIGMA 4.x
applications in the MILogin QA and PROD environments via a custom onboarding feature through comma separated access
feed files, per the attached statement of work.

This contract is also using existing funds of $98,500.00 for the integration of the MiLogin for IL IMPACT portal with IL's
applications, hosted in CNSI's Amazon Web Service (AWS), per the attached statement of work.

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval.




GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES
STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin - lllinois (IL) IMPACT Portal - AWS Application Integration 6/28/2021- 12/31/2021
Requesting Department: Date:
Michigan Department of Health and Human Services (MDHHS) 6/16/2021
DTMB MDHHS Business Relationship Manager: Phone:
John Moore 517-242-1075
DTMB MDHHS Project Manager: Phone:
Diane Perry 517-335-3819

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State Of Michigan (SOM) has requested Deloitte & Touche LLP (Deloitte & Touche) to integrate the MILogin for
IL IMPACT portal with IL’s applications, hosted in Amazon Web Service (AWS). As part of this project, the IL
IMPACT AWS applications will be integrated with the MILogin for IL IMPACT single sign-on (SSO) portal to provide
secure and enhanced user experience to the State of IL users.

PROJECT OBJECTIVE
Provide Single Sign-On (SSO), IL IMPACT AWS application subscription and Identity Proofing (ID Proofing) services
to the IL IMPACT AWS applications via the MILogin for IL IMPACT AWS portal.

SCOPE OF WORK
The scope consists of:

e Provide IL users with the ability to subscribe to the IL applications hosted in AWS that are listed in below
table for IL IMPACT AWS applications using their MILogin account.

e Provide IL users with the ability to access IL IMPACT AWS applications listed in below table for IL AWS
applications via MILogin for IL IMPACT portal using identity federation SSO protocol i.e. Security Assertion
Mark-up Language (SAML) 2.0.

e Migrate application subscription to IL users for each IL IMPACT AWS application based on the existing user
application subscription on ILPE portal and mapping provided by IL application team.

e Provide production cutover and transition support for newly integrated IL IMPACT AWS applications.

e Decommission newly integrated IL IMPACT AWS application after IL team approval.
e Perform MILogin — IL IMPACT AWS applications integration as per the below table:




Application Environments Environment Mapping MiLogin

Name Functionalities
MiLogin Application
Environment Environment

1. IL IMPACT QA | 4 e System Test | o Application
AWS e User subscription
applications Acceptance e SSO

Testing ¢ |dentity Proofing
(UAT) (IDP)* Experian
e Regression based
e Disaster
Recovery
QA (DR)

2. IL IMPACT | 1 e Application
PROD AWS subscription
applications e SSO

e Identity Proofing
(IDP)* Experian
PROD PROD based
* Assuming existing IL IMPACT PROD Experian sub code will be used for IDP transactions for these
applications.
TASKS

Specific tasks include:
e Quality Assurance (QA) environment
o Enable federation module on ISAM infrastructure
= Validate firewall rules for the IL IMPACT AWS applications integration in the QA
environment as specified in application table for QA environment.
Enable ISAM Federation Module on existing Master Policy Server.
Configure ISAM for Mobile appliance.
Create IL IMPACT QA SAML 2.0 Federation.
Configure IL IMPACT QA WebSEALs for Federation.
¢ Configure federation management utility.
¢ Configure /mga junctions.
e Make WebSEAL configuration file updates.
e Create and configure federation access control lists.
o Integrate new IL IMPACT AWS applications
= IBM Security Access Manager.
¢ Integrate Federation Partner for IL IMPACT AWS QA applications using SAML 2.0
integration pattern.

e Create and publish access control policies.

e Apply access control policies to partner.

e Perform Unit Testing.

e Facilitate integration and regression testing.
= [SIM

e Create groups, role, service, service type, and provisioning policy for new IL
IMPACT AWS applications integration.
= Customize workflow for new IL IMPACT AWS applications integration.
o Decommission IL IMPACT AWS application integrations based on approval from IMPACT IL team
¢ Production (PROD) environment
o Enable federation module on ISAM infrastructure
= Validate firewall rules for the IL IMPACT AWS applications integration in the PROD
environment as specified in application table for PROD environment.
= Enable ISAM Federation Module on existing Master Policy Server.
= Configure ISAM for Mobile appliance.



= Create IL IMPACT PROD SAML 2.0 Federation.
= Configure IL IMPACT PROD WebSEALs for Federation.
e Configure federation management utility.
Configure /mga junctions.
Make WebSEAL configuration file updates.
e Create and configure federation access control lists.
o Integrate new IL IMPACT AWS applications
= IBM Security Access Manager.
e Integrate Federation Partner for IL IMPACT AWS PROD applications using SAML
2.0 integration pattern.
e Create and publish access control policies.
e Apply access control policies to partner.
e Perform Unit Testing.
o Facilitate integration and regression testing.
= ISIM
e Create groups, role, service, service type, and provisioning policy for new IL
IMPACT AWS applications integration.
= Customize workflow for new IL IMPACT AWS applications integration.
o Production cutover support and data cleanup
= Provide production cutover support (disabling old link ILPE SSO link to old
application/enabling new IL IMPACT AWS SSO link for AWS application).
= Decommission IL IMPACT AWS application integration based on IL IMPACT team approval.
=  Provide final user extract from IL IMPACT production environment.

DELIVERABLES
e  Weekly status report of activities.
e Integrate MILogin for IL IMPACT portal, as applicable, with IL IMPACT AWS applications in the
corresponding environments as specified in the application table.

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until DTMB and MDHHS Project Manager(s) have formally accepted
them.

OUT OF SCOPE FOR MiLogin - IL IMPACT AWS integration
e MiLogin Worker/3rd party/citizen users and user interfaces.
e Any application or environment not listed in the application table above.

ASSUMPTIONS
e The State will assign a Project Manager to oversee the project, make management and prioritization
decisions and work side-by-side with the Deloitte & Touche team. The State Project Manager will help
Deloitte & Touche to schedule workshops and meetings identified during the project with the state staff and
project stakeholders.

e The State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan and
identify the required testing and delivery milestones.

e The State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review the
progress and adjust the scope and timeline as required.

o The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR),
and DTMB-90 for firewall rules, etc. Any delay in not meeting the dates identified in the work plan will result
in the additional schedule and potential cost impact.

e The services will be performed in accordance with the Statement on Standards for Consulting Services
issued by the American Institute of Certified Public Accountants (AICPA). We will provide our observations,
advice, and recommendations. However, our services will not constitute an engagement to provide audit,
compilation, review, or attestation services as described in the pronouncements on professional standards
issued by the AICPA, and, therefore, we will not express an opinion or any other form of assurance with



respect to the State’s system of internal control over financial reporting or its compliance with laws,
regulations, or other matters.

e Applications teams will be responsible for changes on the respective applications, required to integrate with
the MILogin solution.

e Delays or unavailability of State or Application team resources, access to various support teams, hardware
or software, may affect the project timing and estimated cost.

e The existing MILogin IMPACT User Interface (Ul) currently deployed in QA and PROD will be used for the
planned integration. If additional data elements are needed, which require schema changes in the core
MiILogin solution; an impact analysis will be made which will most likely require a change request once the
impact and feasibility analysis is complete.

o Helpdesk / Level 1 services will be provided by the State of IL.

e The State of IL users will be logically segregated from users of other states.

o User ID of a user will be unique across all MILogin solutions.

e Maintenance or downtime activities for common Ul will require coordination and support from all States.

e The MlLogin and IL IMPACT AWS applications will be integrated for SSO using the SAML 2.0 based
integration pattern.

¢ Any extension or delay in schedule will be addressed through a change request.
e |IL application team will be responsible for conducting the UAT and Performance Testing as applicable.

e Deloitte & Touche team will work at 222 N Washington Square in Lansing, Michigan or deliver the work
remotely from Deloitte & Touche offices or employee locations in USA.

e Transactional cost associated with ID proofing will be paid by State of IL.

PROJECT CONTROL AND REPORTS

A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the following
at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting
period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established time line.

¢ Funds: Indicate the amount of funds expended during the current reporting period, and the cumulative total
to date for the project.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Payment will be made fixed fee basis per deliverable. Payment will be made upon receipt and acceptance of all
deliverables per the acceptance criteria and receipt of properly completed invoices that shall be submitted to the billing
address on the State issued purchase order. All invoices should reflect actual work completed by payment date and
must be approved by the Agency Project Manager and DTMB Project Manager before payment. Payment shall be
considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.

Cost Breakdown Structure

The price was computed using Table 7: Operational Services Costs for New Integrations as follows:
Description Unit Cost Discount No. Of Total Cost

Instances
MILogin services not utilizing
pre-built connectors and
solution patterns




SSO Federations and enabling | $ 25,000.00 None 1 $25,000.00
IDP (3 env)
Additional environment | $ 8,000.00 None 2 $ 16,000.00
integration — SSO Federation
and enabling IDP (2 env)

User migration — custom feed | $ 40,000.00 None 0.5 $ 20,000.00
development

Enable IL IMPACT portal for | $25,000.00 None 1.5 $ 37,500.00
Identity federation-based

application integration

(equivalent to SSO Federations
and enabling IDP (3 env))
Total cost $ 98,500.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW
and issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

MiLogin — IL IMPACT AWS Applications Integration

Cost Categories / Milestone Milestone Payment By
Milestone
1. MILogin QA integration (SSO, user migration and IDP)
completion for IL IMPACT UAT AWS environment X+ 2 weeks $30,000.00

2. MILogin QA integration (SSO, user migration and IDP)
completion for IL IMPACT DR AWS environment X+ 3 weeks $20,000.00

3. MiLogin PROD integration completion for below:
e MiLogin PROD - IL IMPACT AWS PROD X + 5 weeks $18,500.00

4. MILogin QA integration (SSO, user migration and IDP)
completion for below environments:

e MiLogin QA — IL IMPACT AWS System Test X+ 7 weeks $30.000.00
e MiLogin QA — IL IMPACT AWS Regression
Grand Total $98,500.00

X: Project purchase order issue date

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has
agreed in advance and in writing to reimburse Contractor for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD@michigan.gov

Office: (517)-284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, Ml 48933

The designated DTMB MDHHS Business Relationship Manager is:
John Moore

Chandler Plaza

300 East Michigan Ave.

Lansing Ml 48933


mailto:SpencerD@michigan.gov

517-291-3228
MooreJ7@michigan.gov

The designated DTMB MDHHS Project Manager is:
Deborah Bowen

Chandler Plaza

300 East Michigan Ave.

Lansing Ml 48933

bowend9@michigan.gov

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables.
DTMB and MDHHS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche team will work at 222 N Washington Square in Lansing, Michigan. Some resources may work from
US based delivery centers in Mechanicsburg, PA and Orlando FL.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to
5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted
without prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no
premium pay will be authorized.
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GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Department of Technology Management and Budget (DTMB) SIGMA 4.x Integrations 04/16/2021-06/30/2022
Requesting Department: Date:
Michigan Department of Technology Management and Budget 04/15/2021
SIGMA Business Relationship Manager: Phone:
Kemal Tekinel 517-242-4287
SIGMA Project Manager: Phone:
Arnold Pulliam 517-284-5437

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to integrate DTMB
SIGMA 4.x, SIGMA 4.x Procurement (as seen by Localities from the Internet), and SIGMA 4.x Vendor Self-Service
Administration (“SIGMA 4.x”) applications for Single Sign-On (SSO) in the MILogin Quality Assurance (“QA”) and
MiLogin Production (“PROD”) environments utilizing SAML 2.0 as the integration pattern. The State has also requested
Deloitte and Touche to enable pre-approved access to the SIGMA 4.x applications in the MiILogin QA and PROD
environments via a custom onboarding feature through comma separated access feed files. As part of this project, the
access feed files received from the SIGMA 4.x applications through File Transfer Service (FTS) will be processed daily
by Tivoli Directory Integrator (TDI) assembly line scripts designed to grant or revoke user access to the applications in
MILogin as directed by feed file.

In addition, the State has requested Deloitte & Touche to:
1. Migrate existing Legacy SIGMA Worker and Third Party users to the new SIGMA 4.x applications by using
custom TDI assembly lines for bulk user account migration.
2. Update existing Legacy SIGMA web service for password resets to include capability to perform password
resets for SIGMA 4.x application users (Training (SH1) environment only) in the MILogin QA environment.
3. Decommission Legacy SIGMA configurations in MILogin after SIGMA 4.x go-live.

PROJECT OBJECTIVE

The goal of this project is to integrate the SIGMA 4.x applications for SSO in the MILogin for Worker and Third Party
solutions utilizing SAML 2.0 as the integration pattern and provide pre-approved access via processing input access
feed files on a daily basis using TDI feed processes. The State is looking to merge the below seven legacy SIGMA
applications and their corresponding environments (User Acceptance Test (MA1), Training (SH1), Post Go-Live Testing
(SH2), Production Test (PRD), and Production) into a unified SIGMA 4.x portal, with the exception of SIGMA 4.x
Procurement (as seen by Localities from the Internet) and SIGMA 4.x Vendor Self-Service Administration, which will be
two new standalone integrations:

SIGMA Administration (Financial and HR)

SIGMA Budget

SIGMA Business Intelligence

SIGMA Employee Self-Service

SIGMA Financial

SIGMA Human Resource Management

SIGMA Manager Self-Service

Noohkrwbh=

Select existing Legacy SIGMA Worker and Third Party users will also be migrated to the new SIGMA 4.x applications
through TDI assembly lines developed for bulk user migration.




SCOPE OF WORK
The scope consists of:

Provide State Worker and Third Party users with pre-approved access to the SIGMA 4.x applications via TDI
feed file.

Integrate SIGMA 4.x applications with MILogin Worker and Third Party portals utilizing SAML 2.0 as the
integration pattern.

Migrate existing Legacy SIGMA Worker and Third Party users to the new SIGMA 4.x applications by using
custom TDI assembly lines for bulk user account migration.

The SIGMA 4.x application environments listed below will be integrated with the corresponding MILogin
environments for pre-approved application access via TDI feed processes.

Update existing Legacy SIGMA web service for password resets to include capability to perform password
resets for SIGMA 4.x application users (SIGMA SH1 environment only) in the MILogin QA environment.

Decommission Legacy SIGMA configurations in MILogin after SIGMA 4.x go-live. Decommissioning consists of
eight different Legacy SIGMA applications across several SIGMA environments (Conversion (TP3), MA1, SH1,

SH2, PRD, and Production).

In scope SIGMA to MILogin environment mapping below:

SIGMA 4.x Environment

MILogin Environment

MA1

QA

SHA1 QA
SH2 QA
PRD PROD

SIGMA 4.x Procurement (as
seen by Localities from the
Internet) Environment

MiLogin Environment

MA1 QA
SHA1 QA
SH2 QA
PRD PROD

SIGMA 4.x Vendor Self-Service
Administration Environment

MiLogin Environment

MA1 QA
SHA1 QA
SH2 QA
PRD PROD

TASKS
Specific tasks include:

MiLogin Development (“DEV”) environment
o Decommission Legacy SIGMA TP3 configurations in MiILogin DEV for eight applications.
MiLogin QA environment



Test firewall rules for the SIGMA 4.x applications integration in the MILogin QA environment, if
applicable.

Test FTS service accounts and connections for SIGMA 4.x applications file transfer.

Integrate SIGMA 4.x applications with QA MILogin Worker and Third Party portals utilizing SAML 2.0 as
the integration pattern.

Implement TDI feeds to read and process files containing pre-approved user list provided by SIGMA 4.x
applications on FTS.

Implement TDI feeds to add or revoke the SIGMA 4.x applications access in MILogin.

Implement functionality to report errors encountered to an identified SIGMA 4.x applications mailbox via
TDL.

Implement TDI feeds for migration of existing Worker and Third Party Legacy SIGMA applications users
to the new SIGMA 4.x applications.

Create test cases specific to the SIGMA 4.x applications functionality.
Facilitate test case execution related to the SIGMA 4.x applications integration functionality.

Update existing QA Legacy SIGMA web service for password resets to include capability to perform
password resets for SIGMA 4.x application users (SH1 environment only).

Decommission Legacy SIGMA configurations in MILogin QA for eight applications across several
different environments (MA1, SH1, SH2, and PRD)

MiLogin PROD environment

O

Test firewall rules for the SIGMA 4.x applications integration in the MILogin PROD environment, if
applicable.

Test FTS service accounts and connections for SIGMA 4.x applications file transfer.

Integrate SIGMA 4.x applications with PROD MILogin Worker and Third Party portals utilizing SAML
2.0 as the integration pattern.

Implement TDI feeds to read and process files containing pre-approved user list provided by SIGMA 4.x
applications on FTS.

Implement TDI feeds to add or revoke the SIGMA 4.x applications access in MILogin.

Implement functionality to report errors encountered to an identified SIGMA 4.x applications mailbox via
TDL.

Implement TDI feeds for migration of existing Worker and Third Party Legacy SIGMA applications users
to the new SIGMA 4.x applications.

o Facilitate smoke testing related to the SIGMA 4.x applications integration functionality.
Decommission Production Legacy SIGMA configurations in MiLogin PROD for eight applications.
DELIVERABLES

Weekly status report of activities.

Integrate MILogin for Worker and Third Party solutions with the SIGMA 4.x applications for pre-approved
access in the MILogin QA and PROD environments utilizing SAML 2.0 as the integration pattern.

TDI feed to enable pre-approved access to the SIGMA 4.x applications in the MILogin QA and PROD
environments via a custom onboarding feature through comma separated access feed files.

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until the DTMB and SIGMA Project Managers have formally accepted

them.

OUT OF SCOPE FOR MiLogin — SIGMA 4.x Applications Integrations

e Identity proofing.
e User provisioning and de-provisioning to the SIGMA applications.
¢ Integration with the MILogin Citizen user portal.
e Performance testing.
ASSUMPTIONS



e The State will assign a Project Manager to oversee the project, make management and prioritization decisions,
and work side-by-side with the DTMB Project Manager. The State Project Manager will help the DTMB Project
Manager schedule workshops and meetings identified during the project with the state staff and project stake
holders.

e The State Project Manager and DTMB Project Manager will work on developing a work plan and identify the
required testing and delivery milestones.

e The State Project Manager and DTMB Project Manager will meet on a weekly basis to review the progress and
adjust the scope and timeline as required.

e The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Delay in meeting the dates identified in the work plan will result in additional
scheduling and potential cost impact.

e The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

e Applications teams will be responsible for changes on the respective applications, which may be required to
integrate with the MILogin solution.

e Delays or unavailability of State or Application team resources, access to various support teams, and hardware
or software, may affect the project timing and estimated cost.

e The existing MILogin user interface (Ul) currently deployed in Production will be used for the planned
migrations. If additional data elements are needed that require schema changes within the core MILogin
solution, an impact analysis will be made that will most likely require a change request once the impact and
feasibility analysis is complete.

e The State Client Service Center (CSC) will be responsible for providing help desk services for user account-
related operations with respect to MILogin.

e Extension or delay in schedule will be addressed through a change request.

¢ Only State Worker and Third Party users are considered in scope of this integration.

e FTS maintenance and uptime is responsibility of State.

e SIGMA 4.x applications team will be responsible to upload the access file to FTS.

e Account to download the access file from FTS will be provided by the SIGMA 4.x applications team.

e Schedule to process the access file will be determined by SIGMA 4.x applications team and approved by
DTMB.

e There will be no adverse impact on the fees, timeline, working arrangements, staffing, responsibilities or other
obligations under this SOW arising out of COVID-19 or either party’s compliance with any law, rule, regulation
or policy related to COVID-19 imposed by either party or any governmental entity.

PROJECT CONTROL AND REPORTS

A weekly progress report should be submitted to SIGMA 4.x and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report should contain the following
at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe potential issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE



Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using published MILogin Rate Card:

Description Integration Type | Unit Contract Cost | Units | Discount Total Cost
Custom/Complex MILogin Services | Custom $91,500.00 1 N/A $91,500.00
SSO Federations

Custom/Complex MILogin Services | Custom $15,000.00 1 N/A $15,000.00

(additional environments, cost per
environment)

MILogin Services utilizing Pre-Built | Pre-Built $25,000.00 2 N/A $50,000.00
Connectors and Solution Patterns
SSO Federation (Equivalent)
MILogin Services utilizing Pre-Built | Pre-Built $8,000.00 2 $16,000.00 | N/A
Connectors and Solution Patterns
(additional environments, cost per
environment)**

Total $156,500.00
**The new standalone SIGMA 4.x Procurement (as seen by Localities from the Internet) and SIGMA 4.x Vendor Self-
Service Administration integrations constitute additional work than a standard pre-built SSO Federation solution as each
integration includes four environments and custom onboarding feeds. This has been discounted to a standard pre-built
SSO Federation cost due to efficiencies gained from doing the SIGMA 4.x applications integrations in parallel.

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

MILoiin — SIGMA 4.x Applications Inteiration and Custom Onboardini Feature

1. e Requirement and design
completion.

e MiLogin QA — SIGMA 4.x X + 5 weeks $45,000.00
application MA1 integration
completion

2. e MiLogin QA — SIGMA 4.x

application SH1 integration X+ 10 weeks $20,500

completion

3. ¢ MiLogin QA — SIGMA 4.x

application SH2 integration X + 15 weeks $20,500

completion

4. e MiLogin PROD - SIGMA 4.x

application PRD integration X + 20 weeks $20,500

completion

Grand Total $106,500.00

X: Project purchase order issue date

MILogin — SIGMA 4.x Procurement (as seen by Localities from the Internet) Applications Integration

5. o Requirement and design
completion.
e MiLogin QA — SIGMA 4.x
Procurement (as seen by Localities

X + 5 weeks $10,000.00




from the Internet) application MA1
integration completion

6. e MiLogin QA — SIGMA 4.x
Procurement (as seen by Localities
from the Internet) application SH1
integration completion

7. e MiLogin QA — SIGMA 4.x
Procurement (as seen by Localities
from the Internet) application SH2
integration completion

8. e MiLogin PROD - SIGMA 4.x
Procurement (as seen by Localities
from the Internet) application PRD
integration completion

Grand Total $25,000

X + 10 weeks $5,000

X + 15 weeks $5,000

X + 20 weeks $5,000

X: Project purchase order issue date

MILoiin — SIGMA 4.x Vendor Self-Service Administration Aiilications Inteiration

9. o Requirement and design
completion.

e MiLogin QA — SIGMA 4.x Vendor
Self-Service Administration
application MA1 integration
completion

10. e MiILogin QA — SIGMA 4.x Vendor

Self-Service Administration

application SH1 integration

completion

11. e MiILogin QA — SIGMA 4.x Vendor

Self-Service Administration

application SH2 integration

completion

12. ¢ MiLogin PROD - SIGMA 4.x

Vendor Self-Service Administration

application PRD integration

completion

Grand Total $25,000

X + 5 weeks $10,000.00

X + 10 weeks $5,000

X + 15 weeks $5,000

X + 20 weeks $5,000

X: Project purchase order issue date

EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement
rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117



Cell: (517) 898-3621
Phoenix Bldg., 2nd Floor
222 N. Washington Sq.
Lansing, M| 48933

The designated SIGMA Business Relationship Manager is:
Kemal Tekinel

TekinelK@michigan.gov

517-335-5779

The designated SIGMA Project Manager is:
Arnold Pulliam

PulliamA@michigan.gov

517-284-9204

STATE RESPONSIBILITIES:

The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and SIGMA will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from

Deloitte & Touche offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will

be authorized.



STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 71

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Various DTMB

200 Renaissance Center, Suite 3900
Detroit, Ml 48243-1895

Vik Bansal

773-960-6143

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

dO1OVUINOD

vbansal@deloitte.com
CVv0002117

CONTRACT SUMMARY

ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 5-1 Year September 30, 2023
O P-Card O PRC O Other O Yes

DESCRIPTION OF CHANGE NOTICE

| cemon | Lsemiosesoy JEvssen | LsenioEsusee | GRS SE o
..o ... . °Oo . Seplember302023
| VALUEOFCHANGENOTICE | ESTIMATED AGGREGATE CONTRACTVALUE

$77,722,337.34 $295,000.00 $78,017,337.34
. DESCRPTON_ _______ ______

DESCRIPTION

Effective April 5, 2021, The State of Michigan is adding $295,000.00 for Deloitte & Touche LLP to integrate Michigan Office of
Retirement services (ORS) applications MiAccount with MILogin Citizen portal and ORS Employer Self Service (ESS) with

MILogin Worker and Third Party portals in MILogin.

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval and Administrative Board approval on April 27, 2021.
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MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Office of Retirement Services user migration and Ul customization 04/05/2020-08/31/2021
Requesting Department: Date:
Michigan Department of Technology, Management and Budget (DTMB) 07/29/2020
DTMB Business Relationship Manager: Phone:
Kemal Tekinel 517-449-5883
DTMB Project Manager: Phone:
Judd Amy 517-899-6112

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche) to integrate Michigan
Office of Retirement services (ORS) applications MiAccount with MILogin Citizen portal and ORS Employer Self Service
(ESS) with MILogin Worker and Third Party portals in MILogin. As a part of this integration, the existing users of the
applications MiAccount and ESS will be migrated to MILogin Citizen, and MILogin Worker and Third Party solutions
respectively. The users will be migrated to MILogin Quality Assurance (“QA”), and Production (“PROD”) environments.

PROJECT OBJECTIVE

The goal of this Project is to migrate the users of ORS MiAccount and ESS applications to MILogin QA and Prod
environments and to customize the User Interface (Ul) to enable auto subscription of the applications when the user
starts the login/registration process from the application’s page. In addition, a password reset web service is to be
provided for MiAccount application and pass through authentication setup is to be configured for ESS user’s
authentication.

SCOPE OF WORK

The scope consists of:

Migrating ~500,000 MiAccount users to MILogin’s Citizen solution in IBM Security Verify (ISV) tenant.

Migrating 15 additional security questions from MiAccount repository to MILogin Citizen solution.

Developing password reset web service in MILogin Citizen QA environment for MiAccount.

Customizing application subscription process in MILogin for MiAccount and ESS i.e. to auto subscribe the user

when the login/registration process is initiated by ORS.

Migrating ~5,000 ESS users to MILogin Third Party solution.

e Configuring Pass Through Authentication (PTA) to ESS Lightweight Directory Access Protocol (LDAP)
repository to authenticate ESS Third Party users from MILogin.

TASKS
The specific tasks are as follows:

¢ MiLogin QA environment - MiAccount application QA environment

o Develop IBM Security Directory Integrator (SDI) Assembly Line (AL) feed for MiAccount users
migration.

= Test the firewall rules between SDI server and MiAccount user repository.
= Test the service account for connecting to the MiAccount user repository.




o

o

= Create and execute SDI AL for user migration from MiAccount to ISV tenant for MILogin Citizen
solution. The feed will use ISV Application Programming Interface (APIs) to load the users in
MILogin Citizen solution.

= Execute full and delta user loads. Full load to capture all users, and delta loads to capture the
delta on user profiles.

Create and execute SDI AL to generate reports to analyze any user ID conflict between MiAccount and
MILogin users.

Enable auto subscription of MiAccount application when the user starts the login / self-registration
process from MiAccount application

= Develop custom Ul code to add MiAccount group to the user profile in ISV based on URL
parameters passed by MiAccount application.

Customize the Ul to incorporate additional security questions and answers inherited from MiAccount
= Add the fifteen (15) MiAccount security questions to the Ul database and ISV.

= Develop code to display and leverage migrated questions set in MILogin for the migrated
MiAccount users.

Develop a RESTful service for MiAccount application to be used by MiAccount administrators to reset
MiAccount test users’ passwords in bulk.

Create test cases related to testing the migration of MiAccount users in MILogin Citizen solution.
Facilitate the testing for MiAccount user migration.

e MiLogin QA environment - ESS application QA environment

@)

o

Develop SDI AL feed for migrating ESS users.
= Test the firewall rules between SDI server and ESS user repository.
= Test the service account for connecting to the ESS user repository.

= Create and execute SDI AL feed for user migration from ESS application to MILogin Worker
and Third Party solutions.

= Execute full and delta user loads. Full load to capture all users, and delta loads to capture the
delta on user profiles.

Create and execute SDI AL to generate reports to analyze any user ID conflict between ESS and
MILogin users.

Enable auto subscription of ESS application when the user starts the login / self-registration process
from ESS application

= Develop custom Ul code to add ESS group to the user profile in ISV based on URL parameters
passed by ESS application.

Configure Pass Through Authentication to ESS LDAP repository
= Test the firewall rules from MlLogin ISDS to ESS user repository.
= Create a new container/organizational unit (OU) in ISDS for ESS users.

= Configure ISDS policies on the new container to perform PTA to ESS user repository and to
capture the password in ISDS once user has authenticated

Configure IBM Security Identity Manager (ISIM) policies and business flow.
= Create roles and groups in ISIM for ESS.
= Create ISIM Provisioning policy to grant ESS access to migrated users

» Modify the existing provisioning policies in ISIM to provision ESS users to the new container in
on-prem IBM Security Access Manager (ISAM) LDAP server.

Create test cases related to testing the migration of ESS users in MILogin Third Party and Worker
solution.

Facilitate the testing for ESS user migration.

e MiLogin Production environment - MiAccount application Production environment

o

Migrate and update SDI AL feed for MiAccount users’ migration.
= Test the firewall rules between SDI server and MiAccount user repository.
= Test the service account for connecting to the MiAccount user repository.



= Create and execute SDI AL for user migration from MiAccount to ISV tenant for MILogin Citizen
solution. The feed will use ISV Application Programming Interface (APIs) to load the users in
MILogin Citizen solution.

= Execute full and delta user loads. Full load to capture all users, and delta loads to capture the
delta on user profiles.

o Create and execute SDI AL to generate reports to analyze any user ID conflict between MiAccount and
MILogin users.

o Enable auto subscription of MiAccount application when the user starts the login / self-registration
process from MiAccount application

= Migrate and update (if applicable) custom Ul code to add MiAccount group to the user profile in
ISV based on URL parameters passed by MiAccount application.

o Customize the Ul to incorporate additional security questions and answers inherited from MiAccount
= Add the fifteen (15) MiAccount security questions to the Ul database and ISV.

= Develop code to display and leverage migrated questions set in MlLogin for the migrated
MiAccount users.

o Facilitate the testing for MiAccount user migration.
e MiLogin Production environment - ESS application Production environment
o Migrate and update SDI AL feed for migrating ESS users.
= Test the firewall rules between SDI server and ESS user repository.
= Test the service account for connecting to the ESS user repository.

= Execute SDI feed AL for user migration from ESS application to MILogin Worker and Third
Party solutions.

= Execute full and delta user loads. Full load to capture all users, and delta loads to capture the
delta on user profiles.

o Update and execute SDI AL to generate reports to analyze any user ID conflict between ESS and
MiLogin users.

o Enable auto subscription of ESS application when the user starts the login / self-registration process
from ESS application

= Migrate and update custom Ul code to add ESS group to the user profile in ISV based on URL
parameters passed by ESS application.

o Configure Pass Through Authentication to ESS LDAP repository
= Test the firewall rules from MILogin ISDS to ESS user repository.
= Create a new container/OU in ISDS for ESS users.

= Configure ISDS policies on the new container to perform PTA to ESS user repository and to
capture the password in ISDS once user has authenticated

o Configure ISIM policies and business flow.
= Migrate roles and groups in ISIM for ESS.
= Migrate ISIM Provisioning policy to grant ESS access to migrated users

= Modify the existing provisioning policies in ISIM to provision ESS users to the new container in
on-prem ISAM LDAP server.

o Facilitate the smoke testing for ESS user migration.

DELIVERABLES
e Weekly status report of activities (will be covered in Weekly MILogin Project Executive Status report).

e Completion of MILogin QA — MiAccount QA user data migration and Ul customization.

e Completion of MILogin QA — ESS QA user data migration and Ul customization.

e Completion of MILogin Production — MiAccount Production user data migration and Ul customization.

e Completion of MILogin Production — ESS Production user data migration and Ul customization.
ACCEPTANCE CRITERIA



Deliverables will not be considered complete until the DTMB/ORS and DTMB/MILogin Project Managers have formally
accepted them.

OUT OF SCOPE

Any customization not listed in above sections.

Any additional environments for ORS MiAccount and ESS applications, except the two in scope.
Any testing support for performance testing.

Additional language support for the Ul other than English.

ASSUMPTIONS

The State will assign an Agency Services Project Manager to oversee the project, make management and
prioritization decisions, and work side-by-side with the DTMB Project Manager. The Agency Services Project
Manager will help the DTMB Project Manager schedule workshops and meetings identified during the project
with the state staff and project stake holders.

The DTMB/ORS Project Manager and DTMB/MILogin Project Manager will work on developing a work plan and
identify the required testing and delivery milestones as defined in the project schedule section.

The DTMB/ORS Project Manager and DTMB/MILogin Project Manager will meet on a weekly basis to review
the progress and adjust the scope and timeline as required.

The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Delay in meeting the dates identified in the work plan will result in additional
scheduling and potential cost impact.

The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

Delays or unavailability of State or Application team resources, access to various support teams, and hardware
or software, may affect the project timing and estimated cost.

The ORS (MiAccount and ESS) helpdesk will be responsible for providing help desk services for user account-
related operations with respect to MILogin.

Extension or delay in schedule will be addressed through a change request.

Application team (ORS) will be responsible for exporting and securely transporting the user data and the
security question and answers data required for migration.

Application team (ORS) MiAccount will be responsible for providing the clear text passwords of the users.
The ESS LDAP must be LDAP V3 compliant and must support LDAPS protocol.
Application team (ORS) will be responsible for providing the user security questions and answers in plain text.

Both MiAccount and ESS application integration and user migration will happen during the same timeline.
There will be no substantial increase in the user count from what is listed in the scope section i.e. ~500,000 for
user migration for MiAccount and ~5000 user for ESS.

Any user collisions identified during the user migration will only be handled and resolved by the application
teams.

Both MiAccount and ESS will only be integrated with MILogin 2.0.

The ESS LDAP must be functional until all the user passwords are migrated post go live.

The ESS LDAP must meet or exceed MILogin SLAs.

The maintenance and operation of ESS LDAP will be the responsibility of the application team post go-live.
MILogin password policies and account life cycle policies will be applied to the migrated users of MiAccount and
ESS application post go-live.

Any new accounts created for MiAccount post go live will only be displayed with the standard set of security
questions that MILogin currently supports and will not display the questions migrated from MiAccount.

Any suspended ORS accounts will not be migrated and the communication to the end users will be the
responsibility of the application team.

The Worker users of ESS will follow SOM password policies and account Lifecyle rules.



PROJECT CONTROL AND REPORTS
A weekly progress report should be submitted to DTMB Project Managers throughout the life of this project. This report
may be submitted with the billing invoice. Each weekly progress report should contain the following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

¢ Challenges: Describe potential issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

MiLogin — MiAccount Integration

Type | Description Integration Unit Contract | Units Total Cost
Type Cost
D User Migration
Custom feed development Custom $40,000 1 $40,000
Custom solution for migrating Custom $40,000 1 $40,000
user’s current password
Custom solution for migrating Custom $30,000 1 $30,000

security Questions and Answers
and/or other password recovery
mechanisms

Customization of password Custom $20,000 1 $20,000
policies and security settings like
number of Security Question and
answers, grace logins etc.

User load in the MILogin system | Custom $100,000 1 $100,000
D Ul Customization
Auto subscription — equivalent | Custom $20,000 1 $20,000

of SSO Integrations/Federations
Utilizing User Provisioning in
Back-End Systems

Password Reset web service — | Custom $8,000 1 $8,000
equivalent of SSO Federations

MILogin — ESS Integration

D User Migration
Custom feed development Custom $40,000 1 $40,000
Custom solution for migrating | Custom $40,000 1 $40,000
user’s current password

D Ul Customization
Auto subscription — equivalent | Custom $20,000 1 $20,000

of SSO Integrations/Federations
Utilizing User Provisioning in
Back-End Systems

Total $358,000




Discount
Grand Total

$63,0000
$295,000

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touché.

MILoiin — ORS MiAccount and ESS Inteiration

1. * MiLogin QA — ORS MiAccount X + 8 weeks $140,000
integration completion.
2. e MiLogin QA — ORS ESS
integration completion. X + 6 weeks $38,000
3. e MiLogin PROD — ORS MiAccount
integration completion. X+ 13 weeks $95,000
4. e MiLogin PROD — ORS ESS
integration completion. X+ 10 weeks $22,000
Grand Total $295,000.00

X: Project purchase order issue date

EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touché for such expenses at the State’s current travel reimbursement
rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933

The designated Business Relationship Manager is:
Gates Nicholas

GatesN@michigan.gov

517-449-5883

ADDITIONAL TERMS AND CONDITIONS:

The parties acknowledge that COVID-19 and either party’s compliance with any law, rule, regulation or policy related to
COVID-19 may adversely impact the fees, timeline, working arrangements, staffing, responsibilities or other obligations
under this SOW. In the event of any such impact, the parties will work in good faith to promptly enter into a change
order to eliminate such impact. If the parties fail to enter into a change order within thirty (30) days of Consultant
notifying Client of such impact, Consultant may suspend or terminate this SOW upon written notice to Client.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and ORS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:



Deloitte & Touché will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte & Touché offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm Eastern Time (EST) are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be
permitted without prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight
time, no premium pay will be authorized.

Approvals:

The following have reviewed and approved this Statement of Work. These approvals are indications only of the person’s
approval of the contents of this Statement of Work and are not to be considered State approval of any contract changes to
the master contract; such final approvals will occur through SIGMA or other applicable State processes.

Role Name/Title Signature Date
ORS Business Kemal Tekinel D
Relationship Business Relationship Manager 2/4/2021

RE Approval Needed

Manager MilLogin SOW (Attachs

Dane Spencer/ Acting State

MiLogin Project | 4 inistrative Manager

Sponsor




STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 70

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Various DTMB

200 Renaissance Center, Suite 3900
Detroit, Ml 48243-1895

Vik Bansal

773-960-6143

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

dO1OVUINOD

vbansal@deloitte.com
CVv0002117

CONTRACT SUMMARY

ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 0-1Year September 30, 2023
O P-Card O PRC O Other O Yes

DESCRIPTION OF CHANGE NOTICE

..o O September30 2023
$77,422,337.34 $300,000.00 $77,722,337.34

DESCRIPTION
Effective March 8, 2021, Treasury is adding $300,000.00 to the contract to extend maintenance & operations technical support

as defined in the TASKS section for MILogin for Workers / 3rd party solution for the Michigan Treasury Online (MTQO) application.

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval and Administrative Board approval on March 30, 2021.




GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
Michigan Identity, Credential, and Access Management (MICAM) MTO 10/01/2020 -
Optimization Project Maintenance & Operations 09/30/2021
Requesting Department: Date:

Michigan Department of Treasury 09/1/2020

DTMB Project Manager: Phone:

Spencer Dane 517-284-7117
Treasury Project Manager: Phone:

Lucy Pline 517 636-5052

This is a Statement of Work (SOW) to the Enterprise MICAM Contract Number 071B3200143 dated
September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND:

The State of Michigan (SOM, State) has requested Deloitte & Touche LLP (Deloitte & Touche) to extend the
Maintenance & Operations (M&Q) Technical support as defined in the TASKS section for MILogin for
Workers / 3rd party solution for the Michigan Treasury Online (MTO) application.

PROJECT OBJECTIVE:

The release 1 of MTO Optimization project was rolled out in January 2016, providing a consistent, mobile
friendly, Americans with Disabilities Act (ADA) compliant, and an easy to navigate user interface for MTO.
This solution leverages a dedicated hardware for MILogin to meet Treasury’s performance and availability
requirements and to provide a user interface that addresses Treasury’s requirements for user experience
and look and feel.

This project will allow Deloitte & Touche to continue providing the required M&O technical support to
MILogin MTO application integration in MILogin Development (DEV), Quality Assurance (QA) and
Production (PROD) environment.

SCOPE OF WORK:

Provide MILogin M&O technical support as defined in the TASKS section below for the MILogin MTO
integration. The ongoing support is estimated to begin on October 01, 2020 and will go through the end of
fiscal year, i.e., September 30, 2021.

TASKS:

M&O technical support for MILogin MTO application integration in MILogin DEV, QA and PROD environment
consists of (Business hours 8AM-5PM EST excluding weekends and holidays):

e Coordinate with Treasury call center and assist with troubleshooting and resolving MILogin
integration specific technical issues related to user ID management (user account creation, user
profile updates).

e Health check (consists of executing daily/on demand basis sanity test post maintenance activities)
of the MILogin MTO application integration.

e Facilitate MTO application testing by creating/updating User accounts.

e Installation of minor (. upgrades) MTO application WebSEAL service packs and updates as released
by IBM and approved by State.

e Monitoring MILogin MTO servers and services, reporting, and certificate management




e Audit and compliance process support

o Sharing user ID policy

o Sharing user account password policy

o Sharing user application subscription report

o Share user audit history for user management operations

o Share user report showing user profile information along with user profile status
e Analysis and remediation of vulnerabilities related to MILogin components

M&O technical support for MILogin MTO application integration in MILogin DEV, QA and PROD environment
consists of (outside business hours):

e Handle Severity 1 (High) incidents (Response within 4 hours)

e Execute production Request for Changes (RFCs)

e Support infrastructure incidents (OS Patching, Firewall and load balancer (LB) incidents) by
attending calls with required team, sharing analysis on application logs part of MILogin - MTO
integration solution and sanity testing

e Monthly weekend maintenance (includes tuning and restart of services involved in MILogin — MTO
integrations)

e Provide downtime support (bringing down/up the MTO portal based on agency request and
approval to show maintenance page) for the MTO application

ACCEPTANCE CRITERIA:
Deliverables (weekly project status report) will not be considered complete until DTMB and Treasury
Project Manager have provided approval via email.

OUT OF SCOPE
e MiILogin Helpdesk/Level 1 services. The level 1 services will be handled by Treasury call
center. The following list of features and associated issues will be covered by level 1:

o Password reset
o Account activation / deactivation
o Profile update
o Questions and clarifications from end users

¢ New integrations and enhancements.

e MTO application specific issues and support.

ASSUMPTIONS

e The services will be performed in accordance with the Statement on Standards for Consulting
Services issued by the American Institute of Certified Public Accountants (AICPA). We will provide
our observations, advice, and recommendations. However, The Services will not constitute an
engagement to provide audit, compilation, review or attestation services as described in the
pronouncements on professional standards issued by the AICPA, the Public Company Oversight
Board, or other regulatory body and, therefore, we will not express an opinion or any other form of
assurance as a result of performing the Services.

e The Treasury Contact Center will be responsible for providing help desk services for any user
account related operations with respect to MILogin.

e Deloitte & Touche team will work at 222 N Washington Square in Lansing, Michigan. Some MILogin
M&S resources may work from US based delivery centers in Mechanicsburg, PA, Orlando FL, or
other Deloitte & Touche Delivery Centers located in USA.

e MILogin level 2/3 support will be available between 8:00 am- 5:00 pm ET (excluding weekends
and holidays).

e Delays or unavailability of State or Application team resources, access to various support teams,
hardware or software, may affect the project timing and estimated cost.

PROJECT CONTROL AND REPORTS:

A weekly progress report must be submitted to the DTMB Project Managers throughout the term of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain
the following:

¢ Accomplishments: Indicate what was worked on and what was completed during the current
reporting period.



¢ Challenges: Describe any issues that may result in changes to the statement of work, deviations
from the project budget, or delays in the established timeline.

PAYMENT SCHEDULE:

Payment will be made on a fixed fee basis per deliverable for a total of $300,000.00 per the below table in
the Cost Breakdown Structure section — Tables 1. DTMB will pay CONTRACTOR (Deloitte & Touche LLP) upon
receipt of properly completed invoices which shall be submitted to the billing address on the State issued
purchase order not more often than monthly. DTMB Contracts area will coordinate obtaining Treasury Project
Manager and DTMB Project Manager approvals. All invoices should reflect actual work completed by payment
date, and must be approved by the Treasury Project Manager and DTMB Project Manager prior to payment.
The invoices shall describe and document to the State’s satisfaction a description of the work performed the
progress of the project, and fees. When expenses are invoiced, receipts will need to be provided along with
a detailed breakdown of each type of expense.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly
completed invoices.

Cost Breakdown Structure

Table 1:
Maintenance & Operations (Ongoing cost)

The maintenance & operations (M&O) cost will be charged on an annual basis and paid on a monthly basis.
Specified below is the cost for M&O services for the second year.

1. Ongoing Maintenance & Operations 12 months FY21 $300,000 (To be
billed on a monthly
basis at $25,000
starting October
2020 through
September 2021
after final approval)

Grand Total $300,000.00

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the
State has agreed in advance and in writing to reimburse Contractor for such expenses at the State’s
current travel reimbursement rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:

Dane Spencer,

State Administrative Manager

Section Manager for Michigan Identity, Credential, Access Management (MICAM/MILogin)
DTMB Center for Shared Solutions

Phone: 517-284-7117

E-mail: SpencerD3@michigan.gov

The designated DTMB Business Relationship Manager is:

Rex Menold

Acting Director of Enterprise Information, Content and Identity Management
DTMB Center for Shared Solutions

Phone: 517-204-5267

E-mail: MenoldR@michigan.gov

The designated Treasury Project Manager is:
Lucy Pline
Business Relations Manager


mailto:MenoldR@michigan.gov

Michigan Department of Technology Management and Budget (DTMB)
Agency Services - Department of Treasury (Treasury)

Phone: 517 636-5052

E-mail: plinel@michigan.gov

ADDITIONAL TERMS AND CONDITIONS:

The parties acknowledge that COVID-19 and either party’s compliance with any law, rule, regulation or
policy related to COVID-19 may adversely impact the fees, timeline, working arrangements, staffing,
responsibilities or other obligations under this SOW. In the event of any such impact, the parties will work
in good faith to promptly enter into a change order to eliminate such impact. If the parties fail to enter
into a change order within thirty (30) days of Consultant notifying Client of such impact, Consultant may
suspend or terminate this SOW upon written notice to Client.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project
deliverables. DTMB and Treasury will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Consultants will work at 222 N Washington Square in Lansing, Michigan (exception if advised by state
authority to work remote/home) and the Treasury Operations Center as needed.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of
8:00 am to 5:00 pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs.
/week will be permitted without prior written approval of both project managers. Any hours over 40 hrs.
/week are paid at straight time, no premium pay will be authorized.


mailto:plinel@michigan.gov

STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 69

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Various DTMB

‘200 Renaissance Center, Suite 3900
‘Detroit, MI 48243-1895
‘Vik Bansal

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

773-960-6143

dO1OVUINOD

vbansal@deloitte.com

CVv0002117

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 5-1 Year September 30, 2023
O P-Card O PRC O Other O Yes

DESCRIPTION OF CHANGE NOTICE

| cemon | Lsiemiosssoy JEvssen | LsemoEsusee | RS E o
..o °0o . Seplember302023
| CURRENTVALUE | VALUEOFCHANGENOTICE ESTIMATED AGGREGATECONTRACTVALUE

DESCRIPTION

Effective March 1, 2021, the UIA is adding $130,000.00 to this contract for Deloitte & Touche LLP ("Deloitte & Touche) to add
enhanced identity proofing for citizen users subscribing to Michigan Web Account Manager (MIWAM) application for
Unemployment Insurance processing, per the attached statement of work.

$77,422,337.34 $130,000.00 $77,552,337.34

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval.
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MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Unemployment Insurance Agency User Identity Proofing 1/19/2021-08/30/2021
Requesting Department: Date:
Unemployment Insurance Agency 1/19/2020
DTMB Business Relationship Manager: Phone:
John Walker 313-456-3814
DTMB Project Manager: Phone:
Michael Mowers 517-388-2200

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

During the Covid-19 pandemic response, State of Michigan Unemployment Insurance Agency (UIA) has identified
attempts by criminals to file imposter claims for unemployment benefits. The State of Michigan (the “State”) has
requested Deloitte & Touche LLP (“Deloitte & Touche) to add enhanced identity proofing for citizen users subscribing to
Michigan Web Account Manager (MIWAM) application for Unemployment Insurance processing. As a part of this
integration, MILogin will a) conduct identity proofing of citizen users subscribing to MIWAM, using Experian services, b)
pass the extended data collected for identity proofing to MIWAM, and c) conduct performance testing of the MIWAM
web service as part of user registration flow.

PROJECT OBJECTIVE
The goal of this Project is to provide a short term interim solution to add enhanced identity proofing using Experian web
services and a callback to MIWAM application.

The identity proofing functions will be added to the current user flow between MIWAM and MILogin, in MiLogin 2.0 Dev,
QA and Production environments.

SCOPE OF WORK
The scope consists of:
Identity Proofing (using MIWAM webservice callback from MILogin)
e Incorporate a new Experian sub code for MIWAM citizen users. The new Experian sub code will be provided by
State.
¢ Modify the current MILogin user flow as follows:
o Modify the flow for users originating from MIWAM to MILogin, which will apply to a new MILogin user, or
to an existing MILogin user associating with MIWAM for the first time.
o Initiate identity proofing flow which will collect extended data from the user, as required by the MIWAM
Experian sub code, consisting of 1) Date of Birth (DOB), 2) Address, 3) Social Security Number (SSN).
o Call Experian web services and render user interface screens to conduct knowledge based identity
proofing and store identity proofing date and result.
o Call a MIWAM web service (to be provided by MIWAM) and pass it the user’s userid and extended
attributes DOB, Address and SSN.
o Allow only identity proofed users to Single Sign On (SSO) to MIWAM.
Extended user information (DOB, Address and SSN) will not be persisted in MILogin.
o No changes to the user flow will be made to a user who is already subscribed to MIWAM when they
authenticate to MILogin.
e Conduct performance testing for new user registrations which will call MIWAM web service

@]




TASKS

Performance testing will be conducted for new user registration in MiLogin 2.0 QA environment and
MIWAM environment integrated with it. The MIWAM test environment should be available on the
internet
The performance test will be carried out at 2 load levels: 8,000 new users per hour, and 16,000 new
users per hour
MILogin team will create and validate performance test scripts and will need access to MIWAM URLs in
the test environment from the internet.
MiLogin will run a baseline performance test before deploying the changes in QA environment. The
baseline will be the used to compare performance after deploying changes.
The test will start at MIWAM screen that launches MILogin (the delay timer in MIWAM to redirect
users to MILogin should be disabled during performance test runs)
MILogin will develop additional code to modify the user flow during performance testing:

= Bypass email address verification and mobile number verification during user registration

= Simulate calls to Experian as follows (since Experian does not support performance testing due

to limited pool of test ids that cannot be used repeatedly, and quiz answers cannot be scripted)
e MiILogin will collect the user's SSN, DOB and Address
e MiILogin will simulate an identity proofing pass result (no questions will be displayed)

MILogin will call MIWAM web service (to be provided by MIWAM) and pass it the user’s userid and
extended attributes DOB, Address and SSN
MliLogin will wait for MIWAM web service success response and Single Sign On (SSO) the user to
MIWAM.
If MIWAM web service returns a failure response or times out, MILogin will show an error message and
user will not SSO to MIWAM.
The performance test will end at this point for the user.
MiLogin team will collate the results and provide performance test report
The tests will be run for up to 2 weeks to allow for re-runs after any needed tuning and remediation on
MIWAM or MlLogin, and results and final report will be compiled and reviewed in the 3 week

The specific tasks are as follows:
e MiLogin Dev environment — MIWAM/UIA Dashboard applications (using MIWAM callback)

o

Validate Experian web service APls in Experian test environment using new Experian sub code for
MIWAM from MILogin Dev servers

Validate firewall rule to access MIWAM Dev web service from MILogin Dev servers.

Develop custom screens to add identity proofing to MIWAM — MILogin user flow, for users originating
from MIWAM and either selecting Sign Up option in MILogin, or selecting Login option and associating
first time in MILogin to MIWAM.

= Create Ul screens to collect extended user data information
= Develop code to call Experian web services with MIWAM sub code, and get Experian response
= Render knowledge questions to end user

= Handle exceptions if questions cannot be presented to the user due to credit blocks, credit
freezes, identity previously marked as fraudulent by Experian, or if user identity is not found

= Collect responses from end user within a pre-configured time limit
= Call Experian web services with knowledge questions’ answers and get identity proofing result
= If user was identity proofed successfully
e Call new MIWAM web service and pass Userid, DOB, Address, SSN
e Continue auto subscription of user to MIWAM application
o Use custom Ul code to add MIWAM Account group to the MILogin user profile.
e Single Sign On user to MIWAM and navigate user to MIWAM landing page

= If user was not identity proofed successfully, remove MIWAM subscription and navigate user to
error page and provide link back to unauthenticated MIWAM page

= [f an error occurs when MiLogin calls MIWAM webservice, remove MIWAM subscription and
navigate the user to a MIWAM provided web URL.



o Facilitate test for identity proofing of user in MILogin Dev when user originates from MIWAM Dev
environment.

= User flow when Experian knowledge based questions are rendered and answered correctly.
= User flow when Experian knowledge based questions are rendered and answered incorrectly.
= User flow when Experian knowledge based questions are not available from Experian.

o Facilitate test for user flow when user previously subscribed to MIWAM starts from MILogin and
navigates to UIA Dashboard application.

External tasks:

MIWAM will provide a web service endpoint that can accept a JSON payload with user’s extended data
attributes (userid, DOB, Address, SSN), and return acknowledgement.

e MiLogin QA environment — MIWAM/UIA Dashboard applications (using MIWAM callback)

o Validate Experian web service APIs in Experian test environment using new Experian sub code for
MIWAM from MILogin QA servers.

Validate firewall rule to access MIWAM QA web service from MILogin QA servers.
Migrate Citizen Portal changes for MIWAM user identity proofing to MiLogin QA.

Facilitate MIWAM -MILogin user flow test with identity proofing and test that identity proofed user
extended data is passed to MIWAM

o Facilitate User Acceptance Test (UAT) for UIA in MILogin QA environment by providing MILogin issue
resolution

o Conduct Performance Test as defined in the Scope section

e MiLogin Production environment — MIWAM/UIA Dashboard applications (using MIWAM callback)

o Validate Experian web service APIs in Experian Production environment using new Experian sub code
for MIWAM from MILogin Production servers.

Validate firewall rule to access MIWAM Production web service from MILogin Production servers.
Deploy Citizen Portal changes for MIWAM user identity proofing to MILogin Production.

Facilitate smoke testing for MIWAM -MILogin user flow with identity proofing and validate that identity
proofed user extended data is passed to MIWAM

DELIVERABLES
e Weekly status report of activities (will be covered in Weekly MILogin Project Executive Status report).

e Completion of Identity Proofing (using MIWAM web service) in MiLogin Dev environment.

e Completion of Identity Proofing (using MIWAM web service) in MiLogin QA environment.

e Completion of Performance Test Report.

e Completion of Identity Proofing (using MIWAM web service) in MiILogin Production environment.
ACCEPTANCE CRITERIA

Deliverables will not be considered complete until the DTMB/UIA and DTMB/MILogin Project Managers have formally
accepted them.

OUT OF SCOPE
e Any customization not listed in above sections.
e Any additional environments for UIA, except the three in scope.
e Conducting UAT, except providing MILogin issue resolution
[ ]

Additional language support for the Ul other than English.

ASSUMPTIONS

e The State will assign an Agency Services Project Manager to oversee the project, make management and
prioritization decisions, and work side-by-side with the DTMB Project Manager. The Agency Services Project



Manager will help the DTMB Project Manager schedule workshops and meetings identified during the project
with the state staff and project stake holders.

e The DTMB/UIA Project Manager and DTMB/MILogin Project Manager will work on developing a work plan and
identify the required testing and delivery milestones as defined in the project schedule section.

e The DTMB/UIA Project Manager and DTMB/MILogin Project Manager will meet on a weekly basis to review the
progress and adjust the scope and timeline as required.

o The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Delay in meeting the dates identified in the work plan will result in additional
scheduling and potential cost impact.

e The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

e Delays or unavailability of State or Application team resources, access to various support teams, and hardware
or software, may affect the project timing and estimated cost.

o The UIA helpdesk will be responsible for providing help desk services for user account-related operations with
respect to MILogin. This includes services to users who are not able to complete online identity proofing.

o Extension or delay in schedule will be addressed through a change request.

e Application team (UIA) will be responsible for providing MIWAM web service in Dev, Test and Production. This
web service will be responsible to consume / persist user’s userid and extended user attributes.

e The MIWAM web service availability must meet or exceed MlLogin SLA. If MIWAM web service is not available,
users will not be able to complete their single sign on to MIWAM.

e The maintenance and operation of MIWAM web service will be the responsibility of the MIWAM application
team.

e Ongoing costs for Experian identity proofing transactions, and any one time Experian setup costs are separate
from the services costs in this SOW.

e During performance testing, MIWAM team will be available to provide access and support for issues during
performance testing.

PROJECT CONTROL AND REPORTS
A weekly progress report should be submitted to DTMB Project Managers throughout the life of this project. This report
may be submitted with the billing invoice. Each weekly progress report should contain the following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe potential issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touché.

MiLogin — UIA MIWAM Identity Proofing



1. MILogin Identity Proofing (using

MIWAM callback) QA deployment X+ 3 weeks $58,000
2. Performance Testing in QA X + 6 weeks $60,000
environment
3. MILogin Identity Proofing (using X + ks +
MIWAM callback) Production + 6 weeks $12,000
deployment Duration of UIA UAT
Grand Total $130,000.00

X: Project purchase order issue date

EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touché for such expenses at the State’s current travel reimbursement
rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, Ml 48933

The designated Business Relationship Manager is:
John Walker

Walkerd5@michigan.gov

Office: (313) 456-3814

ADDITIONAL TERMS AND CONDITIONS:

The parties acknowledge that COVID-19 and either party’s compliance with any law, rule, regulation or policy related to
COVID-19 may adversely impact the fees, timeline, working arrangements, staffing, responsibilities or other obligations
under this SOW. In the event of any such impact, the parties will work in good faith to promptly enter into a change
order to eliminate such impact. If the parties fail to enter into a change order within thirty (30) days of Consultant
notifying Client of such impact, Consultant may suspend or terminate this SOW upon written notice to Client.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and UIA will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touché will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte & Touché offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm Eastern Time (EST) are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be
permitted without prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight
time, no premium pay will be authorized.
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STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 68

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Various DTMB

‘200 Renaissance Center, Suite 3900
‘Detroit, MI 48243-1895
‘Vik Bansal

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

773-960-6143

dO1OVUINOD

vbansal@deloitte.com

CVv0002117

CONTRACT SUMMARY

ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 5-1 Year September 30, 2023
O P-Card O PRC O Other O Yes

DESCRIPTION OF CHANGE NOTICE

TOPTON | LENGTHOROPTION  EXTENSION LENGTMOFEXTENSION  REVISED EXP. DATE
o g sember 30,2023
| CURRENTVALE  VALUEOFCHANGENOTICE | ESTMATED AGGREGATE CONTRACTVALUE

$76,969,337.34 $453,000.00 $77,422,337.34

DESCRIPTION
Effective November 30, 2020, the State is adding $300,000.00 for Deloitte & Touche LLP (Deloitte & Touche) to perform the
Maintenance & Operations (M&O) Technical support as defined in the Tasks section for MILogin for lllinois Provider Enrollment
(ILPE) solution for the MDHHS's MIMaas IL applications. This SOW is for Deloitte & Touche to perform maintenance, and
operations services for FY21 of the MILogin ILPE platform and portals.

The State is also adding $153,000.00 to accommodate a DOIT1 for the work associated with the IMPACT IL MiLOGIN
Decommissioning statement of work.

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval, and State Administrative Board approval on December 15, 2020.




GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MICAM - lllinois (IL) Provider Enroliment Solution Maintenance & Operations 10/01/2020 — 09/30/2021
Requesting Department: Date:
Michigan Department of Health and Human Services (MDHHS) 09/29/2020
DTMB MDHHS Business Relationship Manager: Phone:
John Moore 517.331.5065
DTMB MDHHS Project Manager: Phone:
Jim Coggin 517.243.5265

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM) Contract
Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

The State of Michigan (“SOM” or “State”) has requested Deloitte & Touche LLP (Deloitte & Touche) to extend the
Maintenance & Operations (M&QO) Technical support as defined in the Tasks section for the MILogin for lllinois Provider
Enrollment (ILPE) solution for the MDHHS agency. This SOW is for Deloitte & Touche to perform maintenance and
operations services for FY21 of the MILogin ILPE platform and portals.

BACKGROUND:
The State of Michigan, through the Department of Technology, Management & Budget (DTMB) has issued this contract to
provide Michigan with an enterprise solution called MICAM, branded as MILogin.

The MiLogin ILPE solution provides user account management, authentication, Single Sign-On (SSO), Identity Proofing
(IDP) and Multi-Factor Authentication (MFA) services to lllinois users. The MILogin solution provides these services to
protect the State of Michigan systems (highlighted in table under scope of work section) and enable centralized
administration and synchronization of user identities across the State’s systems.

PROJECT OBJECTIVE:

The ILPE solution is a multi-state service provided by MDHHS to other states where MILogin is built-in as the foundational
service to provide Identity, Credential, and Access Management (ICAM) services to the state of IL. This solution leverages
a dedicated hardware for MILogin to meet MDHHS’s performance and availability requirements and to provide a user
interface that addresses MDHHS'’s requirements for both user experience and look and feel. This project will allow Deloitte
& Touche to continue providing the required M&O technical support to the ILPE portal that is being used by the state of IL.

SCOPE OF WORK:
e  Provide MILogin M&O technical support as defined in the Tasks section for the ILPE portal in Quality Assurance
(QA) and Production (PROD) environment. Support is estimated to begin on October 01, 2020 and will go
through April 30, 2021.
e List of applications and environment in scope for ILPE portal:




Application Name Environments Environment Mapping

MiLogin Application Environment
Environment
1. Third Party Liability | 2 Quality
Electronic Database Assurance (QA) | TED User Acceptance Testing (UAT)
(TED) QA TED UAT Data Guard
2. IBM FileNet/IBM 2 QA WorkplaceXT/ICN System Test
Content Navigator
(Workplace XT/ICN)
QA WorkplaceXT/ICN UAT
3. Document 2 QA DMP System Test
Management Portal
(DMP)
QA DMP UAT
4. Siebel 2 QA Siebel System test
QA Siebel UAT
5. Cognos 2 QA COGNOS System Test
QA COGNOS UAT
6. HealthBeat 1 QA HealthBeat Test
7. ILPE 1 QA Not Applicable
8 ILPE 1 PROD Not Applicable

Note: Support for the applications numbers 1 through 6 in MILogin QA environment is included
TASKS:

M&O technical support for the MILogin ILPE portal consists of:

e Coordinate with the IL Helpdesk and assist with troubleshooting and resolving MILogin integration specific
technical issues related to user ID management (account creation, application subscription and application
access).

e Health check (executing daily/on demand basis environment sanity tests after scheduled MILogin ILPE portal
system maintenance activities) of the MILogin ILPE portal.

e Facilitate ILPE portal testing by creating/updating user accounts to support integrated application (applications
specified in the table under Scope of Work section) testing in the QA MILogin ILPE solution environment.

e Applying product patches as applicable post state leadership approval.

e Provide downtime support (bringing down/up the ILPE portal for integrated application maintenance based on
agency request and approval to show maintenance page) for the ILPE portal.

¢ Analysis and remediation of vulnerabilities related to MILogin components for ILPE portal.

¢ Incident management for the ILPE solution.

e Administration and issue resolution of MILogin Multi-Factor Authentication (MFA) and Identity Proofing
functionality for the ILPE solution.

e  Provide downtime support (putting up banner page) for the MiLogin — ILPE solution.

ACCEPTANCE CRITERIA:
Deliverables (weekly project status report) will not be considered complete until DTMB and MDHHS Project Manager have
provided approval via email.

OUT OF SCOPE
e MiLogin Helpdesk/Level 1 services. The level 1 services will be handled by the IL Helpdesk. The following list
of features and associated issues will be covered by level 1:
o Password resets.

Account activation / deactivation.

Profile update.

MFA.

IDP.
o Questions and clarifications from end users.

e New integration and enhancements.

e |LPE application specific issues and support.

O O O O

ASSUMPTIONS
e The services will be performed in accordance with the Statement on Standards for Consulting Services issued by
the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice, and
recommendations. However, The Services will not constitute an engagement to provide audit, compilation, review



or attestation services as described in the pronouncements on professional standards issued by the AICPA, the
Public Company Oversight Board, or other regulatory body and, therefore, we will not express an opinion or any
other form of assurance as a result of performing the Services.

e Helpdesk / Level 1 services will be provided by the State of IL.

e Maintenance or downtime activities for common Ul will require coordination and support from all States.

e Deloitte & Touche team will work at 222 N Washington Square in Lansing, Michigan and the MDHHS Operations
Center as needed, or work remotely from Deloitte & Touche offices or employee locations in the USA.

e MiLogin M&O technical support will be available between 8:00 am- 5:00 pm CT (excluding weekends and
holidays).

e Delays or unavailability of State or Application team resources, access to various support teams, hardware or
software, may affect the project timing and estimated cost.

¢ The scope of maintenance and operations services associated with this SOW are only limited to ILPE QA and
PROD environments for the applications as specified in the tasks table.

PROJECT CONTROL AND REPORTS:
A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of this project.
This report may be submitted with the billing invoice. Each weekly progress report must contain the following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from the project
budget, or delays in the established timeline.

PAYMENT SCHEDULE:

Payment will be made on a fixed fee basis per deliverable for a total of $225,000 per the below table in the Cost Breakdown
Structure section — Tables 1. The State will pay Deloitte & Touche upon receipt of properly completed invoices which shall
be submitted to the billing address on the State issued purchase order not more often than monthly. The DTMB Contracts
area will coordinate obtaining MDHHS Project Manager and DTMB Project Manager approvals. All invoices should reflect
actual work completed by payment date and must be approved by the MDHHS Project Manager and DTMB Project Manager
prior to payment. The invoices shall describe and document to the State’s satisfaction a description of the work performed,
the progress of the project, and fees. When expenses are invoiced, receipts will need to be provided along with a detailed
breakdown of each type of expense.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed
invoices.

Cost Breakdown Structure

Table 1:

The maintenance & operations (M&O) cost will be charged on an annual basis and paid monthly. Specified below is the
cost for M&O services for FY19.

1. Ongoing Maintenance & Operations 12 months FY21 $300,000 (To be billed
on a monthly basis at
$25,000 starting
October 2020 through
September 2021 after
final approval)

Grand Total $300,000.00

EXPENSES
The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed
in advance and in writing to reimburse Contractor for such expenses at the State’s current travel reimbursement rates.

PROJECT CONTACTS

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov
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Office: (517)-241-9935
Cell: (517)-940-0608
Phoenix Bldg., 2nd Floor
222 N. Washington Sq.
Lansing, MI 48933

The designated DTMB MDHHS Business Relationship Manager is:
John Moore

300 E. Michigan Avenue

Lansing, M| 48933

moorej7@michigan.gov

517.331.5065

The designated DTMB MDHHS Project Manager is:
Jim Coggin

300 E. Michigan Avenue

Lansing, M| 48933

Cogginj@michigan.gov

517.243.5265

ADDITIONAL TERMS AND CONDITIONS:

The parties acknowledge that COVID-19 and either party’s compliance with any law, rule, regulation or policy related to
COVID-19 may adversely impact the fees, timeline, working arrangements, staffing, responsibilities or other obligations
under this SOW. In the event of any such impact, the parties will work in good faith to promptly enter into a change order
to eliminate such impact. If the parties fail to enter a change order within thirty (30) days of Consultant notifying Client of
such impact, Consultant may suspend or terminate this SOW upon written notice to Client.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and MDHHS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan and the MDHHS Operations Center as
needed, or work remotely from Deloitte & Touche offices or employee locations in the USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00 pm
are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will be
authorized.
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MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin - lllinois (IL) Provider Enroliment Solution Decommissioning Services 10/01/2020 — 09/30/2021
Requesting Department: Date:
Michigan Department of Health and Human Services (MDHHS) 09/30/2020
DTMB MDHHS Business Relationship Manager: Phone:
John Moore 517.331.5065
DTMB MDHHS Project Manager: Phone:
Jim Coggin 517.243.5265

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM) Contract
Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BRIEF DESCRIPTION OF SERVICES TO BE PROVIDED:

The State of Michigan (“SOM” or “State”) has requested Deloitte & Touche LLP (Deloitte & Touche) to provide solution
decommissioning services and technical support as defined in the Tasks section for the MiLogin for lllinois Provider
Enrollment (ILPE) solution for the MDHHS agency. This SOW is for Deloitte & Touche to perform decommissioning
services for the MILogin ILPE platform and portals.

BACKGROUND:
The State of Michigan, through the Department of Technology, Management & Budget (DTMB) has issued this contract to
provide Michigan with an enterprise solution called MICAM, branded as MILogin.

The MiLogin ILPE solution provides user account management, authentication, Single Sign-On (SSO), Identity Proofing
(IDP) and Multi-Factor Authentication (MFA) services to lllinois users. The MILogin solution provides these services to
protect the State of Michigan systems (highlighted in table under scope of work section) and enable centralized
administration and synchronization of user identities across the State’s systems. The state of IL, through MDHHS, has
requested Deloitte & Touche to decommission the MILogin ILPE solution.

PROJECT OBJECTIVE:

The ILPE solution is a multi-state service provided by MDHHS to other states where MILogin is built-in as the foundational
service to provide Identity, Credential, and Access Management (ICAM) services to the state of IL. This solution leverages
a dedicated hardware for MILogin to meet MDHHS’s performance and availability requirements and to provide a user
interface that addresses MDHHS'’s requirements for both user experience and look and feel. The state of IL has requested
MDHHS to decommission the ILPE solution by 04/30/2021. This project will allow Deloitte & Touche to provide
decommissioning technical services for the ILPE portal that is being used by the state of IL.

SCOPE OF WORK:
e Provide MILogin-ILPE decommissioning services and technical support as defined in the Tasks section for the
ILPE portal in the Quality Assurance (QA) and Production (PROD) environments. Support is estimated to begin
on October 01, 2020 and will go through September 30, 2021.
e List of applications and environments in scope for decommissioning of the ILPE portal:




TASKS:

Application Name Environments Environment Mapping

MiLogin Application Environment
Environment
1. Third Party Liability | 2 Quality
Electronic Database Assurance (QA) | TED User Acceptance Testing (UAT)
(TED) QA TED UAT Data Guard
2. IBM FileNet/IBM 2 QA WorkplaceXT/ICN System Test
Content Navigator
(Workplace XT/ICN)
QA WorkplaceXT/ICN UAT
3. Document 2 QA DMP System Test
Management Portal
(DMP)
QA DMP UAT
4. Siebel 2 QA Siebel System test
QA Siebel UAT
5. Cognos 2 QA COGNOS System Test
QA COGNOS UAT
6. HealthBeat 1
QA HealthBeat Test
7. ILPE 1 QA Not Applicable
8. ILPE 1 PROD Not Applicable

Decommissioning services and technical support for the MiLogin ILPE portal includes:

Update MlLogin enterprise code to disable calls to the ILPE environment for User ID check.
Update MILogin Operations and Maintenance Guides.
Stop the monitoring scripts.
Stop the scheduled maintenance jobs.
Stop ILPE Login application, Representational State Transfer (REST) application, and Utility application services.
Stop IBM Security Identity Manager (ISIM) web application.
Stop WebSphere related services (Node agent, nodes and Deployment Manager (DMGR)) hosting ILPE User
Interface (Ul) and ISIM web application.
Stop IBM WebSEAL services.
Stop IBM Security Access Manager (ISAM) Policy and Authorization Services.
Stop ISIM Lightweight Directory Access Protocol (LDAP) Services.
Stop ISAM LDAP Services.
Stop High Availability Disaster Recovery (HADR) ISIM DB2 databases.
Stop ISIM DB2 databases.
Decommission ILPE Experian sub code.
Decommission service accounts as applicable.
Clean up ILPE User IDs from QA and Production applications listed in the table within the Scope section.
Data export:
o Develop script to export IL user profiles to LDAP Data Interchange Format (LDIF) or Comma-Separated
Values (CSV) format, and separate export files for Provider users and Staff users.
o Develop utility to filter IL user from pooled citizen and IL user audit history from ISIM DB2 database for
auditing data retention, and export data by Provider users and Staff users.
o Export both ILPE Provider user data and ILPE Staff user data (Note: Password, and security questions'
answers are exported as hash values currently stored in MILogin).
o Export Provider user audit trail data and export Staff user audit trail data since inception of ILPE
implementation (Note: This data will be provided in SQL files).
Solution transition services:
o Password continuity: Existing passwords and security question answers will be provided in one-way
hashed format, as currently stored in MILogin, in the LDIF user data export.
o Conduct 2 workshops (2 - 4 hours each) with IL application vendor to provide knowledge transfer on
user data structure, password formats and audit data structure.
o Participate in 1 cutover planning session (2 hours) for cutover from MILogin to new system.

ACCEPTANCE CRITERIA:
Deliverables (weekly project status report) will not be considered complete until DTMB and MDHHS Project Manager have
provided approval via email.

OUT OF SCOPE



e MiLogin Helpdesk/Level 1 services. The level 1 services will be handled by the IL Helpdesk. The following list
of features and associated issues will be covered by level 1:
o Password resets.
Account activation / deactivation.
Profile update.
MFA.
IDP.
o Questions and clarifications from end users.
e New integration and enhancements.
e |LPE application specific issues and support.

O O O O

ASSUMPTIONS

e The services will be performed in accordance with the Statement on Standards for Consulting Services issued by
the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice, and
recommendations. However, The Services will not constitute an engagement to provide audit, compilation, review
or attestation services as described in the pronouncements on professional standards issued by the AICPA, the
Public Company Oversight Board, or other regulatory body and, therefore, we will not express an opinion or any
other form of assurance as a result of performing the Services.

e Helpdesk / Level 1 services will be provided by the State of IL.

e  Maintenance or downtime activities for common Ul will require coordination and support from all States.

e Deloitte & Touche team will work at 222 N Washington Square in Lansing, Michigan and the MDHHS Operations
Center as needed, or work remotely from Deloitte offices or employee locations in the USA.

e MiLogin-ILPE decommissioning services and technical support will be available between 8:00 am- 5:00 pm CT
(excluding weekends and holidays).

e Delays or unavailability of State or Application team resources, access to various support teams, hardware or
software, may affect the project timing and estimated cost.

¢ The scope of maintenance and operations services associated with this SOW are only limited to ILPE QA and
PROD environments for the applications as specified in the tasks table.

PROJECT CONTROL AND REPORTS:
A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of this project.
This report may be submitted with the billing invoice. Each weekly progress report must contain the following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from the project
budget, or delays in the established timeline.

PAYMENT SCHEDULE:

Payment will be made on a fixed fee basis per deliverable for a total of $153,000 per the below table in the Cost Breakdown
Structure section — Tables 1. The State will pay Deloitte & Touche upon receipt of properly completed invoices which shall
be submitted to the billing address on the State issued purchase order. The DTMB Contracts area will coordinate obtaining
MDHHS Project Manager and DTMB Project Manager approvals. All invoices should reflect actual work completed by
payment date and must be approved by the MDHHS Project Manager and DTMB Project Manager prior to payment. The
invoices shall describe and document to the State’s satisfaction a description of the work performed, the progress of the
project, and fees. When expenses are invoiced, receipts will need to be provided along with a detailed breakdown of each
type of expense.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed
invoices.

Cost Breakdown Structure

Table 1:

The MILogin-ILPE decommissioning services and technical support cost will be charged on an annual basis. Specified
below is the cost for decommissioning services and technical support for FY21.



1. QA Decommissioning and cleanup costs FY21 $28,000
Export user and user audit data export

2 QA (grouped by Provider & Staff) 4 months Fya1 $27,000

Subtotal For QA Environment FY21 $55,000

3. PROD Decommissioning and cleanup costs FY21 $38,000
Export user and user audit data export

4. PROD (grouped by Provider & Staff) Fy21 $48,000

- — 3 months

5. PROD ggéltjtlon transition/knowledge transfer FY21 $12,000

Subtotal For QA Environment FY21 98,000

Grand Total $153,000

EXPENSES

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed
in advance and in writing to reimburse Contractor for such expenses at the State’s current travel reimbursement rates.

PROJECT CONTACTS

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517)-241-9935

Cell: (517)-940-0608

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933

The designated DTMB MDHHS Business Relationship Manager is:
John Moore

300 E. Michigan Avenue

Lansing, M|l 48933

moorej7@michigan.gov

517.331.5065

The designated DTMB MDHHS Project Manager is:
Jim Coggin

300 E. Michigan Avenue

Lansing, M| 48933

Cogginj@michigan.gov

517.243.5265

ADDITIONAL TERMS AND CONDITIONS:

The parties acknowledge that COVID-19 and either party’s compliance with any law, rule, regulation or policy related to
COVID-19 may adversely impact the fees, timeline, working arrangements, staffing, responsibilities or other obligations
under this SOW. In the event of any such impact, the parties will work in good faith to promptly enter into a change order
to eliminate such impact. If the parties fail to enter a change order within thirty (30) days of Consultant notifying Client of
such impact, Consultant may suspend or terminate this SOW upon written notice to Client.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and MDHHS will be reviewing and approving the project manager’s deliverables.


mailto:SpencerD3@michigan.gov

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan and the MDHHS Operations Center as
needed, or work remotely from Deloitte offices or employee locations in the USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00 pm
are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will be

authorized.



GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Experian Contract 10/01/2020-09/30/2021
Requesting Department: Date:
Michigan Department of Technology, Management and Budget (DTMB) 09/02/2020
DTMB Business Relationship Manager: Phone:
Rex Menold 517-719-3659
DTMB Project Manager: Phone:
Dane Spencer 517-284-9204

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to act as a payee agent
for Experian (“Vendor”) and all obligations to invoice and receive payment for the Experian Precise ID Identity Proofing
Service (“Software”) shall be received by Deloitte & Touche solely as payee agent for Vendor.

PROJECT OBJECTIVE
The key goal of this project is for Deloitte & Touche to purchase, as payee agent, for resale to the State, a license to
Experian’s Precise ID Identity proofing software

SCOPE OF WORK
The scope consists of the following:

e Precise ID Identity Proofing services delivered by Vendor will be invoiced by Deloitte & Touche to State under
the Contract as a limited payee agent on behalf of Vendor for the amounts due under the License Agreement

e Receive payment of such amounts from the State when paid by the State (“Paid Amount”)

o Transfer the Paid Amount to Vendor. Deloitte & Touche shall not take delivery of the Software or be required to
deliver the Software to the State

DELIVERABLES
¢ Invoices to the State for Precise ID Identity Proofing services provided by Vendor to the State for the Period of
Coverage defined above.

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until the DTMB Project Managers have formally accepted them.

ASSUMPTIONS
e The State is responsible to secure appropriations to fund its obligations.
e There will be no holdoff or administrative fees for the contract.

PROJECT CONTROL AND REPORTS
e None

SPECIFIC DEPARTMENT STANDARDS




Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure

Table 1:

The Precise ID Identity Proofing Service charges are on usage basis and paid on a monthly basis. The amounts below
are based on estimates for months 10/2020 through 09/2021. Lower amounts than estimated for a month will be billed
“as is”. Higher amounts for a month will be billed “as-is” until the total billed for the year meets the value of this SOW.
Any overage charges for the year will be added to a new SOW for the charges for next billing period. If Precise ID
services between State and Experian are terminated for the next period, a new SOW for only the overage charges will
be submitted. Specified below are the charges:

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
1. the month of October 2020, 10/2020 FY21
invoiced by Deloitte & Touche as
payee agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
2. the month of November 2020, 11/2020 FY21
invoiced by Deloitte & Touche as
payee agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
3. the month of December 2020, 12/2020 FY21
invoiced by Deloitte & Touche as
payee agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
4. the month of January 2020, 01/2021 FY21
invoiced by Deloitte & Touche as
payee agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
5. the month of February 2020, 02/2021 FY21
invoiced by Deloitte & Touche as
payee agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
6. the month of March 2020, invoiced 03/2021 FY21
by Deloitte & Touche as payee
agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
7. the month of April 2020, invoiced 04/2020 FY21
by Deloitte & Touche as payee
agent for Vendor

Precise ID Identity Proofing $60,425.77
8. Services delivered by Vendor for 05/2020 FY21
the month of May 2020, invoiced by




Deloitte & Touche as payee agent
for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
9. the month of June 2020, invoiced 06/2020 FY21
by Deloitte & Touche as payee
agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
10. the month of July 2020, invoiced by 07/2021 FY21
Deloitte & Touche as payee agent
for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
11. the month of August 2020, invoiced 08/2021 FY21
by Deloitte & Touche as payee
agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
12. the month of September 2020, 09/2021 FY21
invoiced by Deloitte & Touche as
payee agent for Vendor

Grand Total $725,109.24

EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement
rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933

The designated DTMB Business Relationship Manager is:
Rex Menold

MenoldR@michigan.gov

(517)719-3659

ADDITIONAL TERMS AND CONDITIONS:
None. This Statement Of Work does not change any terms and conditions not explicitly added or modified in this SOW.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or work remotely from Deloitte offices
or employee locations in USA. Experian will deliver Precise ID Identity Proofing services from their office locations.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:


mailto:MenoldR@michigan.gov

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without

prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium
pay will be authorized.



STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 67

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Dane Spencer MULTI

i : 517-940-0608
200 Renaissance Center, Suite 3900

|

‘Detroit, MI 48243-1895
‘Vik Bansal
|
|
|

spencerD3@michigan.gov

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

773-960-6143

dO1OVUINOD

vbansal@deloitte.com

CVv0002117

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 5-1 Year September 30, 2023
O P-Card O PRC O Other O Yes

DESCRIPTION OF CHANGE NOTICE

| cemon | Lsiemiosssoy JEvssen | LsemoEsusee | RS E o
..o °0o . Seplember302023
| CURRENTVALUE | VALUEOFCHANGENOTICE ESTIMATED AGGREGATECONTRACTVALUE

DESCRIPTION

Effective October 1, 2020, this Contract is hereby increased by $33,000.00 for Deloitte & Touche LLP to integrate MiLogin for
Worker (internal and external) and MlLogin for Third party (external) portals with MDHHS-Contact Tracing Messaging application.

$76,936,337.34 $33,000.00 $76,969,337.34

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval.
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Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET (DTMB)

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Contact Tracing Messaging App Integration 07/22/2020-08/22/2020
Requesting Department: Date:
DTMB/Michigan Department of Health and Human Services (MDHHS) 07/22/2020
DTMB Business Relationship Manager: Phone:
Judy Odett 517-241-5187
MDHHS Project Manager: Phone:
Jeff Ballard 517-284-1060

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND:

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to integrate MILogin
for Worker (internal and external) and MILogin for Third party (external) portals with MDHHS-Contact Tracing
Messaging application.

PROJECT OBJECTIVE:
The goal of this project is to provide the following:
e Enable State of Michigan (SOM) worker user to request access for DHHS-SMS Citizen Outreach via MILogin
for Worker (internal/external) portal
e Enable SOM Third party user to request access for DHHS-SMS Citizen Outreach via MILogin for Third party
(external) portal

SCOPE OF WORK:
The scope of this SOW is described below.
o Integrate MILogin portal with DHHS-SMS Citizen Outreach environment using the HTTP HEADER based
Single Sign-On (SSO) integration, per the below listed environment mapping:

MiLogin portal type MiLogin Contact Tracing Messaging
environment application environment
1 | Worker internal Quality User Acceptance Testing
2 | Worker external Assurance (QA) | (UAT)
3 | Third party external
4 | Worker internal Quality System Integration Testing
5 | Worker external Assurance (QA) | (SIT)
6 | Third party external
7 | Worker internal Production Production
8 | Worker external (PROD) (PROD)
9 | Third party external

e DHHS-SMS Citizen Outreach is a requestable application and requires approval for access




e Bulk load of up to 1000 users for day zero access to DHHS-SMS Citizen Outreach

e User types in scope:

@)
)
O

SOM Worker users accessing from the intranet
SOM Worker users accessing from the internet
SOM Third party users accessing from the internet

The timelines are subject to timely approval of this SOW/CN by no-later than 07/28/2020.

TASKS:
Specific tasks include:

MiLogin portal QA integration with DHHS-SMS Citizen Outreach UAT Environment:

@)

o

Validate firewall rules between MILogin portal and the DHHS-SMS Citizen Outreach environment

Perform standard pre-built access control configurations using ISAM for DHHS-SMS Citizen
Outreach Environment

Perform standard pre-built identity management (approval based) configurations using ISIM for
DHHS-SMS Citizen Outreach Environment

Perform unit test for each new integration for DHHS-SMS Citizen Outreach Environment
Support integration tests for DHHS-SMS Citizen Outreach Environment

MILogin portal QA integration with DHHS-SMS Citizen Outreach SIT Environment:

@)

o

Validate firewall rules between MiLogin portal and the DHHS-SMS Citizen Outreach environment

Perform standard pre-built access control configurations using ISAM for DHHS-SMS Citizen
Outreach Environment

Perform standard pre-built identity management (approval based) configurations using ISIM for
DHHS-SMS Citizen Outreach Environment

Perform unit test for each new integration for DHHS-SMS Citizen Outreach Environment
Support integration tests for DHHS-SMS Citizen Outreach Environment

MiLogin portal PROD integration with DHHS-SMS Citizen Outreach PROD Environment:

o

o

Test firewall rules between MILogin portal and the DHHS-SMS Citizen Outreach environment

Perform standard pre-built access control configurations using ISAM for DHHS-SMS Citizen
Outreach Environment

Perform standard pre-built identity management (approval based) configurations using ISIM for
DHHS-SMS Citizen Outreach Environment

Perform unit test for each new integration for DHHS-SMS Citizen Outreach Environment
Support smoke tests for DHHS-SMS Citizen Outreach Environment

Bulk access:

o Enable bulk access to DHHS-SMS Citizen Outreach application for up to 1000 users for day zero
access. The user data file will be provided by DHHS in the format specified by MILogin
DELIVERABLES:

Integrate MILogin for worker (internal/external) portal with DHHS-SMS Citizen Outreach UAT environment
Integrate MILogin for worker (internal/external) portal with DHHS-SMS Citizen Outreach PROD environment
Integrate MILogin for third party (external) portal with DHHS-SMS Citizen Outreach UAT environment
Integrate MlLogin for third party (external) portal with DHHS-SMS Citizen Outreach PROD environment

ACCEPTANCE CRITERIA:



Deliverables will not be considered complete until DTMB and MDHHS Project Managers have formally accepted
them.

OUT OF SCOPE

Customizations to the application request access forms

Custom HTTP Headers

Fine grained access control

Multi-factor authentication

Identity proofing

Identity provisioning to MDHHS-Contact Tracing Messaging Application
End user communications

Report generation

Writing/updating/deleting data into non-MILogin user repository

User acceptance testing

MILogin for Citizens integration with MDHHS-Contact Tracing Messaging Application
Anything not listed in the scope section

ASSUMPTIONS:

The State will assign a Project Manager to oversee the project, make management and prioritization decisions
and work side-by-side with the Deloitte & Touche team. The State Project Manager will help Deloitte & Touche to
schedule workshops and meetings identified during the project with the state staff and project stake holders

The State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan and
identify the required testing and delivery milestones

The State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review the
progress and adjust the scope and timeline as required

The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Any delay in meeting the dates identified in the work plan will result in the
additional schedule and potential cost impact

The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice, and
recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters

Applications teams will be responsible for changes on the respective applications, required to integrate with the
MILogin solution

Delays or unavailability of State or Application team resources, access to various support teams, hardware or
software, may affect the project timing and estimated cost

The existing MILogin Ul currently deployed in PROD will be used for the planned integrations. The above
requirement considers only basic changes for additional attributes. If additional complex Ul changes are needed
an impact analysis will be made which will most likely require a change request once the impact and feasibility
analysis is complete

The State Client Service Center (CSC) will be responsible for providing help desk services for any user account-
related operations with respect to MILogin

The Application team will be responsible to submitting firewall rule requests between their application
infrastructure and MlLogin infrastructure. These will cover the integration of application with MILogin QA,
MILogin VDC QA, MILogin Production and MILogin VDC Production environments.

Extension or delay in schedule will be addressed through a change request (CR)
HTTP header based integration requires MlLogin’s basic / standard attributes only

The application request access approval workflow will be configured like the MDHHS-Contact Tracing
Application

Approvers for the DHHS-SMS Citizen Outreach will be same as MDHHS-Contact Tracing Application
Users already enrolled to Contact Tracing do not require any update to their user profiles



PROJECT CONTROL AND REPORTS:
A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the following
at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established time line.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE:

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure:
The price was computed using Table 7: Operational Services Costs for New Integrations as follows (this is for 2
environments):

Description Integration Type Unit Contract | Units Total Cost
Cost
A Automation of Shared Secret
Validation Integration
Integrating additional Expedited delivery of pre-built | $8,000.00 1 $8,000.00
environments (per env.) integration
(o Standard Application
Integration
SSO HTTP Header Integrations | Expedited delivery of pre-built | $25,000.00 1 $25,000.00
integration
Total $33,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

Task Cost Categories / Milestone Milestone end date Cost
L o OHHS SN 515,000
2| e D et " DSSUS | g 510000
TOTAL $33,000

*. X is the project purchase order issue date.

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has
agreed in advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel
reimbursement rates.



PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933
SpencerD3@michigan.gov

The designated DTMB MDHHS Business Relationship Manager is:
Judy Odett

235 S Grand Ave, Lansing, Ml 48933

Odettd@michigan.gov

The designated MDHHS Project Manager is:

Greg Campbell

Agency Services supporting MDHHS

Department of Technology, Management & Budget
300 E. Michigan, Lansing, Ml 48933

517-241-1114

CampbellG1@michigan.gov

ADDITIONAL TERMS AND CONDITIONS:

The parties acknowledge that COVID-19 and either party’s compliance with any law, rule, regulation or policy related
to COVID-19 may adversely impact the fees, timeline, working arrangements, staffing, responsibilities or other
obligations under this SOW. In the event of any such impact, the parties will work in good faith to promptly enter into
a change order to eliminate such impact. If the parties fail to enter into a change order within thirty (30) days of
Consultant notifying Client of such impact, Consultant may suspend or terminate this SOW upon written notice to
Client.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables.
DTMB and MDHHS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without
prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium
pay will be authorized.


mailto:SpencerD3@michigan.gov
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STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 66

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Dane Spencer MULTI

i : 517-940-0608
200 Renaissance Center, Suite 3900

|

‘Detroit, MI 48243-1895
‘Vik Bansal
|
|
|

spencerD3@michigan.gov

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

773.960.6143

dO1OVUINOD

vbansal@deloitte.com

CVv0002117

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 5-1 Year September 30, 2023
O P-Card O PRC O Other O Yes

DESCRIPTION OF CHANGE NOTICE

| cemon | Lsiemiosssoy JEvssen | LsemoEsusee | RS E o
..o °0o . Seplember302023
| CURRENTVALUE | VALUEOFCHANGENOTICE  ESTIMATED AGGREGATECONTRACTVALUE

DESCRIPTION

Effective September 4, 2020, this contract is increased by $20,000.00 to provide customized Ul solution via MILogin for Citizens
portal during the subscription process to MiChildSupport application and to send an additional attribute to MiChildSupport.

$76,546,337.34 $20,000.00 $76,566,337.34

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval.




GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin —MiChildSupport User Interface (Ul) customization 07/15/2020-11/16/2020
Requesting Department: Date:
Michigan Department of Health and Human Services (MDHHS) 07/12/2020
MDHHS Business Relationship Manager: Phone:
Judy Odett 517-242-0122
MDHHS Project Manager: Phone:
Lori Emme 313-600-3353

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to customize MILogin for
Citizen’s portal solution in Quality Assurance (“QA”), and Production (“PROD”) environments. As part of this project, the
MiLogin Citizen solution will be customized to allow subscription to the MiChildSupport application post Identity (ID)
proofing regardless of identity proofing result, and to additionally send an attribute indicating whether ID proofing was
successful or not in the Security Assertion Markup Language (SAML) token.

PROJECT OBJECTIVE
The goal of this project is to provide customized Ul solution via MILogin for Citizens portal during the subscription
process to MiChildSupport application and to send an additional attribute to MiChildSupport.

SCOPE OF WORK
The scope consists of:
e Customizing application subscription process for MiChildSupport in MILogin for Citizen solution (legacy and 2.0
both) to allow subscription of the application post ID proofing (even on failure).
e Capturing and passing the attribute containing result of ID proofing in the SAML token.

MiChildSupport Environment MILogin Environment
DEV DEV

QA QA

PROD PROD

TASKS
Specific tasks include:

¢ MiLogin Legacy and 2.0 QA environment (below steps are repeated for MiChildSupport DEV and QA set
up)
o Update the user schema to add an attribute that stores the ID proofing result when subscribing to
MiChildSupport application.

o Update MILogin for Citizen Ul application subscription process code with the following for
MiChildSupport application:

= Allow subscription to the application on both success and failure of ID proofing.
= Capture the results of ID proofing during the subscription process.




o Update the existing SAML application mapping rule for MiChildSupport to add an additional attribute
with ID proofing result flag.

MiLogin Legacy and 2.0 environments PROD environment

o Update the user schema to add an attribute that stores the ID proofing result when subscribing to
MiChildSupport application.

o Migrate MlLogin for Citizen Ul application subscription process code with the following for
MiChildSupport application:

= Allow subscription to the application on both success and failure of ID proofing.
= Capture the results of ID proofing during the subscription process.

o Migrate the SAML application mapping rule for MiChildSupport which includes the attribute for ID
proofing status flag.

DELIVERABLES

Weekly status report of activities (will be covered in Weekly MILogin Project Executive Status report).
Ul Customization on Citizen portal in MILogin QA and Prod environments.

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until the DTMB and MDHHS Project Managers have formally accepted
them.
OUT OF SCOPE
e Any customization not listed in above sections.
¢ Any additional environments for MiChildSupport, except the three in scope.
e Any testing support for performance testing.
e Additional language support for the Ul other than English.

ASSUMPTIONS

The State will assign an Agency Services Project Manager to oversee the project, make management and
prioritization decisions, and work side-by-side with the DTMB Project Manager. The Agency Services Project
Manager will help the DTMB Project Manager schedule workshops and meetings identified during the project
with the state staff and project stake holders.

The MDHHS Project Manager and DTMB Project Manager will work on developing a work plan and identify the
required testing and delivery milestones.

The MDHHS Project Manager and DTMB Project Manager will meet on a weekly basis to review the progress
and adjust the scope and timeline as required.

The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Delay in meeting the dates identified in the work plan will result in additional
scheduling and potential cost impact.

The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

Applications teams will be responsible for changes on the respective applications, which may be required to
integrate with the MILogin solution — legacy and 2.0

Delays or unavailability of State or Application team resources, access to various support teams, and hardware
or software, may affect the project timing and estimated cost.

The State Client Service Center (CSC) will be responsible for providing help desk services for user account-
related operations with respect to MILogin.

Extension or delay in schedule will be addressed through a change request.



¢ Only SOM Citizen users are considered in scope of this change.

PROJECT CONTROL AND REPORTS
A weekly progress report should be submitted to DTMB Project Managers throughout the life of this project. This report
may be submitted with the billing invoice. Each weekly progress report should contain the following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe potential issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

Type | Description Integration | Unit Units Total Cost
Type Contract
Cost
D Complex Application
Integration
Ul Customization Custom $5,000.00 |4 $20,000.00
Total $20,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

MILocI)in - Michicl)an Department of Health and Human Services Inteiration

1. ¢ MiLogin QA — MiChildSupport DEV X + 3 weeks $10.,000
integration completion. ’
2. e MiLogin QA — MiChildSupport QA X + 4 weeks $5.000
integration completion. '
3. e MiLogin Prod — MiChildSupport
Prod integration completion. X + 6 weeks $5,000
Grand Total $20,000.00

X: Project purchase order issue date

EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement
rates.

PROJECT CONTACTS:
The designated DTMB Project Sponsor is:



Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, M| 48933

The designated eService Business Relationship Manager is:
Cassandra Huguelet

HugueletC@michigan.gov

517-243-7071

The designated eService Project Manager is:
Bill Howland

HowlandW@michigan.gov

517-206-3057

ADDITIONAL TERMS AND CONDITIONS:

The parties acknowledge that COVID-19 and either party’s compliance with any law, rule, regulation or policy related to
COVID-19 may adversely impact the fees, timeline, working arrangements, staffing, responsibilities or other obligations
under this SOW. In the event of any such impact, the parties will work in good faith to promptly enter into a change
order to eliminate such impact. If the parties fail to enter into a change order within thirty (30) days of Consultant
notifying Client of such impact, Consultant may suspend or terminate this SOW upon written notice to Client.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and MiChildSupport will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will
be authorized.

Approvals:

The following have reviewed and approved this Statement of Work. These approvals are indications only of the person’s
approval of the contents of this Statement of Work and are not to be considered State approval of any contract changes to
the master contract; such final approvals will occur through SIGMA or other applicable State processes.

Role Name/Title Signature Date

MiChildSupport

Business Judy Odett ' '
Relationship Business Relationship Manager
Manager




Role

Name/Title

Signature

Date

MILogin Project
Sponsor

Dane Spencer/ Acting State
Administrative Manager




STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 65

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Dane Spencer MULTI

i : 517-940-0608
200 Renaissance Center, Suite 3900

|

‘Detroit, MI 48243-1895
‘Vik Bansal
|
|
|

spencerD3@michigan.gov

Sean Regan DTMB

(517) 243-8459
regans@michigan.gov

773.960.6143

dO1OVUINOD

vbansal@deloitte.com

CVv0002117

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 5-1 Year September 30, 2023
O P-Card O PRC O Other O Yes

DESCRIPTION OF CHANGE NOTICE

| cemon | Lsiemiosssoy JEvssen | LsemoEsusee | RS E o
..o °0o . Seplember302023
| CURRENTVALUE | VALUEOFCHANGENOTICE ESTIMATED AGGREGATECONTRACTVALUE

DESCRIPTION

Effective August 28, 2020, this Contract is increased by $390,000.00. This request is adding functionality for checking email
address uniquness for new users, and provides reminders to existing users who have shared or have missing email addresses
when they login to MILogin.

$76,546,337.34 $390,000.00 $76,936,337.34

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval, and State Administrative Board approval on September 10, 2020.
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Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
User Email and Mobile Uniqueness 07/01/2020 — 06/25/2021
Requesting Department: Date:
Department of Technology, Management and Budget (DTMB) 05/04/2020
DTMB Business Relationship Manager: Phone:
Rex Menold 517-719-3659
DTMB Project Manager: Phone:
Dane Spencer 517-241-1114

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM) Contract Number
071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touch LLP (“Deloitte & Touché”) to add functionality for checking user
email address uniqueness for new users, and providing reminders to existing users who have shared or missing email addresses
when they login to MILogin. Uniqueness of mobile numbers, when provided, will also be checked similarly.

PROJECT OBJECTIVE

The goal of this project is to implement unique email addresses and optionally mobile numbers for MILogin users to improve
availability of self-service options for password recovery, decrease account abandonment and reduce multiple user ids for same
user.

SCOPE OF WORK
The scope consists of:
¢ Phase 1: Implement email uniqueness for new Citizen and Third Party users registering to MiLogin

o New citizen users coming from MIWAM or directly to Citizen portal will be required to provide a unique email
address, and encouraged to provide an optional but unique mobile phone number

o New citizen users coming to ISD portal will be encouraged to optionally provide email address and mobile number.
When provided, they will be checked for uniqueness before allowing user registration.

o New Third Party users coming to MiILogin Third Party, ISD and MTO portals will be required to provide a unique
email address, and encouraged to provide an optional but unique mobile phone number.

¢ Phase 2a: Implement reminders and navigation for email uniqueness for existing Citizen and Third Party (provide a grace
period of 180-360 days after deployment)

o  When existing citizen users login to MILogin and have a missing email address or a shared email address/mobile
number, they will be presented with a profile update request to enter, or update email and mobile number to unique
values. Changes will be optional during the grace period.

o  When existing Third Party users login to MILogin, and do not have a unique email address, or are missing a mobile
number or have a shared mobile number, they will be presented with a profile update request to update email and
mobile number to unique values. Changes will be optional during the grace period.

o After deployment of Phase 2a, the system will function this mode for a period of 180 to 360 days, at State’s
discretion.

¢ Phase 2b: Implement mandatory unique email enforcement (180 — 360 days after Phase 2a)

o The system will enforce a mandatory unique email address for Citizen users. Depending on agreement from
MDHHS for a mandatory email address, ISD Citizen users will be included, otherwise they will have an optional but
unique email address email requirement. Existing citizen users without an email address, or a shared email
address, will have to provide a mandatory unique email address when they login. Existing ISD Citizen users may
be included in this if permitted by policy.




o The system will enforce a mandatory unique email address for Third Party users. New Third Party users will have
to provide a unique email address. Existing citizen users without an email address, or a shared email address, will
have to provide a mandatory unique email address when they login.

TASKS
Specific tasks include:

1. MiLogin DEV environment
1.1. Phase 1 (New users)
1.1.1. Modify citizen user registration for users coming from MIWAM or directly to Citizen portal to require a unique
mandatory email address, and optionally a unique mobile phone number.
1.1.2. Modify citizen user registration on ISD portal to encourage user to optionally provide unique email address and mobile
phone number.
1.1.3. Add functionality to user registration of Third Party users on Third Party, ISD and MTO portals to require a unique
mandatory email address. Add check for mobile number uniqueness when mobile number is provided.
1.1.4. Enhance Update Profile function for citizens on Citizen and ISD Portal, to check email address and mobile number
uniqueness when provided or changed.
1.1.5. Enhance Update Profile function for Third Party users on Third Party, ISD and MTO portals to check email address
and mobile number uniqueness when provided or changed,
1.1.6. Modify MILogin API for email address and mobile number update to add uniqueness checks, and provide appropriate
status back.
1.2. Phase 2a (Existing users)
1.2.1. Update citizen user authentication on Citizen and ISD portal to check if email address is missing or shared, and if
mobile number is missing or shared.
1.2.1.1. Navigate the user to Update Profile screen with appropriate message to provide unique email and/or mobile
number, or post message to that effect on ISD Portal.
1.2.1.2. Check changed values for uniqueness.
1.2.1.3. User will be also be allowed to proceed without making changes.
1.2.2. Update Third Party user authentication on Third Party, ISD and MTO portal to check if email address is shared, and if
mobile number is missing or shared.
1.2.2.1. Navigate the user to Update Profile with appropriate message to provide unique email address and/or mobile
number.
1.2.2.2. Check changed values for uniqueness.
1.2.2.3. User will also be allowed to proceed without making changes.

1.3. Phase 2b (End of grace period for existing users)

1.3.1. Modify citizen user registration on ISD portal to require a unique email address and optional but unique mobile phone
number, if allowed by policy (State to make decision).

1.3.2. Modify 1.2.1 Phase 2a Citizen Update citizen user authentication on Citizen and ISD portals to check if email address
is missing or shared, and if mobile number is missing or shared.
1.3.2.1. User will NOT be allowed to proceed without providing a unique email address (ISD citizen user may be
exempted if allowed by policy)
1.3.2.2. If a mobile number is provided, user will not be allowed to proceed if it is not unique.

1.3.3. Modify 1.2.2 Phase 2a Third Party user authentication on Third Party, ISD and MTO portal to check if email address
is shared, and if mobile number is missing or shared.
1.3.3.1. User will NOT be allowed to proceed without providing a unique email address.
1.3.3.2. If a mobile number is provided, user will not be allowed to proceed if it is not unique.



1.4. Perform Unit testing.

¢ MiLogin QA environment

o Migrate implementation changes to QA environment for SelfService User Interface (Ul) apps in MILogin Citizens
Portal, Third Party Portal, ISD Portal, MTO Portal, Login App, REST App

o Facilitate integration testing to validate the changes in MiLogin Citizens Portal, Portal, Third Party Portal, ISD
Portal, MTO Portal, Login App, REST App. UAT will be performed with one Citizen application and one Third Party
application, email and mobile number uniqueness related test cases only, for Phase 1 new user registration and
Phase 2a existing user authentication.

e MiLogin PROD environment

o Migrate implementation changes to PROD environment for SelfService User Interface (Ul) apps in MILogin
Citizens Portal, Portal, Third Party Portal, ISD Portal, MTO Portal, Login App, REST App

o Facilitate smoke testing to validate the changes in MILogin (Citizens) Portal, Portal, Third Party Portal, ISD Portal,
MTO Portal, Login App, REST App

DELIVERABLES
e Phase 1 Email / mobile number uniqueness in MiLogin Development, QA and Production environments.

¢ Phase 2 Email / mobile number uniqueness in MiLogin Development, QA and Production environments.
e  Weekly status report of activities (will be covered in Weekly Executive Status Report for the MILogin program)

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until the DTMB Project Managers have formally accepted them.

OUT OF SCOPE
e The changes not listed in the scope section above.

ASSUMPTIONS
e The State will assign a Project Manager to oversee the project, make management and prioritization decisions and work
side-by-side with the Deloitte & Touche team. The State Project Manager will help Deloitte & Touche to schedule workshops
and meetings identified during the project with the state staff and project stake holders.

e The State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan and identify the
required testing and delivery milestones.

e The State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review the progress and
adjust the scope and timeline as required.

e The State is responsible for completing required documentation for satisfying internal processes such as requests for -
Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and DTMB-90 for firewall rules,
etc. Any delay in not meeting the dates identified in the work plan will result in the additional schedule and potential cost
impact.

e The State is responsible for communications related to this change to impacted end users and integrated applications.

e The services will be performed in accordance with the Statement on Standards for Consulting Services issued by the
American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice, and
recommendations. However, our services will not constitute an engagement to provide audit, compilation, review, or
attestation services as described in the pronouncements on professional standards issued by the AICPA, and, therefore, we
will not express an opinion or any other form of assurance with respect to the State’s system of internal control over financial
reporting or its compliance with laws, regulations, or other matters.

e Application team will be responsible for changes on the respective applications, required to integrate with the MILogin
solution.

e Delays or unavailability of State or Application team resources, access to various support teams, hardware or software, may
affect the project timing and estimated cost.

e Any extension or delay in schedule will be addressed through a change request.

e  Only MlLogin Citizen and Third Party users are considered in scope for this implementation, with a possible exception for
ISD Citizen users as defined under Scope — Phase 2b.



PROJECT CONTROL AND REPORTS
A weekly progress report should be submitted to DTMB Project Managers throughout the life of this project. This report may be
submitted with the billing invoice. Each weekly progress report should contain the following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from the project budget, or
delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt of properly
completed invoices that shall be submitted to the billing address on the State issued purchase order. All invoices should reflect actual
work completed by payment date and must be approved by the Agency Project Manager and DTMB Project Manager before payment.
Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows

Service Offering Per Unit Cost Number of Units Discount Total

Custom/Complex MILogin Services

Ul Customization $ 10,000.00 40 $ 10,000.00 $ 390,000.00

Grand Total $ 390,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and issuance of a
Purchase Order so that work can be started by the Deloitte & Touché.

Develop and unit test the Phase 1 changes
and enhancements as listed in in scope table
and under tasks in MILogin DEV environment

X + 8 weeks $ 150,000.00

2. Deploy and perform UAT with Phase 1
changes and enhancements as listed in in
scope table and under tasks in MILogin QA
environment

3. Deploy and smoke test Phase 1 changes and
enhancements as listed in in scope table in
MiLogin Production environment

X + 10 weeks $50,000

X +10.1 weeks $ 25,000.00

4. Develop and unit test the Phase 2a changes
and enhancements as listed in in scope table X + 15 weeks $ 100,000.00
and under tasks in MlLogin DEV environment
5. Deploy and perform UAT with Phase 2a
changes and enhancements as listed in in
scope table and under tasks in MiLogin QA
environment

6. Deploy and smoke test Phase 2a changes and
enhancements as listed in in scope table in X + 19 weeks $ 20,000.00
MiILogin Production environment

Grand Total $ 390,000.00

X + 18 weeks $45,000




X: Project purchase order issue date

EXPENSES:
The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in advance
and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, Ml 48933

The designated DTMB Business Relationship Manager is:
Rex Menold

MenoldR@michigan.gov

(517) 719-3659

The designated DTMB DNR Project Manager is:
Ross Feldpausch

FeldpauschR@michigan.gov

517-284-6078

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB and MDOC
will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from its US offices or
employee locations.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00 pm are to be
observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior written approval of both
Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will be authorized.



STATE OF MICHIGAN
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Department of Technology, Management, and Budget

525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 64

to
Contract Number 071B3200143

DELOITTE & TOUCHE LLP Dane Spencer MULTI

. . 517-940-0608
200 Renaissance Center, Suite 3900

Detroit, Ml 48243-1895
Mark Ford
313-394-5313

spencerD3@michigan.gov

Mike Breen DTMB

(517) 249-0428
breenm@michigan.gov
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mford@deloitte.com
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CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 September 30, 2023

O P-Card O Other

DESCRIPTION OF CHANGE NOTICE

.o .0 | September30 2023
$76,406,337.34 $140,000.00 $76,546,337.34

DESCRIPTION
Effective with mutual signature the contract is amended to add funding of $140,000 to support the request for Deloitte & Touché
to integrate with Michigan Department of Treasury Individual Income Tax E-services (MillT E-Services) application with MILogin
Citizen Portal solution. As part of this project, the MillT E-services application will use MILogin for citizen user registration,
single sign on (SSO), and customized Multi Factor Authentication (MFA). (attached SOW). All other terms and conditions will
remain the same.
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MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
MILogin — Michigan Individual Income Tax E-services (MillT E-services) Integration 07/06/2020-11/20/2020
Requesting Department: Date:

Michigan Department of Treasury 06/24/2020

MillT E-services Business Relationship Manager: Phone:

Cassandra Huguelet 517-243-7071

MillT E-services Project Manager: Phone:

Bill Howland 517-206-3057

This is a Statement of Work (SOW) to the Enterprise ldentity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to integrate with
Michigan Department of Treasury Individual Income Tax E-services (MillT E-Services) application with MILogin Citizen
Portal solution. As part of this project, the MillT E-services application will use MILogin for citizen user registration,
single sign on (SSO), and customized Multi Factor Authentication (MFA)

PROJECT OBJECTIVE
The goal of this project is to provide customized on-demand MFA services to the MillT E-services application via the
MiLogin for Citizens solution and to provide web services to enable auto subscription.

SCOPE OF WORK
The scope consists of:
¢ Providing and integrating on-demand MFA feature with MILogin for Citizen for MillT E-services application, post
user authentication with MILogin.

e Customizing MFA page on MILogin for Citizen solution to allow users without a valid MFA factor to add mobile
phone number and email address as factors (Note: MillT eServices will have to get approval from State MCS
for the use of email address as a MFA factor for access to the eServices application.

e Redirecting to MillT E-services after completion of MFA to a URL destination provided by eServices as part of
the On Demand MFA configuration.

e Providing MillT E-services application with a custom end point to add eService role to the user in MiLogin
legacy environment and providing IBM Cloud Identity (Cl) endpoint to add eService role in MlLogin 2.0
environment.

¢ Integration of 3 MillT E-services application environments listed below with the corresponding MILogin
environments.

TASKS

MillT E-services Environment MILogin Environment
SIT QA

QA QA

PROD PROD




Specific tasks include:
e MilLogin QA environment (integrates with SIT and QA — below steps repeated for both set up)
o For the on-demand MFA:

= Create OAuth 2.0 clients for on-demand MFA application in IBM Security Access Manager for
Mobile (ISAMM) for citizen user types.

= Create a userinfo endpoint and protect the resource with API protection using OAuth 2.0.

= Create and attach ACLs and ISAM groups to the end point.
o Develop a custom endpoint to add the user to MillT E-services group (for auto subscription to MillT E-
services) and protect this endpoint with API protection using OAuth 2.0.
o Update the MILogin for Citizens MFA pages to allow the users to add mobile phone/email address as
MFA factor if the user does not have either of these attributes in the user’s profile.
o Update the MILogin for Citizens User Interface (Ul) code to redirect the user to MillT E-services
application upon successfully updating the phone/email as an MFA factor and completing the MFA.

o Configure the userinfo end point to pass the below attributes in JSON response type format:
= UserlD
» First Name
= Last Name
= Mobile Number (if available)
= Email address (if available)
o Set up of on-demand MFA in MiLogin IBM CI QA environment.
Set up of web service for auto subscription in MiLogin IBM CI QA environment.
Facilitate SIT and QA integration testing.

e MiLogin PROD environment
o Forthe on-demand MFA:

= Create OAuth 2.0 clients for on-demand MFA application in IBM Security Access Manager for
Mobile (ISAMM) for citizen user types.

= Create a userinfo endpoint and protect the resource with API protection using OAuth 2.0.

= Create and attach ACLs and ISAM groups to the end point.
o Develop a custom endpoint to add the user to MillT E-services group (for auto subscription to MillT E-
services) and protect this endpoint with API protection using OAuth 2.0.
o Update the MILogin for Citizens MFA pages to allow the users to add mobile phone/email address as
MFA factor if the user does not have either of these attributes in the user’s profile.
o Update the MILogin for Citizens User Interface (Ul) code to redirect the user to MillT E-services.
application upon successfully updating the phone/email as an MFA factor and completing the MFA.

o Set up of on-demand MFA in MiILogin IBM CI PROD environment.
Set up of web service for auto subscription in MILogin IBM ClI PROD environment.
Configure the userinfo end point to pass the below attributes in JSON response type format:
= UserlID
= First Name
= Last Name
= Mobile Number (if available)
» Email address (if available)
o Facilitate smoke testing.

DELIVERABLES
e Completion of MiLogin QA — MillT E-services SIT integration

e Completion of MILogin QA — MillT E-services QA integration
e Completion of MILogin Production — MillT E-services Production integration and release



Weekly status report of activities (will be covered in Weekly MILogin Project Executive Status report)

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until the DTMB and Treasury Project Managers have formally accepted

them.

OUT OF SCOPE FOR MILogin — Michigan Department of Treasury MillT E-services Integration

Identity proofing.

User provisioning and de-provisioning to MillT E-services application.

Any customization outside of not listed in above sections.

24*7*365 availability of MILogin non-production environments.

Stabilization support post-production rollout.

Any additional environments for MillT E-services, except the three in scope.
Any testing support for performance testing.

Extended test management support for application’s SIT and QA test cycles except bug fix support for MILogin
issues

Any MillIT E-services native mobile application integration with MILogin.
Additional language support for the Ul other than English.

ASSUMPTIONS

The State will assign an Agency Services Project Manager to oversee the project, make management and
prioritization decisions, and work side-by-side with the DTMB Project Manager. The Agency Services Project
Manager will help the DTMB Project Manager schedule workshops and meetings identified during the project
with the state staff and project stake holders.

The Treasury Project Manager and DTMB Project Manager will work on developing a work plan and identify the
required testing and delivery milestones.

The Treasury Project Manager and DTMB Project Manager will meet on a weekly basis to review the progress
and adjust the scope and timeline as required.

The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Delay in meeting the dates identified in the work plan will result in additional
scheduling and potential cost impact.

The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

Applications teams will be responsible for changes on the respective applications, which may be required to
integrate with the MILogin solution — legacy and 2.0.

Delays or unavailability of State or Application team resources, access to various support teams, and hardware
or software, may affect the project timing and estimated cost.

The existing MILogin Ul currently deployed in Production will be used for the planned migrations. If additional
data elements are needed that require schema changes within the core MILogin solution, an impact analysis
will be made that will most likely require a change request once the impact and feasibility analysis is complete.

The State Client Service Center (CSC) will be responsible for providing help desk services for user account-
related operations with respect to MILogin.

Extension or delay in schedule will be addressed through a change request.
Only SOM Citizen users are considered in scope of this integration.

Citizen user registration and Single Sign On integration (SSO) (OAuth 2.0 based) will be handled as a part of
pre-built integrations (1 unit).

MILogin MFA will support the following factors:
o One Time Password (OTP) to mobile phone
o Voice call back of OTP to phone



o IBM Verify authenticator smart phone application
o OTP to email address (this requires eServices to get MCS approval for use as a MFA factor)

PROJECT CONTROL AND REPORTS

A weekly progress report should be submitted to MillT E-services and DTMB Project Managers throughout the life of
this project. This report may be submitted with the billing invoice. Each weekly progress report should contain the
following at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe potential issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows:

Type| Description Integration | Unit Units |Discount | Total Cost
Type Contract
Cost
D Complex Application
Integration
On demand MFA and Custom $110,000.00 | 2 $80,000.00 $140,000.00

auto-subscription
services (equivalent of
SSO
Integrations/Federations
Utilizing User
Provisioning in Back-
End Systems)

Total $140,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

MILoiin - Michiian Deiartment of Treasuri MillT E-services Inteiration

1. . !\/IILogln_ QA - MlllT E-services SIT X + 5 weeks $65,000
integration completion.
2. e MiLogin QA — MillT E-services QA
integration completion. X + 7 weeks $40,000
3. e MiLogin Prod — MillT E-services
Prod integration completion. X + 9 weeks $35,000
Grand Total $140,000.00

X: Project purchase order issue date



EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement
rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933

The designated eService Business Relationship Manager is:
Cassandra Huguelet

HugueletC@michigan.gov

517-243-7071

The designated eService Project Manager is:
Bill Howland

HowlandW@michigan.gov

517-206-3057

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and MillT E-services will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will
be authorized.

Approvals:

The following have reviewed and approved this Statement of Work. These approvals are indications only of the person’s
approval of the contents of this Statement of Work and are not to be considered State approval of any contract changes to
the master contract; such final approvals will occur through SIGMA or other applicable State processes.

Role Name/Title Sighature Date

MillT E-services
Business
Relationship
Manager

Cassandra Huguelet
Business Relationship Manager




Role

Name/Title

Signhature

Date

MiLogin Project
Sponsor

Dane Spencer/ Acting State
Administrative Manager




STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget

525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 63

to
Contract Number 071B3200143

Dane Spencer MULTI
517-940-0608

DELOITTE & TOUCHE LLP

200 Renaissance Center, Suite 3900
Detroit, Ml 48243-1895

spencerD3@michigan.gov

Mike Breen DTMB

Mark Ford

313-394-5313 (517) 249-0428

dO10VH1INOD

breenm@michigan.gov

mford@deloitte.com

Cv0002117

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 September 30, 2023

O P-Card O Other

DESCRIPTION OF CHANGE NOTICE

.o .0 | September30 2023
$76,406,337.34 $16,000.00 $76,422,337.34

DESCRIPTION
Effective with mutual signature the contract is amended to add funding ($16,000) to support pre-approved access to OSMIS
Dashboard UAT2 applications in MILogin for Worker and Third-Party solutions via processing input access feed files on multiple
times daily basis using TDI feed processes. External Worker and Third-Party access to OSMIS Dashboard UAT2 applications
will be protected by a custom MFA page. (as per attached SOW) All other terms and conditions remain the same.




GIViD

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Michigan Department of Labor and Economic Opportunity — Workforce Development | 06/15/2020-7/16/2020
(LEO-WD) OSMIS Dasboard Integrations
Requesting Department: Date:
Michigan Labor and Economic Oppurtunity 06/15/2020
OSMIS Business Relationship Manager: Phone:
Nancy Palmateer 517-335-5779
OSMIS Project Manager: Phone:
Shannon Coombs 517-284-9204

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to enable pre-approved
access to the LEO-WD OSMIS Dashboard UAT2 applications in the MILogin Quality Assurance (“QA”) environment via
comma separated access feed file. As part of this project, the access feed files received from the OSMIS Dashboard
UAT2 applications through File Transfer Service (FTS) will be processed multiple times daily by Tivoli Directory
Integrator (TDI) assembly line scripts designed to grant or revoke user access to the applications in MILogin as directed
by the feed file.

In addition, the State has requested Deloitte & Touche to:

e Integrate an additional pre-built OSMIS Dashboard application environment (UATZ2) with MILogin utilizing OAuth
2.0 as the integration pattern.

e Integrate an additional pre-built OSMIS Dashboard Legacy environment (Legacy UAT2) with MILogin utilizing
SAML 2.0 as the integration pattern.

e Utilize a custom multi-factor authentication (“MFA”) page consisting of only one email-based MFA option. This
page will be utilized as an additional layer of security for OSMIS Dashboard UAT2 applications (UAT2 and
Legacy UAT2) external Third-Party and Worker access channels.

PROJECT OBJECTIVE

The goal of this project is to provide pre-approved access to OSMIS Dashboard UAT2 applications in MILogin for
Worker and Third-Party solutions via processing input access feed files on multiple times daily basis using TDI feed
processes. External Worker and Third-Party access to OSMIS Dashboard UATZ2 applications will be protected by a
custom MFA page.

SCOPE OF WORK
The scope consists of:

e Provide SOM Worker and Third-Party users with pre-approved access to LEO-WD OSMIS Dashboard UAT2
applications via TDI feed file.

o Utilize a custom MFA page to protect External Worker and Third-Party access to LEO-WD OSMIS Dashboard
UAT2 applications.

e The LEO-WD OSMIS Dashboard UAT2 application environments listed below will be integrated with the
corresponding MILogin environments for pre-approved application access via TDI feed processes.




OSMIS Dashboard Environment | MILogin Environment
UAT2 QA
Legacy UAT2 QA

TASKS
Specific tasks include:

¢ MiLogin QA environment

o Test firewall rules for the MILogin — LEO-WD OSMIS Dashboard UAT2 integrations in the MILogin QA
environment, if applicable.

Test FTS service accounts and connections for LEO-WD OSMIS Dashboard UAT?2 file transfer.

Implement TDI feeds to read and process files containing pre-approved user list by LEO-WD OSMIS
Dashboard UAT2 integration on FTS.

Implement TDI feeds to add or revoke the application access in MILogin.

o Implement functionality to report errors encountered to an identified LEO-WD OSMIS Dashboard UAT2
mailbox via TDI.

o Facilitate test case execution related to the MiLogin — LEO-WD OSMIS Dashboard UAT2 custom
onboarding and MFA functionality.

o Integrate LEO-WD OSMIS Dashboard UAT2 application with MILogin utilizing OAuth 2.0 integration as
the integration pattern.

o Integrate LEO-WD OSMIS Dashboard Legacy UAT2 application with MILogin utilizing SAML 2.0 as the
integration pattern.

DELIVERABLES
o Weekly status report of activities.

¢ Integrate MILogin for Worker and Third-Party solutions with the LEO-WD OSMIS Dashboard UAT2 applications
for pre-approved access in the MILogin QA environment.

ACCEPTANCE CRITERIA

Deliverables will not be considered complete until the DTMB and LEO-WD Project Managers have formally accepted
them.

OUT OF SCOPE FOR MiLogin — LEO-WD OSMIS Dashboard UAT2 Integrations
e Identity proofing.
e User provisioning and de-provisioning to the LEO-WD OSMIS Dashboard UAT2 applications.
e Integration with the MILogin Citizen user portal.

ASSUMPTIONS
e The State will assign an Agency Services Project Manager to oversee the project, make management and
prioritization decisions, and work side-by-side with the MILogin Project Manager. The Agency Services Project
Manager will help the MILogin Project Manager schedule workshops and meetings identified during the project
with the state staff and project stake holders.

e The State Project Manager and DTMB Project Manager will work on developing a work plan and identify the
required testing and delivery milestones.

e The State Project Manager and DTMB Project Manager will meet on a weekly basis to review the progress and
adjust the scope and timeline as required.

e The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Delay in meeting the dates identified in the work plan will result in additional
scheduling and potential cost impact.



e The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice,
and recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters.

e Applications teams will be responsible for changes on the respective applications, which may be required to
integrate with the MILogin solution.

e Delays or unavailability of State or Application team resources, access to various support teams, and hardware
or software, may affect the project timing and estimated cost.

e The existing MILogin Ul currently deployed in Production will be used for the planned migrations. If additional
data elements are needed that require schema changes within the core MILogin solution, an impact analysis
will be made that will most likely require a change request once the impact and feasibility analysis is complete.

e The State Client Service Center (CSC) will be responsible for providing help desk services for user account-
related operations with respect to MILogin.

o Extension or delay in schedule will be addressed through a change request.

e Only SOM Worker and Third-Party users are considered in scope of this integration.

¢ FTS maintenance and uptime is responsibility of State.

e LEO-WD OSMIS Dashboard team will be responsible to upload the access file to FTS.

e Account to download the access file from FTS will be provided by the LEO-WD OSMIS Dashboard UAT2 team.

e Schedule to process the access file will be determined by LEO-WD OSMIS Dashboard UAT2 team and
approved by DTMB.

PROJECT CONTROL AND REPORTS

A weekly progress report should be submitted to LEO-WD and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report should contain the following
at minimum:

e Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

¢ Challenges: Describe potential issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established timeline.

SPECIFIC DEPARTMENT STANDARDS
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure
The price was computed using Table 7: Operational Services Costs for New Integrations as follows (this is for 2
environments):

Type | Description Integration Type | Unit Contract Cost | Units | Total Cost
C Standard Application
Integration
Additional environment Pre-built $8,000.00 2 $16,000.00
integration for SSO federations
Total $16,000.00




The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

MILoiin — LEO-WD OSMIS Dashboard UAT2 Inteiration and Custom Onboardini Feature

1. e MiLogin QA — OSMIS Dashboard
UAT2 and Legacy UAT2 X + 2 weeks $8,000
integration completion.

2. e MiLogin QA — OSMIS Dashboard
UAT2 custom onboarding X + 3 weeks $8,000
integration completion.

Grand Total $16,000.00

X: Project purchase order issue date

EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement
rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933

The designated LEO-WD OSMIS Dashboard Business Relationship Manager is:
Nancy Palmateer

PalmateerN@michigan.gov

517-335-5779

The designated LEO-WD OSMIS Dashboard Project Manager is:
Shannon Coombs

CoombsS@michigan.gov

517-284-9204

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
and LEO-WD will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without prior
written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium pay will
be authorized.



Approvals:

The following have reviewed and approved this Statement of Work. These approvals are indications only of the person’s
approval of the contents of this Statement of Work and are not to be considered State approval of any contract changes to
the master contract; such final approvals will occur through SIGMA or other applicable State processes.

Role Name/Title Signature Date
LEO Business Nancy Palmateer/
Relationship Business Relationship Manager
Manager
. . Dane Spencer/ Acting State
MiLogin Project Administrative Manager
Sponsor




STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget

525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 62

to
Contract Number 071B3200143

DELOITTE & TOUCHE LLP Dane Spencer MULTI

517-940-0608

200 Renaissance Center, Suite 3900
Detroit, M| 48243-1895

Mark Ford

313-394-5313

spencerD3@michigan.gov

Mike Breen DTMB

(517) 249-0428
breenm@michigan.gov

dO10VH1INOD

mford@deloitte.com
CVv0002117

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 September 30, 2023

O P-Card O Other

DESCRIPTION OF CHANGE NOTICE

.o .0 | September30 2023
$76,406,337.34 $16,000.00 $76,422,337.34

DESCRIPTION
Effective with mutual signature funding of $16,000 is added to support the attached statement of work for the vendor to
integrate MiLogin for Worker (internal and external) QA portal with 2 new MDHHS contract tracing salesforce environments
UAT and DEVER. All other terms and conditions remain the same.




GIVID

Technology, Management & Budget
MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET (DTMB)
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
MiLogin — Contact Tracing Integration 06/15/2020-07/10/2020
Requesting Department: Date:
DTMB/Michigan Department of Health and Human Services(MDHHS) 06/11/2020
DTMB Business Relationship Manager: Phone:
Judy Odett 517-241-5187
MDHHS Project Manager: Phone:
Ashley Guttman 517-335-1992

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND:
The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to integrate MILogin
for Worker (internal and external) and MILogin for Third party (external) portals with MDHHS-Contact Tracing.

PROJECT OBJECTIVE:
The goal of this project is to provide the following:
e Enable State of Michigan (SOM) worker user to request access for MDHHS-Contact Tracing portal via
MiLogin for Worker (internal/external) portal
e Enable SOM Third party user to request access for MDHHS-Contact Tracing portal via MILogin for Third party
(external) portal

SCOPE OF WORK:
The scope of this SOW is described below.
e Integrate MiLogin for Worker (internal and external) QA portal with 2 new MDHHS-Contact Tracing
Salesforce environments
o UAT
o DEVER

e Integrate MILogin for Third party (external) QA portal with 2 new MDHHS-Contact Tracing portals

e Include previously created functionality as-is to capture 2 additional attributes on request access to MDHHS-
Contact Tracing. The 2 additional attributes are County and Role attributes.

o Users already enrolled to Contact Tracing do not require any update to their user profiles for the 2 additional
attributes.

The SAML assertion shared with ISD Salesforce must have the newly captured information
# Attribute expect in the SAML
assertion
e mict_county
e mict role




e User types in scope:
o SOM Worker users accessing from the intranet
o SOM Worker users accessing from the internet
o SOM Third party users accessing from the internet

TASKS:
Specific tasks include:

¢ MiLogin for worker QA Environment:
o Customize request access form to capture 2 additional attributes
Configure ISIM work-flows for 2 new MDHHS-Contact Tracing environments
Get Metadata files for the 2 new environments from the MDHHS-Contact Tracing team
Add SAML2.0 federation configurations for MDHHS-Contact Tracing
Perform unit test for newly integrated environments
Perform integration tests

O O O O O

¢ MiILogin for third party QA Environment:
o Customize request access form to capture 2 additional attributes
Configure ISIM work-flows for 2 new MDHHS-Contact Tracing environments
Get Metadata files for the 2 new environments from the MDHHS-Contact Tracing team
Add SAML2.0 federation configurations for MDHHS-Contact Tracing
Perform unit test for newly integrated environments
Perform integration tests

O O O O O

DELIVERABLES:

Integrate MILogin for worker (internal/external) portal with MDHHS-Contact Tracing UAT environment
Integrate MILogin for worker (internal/external) portal with MDHHS-Contact Tracing DEVER environment
Integrate MILogin for third party (external) portal with MDHHS-Contact Tracing UAT environment
Integrate MILogin for third party (external) portal with MDHHS-Contact Tracing DEVER environment

ACCEPTANCE CRITERIA:
Deliverables will not be considered complete until DTMB and MDHHS Project Managers have formally accepted
them.

OUT OF SCOPE

New Integration with Amazon Connect / Amazon Webservices
Fine grained access control

Multi-factor authentication

Identity proofing

Identity provisioning to end system (Salesforce portal)

End user communications

Report generation

Writing/updating/deleting data into non-MILogin user repository
User acceptance testing

MiLogin for Citizens integration with Salesforce portal
Anything not listed in the scope section

ASSUMPTIONS:



e The State will assign a Project Manager to oversee the project, make management and prioritization decisions
and work side-by-side with the Deloitte & Touche team. The State Project Manager will help Deloitte & Touche to
schedule workshops and meetings identified during the project with the state staff and project stake holders

e The State Project Manager and Deloitte & Touche Project Manager will work on developing a work plan and
identify the required testing and delivery milestones

e The State Project Manager and Deloitte & Touche Project Manager will meet on a weekly basis to review the
progress and adjust the scope and timeline as required

e The State is responsible for completing required documentation for satisfying internal processes such as
requests for - Enterprise Architecture Solution Assessment (EASA), Infrastructure Service Request (ISR), and
DTMB-90 for firewall rules, etc. Any delay in meeting the dates identified in the work plan will result in the
additional schedule and potential cost impact

e The services will be performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA). We will provide our observations, advice, and
recommendations. However, our services will not constitute an engagement to provide audit, compilation,
review, or attestation services as described in the pronouncements on professional standards issued by the
AICPA, and, therefore, we will not express an opinion or any other form of assurance with respect to the State’s
system of internal control over financial reporting or its compliance with laws, regulations, or other matters

e Applications teams will be responsible for changes on the respective applications, required to integrate with the
MiLogin solution

e Delays or unavailability of State or Application team resources, access to various support teams, hardware or
software, may affect the project timing and estimated cost

e The existing MILogin Ul currently deployed in PROD will be used for the planned integrations. The above
requirement considers only basic changes for additional attributes. If additional complex Ul changes are needed
an impact analysis will be made which will most likely require a change request once the impact and feasibility
analysis is complete

e The State Client Service Center (CSC) will be responsible for providing help desk services for any user account-
related operations with respect to MILogin

e Extension or delay in schedule will be addressed through a change request (CR)

e Metadata files for the 2 new MDHHS-Contact Tracing environments (UAT and DEVER) will be provided latest by
6/15 in order to meet the set timeline 6/19. Delay in getting the metadata file will further delay the environment
set up

PROJECT CONTROL AND REPORTS:
A weekly progress report must be submitted to MDHHS and DTMB Project Managers throughout the life of this
project. This report may be submitted with the billing invoice. Each weekly progress report must contain the following
at minimum:

o Accomplishments: Indicate what was worked on and what was completed during the current reporting period.

e Challenges: Describe any issues that may result in changes to the statement of work, deviations from the
project budget, or delays in the established time line.

SPECIFIC DEPARTMENT STANDARDS:
Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE:

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure:



The price was computed using Table 7: Operational Services Costs for New Integrations as follows (this is for 2
environments):

Description Integration Type Unit Contract Cost Units Discount Total Cost
C Standard Application

Integration

MILogin Services Utilizing Pre- | Pre-built $8,000.00 2 N/A $16,000.00

Built Connectors (additional
environments, cost per
environment)

Total $16,000.00

The milestone dates are estimates and will need to be revised based on the time spent on approval at this SOW and
issuance of a Purchase Order so that work can be started by the Deloitte & Touche.

Task Cost Categories / Milestone Milestone end date Cost
MILogin for worker (internal/external) and
1 MILogin for third party (external) integration with X+2 week $8,000

MDHHS-Contact Tracing UAT completed
MiILogin for worker (internal/external) and
2 MiLogin for third party (external) integration with X+1 week $8,000
MDHHS-Contact Tracing DEVER completed

TOTAL $16,000

*: X is the project purchase order issue date.

EXPENSES:

The State will not pay for any travel expenses, including hotel, mileage, meals, parking, etc., unless the State has
agreed in advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel
reimbursement rates.

PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933
SpencerD3@michigan.gov

The designated DTMB MDHHS Business Relationship Manager is:
Judy Odett

235 S Grand Ave, Lansing, Ml 48933

OdettJ@michigan.gov

The designated MDHHS Project Manager is:

Greg Campbell

Agency Services supporting MDHHS

Department of Technology, Management & Budget
300 E. Michigan, Lansing, MI 48933

517-241-1114

CampbellG1@michigan.gov

STATE RESPONSIBILITIES:


mailto:SpencerD3@michigan.gov
mailto:OdettJ@michigan.gov
mailto:CampbellG1@michigan.gov

The project manager will receive direction from DTMB and will be self-managed to execute project deliverables.
DTMB and MDHHS will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan, or deliver the work remotely from
Deloitte offices or employee locations in USA.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without
prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium
pay will be authorized.



STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget

525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 61

to
Contract Number 071B3200143

Dane Spencer MULTI
517-940-0608

DELOITTE & TOUCHE LLP

200 Renaissance Center, Suite 3900
Detroit, M| 48243-1895

Mark Ford

313-394-5313

mford@deloitte.com

CVv0002117

spencerD3@michigan.gov

Mike Breen DTMB

(517) 249-0428
breenm@michigan.gov

dO10VH1INOD

CONTRACT SUMMARY
ENTERPRISE IDENTITY

September 13, 2013 September 12, 2018 September 30, 2023

O P-Card O Other

DESCRIPTION OF CHANGE NOTICE

o . .g | September30,2023
$76,406,337.34 $0.00 $76,406,337.34

DESCRIPTION
Effective with mutual signature the contract is amended as to the following: The State of Michigan (the "State") has requested
Deloitte & Touch LLP ("Deloitte & Touche") to perform activities collectively identified as a part of MILogin 2.0 Minimum Viable
Program. Current MILogin 2.0 MVP program contract - Ref. Contract # 071B3200143, CN 52. The purpose of this request is
to change the scope. This is a zero dollar change. Two items are being removed from scope and one item is being added.
a.Removed from scope: Creation of the DEV 2 environment.
b.Removed from scope: Creation of APIs for use with external portals is.
c.Added to scope: Creation of custom help desk interface for Citizens Cloud CI.
SEE ATTACHED
All other terms and condtions remain the same.
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STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 60

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Dane Spencer MULTI

517-940-0608

200 Renaissance Center, Suite 3900
Detroit, M| 48243-1895

Mark Ford

313-394-5313

spencerD3@michigan.gov

Mike Breen DTMB

(517) 249-0428
breenm@michigan.gov

dOL1OVH1INOD

mford@deloitte.com

Cv0002117

CONTRACT SUMMARY

September 13, 2013 September 12, 2018 5-1Year September 30, 2023

-]

O P-Card O PRC O Other O Yes No

ENTERPRISE IDENTITY

MI

DESCRIPTION OF CHANGE NOTICE

OPTION | LENGTHOFOPTION  EXTENSION  LENGTHOFEXTENSION ~  REVISED EXP.DATE
O O September 30, 2023

| CURRENTVALUE | VALUE OF CHANGENOTICE

$362,554.62 $76,406,337.34

Effective with mutual signature and State Administrative Board approval (5/5/20) the contract is amended to add funding
$362,554.62 to support the attached SOW for Precise ID Identity Proofing Service for 6 months which is part of the Statewide
Enterprise Identity, Credentialing and Access Management (MICAM) contract. All other terms and conditions remain the same.




GIVID

Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET

IT SERVICES

STATEMENT OF WORK
Project Title: Period of Coverage:
MiLogin — Experian Contract 04/01/2020-09/30/2020
Requesting Department: Date:
Michigan Department of Technology, Management and Budget (DTMB) 02/04/2020
DTMB Business Relationship Manager: Phone:
Rex Menold 517-719-3659
DTMB Project Manager: Phone:
Dane Spencer 517-284-9204

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND

The State of Michigan (the “State”) has requested Deloitte & Touche LLP (“Deloitte & Touche”) to act as a payee agent
for Experian (“Vendor”) and all obligations to invoice and receive payment for the Experian Precise ID Identity Proofing
Service (“Software”) shall be received by Deloitte & Touche solely as payee agent for Vendor.

PROJECT OBJECTIVE
The key goal of this project is for Deloitte & Touche to purchase, as payee agent, for resale to the State, a license to
Experian’s Precise ID Identity proofing software

SCOPE OF WORK
The scope consists of the following:

e Precise ID Identity Proofing services delivered by Vendor will be invoiced by Deloitte & Touche to State under
the Contract as a limited payee agent on behalf of Vendor for the amounts due under the License Agreement

¢ Receive payment of such amounts from the State when paid by the State (“Paid Amount”)

o Transfer the Paid Amount to Vendor. Deloitte & Touche shall not take delivery of the Software or be required to
deliver the Software to the State

DELIVERABLES
¢ Invoices to the State for Precise ID Identity Proofing services provided by Vendor to the State for the Period of
Coverage defined above.

ACCEPTANCE CRITERIA
Deliverables will not be considered complete until the DTMB Project Managers have formally accepted them.

ASSUMPTIONS
e The State is responsible to secure appropriations to fund its obligations.
e There will be no holdoff or administrative fees for the contract.

PROJECT CONTROL AND REPORTS
e None

SPECIFIC DEPARTMENT STANDARDS




Agency standards, if any, in addition to DTMB standards - None

PAYMENT SCHEDULE

Firm Fixed price - payment made upon receipt and acceptance of all deliverables per the acceptance criteria and receipt
of properly completed invoices that shall be submitted to the billing address on the State issued purchase order. All
invoices should reflect actual work completed by payment date and must be approved by the Agency Project Manager
and DTMB Project Manager before payment. Payment shall be considered timely if made by the DTMB within forty-five
(45) days after receipt of properly completed invoices.

Cost Breakdown Structure

Table 1:

The Precise ID Identity Proofing Service charges are on usage basis and paid on a monthly basis. The amounts below
are based on estimates for months 04/2020 through 09/2020. Lower amounts than estimated for a month will be billed
“as is”. Higher amounts for a month will be billed “as-is” until the total billed for the year meets the value of this SOW.
Any overage charges for the year will be added to a new SOW for the charges for next billing period. If Precise ID
services between State and Experian are terminated for the next period, a new SOW for only the overage charges will
be submitted. Specified below are the charges:

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
1. the month of April 2020, invoiced 04/2020 FY20
by Deloitte & Touche as payee
agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
2. the month of May 2020, invoiced by 05/2020 FY20
Deloitte & Touche as payee agent
for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
3. the month of June 2020, invoiced 06/2020 FY20
by Deloitte & Touche as payee
agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
4. the month of July 2020, invoiced by 07/2020 FY20
Deloitte & Touche as payee agent
for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
5. the month of August 2020, invoiced 08/2020 FY20
by Deloitte & Touche as payee
agent for Vendor

Precise ID Identity Proofing $60,425.77
Services delivered by Vendor for
6. the month of September 2020, 09/2020 FY20
invoiced by Deloitte & Touche as
payee agent for Vendor

Grand Total $362,554.62

EXPENSES:

The State will not pay for travel expenses, including hotel, mileage, meals, parking, etc., unless the State has agreed in
advance and in writing to reimburse Deloitte & Touche for such expenses at the State’s current travel reimbursement
rates.



PROJECT CONTACTS:

The designated DTMB Project Sponsor is:
Dane Spencer

DTMB Center for Shared Solutions
SpencerD3@michigan.gov

Office: (517) 284-7117

Cell: (517) 898-3621

Phoenix Bldg., 2nd Floor

222 N. Washington Sq.

Lansing, MI 48933

The designated DTMB Business Relationship Manager is:
Rex Menold

MenoldR@michigan.gov

(517)719-3659

ADDITIONAL TERMS AND CONDITIONS:
None. This Statement Of Work does not change any terms and conditions not explicitly added or modified in this SOW.

STATE RESPONSIBILITIES:
The project manager will receive direction from DTMB and will be self-managed to execute project deliverables. DTMB
will be reviewing and approving the project manager’s deliverables.

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:
Deloitte & Touche will work at 222 N Washington Square in Lansing, Michigan.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am to 5:00
pm are to be observed unless otherwise agreed to in writing. No hours over 40 hrs. /week will be permitted without
prior written approval of both Project Managers. Any hours over 40 hrs. /week are paid at straight time, no premium
pay will be authorized.
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Department of Technology, Management, and Budget
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CONTRACT CHANGE NOTICE

Change Notice Number 58

to
Contract Number 07183200143

DELOITTE & TOUCHE LLP Dane Spencer MULTI

517-940-0608

200 Renaissance Center, Suite 3900
Detroit, M| 48243-1895

Mark Ford

313-394-5313

spencerD3@michigan.gov

Mike Breen DTMB

(517) 249-0428
breenm@michigan.gov

dOL1OVH1INOD

mford@deloitte.com

Cv0002117

CONTRACT SUMMARY

September 13, 2013 September 12, 2018 5-1Year September 30, 2023

-]

O P-Card O PRC O Other O Yes No

ENTERPRISE IDENTITY

MI

DESCRIPTION OF CHANGE NOTICE

OPTION | LENGTHOFOPTION  EXTENSION  LENGTHOFEXTENSION ~  REVISED EXP.DATE
O O September 30, 2023

$75,743,782.72 $300,000.00 $76,043,782.72
Effective with mutual signature and State Administrative Ad BD approval of 5/5/2020 the contract is amended to add funding of

$300,000.00 for the Department of Treasury for Michigan Treasury Online project for continued maintenance and operations. All
other terms and conditions remain the same.
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Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:

MICAM MTO Optimization Project Maintenance & Operations 10/01/2019 -
09/30/2020

Requesting Department: Date:

Michigan Department of Treasury 09/25/2019

DTMB Project Manager: Phone:

Spencer Dane 517-241-9935

Treasury Project Manager: Phone:

Lucy Pline 517 636-5052

This is a Statement of Work (SOW) to the Enterprise Identity, Credential, and Access Management (MICAM)
Contract Number 071B3200143 dated September 13, 2013, subject to the terms and conditions thereof.

BACKGROUND:

The State of Michigan (SOM, State) has requested Deloitte & Touche LLP (Deloitte & Touche) to extend the
Maintenance & Operations (M&O) Technical support as defined in the TASKS section for MILogin for
Workers / 3rd party solution for the Michigan Treasury Online (MTO) application.

PROJECT OBJECTIVE:

The release 1 of MTO Optimization project was rolled out in January 2016, providing a consistent, mobile
friendly, Americans with Disabilities Act (ADA) compliant, and an easy to navigate user interface for MTO.
This solution leverages a dedicated hardware for MILogin to meet Treasury’s performance and availability
requirements and to provide a user interface that addresses Treasury’s requirements for user experience
and look & feel.

This project will allow Deloitte & Touche to continue providing the required M&O technical support to
MILogin MTO application integration.

SCOPE OF WORK:

Provide MILogin M&O technical support as defined in the TASKS section for the MILogin MTO integration.
The ongoing support is estimated to begin on October 01, 2019 and will go through the end of fiscal year,
i.e., September 30, 2020.

TASKS:

M&O technical support for MILogin MTO application integration includes:
e Coordinate with Treasury call center and assist with troubleshooting and resolving MILogin
integration specific technical issues.
Health check of the MILogin MTO application integration.
Facilitate MTO application testing by creating/updating User accou