
NONCRIMINAL  JUSTICE AGENCY 
USE  OF  CRIMINAL  JUSTICE 

INFORMATION 

PRESENTED BY:                               
 MICHIGAN STATE POLICE                                 

  CRIMINAL JUSTICE INFORMATION CENTER     
SECURITY & ACCESS SECTION                                                               

 
“A PROUD tradition of SERVICE through EXCELLENCE, INTEGRITY, and 

COURTESY”  

Presenter
Presentation Notes
MSP NCJA Rev: October 2016.  Please contact SAS at MSP-CJIC-ATS@michigan.gov  for questions or concerns.



Security & Access 
Team  

Staff Members: 
  Larry Jones, Manager 
  Narcisa Morris, Analyst 

Sandy Billingsley, Analyst 
Joe Diaz, Analyst 

 
Security & Access Section (SAS) E-Mail: 
  MSP-CJIC-ATS@michigan.gov  
 



Criminal Justice Information 

What is Criminal Justice Information (CJI)? 
CJI is the term used to describe all of the FBI Criminal 
Justice Information Services (CJIS)  provided data 
necessary for civil agencies to perform their employment or 
volunteer placement determinations.  

 
What is Criminal History Record Information (CHRI)? 

A subset of CJI. Any notations or other written or electronic 
evidence of an arrest, detention, complaint, indictment, 
information or other formal criminal charge relating to an 
identifiable person that includes identifying information 
regarding the individual, as well as the disposition of any 
charges. 



Michigan State Police 

FBI Criminal Justice 
Information Services 

Noncriminal Justice 
Agency 

Serves as the nation’s administrator for the appropriate 
security and management controls. As such, the FBI 
designates one criminal justice agency (on the CJIS 
network) as the CJIS Systems Agency (CSA) and is 
considered a point of contact in each state.  

The CSA  is duly authorized to oversee the security and 
management of all CJI exchanges within the State of 
Michigan.  **Responsible for setting, maintaining, 
enforcing, and reporting compliance to the FBI CJIS 
Division for such exchanges.  

For the purpose of licensing and employment, certain 
authorized agencies request and receive fingerprint-based 
CHRI, making the NCJAs the next responsible records 
management entity. 

Criminal Justice Information 
Exchange History 

**Title 42 U.S.C., Chapter 140, Subchapter II, 14616; 28 CFR Part 901 § 4, requires 
MSP SAS to complete NCJA compliance audits. 



NCJA Audit Information Sheet 



Fingerprinting Authorization 

 The following are federal and state laws authorizing 
fingerprint-based CHRI background checks for 
employment, licensing, or volunteer determinations: 

 
 

School Employment (SE)/Adam Walsh Act (AWA); 
MCL 380.1230a, The Revised School Code (SHALL) 

 
National Child Protection Act Employment (CPE) & 
Child Protection Volunteer (CPV); 42 USC 5119 § 
320928 & National Child Protection Act, including 
volunteers (MAY) 

 



Flow Charts 



NCJA Audits 
 

NCJA will receive an email notification to the contact and email provided when 
the agency established their fingerprinting account. The notification will: 
 

Provide you the date and time of your agency audit. 
Provide instruction for completing our online NCJA PreAudit Questionnaire.   
Provide instruction on your participation for the compliance audit review. 
Provide your agency with details on what to expect. 

 

 
 



Supporting Documentation 
(1 of 4) 

SAS Audit Criteria: 
 

Random fingerprint sample: 
 

An agency “fingerprint sample” is an Excel 
spreadsheet report, which consists of a list of 
individual names requested to complete a fingerprint 
background check for employment or volunteerism 
under your Agency ID. 



Supporting Documentation 
(2 of 4) 

SAS Audit Criteria Continued: 
 

Position documentation for the fingerprint reason code used 
by the agency. 
 

Documentation which indicates the fingerprint-based CHRI 
background checks obtained are for a specific purpose 
authorized by state or federal law.  Position documentation: 

Is individualized 
Provides the individual’s name 
Provides the position offered by the agency 

 

This documentation can be easily identified as a document used 
during your agency’s hiring process. (i.e. employment contracts, 
new hire checklist, letter of hire, determination for assignment 
etc.).   



Red Light–Green Light Example 



SAS Audit Criteria Continued: 
 

Livescan fingerprinting RI-030 is a multi-purpose required 
form. 

 

Fingerprinting Consent: 
 

Is the properly signed and dated Livescan RI-030 request 
form.  This is an individual’s consent to be fingerprinted and 
is given prior to fingerprinting. 
www.michigan.gov/cjicats (Forms) 

Supporting Documentation 
(3 of 4) 

http://www.michigan.gov/cjicats


LIVESCAN FINGERPRINT 
REQUEST FORM RI-030 

Consent 



SAS Audit Criteria Continued: 
 

Applicant Appeal Process: 
A formal appeal process for applicants wishing to challenge, 
correct, or update their criminal history record and is a two-part 
process. 

Livescan RI-030 appeal language 
{Agency} Appeal Process 

 

School agencies may share CHRI with an applicant for the purpose 
of challenge, correction, or update. 

Prior to release, school agencies shall determine through picture 
ID that applicant and record (CHRI response) are “one in the 
same.” 
Can include the state and federal portion of CHRI per recent 
clarification from the FBI. 

A template has been created and available for the agency’s use. 
www.michigan.gov/cjicats (Template) 

 
 
 

Supporting Documentation 
(4 of 4) 

http://www.michigan.gov/cjicats


LIVESCAN FINGERPRINT 
REQUEST FORM RI-030 

Appeal Part 1 

Appeal Part 2 



Auditable Areas 
 

Reviewing: 
Supporting Documentation 
User Agreements  
Local Agency Security Officer (LASO) 
Personnel Security 
Media Protection  
Controlled Area 
Incident Response 
Secondary Dissemination  
Security Awareness Training (SAT) 



Questions? 



MSP and NCJA  
User Agreement (5.1) 

NCJAs receiving CHRI from the MSP shall complete a NCJA 
User Agreement for the Use of CHRI, RI-087 form.   
 

This formal agreement specifies how the exchange of CHRI is 
to be conducted between the MSP and the NCJA through 
applicable security and management controls.  The user 
agreement outlines each party’s individual roles and 
responsibilities as it pertains to the day-to-day receipt and 
processing of CHRI and all that entails, including data 
ownership.  The MSP and NCJA user agreements require the 
authorized signature of the agency representative (an 
employee of the agency with explicit authority to commit the 
agency to the agreement requirements) and the CJIS Security 
Officer of the MSP.  



MSP and NCJA User Agreement  
RI-087 

Agreements may be forwarded to: MSP-NCJAAgreement@michigan.gov 



Local Agency Security Officer 
(LASO) (3.2.9) 

Designated by the NCJA: 
 

Identify who is accessing CHRI. 
Identify how the NCJA is connected to CHRI. 
Ensure security measures are in place and working. 
Support policy compliance and ensure the reporting of any 
CHRI incident to the MSP Information Security Officer 
(ISO). 



NCJA LASO Appointment 
(3.2.9) 

www.michigan.gov/cjicats (Forms) 



Personnel Security (5.12) 
(1 of 2) 

Screening requirements are performed prior to any individual gaining 
access to CHRI to determine if access is appropriate, and dependent 
on how your agency maintains CHRI, can include directly employed IT 
personnel. NCJA’s must have a written process in place for the 
following: 
 

Any individual with a felony conviction shall be denied access to 
CJI/CHRI. 

 

For a criminal record other than a felony, any individual with an arrest 
without conviction or an individual believed to be a fugitive shall have their 
record reviewed to determine if access to CJI/CHRI is appropriate. 

 

CJI/CHRI access will be discontinued for any individual who is 
subsequently arrested or convicted of a crime, and must be reported to 
the MSP before access may be reinstated.  

 

Restricting CHRI media access for contractors and/or vendors where 
CHRI is stored and/or processed unless escorted (physically or virtually) 
by an authorized personnel. 



Personnel Security (5.12) 
(2 of 2) 

For authorized users with access to CHRI, the NCJA shall 
maintain written processes of the specific steps taken for the 
following: 
 

Written documentation addressing the “immediate”  termination 
of individual CHRI access upon termination of employment. 

 

Written documentation that addresses the review of CHRI 
access authorizations upon individual reassignment or transfer. 

 

A formal sanctions process for personnel with access to CHRI 
failing to comply with agency established information security 
policies and procedures. 

 

A NCJA Policy template is now available for agency’s use and 
can be found at the following link: www.michigan.gov/cjicats 
(Template). 

http://www.michigan.gov/cjicats


Media Protection (5.8) 

NCJAs shall have established policy and procedures for the 
appropriate: security, handling, transporting, and storing of 
CHRI media. Each NCJA shall establish the following:  

An overall digital/physical media protection policy. 
 

Procedures restricting access to authorized user/personnel. 
Management controls are to exist for the processing and 
retention of CHRI media and for media to be secured in a 
controlled area.  

 

Procedures for transporting CHRI media from its original secured 
location to another. The steps taken to protect and prevent the 
compromise of the data in transit.  

 

Procedures for the appropriate disposal and sanitization of CHRI 
media when no longer needed, and the specific steps taken to 
protect and prevent CHRI media during the destruction process. 
All destruction is to be logged or documented. 

Presenter
Presentation Notes
Ask the trainees if anyone in the group stores CHRI media digitally.  If there is, then you know that as the teacher to discuss/include the digital aspects.



Physical Protection (5.9) 

NCJAs shall establish and implement physical protection policy 
procedures to ensure CHRI and information systems are 
physically protected through access control measures.  When an 
agency cannot meet al the control requirements for a physically 
secure location, the agency shall review and adhere to 5.9.2-
Controlled Area, which states the following: 
 

Limit access in controlled area during CJI/CHRI processing times. 
 

CHRI room or storage area should be locked at all times when not 
in use. 

 

Position CHRI to prevent unauthorized individuals from access and 
view. 

 

Agencies shall abide and carry out encryption requirements for 
digital storage of CHRI. (FIPS 140-2) 



Questions? 

 



Incident Response (5.3) 
(1 of 2) 

Each NCJA shall establish operational incident handling 
policy and procedure for instances of an information security 
incident of physical/digital CHRI media. Agencies are to ensure 
general incident response roles and responsibilities are included 
within the agency established and administered Security 
Awareness Training (SAT). Each NCJA shall establish:  
 

Information security reporting procedures outlining who to report to 
and how reporting happens through the agency chain of command 
upon discovery of any information security incident pertaining to 
CHRI.  

 

Incident handling capability procedures that includes adequate 
preparation, detection, and analysis, containment, eradication, 
recovery, and user response activities.  

 



Incident Response (5.3) 
(1 of 2) 

Electronic and Physical Incident Handling Capability 
Procedures include: 
 

Preparation–firewalls, virus detection, malware/spyware 
detection, security personnel, and locked doors to prevent 
unauthorized access. 

 

Detection–monitoring preparation mechanisms for intrusions 
such as: spyware, worms, and unusual or unauthorized 
activities, etc. Can include building alarms and video 
surveillance. 

 

Analysis–identify how an incident occurred and what systems or 
CHRI media were compromised. 
 

Containment–security tools utilized or an agency plan to stop 
the spread of the intrusion. 

 

Eradication–removal plan of the intrusion before the system is 
restored and steps taken to prevent reoccurrence. 
 

Recovery–the ability to restore missing files or documents. 
 
 



Incident Response (5.3) 
(2 of 2) 

Each NCJA shall establish:  
 

Procedures for the appropriate collection of evidence of an 
information security breach that meets relevant jurisdiction(s) 
for a CHRI security incident involving legal action (either civil or 
criminal) against a person or agency (calling law enforcement or 
contacting legal counsel). 

 
Procedures to track, document, and report information security 
incidents. An “Information Security Officer (ISO) Computer 
Security Incident Response Capability Reporting,” form (CJIS-
016) has been established, and is the required method of 
reporting security incidents to the MSP.   

 

A NCJA Policy template is now available for agency’s use and 
can be found at the following link: www.michigan.gov/cjicats 
(Template). 

http://www.michigan.gov/cjicats


Information Security Officer (ISO) Computer 
Security Incident Response Capability 

Reporting CJIS-016 

 
 
 
 
 
 
 
 
 
 



Secondary Dissemination (5.1.3) 
(1 of 2) 

Any disseminations of CHRI conducted outside of primary 
information exchange agreements are to be logged, including: 
 

The date record was shared 
Who made the request (Requesting Agency and 
Recipient Name) 
Whose record is being shared  
Who sent the shared copy (personnel) 
How the request was fulfilled  

 

A Secondary Dissemination template has been created and is 
available for agency's use at: www.michigan.gov/cjicats  
(Template) 

http://www.michigan.gov/cjicats


Secondary Dissemination (5.1.3) 
(2 of 2) 

Dissemination Criteria: 
 

A CHRI response may be shared with authorized 
user/personnel for a Michigan K-12 school so long as the 
individual remains employed with no separation from service 
by any school. 
 

K-12 schools can share with other K-12 schools, whether private 
or public, per MCL 380.1230a (11) & (12). 

 

K-12 schools cannot share responses with private entities 
(Contractors). 

 

K-12 schools may only share responses with 
Colleges/Universities, when identified as the authorized 
user/personnel, on behalf of a Public School Academy. 

 
 

Presenter
Presentation Notes
Give a reminder that NCPA results, whether CPE or CPV, these responses are not permitted for sharing.



Security Awareness Training (SAT)  
(5.2) 

Each NCJA shall have an established baseline SAT program for all 
personnel with access to CHRI provided by the agency within six 
months of assignment and every two years thereafter. At a minimum, 
for NCJAs that do not store CHRI digitally, SAT is to include:  
 

5.2.1.1 Level One SAT: 
Describes the topics required for all personnel who have unescorted 
access to CHRI.  

5.2.1.2 Level Two SAT: 
Describes the topics required for all personnel that have access to 
CHRI. 

NCJAs storing CHRI digitally will be required to comply with SAT levels 
Three and Four as prescribed in the FBI CJIS Security Policy. 
 

A SAT “fill-in” template has been created and is available for agency's 
use at: www.michigan.gov/cjicats  (Template)  

Presenter
Presentation Notes
If you haven’t already, ask the trainees if any of them store CHRI media digitally, other than email only.

http://www.michigan.gov/cjicats


Additional Guidance:  
Digital CHRI 

(1 of 2) 
Digital Storage: 
 

When an NCJA creates a digital copy of CHRI (e.g: saving a digital 
record from another original digital record, scanning a document, or 
creation of a spreadsheet) and subsequently stores this static CHRI, 
the following may also be applicable: 
 

5.4–Auditing and Accountability of Information Systems 
5.5–Access Control including: Account Management, Access Enforcement, 
Least Privilege, System Access Control, Access Control Criteria, Access 
Control Mechanisms, Unsuccessful Login Attempts, System Use 
Notification, Session Lock, Remote Access, and Personally-Owned 
Information Systems 
5.6–Identification and Authentication: Advanced Authentication (AA) 
5.7–Configuration Management:  Access Restrictions for Changes, Least 
Functionality, Network Diagram, and Security of Configuration 
Documentation 

Presenter
Presentation Notes
If none of your participants are storing digitally there is no need to spend a lot time on the next two slides. 



Additional Guidance:  
Digital CHRI 

(2 of 2) 

Digital Storage Continued: 
 

5.10–System and Communications Protection and Information 
Integrity, including: Boundary Protection, Encryption, Partitioning 
and Virtualization, and Patch Management. 

  
And if you are using a mobile device such as a laptop, tablet, or 
smartphone you must also consider the following: 
 

5.13–Mobile Devices including: Wireless Protocols, Cellular 
Devices, Cellular Service Abroad, Bluetooth, Mobile Hotspots, 
Mobile Device Management (MDM), Wireless Device Risk 
Mitigations, System Integrity, Patching/Updates, Malicious Code 
Protection, Mobile Incident Response, Access Control,  
Identification and Authentication, Local Device Authentication, 
Advanced Authentication (AA), and Compensating Controls. 



Compliance Audit Closing  

Once a Compliance Audit Review is completed your agency will 
have a better understanding of necessary practices, policies, 
and procedures. What to expect following the audit review: 
   

A draft compliance audit report will be created and sent to your 
agency approximately (15) business days from the date of your 
audit. 

 

Your agency will be asked to respond within (30) days, in 
regards to your school’s corrective actions in response to any 
Out of Compliance area(s).  

 

At the end of (30) business days, whether we’ve received your 
agency’s response or not, the MSP will provide a final draft 
indicating whether your audit compliance is complete and will 
include additional corrective actions. 

 

Upcoming compliance cycle changes: 
 

Zero-cycle audits end September 30, 2017. 
CJIS System Officer (CSO) referrals begin.  

 

Presenter
Presentation Notes
There is only one sanction for noncompliance and that is individual account inactivation.  However, it is not our goal to inactivate any one agency, instead the MSP will work with your agencies to provide all the resources and tools available to assist your agency reach compliance.CSO referrals are our method of addressing significant and recurring noncompliant concerns with an agency. 



Resources & Tools 

 
Our website provides a one-stop shop for obtaining: 
  
• Forms 
• Guidance 
• Training Information 
• Templates 
• Listserv Archives 

 
MSP Security & Access Website:  

www.michigan.gov/cjicats   
 
 



THANK YOU !!!!! 

For your time and attention.   
We look forward to working with 

you in the future… 
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