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What is Criminal Justice Information (CJI)?

* CJlis the term used to describe all of the FBI Criminal
Justice Information Services (CJIS) provided data

necessary for civil agencies to perform their employment or
volunteer placement determinations.

What is Criminal History Record Information (CHRI)?

* A subset of CJI. Any notations or other written or electronic
evidence of an arrest, detention, complaint, indictment,
Information or other formal criminal charge relating to an
identifiable person that includes identifying information

regarding the individual, as well as the disposition of any
charges.



FBI Criminal Justice
Information Services

U

Michigan State Police

J

Noncriminal Justice
Agency

Serves as the nation’s administrator for the appropriate
security and management controls. As such, the FBI
designates one criminal justice agency (on the CJIS
network) as the CJIS Systems Agency (CSA) and is
considered a point of contact in each state.

The CSA is duly authorized to oversee the security and
management of all CJl exchanges within the State of
Michigan. **Responsible for setting, maintaining,
enforcing, and reporting compliance to the FBI CJIS
Division for such exchanges.

For the purpose of licensing and employment, certain
authorized agencies request and receive fingerprint-based
CHRI, making the NCJAs the next responsible records
management entity.

**Title 42 U.S.C., Chapter 140, Subchapter Il, 14616; 28 CFR Part 901 § 4, requires
MSP SAS to complete NCJA compliance audits.



NONCRIMINAL JUSTICE AGENCY
COMPLIANCE AUDIT REVIEW
INFORMATION SHEET

Federal statute and section numberreferences fromthe FBI CJIS Security Policy are available
after each policy section for details onthe particularsubject matter.

The following areas will be coveredin the compliance audit:

Supporting Documentation
* Fingerprint Authorization
« Position Documentation
* Consent
« Appeal
User Agreements (5.1.1.6)
Local Agency Security Officer LASO (3.2.9)
Personnel Security (5.12)
Media Protection (5.8)
Fhysical Protection (5.2)
Secondary Dissemination (5.1.3)
Security Awareness Training (5.2.1.1)

Incident Response (5.3)
Compliance Audit Contact Information:

Security & Access Section E-mail: MSP-CJIC-ATS@michigan.gov

Marcisa Morris, Auditor MorrisM@michigan.gov (517)420-2329
Sandra Billingsley, Auditor BillingsleyS@michigan.gov (517)242-1944
Joe Diaz, Auditor diazjé@michigan.gov (517)507-9705

Michigan State Police
Criminal Justice Information Center
Security & Access Section

CHR Questions

Out of state CHRI guestions must be directedto the state of record. If you have a
Michigan CHRI question, please referto www.michigan.govichat Tutorial-“Howtoreada
criminal history (CH).” Questions regarding Livescan, NCJA User Agreements, or State
portion of the CHRI responses may be directed to the Criminal History Section (CHS)
applicanthelp desk at (517) 241-0606 or by e-mail, msp-crd-applhelp@michigan.gov.

ICHAT Questions

The Following Official Forms and Documents Can Be Located At Our Web Page

> www.michigan.govicjicats
Livescan Fingerprint Request RI-030

Moncriminal Justice Agency (NCJA)User Agreementfor Release of Criminal History
Record Information (CHRI)RI-087

Moncriminal Justice Agency (MCJA) Local Agency Security Officer Appointment CJIS-015

Information Security Officer (1S0) Computer Security Incident Response Capability
Reporting CJIS-016

MCJA CHRI Folicy template (doc)

[Agency] Appeal Processtemplate

FBI Criminal Justice Information Services (CJIS) Security Policy website link
MSF Security Awareness Training Template (PowerPoint)

Secondary Dissemination Log

Unknown CHRI Response Log

Q&A (doc)




The following are federal and state laws authorizing
fingerprint-based CHRI background checks for
employment, licensing, or volunteer determinations:

* School Employment (SE)/Adam Walsh Act (AWA);
MCL 380.1230a, The Revised School Code (SHALL)

* National Child Protection Act Employment (CPE) &
Child Protection Volunteer (CPV); 42 USC 5119 §
320928 & National Child Protection Act, including
volunteers (MAY)



School Employment [SE)}
{Adam Walsh Act)
MCL 380.1230, 380.1230a &
722.115¢(7)

Criteria for fingerprinting:
* lIsaSHALLLAW
Any Full time/Part time Employment

Anyone assigned to regularly and continuously

work under contractin a school; AND
K-12 Education

National Child Protection Act (NCPA)
Child Protection Volunteer (CPV] or
Child Protection Employment {CPE)

Title 42, Ch. 67, Sub Chapter VI § 51193

Criteria for fingerprinting:

* |5 aMAY LAW

*  Anyone wheo has or may have unsupervised access
to avulnerable population (children, elderly, or
indivi with disabilities) providing care

employment or assigned td
continuously and regularly Clear to
work (whether hired directly fingerprint
or indirectly) under contract in under SE.
a K-12 elementary or
secondary school?,

Is the individual considered
fior a position that has or may
have unsupervised accessto a

wulnerable group?

L
So leng as a SE fingerprint check was

completed at the time of initial

Is the individual being Not eligible for a

reassigned or
transferred within the
same school for a (K-
12 school) position?,

employment or assignment, and there
has not been a separation of service;
another fingerprint check would not be
required.

s the individual being
hired as a director or
administrator for a
school owned day
care/preschool?

Is the individual
being considered for
a general day care/

preschool
employment?

Is the individual
being considered
fora
position, at the
school or
herwise?,

See *NCPA
Flow Chart.

No
¥

Contact MSP to discuss your
special circumstan,

Pursuant to MCL 722.115¢(7) a state
and federal background check is
required. As a school established
‘Child Care Organization, the check is
completed on the Director and/or
Administrator with the SE fingerprint
reason code.

No law exists that requires a

national fingerprint background

check for employees of a daycare/
hool (Non K-12). Pursuant to

MCL 722.115d(1) only an ICHAT or
equivakent check on the potential
employee from the state or
provinece of residence is required.

SE Fingerprinting Provisions:

= Can share CHRI responses with other K-12
Authorized Schools so long as there has not been a
separation of senice.
Will recaive Rapback, a notification of individuals
who have subsequently been amested and
convicted of acrime_

*National Child Protection Act (NCPA)

Is the individual being
reassigned or transferred
within the same agency where
@ previous state and federal
required fingerprint check has
been completed for the
individual?

As NCPA |s not a required fingerprint
background check, another fingerprint
check is not necessary. Should the agency
choose, a previous state fingerprint
required check completed will suffice in
lieu of another check.

MNCPA Fingerprinting Provsions:

+  Nosharing of CHRI responses,
your agency eyes only.

= Mo notfication of subsequent amest
and comvictions.

national fingerprint
background check.

Isita vol
position?

Clearto Is the individual
fingerprint
under CPV.

considered for
employment by the

school in anon K-
12 position?,

Clear to
fingerprint
under CPE.

k.
Contact MSP to discuss your
special circumstance.

www . michigan. gov/cjicats




NCJA will receive an email notification to the contact and email provided when
the agency established their fingerprinting account. The notification will:

* Provide you the date and time of your agency audit.

* Provide instruction for completing our online NCJA PreAudit Questionnaire.
* Provide instruction on your participation for the compliance audit review.

* Provide your agency with details on what to expect.

Michigan State Police

@cns Audit

Agency Login

FullAdmin Login

,{FJ

&/ powered by
Peak Performance Solutions




SAS Audit Criteria:

Ll

Random fingerprint sample:

* An agency “fingerprint sample” is an Excel
spreadsheet report, which consists of a list of
Individual names requested to complete a fingerprint
background check for employment or volunteerism
under your Agency ID.



SAS Audit Criteria Continued:

* Position documentation for the fingerprint reason code used
by the agency.

* Documentation which indicates the fingerprint-based CHRI
background checks obtained are for a specific purpose
authorized by state or federal law. Position documentation:

Is individualized
Provides the individual’s name
Provides the position offered by the agency

This documentation can be easily identified as a document used
during your agency’s hiring process. (i.e. employment contracts,
new hire checklist, letter of hire, determination for assignment
etc.).



ght—Green Light E

[AGENCY MAME]

DETERMIMATION FOR ASSIGMMEMNT
Number)

|Position Assigned)

g determination:

fes, the individuzl iscleared to workin 2 Michigan school.

es, the individuzl iscleared to work in 2 Michigan school. However, based on additional
& will not be accepting the individual

Mo, the individual isnot cleared to inaMichigan school.

| state | am autharized to make thisdetermination for our district and have based my determination on
current distri hool polides and guidelines and current Michigan law. | understand that [ am
responsible to notify [CONTRACTING ENTITY] in wri ifthere isachange in thisdetermination.

Printed Mame & Title

Approval Date




SAS Audit Criteria Continued:

Livescan fingerprinting RI-030 is a multi-purpose required
form.

* Fingerprinting Consent:

* Is the properly signed and dated Livescan RI-030 request
form. This is an individual’'s consent to be fingerprinted and
IS given prior to fingerprinting.

*  www.michigan.gov/cjicats (Forms)



http://www.michigan.gov/cjicats

RHI30 (D912015)
MICHIZAN STATE POLICE

LIVESCAN FINGERPRINT BACKGROUND CHECK REQUEST
AUTHORITY: MCL 28 162, MCL 28714, MCL 28345, & MCL 28.773; COMPLIANCE: VoRNary. However fallra tn compiets fis form Wl fesut in dental of raquest

Purpose: To conduct a fingerprint based background check for employment, to volunteer, or for licensing purposes as autharized
by law.

Appiicant Information: Ty ‘waarly prnt answers In il Sids before going to be fingerpriniad.

p— [
(e || [ [ [rmemee——

1. Date Prirted Picture ID Type Presanted 3. Transaction Control Number (TCN) | 4. Livescan Oparator

| undersiand that my personal information, and biometric data being submitted by Livescan, will be used to search against
identification records from both the Michigan State Police (M5P) and Federal Bureau of Investigation (FBI) for the purpose listed

above. | hereby authorize the release of my personal information for such purposes and release of any records found to the
authorized requesting agency listed above.

[Diuring the processing of this application, and for as long as my fingerprints and associated information/biometrics are retained at
= State andfor FBI, they may be disclosed without my consent as permitted by MCL 28_248 and the Federal Privacy Act of C O n S e n t
1874, 5 USC § 552a, for all applicable routine uses published by the FBI, including the Federal Register and for the routine uses
or the FBI's Mext Generation ldentification.

Routine use includes, but is not limited to, disclosure to: governmental or authorized nongovernmental agencies responsible for
employment, contracting, licensing. security clearances, and other suitable determinations; local, state, tribal, or federal law
enforcement agencies; criminal justice agencies; and agencies responsible for national security or public safety.

Date:

Procedure to obtain a change, correction, or update of identification records:

If, after reviewing his/her identification record. the subject thereof believes that it is incomect or incomplete in any respect and
wishes changes, comections, or updating of the alleged deficiency, heishe should make application directly to the agency which
contributed the questioned information. The subject of a record may also direct his'her challenge as to the accuracy or
completeness of any entry on his'her record to the FBI, Criminal Justice Information Services (CJIS) Division, ATTHN: SCU, Mod.
D2, 1000 Custer Hollow Road, Clarksburg, W\ 26308. The FBI will then forward the challenge to the agency which submitied
the data requesting that agency to verify or comect the challenged entry. Upon the receipt of an official communication directly
from the agency which contributed the original information, the FBI CJIS Division will make any changes necessary in
accordance with the information supplied by that agency. (28 CFR § 16.34)




SAS Audit Criteria Continued:

* Applicant Appeal Process:

A formal appeal process for applicants wishing to challenge,
correct, or update their criminal history record and is a two-part

process.
Livescan RI-030 appeal language
* {Agency} Appeal Process

* School agencies may share CHRI with an applicant for the purpose
of challenge, correction, or update.

Prior to release, school agencies shall determine through picture
ID that applicant and record (CHRI response) are “one in the
same.”

Can include the state and federal portion of CHRI per recent
clarification from the FBI.

A template has been created and available for the agency’s use.
www.michigan.gov/cjicats (Template)



http://www.michigan.gov/cjicats

WL Livescan: Must by completed by the Livescan operator at the time of fingerprinting.
*After fingerprinting, the applicant shall retumn this signed and completed docurment to the requesting agency. The Livescan operator must retum a
completed copy of the form to the applicant.

1. Date Printed Picture ID Type Presented

3. Transaction Control Mumber (TCH} | 4. Livescan Operator

. Consent

| understand that my personal information, and biometric data being submitted by Livescan, will be used to search against
identification records from both the Michigan State Police (MSP) and Federal Bureau of Investigation (FBI) for the purpose listed
above. | hereby authorize the release of my personal information for such purposes and release of any records found to the
authorized requesting agency listed above.

Dwuring the processing of this application, and for as long as my fingerprints and associated information/biometrics are retained at
the State andlor FBI, they may be disclosed without my consent as permitted by MCL 28.248 and the Federal Privacy Act of
1974, 5 USC § 552a, for all applicable routine uses published by the FBI, including the Federal Register and for the routine uses
for the FBI's Next Generation Identification.

Routine use includes, but is not limited to, disclosure to: governmental or authorized nongovernmental agencies responsible for
employment, contracting, li ing, security ch s, and other suitable determinations; local, state, tribal, or federal law
enforcement agencies; ciminal justice agencies; and agencies responsibile for national security or public safety.

Signature: Date:

Procedure to obtain a change, correction, or update of identification records:

If, after reviewing his/her identification record, the subject thersof believes that it is incomrect or incomplete in any respect and
wishes changes, comections, or updating of the alleged deficiency, hefshe should make application directly to the agency which
contributed the questioned information. The subject of a record may also direct histher challenge as to the accuracy or
completensss of any entry on his/her record to the FBI, Criminal Justice Information Services (CJIIS) Division, ATTN: SCU, Mod.
D2, 1000 Custer Hollow Road, Clarksburg, W/ 26306. The FBI will then forwand the challenge to the agency which submitted
the data requesting that agency to verify or commect the challenged entry. Upon the receipt of an official communication directly
from the agency which contributed the criginal information, the FBI CJIS Division will make any changes necessary in
accordance with the information supplied by that agency. (28 CFR § 16.34)

Appeal Part 2 mmp

[AGENCY NAME]
APPEAL PROCESS

i,
Criminal History Racord imformation Challange ar Camaciion

Pursuant 10 fadaral siaiie, an Individual may chaliangs ™8 3coWacy oF comgisianzss of any amry on s
or har Criminal Histry Racord Imrmation (CHRI) ragponsa ratumad. Appiicams wishing 10 chalianga o
camaci his ar har racond miust

+  Faquest an appoimmant wit M2 [Hinng Parsonnal TRSE] within [Amaun of Days] of having my
CHRIrespanse rapariad % me, fnot prociaimed & e Bmaaof darial.
« B2 givan [Amoum of Days] o rackly any quastionad Imarmatan within his or har racord.

JAgancy Nams] will pravide you with 3 cagy of your CHRIrsspansa upan raquesl Whanain, you will nasd
10 ma2 contact diraclly 1 2 agancy whilch contribuisd 10 e Infrmation Inquestion. You can kdanily
35 10 wha T Comirbuling agancy b 35 Mwill b2 kanttiad In your CHRI raspanza.

Any chalanga o coraclon prograss conducizd bayond e aloniad Bma fama providad will only b2
considerad 7 T discraion of [Agancy Mama).

It you a2 unatia 10 resaiva M2 INFNMABaN In quastion Trough TS Mamod, you may comact #x an
O of Staie Racard
Caomacl diraclly and maks appicaiion to e FEI Criminal sustos infrmatan  Sandoas (CAIS)
Diwision, Afin: 50U, Mod. D2 1000 Cuslar Hollow Road, Clarksburg, W' 25306, Vil e FSI
Viabena for mana datals, Mg 0. v aD0ut-Us ks mity- NS any-SUMmmany-Chasks/ar dar,
In Si3i2 Racard
Camad diracly he Michigan Stz Palice 3l (517) 241-0606 or by =-mall 3l M5P-CRE-
APPLHELP@MICIgangay. Pla3ss provids your nams, mamod Of comact, and ra3son pahnd
¥OuUr challanga Or COmaclion raquast (in detal).

As We appicant wishing 10 challange or comact yaur recand, RS your respansibilty % kaap [Agancy
Nams] infrmeed of 3Ny Pragress duning Tis Brocsss.
Upan succasshul compislion of 3 challangs ar comachion, the appiicant may raquast fram tha

MicTigan Ste Pamcz, Crmingl Hiskry DEp O2sK, (S17) 241-0505 N or har upddiad record 10 02
forwardad 13 [Agancy Nama].

|__jApeicam Name]  undersiand and agree o e s and condons 5@ ol | will wark
diliganty 1 rasave any quasianzd Infrmation ofmy CHRIfagpons2 and rapan Back Immadaisy 1
|Agancy Mama]. |furer acknowiadge WAt |racaivad 3capy of JAgancy Mams] Appaal Procass and 3
cagy of my CHRI raspansa (i raquasiad).

Signatrs




* Reviewing:

.

.

.

Supporting Documentation

User Agreements

Local Agency Security Officer (LASO)
Personnel Security

Media Protection

Controlled Area

Incident Response

Secondary Dissemination

Security Awareness Training (SAT)




AL 4

Questions?




NCJAs receiving CHRI from the MSP shall complete a NCJA
User Agreement for the Use of CHRI, RI-087 form.

This formal agreement specifies how the exchange of CHRI is
to be conducted between the MSP and the NCJA through
applicable security and management controls. The user
agreement outlines each party’s individual roles and
responsibilities as it pertains to the day-to-day receipt and
processing of CHRI and all that entalls, including data
ownership. The MSP and NCJA user agreements require the
authorized signature of the agency representative (an
employee of the agency with explicit authority to commit the
agency to the agreement requirements) and the CJIS Security
Officer of the MSP.



sgencies are only required to report felonies
confinement.

Befora relessing information on individuals or
the parson in question must be afforded theo
CHRI is constantly beingupdatedas new ame)
contributing agancies. The record released is|
Cartain statutes allow forthe suppression ord|

Tha MSP-CJIC retsins records forthe State o
through the Faderal Bureau of Investigation,
nomal part of the criminal background check,
This Agreement commences onthe date thelast signg
eitherparty. This Agreement may be teminated soon
immediately upon violation of the terms of the Agreem)

NONCRIMINAL JUSTICE AGENCY
JrEiE Of AQSy REneaEt

BUTHORITY: MCL 28282,

COMPLIANCE: Vaoluntary, however fallura o
campizte Tis Agrazment will rasuit in denial of
raquast

NONCRIMINAL JUSTICE AGENCY USER AGREEMENT
FOR RELEASE OF CRIMINAL HISTORY RECORD INFORMATION
hetween the
MICHIGAN STATE POLICE
CRIMINAL JUSTICE INFORMATION CENTER
This agency hereinafter shsll be known as "MSP-CJIC

gnd

Agency 10 su)] TavEmEm AgEy
O vwess O mo

=

Pri o Type Name

MICHIGAN DEPARTMENT OF STATE POLICE
g 0

o, CTiminal Justos

T G Type Rame
Dawn Brinningstaull

The “Agency Representatve” must have the authorty
requirements, typically the hesd of the organizsetionor
will ba recaiving the responsas.

Submit completed Agreement vis United Ststes mailo

ATTENTION: Applicant Halp
Michigan State Polica

Criminal Justice Information Center
323 5. Grand Ave.

P.0. Box 30634

Lansing, Michigan 48903-0634

Thiz agency herzinafter shall be known as “User

L PURPOSE

This User Agreement is used to provide criminal history record information (CHRI) to employers, licensing agencies,
and otheragencies needing fingemrint-based criminal background checks.

Fingerprint-based criminal background checks must be explicitty mandated orsliowad by law. Mstionslbackground
checks must be authorized by federal law ora state statute spproved by the U.5. Attomey General. The applying
User is seeking background checks for:

LSsCnpean o7 Bacagr CHECK DUrpase (I Smmdymer (ISR sanved)

T oo, grades Moded W vz ooy, Eivae ¢

(3w TeqUInng [ERawing CICRground Checks, T Rnawn

THE PARTIES AGREE AS FOLLOWS
The MEP-CJIC will:

1. Provide criminal history record information (CHRI) in responsa to fingemprint-based background chacks,

b $mm | mm e bm i m ki i i | b im e |

==rif this Agreement is vinlated or ifthe User is suspected of violating

Entifiedin this Agreemeant.

Jules, procedures, and policies, including those adopted by the state
(CJIS)Board and national CJIC Policy Council regarding the use and

sted.

| history record information received. This includes, butis not limited

Ecurity Officerwho is responsible forensuring complisnce with security
reament.

h access to ciminal history information are aware of ules and
CHRIL

lelectronic copies of CHRI to authorized personnel. Physical copies
rolied, secure anvironmient such as a locked cabinetin a roomnot
ftors. Electronic copies shallbe protected with at least 128-bit
eral encryption standard is FIPS 140-2.

ithy sllowed by lew and log any CHRI sharing (aithersanding or
E.ata minimum, the date, sending and recaiving agenck

share CHRI, means of transmission, and person who di

Eecurity incidents such as the theftloss of physical records orthe
ams.

Physical media should be cross-shredded ata minimum, and
[deleted and repestedly over-written with random0s and 1s.

h CHRI received at the state repository. [fa parson could be adverssely
t be given the opportunity to challenge and comect s record before itis

Hays. Once the minimum retention time perod has passed, the
records until they are no longer neadad foreadministrative, legsl, sudi,
= Freedom of Information Act requests orlegal actions.

= to assure complisnce with this Agreement.

TORY RECORD INFORMATION LIMITATIONS
Ecord Information (CHRI) has the following limitations:
a5 follows:

nd crime class underwhich the parson was amested. The amestdats
ory fizld of name, race, sax, and dateof bith. Allamestsare

psecutor.
H the case and the ultimate disposition of the cas=.

file, orother dstabases maintsined by the MSP are not part ofthe CHR

Agreements may be forwarded to: MSP-NCJAAgreement@michigan.gov




Designated by the NCJA:

* ldentify who is accessing CHRI.
* ldentify how the NCJA is connected to CHRI.
* Ensure security measures are in place and working.

* Support policy compliance and ensure the reporting of any
CHRI incident to the MSP Information Security Officer
(1ISO).



JIS-015 (09/2014)
ICHIGAN STATE POLICE
Criminal Justice Information Center
NONCRIMINAL JUSTICE AGENCY

LOCAL AGENCY SECURITY OFFICER APPOINTMENT
AUTHORITY: 1974 PA 163; MCL 28.215, ER.O. No. 2008-2, MCL 28.162, and R 28.5201. COMPLIANCE: MANDATORY

All Moncriminal Justice Agencies (MCJA) that have access to Criminal History Record Information (CHRI), a subset of Criminal Justice Information, shall appoint a
security point of contact known as a Local Agency Security Officer (LASO). The LASO can be, but is not required to be, the NCJA department head (e.qg.,
superintendent, president, director, etc.).

A change in appointment of the LASO must be reported to the Michigan State Police, Criminal Justice Information Center. A change in LASO can be reported by
retumning this completed form through one of the preferred methods listed below.

Send Completed Form To: For Additional Information:
Michigan Department of State Police FBI CJIS SECURITY POLICY
Criminal Justice Information Center _
ATTN: Security and Access Section Questions / Comments:
P.O. Box 30634 Phone: (517) 241 - 0621
Lansing, MI 48909-0634

OR: E-mail: MSP-CJIC-ATS@michigan_gov
OR: Fax: (517) 241 - 0865

I. LASO Information

Appointed LASO (First Name, Last Mame, M.1) Agency Name Agency ID

Agency Address City Zip Code

‘Work Phone Number

Email Address

Il. Approval
Printed Name of Agency Head and Title

www.michigan.gov/cjicats (Forms)




Screening requirements are performed prior to any individual gaining
access to CHRI to determine if access is appropriate, and dependent
on how your agency maintains CHRI, can include directly employed IT
personnel. NCJA’s must have a written process in place for the
following:

* Any individual with a felony conviction shall be denied access to
CJI/CHRI.

* For a criminal record other than a felony, any individual with an arrest
without conviction or an individual believed to be a fugitive shall have their
record reviewed to determine if access to CJI/CHRI is appropriate.

* CJI/ICHRI access will be discontinued for any individual who is
subsequently arrested or convicted of a crime, and must be reported to
the MSP before access may be reinstated.

* Restricting CHRI media access for contractors and/or vendors where
CHRI is stored and/or processed unless escorted (physically or virtually)
by an authorized personnel.



For authorized users with access to CHRI, the NCJA shall
maintain written processes of the specific steps taken for the
following:

*  Written documentation addressing the “immediate” termination
of individual CHRI access upon termination of employment.

*  Written documentation that addresses the review of CHRI
access authorizations upon individual reassignment or transfer.

* A formal sanctions process for personnel with access to CHRI
failing to comply with agency established information security
policies and procedures.

A NCJA Policy template is now available for agency’s use and
can be found at the following link: www.michigan.gov/cjicats
(Template).



http://www.michigan.gov/cjicats

NCJAs shall have established policy and procedures for the
appropriate: security, handling, transporting, and storing of
CHRI media. Each NCJA shall establish the following:

* An overall digital/physical media protection policy.

* Procedures restricting access to authorized user/personnel.
Management controls are to exist for the processing and
retention of CHRI media and for media to be secured in a
controlled area.

* Procedures for transporting CHRI media from its original secured
location to another. The steps taken to protect and prevent the
compromise of the data in transit.

* Procedures for the appropriate disposal and sanitization of CHRI
media when no longer needed, and the specific steps taken to
protect and prevent CHRI media during the destruction process.
All destruction is to be logged or documented.


Presenter
Presentation Notes
Ask the trainees if anyone in the group stores CHRI media digitally.  If there is, then you know that as the teacher to discuss/include the digital aspects.


NCJAs shall establish and implement physical protection policy
procedures to ensure CHRI and information systems are
physically protected through access control measures. When an
agency cannot meet al the control requirements for a physically
secure location, the agency shall review and adhere to 5.9.2-
Controlled Area, which states the following:

* Limit access in controlled area during CJI/CHRI processing times.

* CHRI room or storage area should be locked at all times when not
In use.

* Position CHRI to prevent unauthorized individuals from access and
view.

* Agencies shall abide and carry out encryption requirements for
digital storage of CHRI. (FIPS 140-2)



Questions?



Each NCJA shall establish operational incident handling

policy and procedure for instances of an information security
Incident of physical/digital CHRI media. Agencies are to ensure
general incident response roles and responsibilities are included
within the agency established and administered Security
Awareness Training (SAT). Each NCJA shall establish:

* Information security reporting procedures outlining who to report to
and how reporting happens through the agency chain of command
upon discovery of any information security incident pertaining to
CHRI.

* Incident handling capability procedures that includes adequate
preparation, detection, and analysis, containment, eradication,
recovery, and user response activities.



Electronic and Physical Incident Handling Capability

Procedures include:

Preparation—firewalls, virus detection, malware/spyware
detection, security personnel, and locked doors to prevent
unauthorized access.

Detection—monitoring preparation mechanisms for intrusions
such as: spyware, worms, and unusual or unauthorized
activities, etc. Can include building alarms and video
surveillance.

Analysis—identify how an incident occurred and what systems or
CHRI media were compromised.

Containment—security tools utilized or an agency plan to stop
the spread of the intrusion.

Eradication—removal plan of the intrusion before the system is
restored and steps taken to prevent reoccurrence.

Recovery—the ability to restore missing files or documents.



Each NCJA shall establish:

* Procedures for the appropriate collection of evidence of an
iInformation security breach that meets relevant jurisdiction(s)
for a CHRI security incident involving legal action (either civil or
criminal) against a person or agency (calling law enforcement or
contacting legal counsel).

* Procedures to track, document, and report information security
Incidents. An “Information Security Officer (ISO) Computer
Security Incident Response Capability Reporting,” form (CJIS-
016) has been established, and is the required method of
reporting security incidents to the MSP.

A NCJA Policy template is now available for agency’s use and
can be found at the following link: www.michigan.gov/cjicats
(Template).
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Any disseminations of CHRI conducted outside of primary
Information exchange agreements are to be logged, including:

-

The date record was shared

Who made the request (Requesting Agency and
Recipient Name)

* Whose record is being shared
Who sent the shared copy (personnel)
How the request was fulfilled

-

A Secondary Dissemination template has been created and is
available for agency's use at: www.michigan.gov/cjicats
(Template)



http://www.michigan.gov/cjicats

Dissemination Criteria:

A CHRI response may be shared with authorized
user/personnel for a Michigan K-12 school so long as the
Individual remains employed with no separation from service
by any school.

* K-12 schools can share with other K-12 schools, whether private
or public, per MCL 380.1230a (11) & (12).

* K-12 schools cannot share responses with private entities
(Contractors).

* K-12 schools may only share responses with
Colleges/Universities, when identified as the authorized
user/personnel, on behalf of a Public School Academy.


Presenter
Presentation Notes
Give a reminder that NCPA results, whether CPE or CPV, these responses are not permitted for sharing.


Each NCJA shall have an established baseline SAT program for all
personnel with access to CHRI provided by the agency within six
months of assignment and every two years thereafter. At a minimum,

for NCJAs that do not store CHRI digitally, SAT is to include:

* 52.1.1 Level One SAT:

Describes the topics required for all personnel who have unescorted
access to CHRI.

* 5.2.1.2 Level Two SAT:

Describes the topics required for all personnel that have access to
CHRI.

NCJAs storing CHRI digitally will be required to comply with SAT levels
Three and Four as prescribed in the FBI CJIS Security Policy.

A SAT “fill-in” template has been created and is available for agency's
use at: www.michigan.gov/cjicats (Template)



Presenter
Presentation Notes
If you haven’t already, ask the trainees if any of them store CHRI media digitally, other than email only.
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Digital Storage:

When an NCJA creates a digital copy of CHRI (e.g: saving a digital
record from another original digital record, scanning a document, or
creation of a spreadsheet) and subsequently stores this static CHRI,
the following may also be applicable:

* 5.4-Auditing and Accountabllity of Information Systems

* 5.5—-Access Control including: Account Management, Access Enforcement,
Least Privilege, System Access Control, Access Control Criteria, Access
Control Mechanisms, Unsuccessful Login Attempts, System Use
Notification, Session Lock, Remote Access, and Personally-Owned
Information Systems

* 5.6-ldentification and Authentication: Advanced Authentication (AA)

* 5.7-Configuration Management: Access Restrictions for Changes, Least
Functionality, Network Diagram, and Security of Configuration
Documentation


Presenter
Presentation Notes
If none of your participants are storing digitally there is no need to spend a lot time on the next two slides. 


Digital Storage Continued:

5.10-System and Communications Protection and Information

Integrity, including: Boundary Protection, Encryption, Partitioning
and Virtualization, and Patch Management.

And if you are using a mobile device such as a laptop, tablet, or
smartphone you must also consider the following:

* 5.13—-Mobile Devices including: Wireless Protocols, Cellular
Devices, Cellular Service Abroad, Bluetooth, Mobile Hotspots,
Mobile Device Management (MDM), Wireless Device Risk
Mitigations, System Integrity, Patching/Updates, Malicious Code
Protection, Mobile Incident Response, Access Control,
|dentification and Authentication, Local Device Authentication,
Advanced Authentication (AA), and Compensating Controls.



Once a Compliance Audit Review Is completed your agency will
have a better understanding of necessary practices, policies,
and procedures. What to expect following the audit review:

A draft compliance audit report will be created and sent to your

aggrtlcy approximately (15) business days from the date of your
audit.

Your agency will be asked to respond within (30) days, In
regards to your school’s corrective actions in response to any
Out of Compliance area(s).

At the end of (30) business days, whether we’ve received Tyour
agency’s response or not, the MSP will provide a final draft
Indicating whether your audit compliance is complete and will
Include additional corrective actions.

Upcoming compliance cycle changes:

Zero-cycle audits end September 30, 2017.
CJIS System Officer (CSO) referrals begin.


Presenter
Presentation Notes
There is only one sanction for noncompliance and that is individual account inactivation.  However, it is not our goal to inactivate any one agency, instead the MSP will work with your agencies to provide all the resources and tools available to assist your agency reach compliance.

CSO referrals are our method of addressing significant and recurring noncompliant concerns with an agency. 


Our website provides a one-stop shop for obtaining:

e Forms

e Guidance

e Training Information
« Templates

o Listserv Archives

MSP Security & Access Website:
www.michigan.gov/cjicats
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