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MICHIGAN CRIMINAL JUSTICE INFORMATION NETWORK (MiCJIN)
USER AGREEMENT
between the

MICHIGAN STATE POLICE
And

	Agency
     
	Telephone
     
	Originating Agency Identifier (ORI) Number
     

	Address
     
	City
     
	State
  
	ZIP Code
     


This “Agency” hereinafter will be known as “SUBSCRIBER.”

PURPOSE
The purpose of this Agreement is to set forth the terms and conditions under which the Michigan State Police (MSP) will provide access to MSP software systems as requested in the SUBSCRIBER’S submitted MiCJIN Administrator/Application Request (RI-092A) and Systems Connectivity Request (RI-092B).

The MSP must have the following items before user IDs and passwords are issued to the SUBSCRIBER:

· The MiCJIN Administrator/Application Request (RI-092A);

· This original, completed MiCJIN User Agreement (RI-093);

· SecurID Token Request (RI-092C), if required and,
System access granted by this Agreement is non-transferable by the above named SUBSCRIBER and its operator(s), staff, or employees to another operator, work site, or agency and is revoked upon the SUBSCRIBER’S termination of this Agreement.

DEFINITIONS
1. “MSP” mean the Michigan Department of State Police.  It is a department within the government of the State of Michigan established by 1935 PA 59, as amended.
2. “Agreement” means this contract between the MSP and the SUBSCRIBER.

3. “MiCJIN Portal” means the Michigan Criminal Justice Information Network.  This Web-based service enables subscribing agencies to access multiple MSP software systems for record entry or searches.

4. “MSP Software Systems” means the electronic records management or information retrieval systems owned and operated by the MSP in which the subscriber has access via MiCJIN.

5. “SecurID Token” means a small card or keychain device that displays a different numeric code every 60 seconds.   A user inputs the SecurID token’s generated numeric code and a personal identification number with a login and password to gain access to the MiCJIN Portal via the Internet.

6. “Third-Party Software” means software not offered by the MSP but necessary to view, edit, or operate MSP software systems; e.g., Microsoft Word for displaying narrative information, Gmail for emailing, Internet Explorer for viewing Web applications, etc.
7. “Advanced Authentication” means authentication based on additional security to the typical user   identification and authentication of login ID and password, including, but not limited to: biometric systems, user-based public key infrastructure (PKI), smart cards, software tokens, hardware tokens, paper (inert) tokens, or “Risk-based Authentication” that includes a software token element comprised of a number of factors, such as network information, user information, positive device identification (e.g., device forensics, user pattern analysis, and user binding), user profiling, and high-risk challenge/response questions.  (CJIS Security Policy 5.0, Section 5.6.2.2)
8. “Agency Access Administrator” means the person who is responsible for entering and maintaining the names and passwords of all users within the SUBSCRIBER who are authorized to access various MSP software systems.  This person also distributes training manuals and other publications.  Those who are in this role must have the appropriate authority to grant and deny access to users within the SUBSCRIBER.

THE PARTIES AGREE AS FOLLOWS
1. The MSP agrees to perform the following functions:

1.1. ACCESS, OPERATION, AND MAINTENANCE
The MSP will:
1.1.1. Allow the SUBSCRIBER access to MSP software systems as requested in the SUBSCRIBER’S MSP-approved MiCJIN Administrator/Application Request (RI-092A)
1.1.2. Solely and exclusively select the equipment to provide, maintain, operate, and manage MSP software systems to furnish the services specified in this Agreement.

1.1.3. Solely and exclusively provide the equipment that maintain, operate, and manage MSP software systems in order to furnish the services specified in this Agreement.

1.1.4. Furnish and maintain MSP software systems, including templates, updates, and operating manuals and publications.  The MSP will not furnish or provide access to the Internet by means of the MSP’s network and will not support or provide third-party software tools.

1.1.5. Extract and send data, when applicable, to backend databases; e.g., Michigan Incident Crime Reporting (MICR) and Traffic Crash Reporting System (TCRS).

1.1.6. Refer “Freedom of Information” requests for SUBSCRIBER’S information, as required by the Freedom of Information Act (FOIA), to SUBSCRIBER for all stored and maintained records.

2. SUPPORT AND TRAINING
The MSP will:
2.1.1. Provide training for the SUBSCRIBER’S system coordinators on MSP software systems.  This training will serve as a resource for assistance in the initial software setup and training of the SUBSCRIBER’S personnel.
2.1.2. Cover the financial expenditures of salary and wages for the MSP-provided trainer.

2.1.3. Not be responsible for problems resulting with software conflicts beyond that of MSP software systems.

2.1.4. Provide telephone support for MSP software systems.  Support will be available by calling the MiCJIN Service Center at 877-264-2546.
2.1.5. Provide the SUBSCRIBER with an electronic means to assign the SUBSCRIBER‘S operators with individual user IDs and passwords.
2.2. COPYRIGHT AND OWNERSHIP
2.2.1. The MSP and its suppliers retain all rights, title, and interest, including all copyright and intellectual property rights, in and to MSP software systems and all copies thereof.

3. The SUBSCRIBER agrees to adhere to the following terms and conditions:

3.1. LEGAL REQUIREMENTS AND COMPLIANCE
The SUBSCRIBER agrees to:

3.1.1. Adhere to all applicable provisions of 28 CFR Part 23, as amended.  This is a requirement to receive criminal intelligence assistance and information from MSP software systems in the furtherance of its law enforcement activities and to participate in the exchange of criminal intelligence among member agencies.
3.1.2. Comply with MSP audits in a timely manner as defined by the MSP.  This ensures data integrity and proper use and dissemination of information available through MSP software systems.

3.1.3. Allow MSP staff to conduct periodic audits at either the SUBSCRIBER’S facility or at computer locations connected to the SUBSCRIBER to ensure use and dissemination of information received through MSP software systems are in compliance with policies and guidelines.
3.1.4. Allow the MSP to examine and approve all programming and associated documentation for use with MSP software systems, as applicable.   Should approval from the MSP not be given, the SUBSCRIBER agrees not to pursue or continue with the interface.    All programming and its associated documentation controlling entry and access by outside links to the SUBSCRIBER shall be made available to the MSP upon request for examination and approval.
3.1.5. Comply with all security requirements and responsibilities and allow periodic audits of its records and facilities to ensure that the accessing, use, and dissemination of information obtained from MSP software systems is in compliance with (a) MSP policy or guidelines; (b) the Michigan Department of State and Michigan Digital Image Retrieval System (MiDIRS) policies, if accessing MiDIRS images; (c) the FBI CJIS Security Policy that is in effect when this Agreement is signed or as amended; (d) applicable security and privacy protocols and policies developed by the Michigan Department of Technology, Management and Budget; (e) the MSP for application in connection with this Agreement; and (f) the requirements of the Michigan Vehicle Code, 1949 PA 300 as amended, MCL 257.1 et seq., the State Personal Identification Card Act, 1972 PA 222 as amended, MCL 28.291 et seq., the Driver’s Privacy Protection Act of 1994, 18 USC 2721 et seq., the Social Security Number Privacy Act, 2004 PA 454, MCL 445.81 et seq., and the Identity Theft Protection Act, 2004 PA 452 as amended, MCL 445.61 et seq.

3.1.6. Ensure proper dissemination and logging of information obtained through MSP software systems.

3.1.7. Adhere to the Michigan Department of Corrections (MDOC) Security and Privacy constraints for access to the Parolee and Probationer Mapping application.  The data contained therein includes personal information of individuals which, if disclosed to the public, would constitute an unwarranted invasion of privacy.   The Social Security Number, Driver’s License Number, Location, Location Description and Address Fields specifically are exempt from public disclosure under the Freedom of Information Act (FOIA), 1976 PA 442, MCL 15.231 et seq.  The release of any other information to the public, including under FOIA, shall be coordinated with the MDOC FOIA Coordinator.
3.2. CONFIDENTIALITY AND APPROPRIATE USE
The SUBSCRIBER agrees that:

3.2.1. Users will access, use, and disseminate information only when relevant and necessary for criminal justice purposes.  MSP software systems shall not be used for personal or non- governmental reasons.
3.2.2. Regular and systematic audits will be conducted to minimize the possibility of improper access, use, and dissemination of information.
3.2.3. A challenge to the validity of records furnished is made only through fingerprint identification.
3.2.4. Some records supplied by the MSP are based on name and identifiers furnished.

3.2.5. Information provided by SUBSCRIBER will be shared among all agencies connected to MiCJIN.

3.3. USER AUTHENTICATION
The SUBSCRIBER agrees to:

3.3.1. Have the SUBSCRIBER’S Agency Access Administrator disseminate user IDs and passwords to the MiCJIN Portal.  A user ID and password is for the exclusive use of the assigned user and shall not be loaned to anyone else or used by anyone else.  If the user leaves the employment of the SUBSCRIBER, it is the responsibility of the SUBSCRIBER’S Access Administrator to immediately disable the user within the system.  Failure to do so may result in the immediate suspension of the SUBSCRIBER’S access to information under this Agreement.

3.3.2. Allow the MSP to monitor its use of MSP software systems to ensure compliance with this Agreement.

3.3.3. Maintain a master file that contains the name(s) of its users.
3.3.4. Investigate all complaints of improper access, information misuse, and unauthorized dissemination of information.
3.3.5. Take all appropriate administrative and criminal actions against those who improperly access, use, or disseminate information.
3.3.6. Be subject to all appropriate administrative and MSP actions.
3.4. SECURITY
The SUBSCRIBER agrees to:

3.4.1. Implement reasonable procedures to protect information from unauthorized access, alteration, or destruction.  If the computer being used for access to MSP software systems is removed from use for that purpose, the SUBSCRIBER will dispose of the hard drive in such a manner that prevents unauthorized access or use.
3.4.2. Be responsible for computers interfaced to its networks or computer that access MSP software systems, as well as the maintenance on these computers.

3.4.3. Be responsible for training operators on the use of access via its networks or computers.

3.4.4. Make program changes in accordance with new or modified information for MSP software systems within 90 days of notification, where applicable.
3.4.5. Maintain and ensure the security of the SecurID tokens if accessing MSP software systems using SecurID tokens.  Each user must be issued, by the MSP, an individual SecurID token.

3.4.6. Not allow users to share SecurID tokens.

3.4.7. Not allow users to save login passwords on the login screen.

3.5. INSTALLATION, TRAINING, AND OPERATION
The SUBSCRIBER agrees to:

3.5.1. Schedule software installation after all pre-installation work is completed, as applicable.  The MSP will provide instructions to load the software on the computer(s) and provide documentation to the SUBSCRIBER’S technical contact.

3.5.2. Use MSP software systems in their original format or as updated by the MSP.  The SUBSCRIBER agrees not to:

· Perform reverse engineering on software; or
· Modify software or its tables in any way, unless authorized in writing by MSP staff.

3.5.3. Be responsible for the conversion and entry of data into MSP software systems using the codes, procedures, and techniques developed by the MSP.

3.5.4. Ensure all of its users are trained prior to accessing MSP software systems.

3.5.5. Be responsible for financial expenditures of participants attending training, including meals and lodging, when applicable.
3.5.6. Maintain and make available to the SUBSCRIBER’S authorized users the operations manuals and other documentation required to use MSP software systems, when applicable.
3.6. LIAISON
The SUBSCRIBER agrees to:

3.6.1. Provide a point of contact on the MiCJIN Administrator/Application Request (RI-092A) to serve as the Agency Access Administrator.  If this person subsequently is transferred, promoted, retired, etc., a replacement is to be named and the MSP notified within 10 days.  The Agency Access Administrator will be responsible for:

· Reporting violations of policies and guidelines to the MSP;

· Coordinating start-up and upgrades to MSP software systems;

· Coordinating meetings between State of Michigan technicians and the SUBSCRIBER’S technical support personnel;
· Coordinating distribution of upgraded software to laptops and other off-line computers;

· Distributing training manuals and other operating publications to operators;
· Reserving training sites and necessary equipment, scheduling training participants, and coordinating setup, as applicable;
· Ensuring all users have been properly trained prior to accessing MSP software systems; and,
· Managing information access under this Agreement and performing periodic reviews of agency use of the system.

3.7. NETWORK AND EQUIPMENT REQUIREMENTS
The SUBSCRIBER agrees to:

3.7.1. Develop and maintain a detailed network diagram that must be approved by the MSP’s Information Security Officer (ISO) and submitted with this Agreement.

3.7.2. Not connect any equipment linked to the MSP Wide Area Network (WAN) to any non-MSP networks either directly or via modem without prior written approval from the MSP.

3.7.3. Install and maintain an MSP-approved Internet firewall system between the SUBSCRIBER’S network and any non-MSP networks.
3.7.4. Assume the costs associated with access to the MSP network, including all financial responsibilities for the computer equipment and the SUBSCRIBER’S Local Access Network (LAN).  Recurring and non-recurring costs of communications connectivity to the MSP network remain the SUBSCRIBER’S responsibility.  The network point of demarcation is the internal network interface on the supplied network router.  Maintenance of the equipment must be obtained from qualified personnel.
3.7.5. Pay for all costs associated with its personnel, local equipment, power, and dispatch center supplies for the operation of MSP software systems.

3.7.6. Provide computer hardware components and standard software that meet the minimum requirements required to access MSP software systems.

3.7.7. Provide a network infrastructure and software that meet the minimum requirements required to access MSP software systems.

3.7.8. Continue to maintain and keep current virus protection software throughout the life of this Agreement.  The SUBSCRIBER will install all patches and service packs issued for their operating system and Internet Explorer (or other applicable software) when available.  Failure to maintain current virus protection, patches, and service packs endangers the network and may cause loss of service for the affected computer and/or network.

3.7.9. Accept the risk that software may be installed on a computer to accomplish access, which may be incompatible with other software currently in use.  The MSP is not responsible for problems resulting with software beyond that defined for an installation of MSP software systems.  Any costs associated with maintenance and resolution of such a problem at the SUBSCRIBER’S location upon installation are the responsibility of the SUBSCRIBER.

4. NON-DISCRIMINATION:
In the performance of this Agreement, the SUBSCRIBER shall not discriminate against any employee or applicant for employment with respect to his or her hire, tenure, terms or conditions of employment, or any matter directly or indirectly related to employment because of race, color, religion, national origin, sex, marital status, age, height, weight, or because of a disability unrelated to the employee’s or the applicant’s ability to perform the duties of a particular job or position.   Subcontracts with each subcontractor shall contain a provision requiring non-discrimination in employment as herein specified.  This covenant is required pursuant to the Elliott-Larsen Civil Rights Act, 1976 PA 453, as amended, MCL 37.2101 et seq.,  and the Michigan Persons with Disabilities Civil Rights Act, 1976 PA 220, as amended, MCL 37.1101 et seq., and any breach thereof may be regarded as a material breach of this Agreement.

5. REFERENCE:
5.1. The following documents are incorporated by reference and made part of this Agreement:

5.1.1. For MSP software systems retrieving information via the Law Enforcement Information Network (LEIN), all CJIS Security policy rules and regulations.

6. MISCELLANEOUS:
6.1. Waiver - The failure of a party to insist upon strict adherence to any term of this Agreement shall not be considered a waiver or deprive the party of the right thereafter to insist upon the strict adherence to that term of the Agreement.

6.2. Modifications - This Agreement may not be modified, amended, extended, or augmented, except by written amendment signed by both parties.
6.3. Governing Law - This Agreement shall be governed by and construed in accordance with the laws of the State of Michigan.

6.4. Headings - The headings given to the sections and paragraphs of this Agreement are inserted only for convenience and are in no way to be construed as part of this Agreement or as a limitation of the scope of the particular sections or paragraphs to which the heading refers.

6.5. Independent Contractor Relationship - The relationship between the MSP and the SUBSCRIBER is that of an independent contractor and client.  No agent, employee, or servant of the MSP shall be deemed to be an employee, agent, or servant of the SUBSCRIBER.  The SUBSCRIBER will be solely and entirely responsible for its acts and the acts of its agents, employees, servants, subcontractors, and volunteers during the performance of this Agreement.

6.6. No Third-Party Beneficiaries - It is expressly understood and agreed by the parties that this Agreement and the services provided are not intended to inure to the benefit or detriment of any third party.
6.7. Severability - If any provision of this Agreement is found invalid or unenforceable by a court of competent jurisdiction, such finding will not affect the other provisions of the Agreement, all of which shall remain in full force and effect.
6.8. Notices – All notices to be given under this Agreement, except for emergency service requests, shall be in writing and shall be deemed given: (a) upon personal delivery; (b) one business day after deposit with a nationally recognized overnight courier service; or (c) two business days after deposit in a United
States Postal receptacle; if sent certified mail, return receipt requested.  Any of the foregoing methods may be used to give such notice.
TERMS OF AGREEMENT
1. This Agreement shall commence on the date as listed below for the SUBSCRIBER and continue until the MSP or the SUBSCRIBER terminates service.  The MSP or the SUBSCRIBER may cancel this Agreement upon 30 days written notice stating the reasons for termination and the effective date.
2. The MSP reserves the right to immediately suspend furnishing any information or services provided for in this Agreement to the SUBSCRIBER when this Agreement, any MSP, Michigan, or federal CJIS policy or guideline, or any law of this state or federal government applicable to the security or privacy of information is violated or appears to be violated by the SUBSCRIBER or by any of its operators, staff, or employees.  Reinstatement may be possible upon receipt of satisfactory assurances that such violations did not occur or have been corrected.

3. Any changes, amendments, or revisions to this Agreement shall only be effective if made in writing with the written concurrence authorized by both the MSP and the SUBSCRIBER.

4. Either party may change their address as set forth in this Agreement.  Any changes shall be effective seven days after written notice of such change is given.  The SUBSCRIBER must notify the MiCJIN Agency Access Coordinator of any address change.

5. This Agreement is effective upon the completion of all signatures, regardless of the order in which they are placed.  The Agreement is binding on all of the agencies that are a party to this Agreement, regardless of the future status and authority of the signatories.

6. This Agreement is conditionally approved subject to and contingent upon the availability of MSP funds.

SUBSCRIBER (HEAD OF AGENCY OR AUTHORIZED REPRESENTATIVE)
	Signature

	Date
     

	Print or Type Name
     

	Title
     


MSP
	Signature


	Date

     

	Print or Type Name

     

	Title

     


This original, signed Agreement must be sent to the following address: Michigan State Police

Criminal Justice Information Center
P.O. Box 30634
Lansing, Michigan 48909-0634 
Attention: MiCJIN Service Center

Questions should be directed to the MiCJIN Agency Access Coordinator at 517-284-3074.
AUTHORITY: MCL 28.6;


COMPLIANCE: Voluntary, however, failure to complete this Agreement will result in denial of request.








