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Introduction to the Electronic Precinct List

In addition to the electronic pollbook (EPB) software, the Bureau of Elections developed computer software that can
be used strictly for voter look-up and “line chasing” on election day called the Electronic Precinct List (EPL). The
EPL software is a unique download from the Qualified Voter File (QVF) software that can be loaded on to a laptop
or tablet prior to each election. Once the EPL software is loaded on the device, the software allows election
inspectors to look up a voter’s registration record. This look up ability is particularly helpful for jurisdictions with
multiple precincts in the same location. The EPL can be used to look up a voter before they enter a precinct line,
ensuring they start in the correct line the first time.

Key Features

¥ Up to date voter registration and absent voter information in the precincts.
The EPL software takes minutes to download from QVF and install on a laptop, making it possible to wait
until all voter registration information is entered and all absentee ballots have been issued before creating
the file containing the voter registration list.

¥ The ability to locate the voter’s registration record by swiping their driver’s license with a magnetic card reader.
The EPL software can be used with a magnetic card reader or barcode scanner. The magnetic card reader
will read the magnetic stripe on the back of the voter’s Michigan driver’s license. The EPL software takes
the license number and matches it to the voter’s voter registration record and brings it up on the laptop
screen for the election inspector to review.

¥ The ability to look up voters registered within the jurisdiction but not in the assigned precinct.
If a match is not found for the voter, the EPL software can show the election inspector if the voter is
registered in a different precinct within the jurisdiction, eliminating the need to call the local Clerk and
sending the voter to the proper precinct quickly and efficiently.

Important Considerations

The EPL software does not record ballot activity like the EPB software. The EPL software is an optional piece of
software that should only be used for voter look up and “line chasing.” If using the EPL software, it's important to
ensure an encrypted flash drive is used during the download and installation process. The encrypted flash drive
and associated Privacy Zone are key to maintaining a secure system. The encrypted flash drive is used to transfer
files back and forth between the QVF computer and the EPL device. Those files must be saved in the Privacy Zone
to keep voter data secure. The Privacy Zone is password protected by a password chosen by the jurisdiction.

In addition to the security features of the encrypted flash drive and Privacy Zone, it is also important to understand
when to delete files. All EPL files should be deleted as soon as possible after the election but no later than seven
days after the final canvas. This keeps voter data secure and prevents the wrong files from being used in future
elections. Most importantly, practice! Walking through the manual well before every election day will ensure you
understand all of the features of the EPL software and will prepare you for successful implementation come election
day. Just remember it is important to delete all practice files too!
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Getting Started

The Bureau of Elections Electronic Pollbook (EPB) program provides each precinct with a laptop computer, an
encrypted flash drive, a mouse, a magnetic card reader, and a case. If extra EPB equipment is not being used with
the EPL software, it is highly recommended that an additional encrypted flash drive be purchased for use. The
encrypted flash drive requires an initial setup prior to its first use. In addition, antivirus software needs to be
installed on the device used with the EPL software and updated well in advance of the first election. Take time to
perform these steps prior to installing EPL software.

Encrypted Flash Drive Setup — Defining the Privacy Zone

The Privacy Zone needs to be setup when the encrypted flash drive comes out of the package. It will remain setup
after following the steps below. This process does not need to be completed for every election. If this process
has already been completed, skip to page 6.

- = [B]x]
Fie Edit Viey Favorites  Tools  Help #
Encrypted Flash Drive Qe - @ P Pseaar [ | [
i Adcress S E:\ _Gn
Name -+ Size | Type Date Modified
File and Folder Tasks A = roQuickGuide.pf 3,956<B Adobe Acrch... 4/16/2010 3:08 PM
. . 'j Make 5 new fokler ."V—Saremo.ue 1,683 B Wiuuull 5{1&,“2010 5:28 PM
1. Using the QVF computer, insert the encrypted @ pidi s o o e
. . Wel
flash drive into a USB port. After a short delay, 2 share His flder
the screen to the right will pop-up.
Other Places £ |
2. Save or print a copy of the ProQuickGuide.pdf Eg ::;::“:;’E
for future use. A copy can be found at & by NetworkPlacss
www.michigan.gov/elections as well. Never
delete the VSafel100.exe file from the flash
drive. a
2 obiects |5.51MB | 4 My Computer e

3. Opening the V-Safel00 Encryption Software
1. Double Click V-Safel100.exe

2. Select “Don’t show this message next time” on the Language Selector box
3. Click OK
4. Click OK to move on to Privacy Zone setup

Welcome to V-Safe 100. Currently you have

a1 no Privacy Zone. To create it, you will need %
{ to provide a password and to define the )
Privacy Zone size. Click "OK to continue. Verbatin

Welcome to V-Safe 100!
Please select language below and click 'O




4. Setting the Privacy Zone

Creating a Privacy Zone secures all
data on the flash drive. The Privacy
Zone makes the flash drive only
accessible to those that know the To set the size of your securad Privacy Zone, please
password. Keep the password in a cofe & sl ket e sl rmsesc g e [ B.os somn
safe place and ensure it is a strong i ' —|

password. A strong password
contains a combination of at least eight e 0—
upper and lower case characters with '

at least one number or symbol. C"“ﬁml’&

Drag slide
down

Hrivacy Zone Size: 4MB

New Size: 3812MB

v

:
To set the Privacy Zone: - b ;emm,m.m
_i -

1. Enter a strong password ' VSate 00 Format Warnine
2. Re-enter the password Formatting the disk will erase all data .
H H on the Store 'n’ Go. To format the
3. Pullthe slide down to maximum 4 i}m ik OK'. Toquit click @
privacy zone Cancal. Soeno

4. Click OK onmatcompleied

5. C“Ck OK Format successful.

6. Click OK ‘ @ (n)
Car Verbatin

Important note: passwords will be case sensitive.

5. Ensuring the Privacy Zone has been set —look for the word privacy versus public

Every time the flash drive is unplugged from a computer, the flash drive will be logged out of the Privacy Zone for
security reasons. When the flash drive is plugged back into a USB port, you will have to login again to access the
files. This ensures the security of voter information stored on the flash drive. If V-Safel100.exe is listed, simply
double click on that file and login with the strong password.

-
- ]
= %] : : -
:*' u
) ) ) L
| ‘ﬂ' > somct i - = : O > j‘ ) search [ Folders
] 5 4D .-
S =y £ | 2 | e  Address % E:\ > 3
| Address % 2\ V= =S — =] 'Name Sze | Type Date Modified
ile and Folder Tasks ~ # :
Folders % i Size | Type Date Modified \‘V afe 100, exe 1,686KB Application 3(16/2010 5:28 PM
(& Desktop FhiogoutPivacy Zone  2KB Shortcwt  12/15/2011 8:40 AM IR
&) Publish this folder to
# (£} My Documents = Wel
= i My Computer [EZ Share this folder
@ % (C!) Local Disk
e DVD-RAM Dri
= 09 i Other Places ®

§ My Computer
{E) My Documents
3 My Network Places

@ S (E:) PrivacyZone Wis— ﬂ%

@ [ control Panel
i 3 My Network Places

(E:) PublicZone
#l Recyde Bin Removable Disk

E I )| E Gl " i B File System: FAT

Details

1 objects 1.01KB " My Computer

L= L | B
1 abjects 1.64MB 4 My Computer



6. Changing Settings

The V-Safe 100 Program offers the ability to I" Create Shortcut on Desktop N
reformat the drive (delete all files), reset the
privacy area, change the password, and add
shortcut and confirmation options in the [English (US) -]
settings. Selecting “Create Shortcut on Welcome to V-Safe 100!

Desktop” will create an icon on your PCand ~ Desiption ___
laptop desktop. The shortcut can be helpful
to election inspectors having difficulty finding
the drive on election day.

01 V-Safe 100 Lo i

[” Create Shortcut in Quick Launch bar Store'w Go Size:  3320MB

[¥No login confirmation
[¥No logout confirmation Privacy Zone Size:  3812MB

| Format fll Change Password |

Device Election Day Preparation

These items should be reviewed well before election day. These updates can be time consuming. Please ensure
you have completed the tasks prior to installing the EPL software. Do not network the laptop at any time.

1.

((x))Wireless internet access — The device may be connected to the internet up until the antivirus software
has been updated for election day. To access the wireless network on the device, locate the button with the
wireless icon on the keyboard. Make sure the button is blue. If it is orange, the wireless connectivity is
disabled. The wireless connectivity must be off (or orange) on election day.

Antivirus software - Load antivirus software (any commercially available antivirus product is acceptable)
on each EPB laptop and update regularly. The antivirus software must be run at least once within a week
of an election on the device and flash drive. However, the closer it is run to election day, the better. Keep
in mind, antivirus software is updated frequently. If the device has been in storage for a long time, it may be
quicker to uninstall the antivirus and reinstall versus loading updates.

Windows updates — The Windows 7 software is also updated on a regular basis. Budget time to run the
update downloads prior to election day. To find updates, click on the Windows Start button, click All
Programs, click Windows Update, and click Check for Updates.

4. Batteries — The device should be fully charged prior to use on election day.



Electronic Precinct List Software — QVF Download

If using the QVF AV module to track absent voter ballots, it is recommended that downloading of the EPL software
occur after the 4 p.m. AV ballot issuance deadline on the Monday before the election. If this is not possible, a
supplemental list of absent voter ballots issued after the EPL download may be supplied to the precinct(s) if the
election inspector using the EPL software needs the information. This will require election inspectors to check that
list for each voter. There is not a way to add absent voter information electronically after the EPL download.
Practicing the following steps prior to election day is recommended.

Reviewing QVF Options

Prior to download, ensure Global Geography settings have been previously set in QVF (either by your County Clerk
or yourself (see Chapter 3 of the QVF Manual)), especially if using combined precincts or split precincts with more
than one ballot style. To ensure the names of ballot styles setup in Global Geography are listed in the EPL
software, set Options in QVF to show ballot style aliases.

@\ﬁew Reports  Sys Admin  Elect
Vioter Search by Voter D Cri+5

voter Search by Name  Cirl+d

Recent Records Viewed 3
Voter Registration F2
) OV Inbux E=
To set ballot style aliases, Bections
login to QVF and: Equipment Inventor
Petitions {obaclets) X cancel | P Hebp |
1. Click File Petitions Search
2. Click Optlgns Petitions Consolidatt [~ Default -egistration date to the last regist-ation date issued
3. Select “Print ballot style Blectronic Poll Book I A et e
- utomalica FAVETEsI0re card and not>e prin mngs
aliases rather than ballot GEMS Export p g
style names” by clicking Lnity Export [¢ Coordinate ballot numbering from different screens

the box

C
4. Click OK 0- v b
TRk Print atternative Mastercard format
Exit EE Print balot style aliases rather than ballot @

Dizplay elections held on or after 010112000

De=ignated =ingle-label printer; |HDNE} ﬂ

Print clerk name on cardssnotizes

L |

Default Labzl Size: |5ma|l -3 across > |

Adjust pre-printed card alignment Adjust QVF-printed card aignment

Mastercard | D Card | Mestercard | ID Card I

AV Postzard ID Card Back
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Downloading the EPL Software from QVF and the QVF Computer

Insert the encrypted flash drive into the QVF computer and open the Privacy Zone
Every time the flash drive is unplugged from a computer, the flash drive will be logged out of the Privacy Zone for
security reasons. The Privacy Zone of the encrypted flash drive must be open during this process.

To login to the Privacy Zone,
insert the encrypted flash
drive into a USB port and:

1.Double click V-
Safel100.exe
2.Enter strong password

3.Click OK

4.Right click anywhere in the
window and select New.

5.Click Folder

6.Name the folder by typing in the box

S HER)
© File Edit View Favorites Tools Help :,'
Ou e o
K Dot (] l? pe Search i Falders v
© Address |% E:\ L:J £ Go
LZJ Name Size | Type Date Modifi
File and Folder Tasks # Application
‘j s nomidass V-5afe100.exe 1,688 KB Application 3/16/2010 5
€3 Pubiish this folder to
the Web

[ share this folder

Other Places 2

i My Computer
UD My Documents
\".J My Network Places

% E

r"’T VeSaied 00 ozin

Password:

ettnunun

i

Details \ Fle Ed

(E:) PublicZd
Removable D

File System: R

1 objects

Folders

@’ Desktop

: Address |%e E:\

@ My Documents

it View Favorites Tools Help

<) .? /._\ Search ‘[1:‘ Folders

Name Size

Shortcut

g‘Logout Privacy Zone

Type

2KB Shortcut

and hitting Enter. Using the date of
the election for the folder name will
identify the files if there is ever a
guestion in the future.

7.Click on the red X to close the
window

&

= :} My Computer
“s® (C:) Local Disk
i (D:) DVD-RAM Drive
[= == (E:) PrivacyZone
G; Control Panel

\a My Metwork Places
2 Recyde Bin

x
1
g

3]

&l

View

Arrange Icons By

Refresh

Undo Delete

1 objects

Alternate Method for Multi-Precinct
Jurisdictions

Save time! Open the Privacy Zone
following Steps 1-3 above and then
create the [ElectionDate] folder on the
desktop by:

1. Right click anywhere on the

desktop
2. Click New
3. Click Folder

4. Name the folder — Using the
date of the election for the
folder name will identify the
files if there is ever a question
in the future.

Properties

Ctrl+Z

Date Modifiec

2(21/2012 4.,

3

3

)

T

File Edit View Favorites Tools Help

: Address |% E:\

_}) I@ /__] Search ‘h:_ Folders

x Name

[o File Folder

| Folders
@ Desktop
5] lljjl My Documents
= j My Computer
# % (C:) Local Disk
# & (D:) DVD-RAM Drive
=l %= (E:) PrivacyZone
|C5) ElectionDate
# [ Control Panel
| 5] ‘:g My Network Places EI.

: g‘Logout Privacy Zone

FGE

Size | Type Date Modifiec

File Folder 2/21/2012 4.,

2KE Shortout 2{21/2012 4.,

B_

=] I Il

=

1 objects selected

:J My Computer
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Open QVF and create EPL software
The QVF software creates the EPL software, essentially taking the voter registration data in QVF and putting it
in an easy to use format for election inspectors to use on a laptop.

To create the EPL software, login to QVF and:

Click File

Click Electronic Poll Book

Choose the Election by clicking on the v button and selecting from the list

Select Precinct List under Export Type

Enter a Strong Password — A strong password contains at least eight upper and lower case
characters with at least one nhumber or symbol.

agrLONE

Veter Registration F = icinEaeiEled Votardial 2 Eectrominac el Gy Aol 00K | | =]
QVF Inbox T m File View Reports SysAdmin Electiors DataMaint. Window Help

EemE T Electmnic Presinct Lis: / Poll Book |

Ecuipment Inventory F

Petitions (shsolete] [0+ close | -
Petitions Search P _
Batitinne Crneolidabor Export Voter Data l mport Vating Histury]
3l -k ynort,

. Region
Unity Expert
[uuRsDICTION] x| [Paw Paw ToWNSHIP (83000) =]
Options
Prnt Setup

Election: |02.f2&f2012 - PRESIDENTIAL PRIMARY - PAVW PAN TOWNSHIP

02/28/2012 - PRESDENTIAL PRIARY - PAW PAW TOWNSHIP

00/02/2011 - AUGUST CONSOLIDATLD - PAW PAW TOWHNSIIIP

WARD p{05/03/2011 - MAY CONSOLIDATED - DECATUR TOWNSHP
05/03/2011 - MAY CONSOLIDATED - PAW PAW TOWNSHP

—111/02/2010 - STATE GENERAL -maw 1 : —
Precinc] Export voter Uata
08103/2010 - STATE PRMARY -PAWE © import Voting History |
0001 102042010 - MAY CONSOLIDATED - Py
W02 | 4403/2009 - NOVCMOCR CONSOLIDAT f
10003 e Region
Al |uRsDICTION x| |Paw paw TowNSHIP (83000) |
None
Election: |02/28/2012 - PRESIDENTIAL PRIMARY - PAYY PAW TOWNSHIP |
Export Ty,
3 Selected FAES
| WARD PRECNCT | & PrecinclLisl < Pul Buuk o
Precinct ] ™ Juris |
oooet I Listrict Encryption Password:
00002 -
00003 —Select ISt ong Passwurd|
Al
None Exzort J
3 Selected




6. If using non-traditional precincts, such as combined precincts, change the selection under Ward
Precinct. Note: combined precincts must be setup in the QVF Global Geography module (see
Chapter 3 of the QVF Manual), prior to this download.

7. Click Export

8. Click the + sign next to My Computer and the + sign next to the PrivacyZone on the list and click on
the [ElectionDate] folder created on page 8

9. Click OK - Your export will begin and may take anywhere from one to twenty minutes depending on
the size of your jurisdiction.

10. Click OK
Export Voter Data | Import Voting History ]
Region
|[URISDICTION] = |Paw Paw TowNSHIP (83000) |
Election: |DZ!2&"2IJ12 - PRESIDENTIAL PRIMARY - PAW PAW TOWNSHIP ﬂ
9| Export Type
1
WARD PRECINCT i ¥ Precinctlist (" PollBaok
WARD PRECINCT JI
VILLAGE PRECINCT
SCHOOL PRECINCT Encryption Pazzword:
I
0000z W& Celect |Strc| ng Password Select a folder
Al
E rt
None | s ml @' Desktop
# 12} My Documents i
= ) My Computer l TEITEAET e \2
3 Selected # % (C:) Local Disk
Export Complete

# . (D:) DVD-RAM Drive

“=* (E:) PrivacyZone
\_J ElectionDate
# " My Network Places

0 ok ][ cancel

Alternate Method for Multi-Precinct Jurisdictions

Browse for the [ElectionDate] folder saved on the desktop for step 8 above. After step 10 is completed, move
the [ElectionDate] folder to the encrypted flash drive:

Right click on the [ElectionDate] folder saved to the desktop

Click Copy

Go to the Privacy Zone window (which should be open, if not follow steps 1-3 on page 6)

Right click and click on Paste

Click on the red X to close the window

Repeat these steps for each encrypted flash drive. Be sure to login to the Privacy Zone of each one.

oukwbrE

Be sure to delete the [ElectionDate] folder and empty the Recycle Bin after copying is complete. See page 35 —
QVF PC for full instruction.



Electronic Precinct List Software — Device Installation

Now that the EPL software has been loaded on the encrypted flash drive, it's ready for installation on the device that
will be used in the polling location.

Software Installation
Turn the device on. Once the device has booted up, insert the encrypted flash drive into a USB port.

Login to the encrypted flash drive’s Privacy Zone.

The encrypted flash drive is a vital component of the EPB software program. The encrypted flash drive is a
password protected file storage device. It keeps voter data protected, the backup file stored, and saves all of the
work done on election day for the Clerk to use to update voter history and create precinct reports. When saving
files, make sure the Privacy Zone is open and those files are being saved to the encrypted flash drive.

o AutoPlay [ s &J
PublicZone (F) ‘
- E)
General options .\;/..\:J. |- » Compu.. » PublicZone (F;) v|¢,| Search PublicZone (F;) ol
o Open folde_rto\iie'n_' files
using Windaws Explarer Organize « Share with + Burn New folder B= > [Oi IZ@?
Wiew more AutePlay options in - E s = Name . Date modified Type Size
- Favorites
= Ml Desktop eﬂ V-Safel00 3/16/20106:28 PM  Application 1,688 KB
& Downloads
To log into the Privacy Zone, i1 Recent Places
m_sert_the encrypted flash o (@ y_safe 100 = E-E'.:’-
drive into a USB port and: i Libraries
EI Docurments 5|
1. The AutoPlay window will &) Music " ©)
pop up after the flash & Pictures S e Jerhitin
drive has been inserted B videos
into the USB port.
Double click on Open 8 Computer
folder to view files. &, Local Disk ()
2. Double click on V- = RECOVERY (D:)
Safel100. e PublicZone (F)
3.  Enter your password. 2| < i :
4, Click OK. § 1 item
;




Run the setup file.

Once logged into the PrivacyZone, the
next step is to install the EPL software on
the EPL device.

To install the EPL software:

1. Double click on [ElectionDate] folder
o) B S | to open.
‘ 2. Double click on setup to run the setup
\ I ) |- + Com.. ¢ PrivacyZone (.. - "vy| Search PrivacyZone (F: ol .
e | file.
Organize Share with » Burn New folder =+ [0 @ 3. Click on Next
Bl Desktop *  MName Date modified Type Size 4. Click on Install. This will take a few
= Euwn::lds o ElectionDate 12/21/2011 203 PM  File folder moments and may request you to
e & Logout Privacy Zone  12/20/20111245 ... Shorteut 1KB confirm installation via a warning
=5 Libraries ’ == ) slqreken. If so, it is ok to proceed and
= Documents = | clic yeS.
dusc ||| OUE < pring.. » tectondte s -[41] *!| 5. Click on Finish — This will place the
§|P|(tures I Organize ~ Share with + Burn Mew folder =~ [ '191' E|eCtr0nIC PI’eCII’]Ct L|St ICOI’] on yOUI‘
Vid =
e 4 Downloads o Mame Date modified Type deSktop
B Compter 5] Recent Places D esb g ©. _Clos.e the Privacy Zone wmdov_v (geen
&, Local Disk (C) o setup 12//2011 1146 AM  Applic in this example at step 2) by clicking
s RECOVERY (D3 & Libraries the red “X.”
== PrivacyZone (F) j DESTE
@' Music
H— N
ﬁ' Setup - Electronic Precinct List EI_Iﬂ—hJ ﬁ' Setup - Electronic Precinct List EI_Iﬂ—hJ
Welcome to the Electronic I Setu;‘i,s Inﬁfeladyto begin installing Electronic Precinct List on your computer.

Precinct List Setup Wizard

This will install Electronic Precinct List on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to ext Setup.

3 Garea

’—ﬁ! Setup - Electronic Precinct List

Click Install to continue with the installation.

| « Back anstall ]| Cancel

G=HEEEL X |

Completing the Electronic Precinct
List Setup Wizard

Setup has finished instaling Electronic Precinet List on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

D)




Preparing the Software for Election Day Use

A few brief steps can be performed in the EPL software prior to election day to assist election inspectors and

minimize their tasks.

Select the precinct the laptop will represent.

If there are multiple precincts within your jurisdiction, the precinct(s) the device will be used in needs to be selected

in the EPL software.

To select the Precinct:

1. Double click the Electronic
Poll Book icon on the
desktop

2. Enter the Encryption
Password and click Enter.

3. Enter the User Name and
User Password (ADMIN)
and click Enter.

4. Select the Inner Precinct the laptop will represent from the
list. More than one Precinct can be selected by holding the
<ctrl> key while selecting the numbers from the list.

5. Click OK.
Manage Options

To manage options, select File and
then Options from the EPL menu.

a. Designated single-label
printer — This option allows the user
to select a single-label printer if one
has been installed and connected to
the EPL device.

b. Label Size — This option allows
the user to select the size label fed
into the single label printer selected
in a.

c. Print a label each time a voter
is marked voted — If using a single
label printer, selecting this option
will make a label print automatically
any time a voter is marked as voted.

Login

*
Nole. This applization shuls duwn auluralically aile four unsud Selzct Inner Precinctis) =

password select:
1 Encryption Passworg“""” Enter

; Please enter a username and password to login.

User Name: DMIN

User Password: ]

Shutdown

Flease select new Innar Precinct(s):

M 2 selacted

Edic Sys Admin

Save History

Backup

Restore

Options

Logouk lectionic Precinct List Cptions ——— o — e S|

Exit -
Dasignated single-label prmter:QNUNt} j
Label Size: @Z}y’no Standarc (30252) 1.125h x 3 5w j

Q Print a label each time a voter is marked voted.

X Cancel ‘




User Setup

Electronic Precinct List User Manual
Provided by the Michigan Bureau of Elections
Updated as of 10.24.2012

User setup in the EPL is an important security step. The main EPL user or precinct chairperson should be setup as
an Admin User. All other election inspectors that will use the EPL should be setup as Active users. Setting up a
unigue username and password for each EPL user will allow tracking of use on election day. The default username
(ADMIN) should not be used by election inspectors. Note: passwords are case sensitive.

Admin | Help

Change My Password
UserAdministrﬁon

Cha =y ]
User Administration

S5

user, and reset a user's password.

Use this screento add a user, delete a user, edita [+ Close |

username

Add/Edit User

To add a user:

e

o g

Click Sys Admin

Click User Administration

Click New

Enter a User Name (must be at least 5 characters
long and cannot contain any spaces) and a strong
password.

Select user type

Click OK, Repeat Steps 3-6 until all users are
setup

Click Close

S=5C)

5

X Cancel ‘

User Name: g OHNSMITH
Password:  |StrongPwd2012|

User Administration

[S=5C)

x
User Administration ﬁ
Use this screen to add a user, delete a user, edita m: Close

user, and reset a user's password.

username !Admini Aclive Iuserid I =
| |ADMIN True True
_

m

1

Use this screento add a user, delete a user, edit a GE Close |

user, and reset a user's password.

username

|Admin|Active | userid | 0

ADMIN

_ |

True True

m

B Delete | B Edit |

—— - — e

Editing or deleting a user: users may be deleted or edited by
highlighting the name and clicking either Delete or Edit. The

User Name, Password and user type can all be changed in the
User Administration Edit screen.
screen will pop up to confirm the deletion.

If deleting, a confirmation

At this point, the EPL software can be closed and the device shut down and packed for election day. The encrypted
flash drive must be included with the device in the appropriate case if the EPL software will be used to mark voters,
perform backups, or to save voter history. If election inspectors will not be performing those duties with the EPL

software, the flash drive will not be necessary in the precinct.
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Election Day — Election Inspector’s Guide

Preparing the EPL for Opening the Polls

Pull the device out of the case, plug it into a surge protector and plug the surge protector into the wall. There are
two pieces to the power cord. Keep the power cord plugged in throughout the day to maintain a 100% charged
battery in case of a power failure. Also, plug any peripherals (magnetic card reader, barcode scanner and/or
mouse) into USB ports. Then turn the device on. Once the device has booted up, insert the encrypted flash drive
into a USB port.

Login to the encrypted flash drive’s Privacy Zone.

The encrypted flash drive is a vital component of the EPL software program. The encrypted flash drive is a
password protected file storage device. It keeps voter data protected, the backup file stored, and saves all of the
work you have done on election day for the Clerk to use to update voter history (if applicable). When saving files,
make sure the Privacy Zone is open and those files are being saved to the encrypted flash drive. Refer to this page
throughout the day if unsure if the Privacy Zone is open or not.

> AutoPlay El_lﬂ—hj
PublicZone (F) ‘
- [E=REEE )
General options "\_:_j'\;,)' |- » Compu.. » PublicZone (F:) - | ¢?| Search PublicZone (F:) ol
0 Open folder to \iie“.' files — =
using Windows Expiarer Organize « Share with. = Burn Mew folder =~ [ @
Wiew more AutoPlay options in Fe— - Name K Date modified Type Giin
= B Desktop e“‘ V-Safel00 3/16/2010 :28 PM  Application 1,688 KB
4 Downloads
2| Recent Places
To log into the Privacy Zone, N
insert the encrypted flash i Libraries
drive into a USB port and: ¥ Documents =
. ‘. Misic Pazzword: ',.:h
1.  The AutoPlay window will | Pictures 3 ke N
pop up after the flash B videos
drive has been inserted
into the USB port. ‘M Computer
Double click on Open &, Local Disk (C)
folder to view files. s RECOVERY (D)
2. Double click on V- = PublicZane (F:)
Safe100. 2] < g
3. Enter your password. ) 1 item
4, Click OK. T
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Ensuring the Privacy Zone has been set — look for the word privacy versus public

Every time the encrypted flash drive is unplugged from a device, the flash drive will be logged out of the Privacy
Zone for security reasons. When the flash drive is plugged back into a USB port, you will have to login again to
access the Privacy Zone. This ensures the security of voter information stored on the flash drive. If V-Safe100.exe
is listed, simply double click on that file and login with the strong password.

Cngpmice » T Opm Suwwih e Bum Nowlukin

N Harme Dt marcified Typee 7

M Desktop

Flea limDale 12/70/7011 901 AM  File fuskeies

PRT— 1 Logou Privecy Zone 127212011 1148

% Recent Places

Sheosteut

3 Lo
F| Nnruments
o Mune
= Mirtures
B videw |
M Comguilin \_/ \_/’/
&, Local Disk ()
(s RECOVERY (1%}

- PirvayZune () p—

o \/

Flectionnate Nats modifisd 12/21700 1901 AM
Falc lutdu

i Netwnnk

e * Computer » PublicZone (F)

~ [+ | Scorch PublicZonc (7

Urgtuzs v Smarewsn v Lum NewPsidar L= [

I Favontes MName Uate moditied vpe Size
B Dediop
& Dovmicads

. Reuanl Flecss

il v-saraam 4AB/ZN0BMEM  Application 108 Kt

& Libraries
) Uocuments
ot Muric

= Pictures

B videns

& Computer
& 1o gz
= RECOVLRY [0}

= PublicZone (F - e f
B Netwnrc

1 item

Starting and logging in to the EPL software

Once the encrypted flash drive has been plugged in and the Privacy Zone is opened, the EPL software can be

opened.

To login to the EPL software:

1. Double click on the Electronic
Precinct List icon in the upper left
corner of the desktop

2. Enter Encryption Password and
click Enter

3. Enter User Name and User
Password and click Enter

Please enter the encryption password selected when
this software was setup:

Encryption F"assnrwore"‘”"““""‘“"’W Enter |

Please erler a ussgirarne and password (o login.

OHNSMITH

,.”.un“.”.u| Enter I

User Name:

User Password:

Hote: This applization shuts down automat cally after four unsuccessful login attempts.

Shutdown |
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Perform the first EPL Backup

The encrypted flash drive must stay plugged into the laptop all day. If you will be using the “Mark this Voter as
Voted” function, throughout the day a Backup will need to be performed to save voters that have been processed.
This ensures the data will not be lost if there is a hardware failure. Pay attention to your laptop’s settings when

performing the initial Backup. Which letter your encrypted flash drive is labeled is dependant on the laptop being
used (see #4).

g [PJFile | Edit sys Admin

Savz History

Sackup

Resto rcl/‘\’
Iptions Backup &

_ogout

2t (- Ciose

This feature allows you to backup your Electronic Mrecinct List /
Pall Bock data into a separate backup file, preferably stored on
2.Click Backup REMOVABLE MEDIA, such as a USB drive cr a CD. You
should do this from fime to fime so you will have an up-to-datc

To Backup the EPL:

1.Click File

backup that can be restored in the unfortunate event that you
{ should expe_rience a catastrophic failure with your computer
3.Click this button — at the end of the path field that results in a fotal loss of data.
Backup File:
|a\epb.pbk . 0
[53) Select a backup image file 25
@Q-\_ v Cormpuierirs P one ET ~ [ 43 || Search PrivacyZone (7 3

Organize + Mew folder o @
| Documents *  Name Date modified Type

> o Music . I )

ElectionDate 1/4/201212:05 PM File folder

Videos

[55) Select a backup image file ﬁ 4.Se|ect the drlve that SayS
“1% Computer @\;,v\ e A e T T Echan Dl ~ [ 43 ][ Search e e Iy PrivacyZone. It could be D, E,
» &L Local Disk (C) - = = .
» ca RECOVERY (0 | Organize »  New folder = @ or F qepeﬂdlﬁg on the |apt0p.
> e PrivacyZone (3| 3 Recer Pixces || Mame - e This is the drive that should be
~ e used to save files throughout
' EE Metwork - libraria Mo itemis match your search,
| (Y — the day and after the polls close.
i o Musc Future backups should
Sove stype ecrnic Pl ;Cg;‘;’f . remember the drive you select
in this step.
= Hide Folders /% Computer
& Local Disk (C:) . .
o PrivacyZone () 5. Double click the [ElectionDate]
a RECOVERY (R} _ = 3 folder
File name: epb - .
Save as type: | Electronic Poll Book Backup Image File (*.pbk) VI 6. C|IC|( Save
' Hide Folders ‘5 Save ~
Backup @

[« Close

This feature allows you to backup your Electronic Precinct List /
Poll Book data into a separate backup file, preferably stored on
8. After a few seconds, the Backup finished successfully RhEMlg\é'AE!hL_EfMEEi_IA, Stucp asa USB dr_i”vﬁ oraCD. ‘:oud .
: ; should do this from time to time so you will have an up-to-date
screen will pop up. Click OK. backup that can be restored in the unfortunate event that you
should experience a catastrophic failure with your computer
that results in a total loss of data.

7. Click Backup

Backup File:

The device and EPL software are now ready for voters! F-\ElectionDatelepb.pbk J

QVF Electronic Precinct List

Backup finished successfully.
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Election Day — Processing Voters

Overview
The EPL main screen is divided into three sections. Take a moment to become familiar with the various parts of the
screen. Make sure the top line lists the correct election and precinct number(s).

List

File Edit SysAdmin Help

Election: 11/6/2012 - STATE GENERAL - PAW PAW TOWNSHIP Precincts: 00001,00003

DLN/Name: |MCQVF Q Search |
I Inner Precincts  Outer Precinc’rs- % |
|Name: MCQVF, ALEXANDER JON DOB: 1211111928 |

These voters are located within the selected inner precinct{s):

— || Address: 313 PINE ST Precinct: 00001
bl B 7 RS Ballot Style: 00036
4 AV Mcavf, Alexander Jon 12/11/1928 ! Gender: Male
3 Moo, Amanda Morgaret V1924 11| poling  Pem rems | Reg.Date:  7/29/2010
$ Mcavi, Barbara Elise 2/81942 ||| Location:  PAW PAW TOWNSHIP HAL Eff. Reg. Date: 8/28/2010
AV Mcavf, Caitlin Lindsey 6/1/1985 |= 114 N. GREMPS ST.
? Mcavf, Daniel Richard 6/20/1958 ‘ PAW PAW MI 43079 Geography
? Mcaqvf, Deborah Lynn 8/24/1955 | Q;/ |
? Mcavf, Faith Lynn 5/11/1918 ! i hat would you like to do?
? AV Mcqvf, George Andrew 1/2211958
Mcqvf Harry REW 9/6/1955 & Mark this voter as voted.
? Mcavf, Jessica Ann 7161975 € Correct Error (Revert voter to original state
? Mcavf, Jonathan Clark 3/6/1954 ’w Tabal
Mcavf, Jonathan Stephen 11/4/1978
Mcavf, Justin Andrew 8/11/1961
Mcavf, Kathryn Lauren 9/15/1990
Mcavf, Kathryn Lynn 1/9/1985
? Mcavf, Lydia Lou 6/24/1967
? Mcavf, Mario Thomas 1101935
Mcavf, Martha Carol 1/5/1931 1
2 Mcavi, Mary Marie 4/12/1984 entee Ballot [00000001] sent/received by clerk—-Do not issue ballot.
= . _ | |VOTING STATUS: Voted using an Absentee ballot.
4 |__' 3

a — Voter Search - The Voter Search section of the screen is the list of voters. All voters in the precinct(s) selected
will be listed under the Inner Precinct tab. In addition, access to the lists of other precincts in the jurisdiction can
be found listed in the Outer Precincts tab.

b — Voter Details — Voter Details will be found in the upper middle section of the screen showing the voter's
registration information. In addition, the Geography button will provide detailed district information for each voter.

C — Action — Selecting “Mark this voter as voted” under “What would you like to do?” will place a V next to the
voter’'s name indicating they have voted.

d — Voter Status — The bottom of the screen displays voting status flags. This portion of the screen will identify the
status flags for a voter marked with a red question mark.
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Voters with Status Flags

Some voters will have status flags that need to be addressed
prior to issuing a ballot. Generally, something happened in the
registration process that needs follow-up. For example, a
signature was not obtained, the voter missed checking an
answer to the citizenship question, an absentee ballot was
issued, information was obtained that the voter may have
moved, etc.

A voter has a status flag if he or she has a red question mark
next to his or her name. When a red question mark is found,
look to the Voter Status window at the bottom of the screen to

determine the issue.

Absentee Ballot sent by clerk —

This voter was sent an absentee ballot. The
voter must surrender the absentee ballot or
complete the Affidavit of Lost or Destroyed

Absentee Ballot after approval from the Clerk.

Inner Precincts Outer Precincts
These voters are located within the selected inner precinct(s):
r Voter Name DOB &
Mcavf, Alexander Jon 1211111928
Mcqvf, Barbara Elise 2/8/1942
Mcavf, Caitlin Lindsey 6/1/1985
Mcqvf, Daniel Richard 6/20/1958
? Mcaqvf, Faith Lynn 51111918 |=
Mcgvf, George Andrew 1/22/1958
? Mcavf, Harry Ray 9/6/1955
Mcqvf, Jonathan Clark 31611954
? Mcaqvf, Justin Andrew 8111961 |
Mcaqvf, Kathryn Lauren 9/15/1990
Mcaqvf, Martha Carol 1/5/1931
Mcavf, Matthew David 4/15/1976
? Mcavf, Paul Robert 5/18/1987
Mcavf, Philip Carter 3/8/1980
Mcqvf, Ray Ellen 32211957
Mcaqvf, Rebecca Sandra 8/10/1935
? Mcaqvf, Richard Trent 8/11/1956
Mcavf, Shannon Ann 11711964
4 2

Absentee Ballot [000000235] sent by clerk--Voter must surrender ballot or
submit affidavit.
WVOTING STATUS: Did not vote in precinct.

Absentee Ballot sent/received by clerk —

Absentee Ballot [00000028] sent/received by clerk-—-Do not issue ballot.

|VOTING STATUS: Did not vote in precinct.

This voter was sent an absentee ballot and returned
it to the Clerk. DO NOT issue this voter a ballot as
they have already voted.

Voter's status is CH — Age, Citizenship or Residency

This voter has been formally challenged and
must complete the challenge process before
being issued a challenged ballot. Seek
assistance from the precinct chairperson to
complete this process. The EPL processing
is the same as a regular voter except
Challenged ballot is selected in the Issue a
ballot box. A CHAL will appear next to the
voter's name after processed (see page 23).

Voter's Status is CH: AGE
VOTING STATUS: Qid not vote in precinct.

\oter's Status is CH: CITIZENSHIP
VOTING STATUS: Did not vote in precinct.

Voter's Status is CH: RESIDENCY
VOTING STATUS: Did not vote in precinct.

Must show ID before voting (Federal Requirement) -

Must show ID befaore voting (Federal Requirement).
VOTING STATUS: Did not vote in precinct.

This voter must show photo ID or a paycheck,
government check, utility bill, bank statement, or a
government document which lists his or her name

and address (if no photo ID but provides one of the
documents listed above, must sign the Affidavit of

Voter Not in Possession of Photo ID as well) prior to being issued a ballot.



Electronic Precinct List User Manual
Provided by the Michigan Bureau of Elections
Updated as of 10.24.2012

Voter’s Status is V: Confirm Address or Surrendered License

Voter's Status is V: CONFIRM ADDRESS in

This voter must verbally confirm the address listed lvcmN 6 STATUS. Did not vote in precinct

the EPL. If the voter does not confirm the address,

the procedure for voters that have moved must be |‘ Voter's Status is V: SURRENDERED LICENSE
taken. |\.I'OTING STATUS: Did not vote in precinct.

Voter’s Status is V: Confirm Citizenship

Voter's Status 1s V: CONFIRM CHIZENSHIF

|VUT'Nb STATUS: Did notvete in precinct. This voter must complete a voter registration card and

mark yes on the citizenship box. If the voter marks no,
DO NOT issue a ballot.

Voter's Status is V: Sign Registration Card

Voter's Status isV: SIGN REGISTRATION CARD

. . . . . VOTING STATUS. Did nul vule in precincl.
This voter must sign a voter registration card prior to |

being issued a ballot.

Missing Voters

Outer Precincts Tab

The EPL software gives election inspectors the ability to look up voters throughout the jurisdiction, not just in the
precinct they are working. If the voter does not pop-up after look up, click on the Outer Precincts tab. If the voter
is registered to vote within the jurisdiction, click on their name and view their polling location. Explain to the voter
that they are registered in a different polling location and/or precinct and direct them to the appropriate location. Be
sure to click back to the Inner Precincts tab before processing the next voter. If using combined precincts, click on
the Temp tab in the Polling Location box to view the polling location for the current election.

File Edit SysAdmin Help

Election: 11/6/2012 - STATE GENERAL - PAW PAW TO
DLN /Name: [MCQVF, KE Search
Inner Precincts Outer P File Edit SysAdmin Help
These voters are located wil
Election: 11/6/2012 - STATE GENERAL - PAW PAW TOWNSHIP Precincts: 00001,00003
Voter Name
3 DLN/Name: |[MCQVF, KE| Search
Inner Precincts || Outer Precingts
. . . Name: MCQVF, KENNETH JAY DOB: 81411942
These voters are located outside e selected inner precinct{s):
Address: 44181 PAW PAW RD Precinct: 00002
Vo tame o8 PAN PAW MI 49079 Ballot Style: 00036
4 AV Mcayf, Kenneth Jay 8/4/1942 Gender: Male ’
Polling Parm |Temp | Reg. Date: 9/27/2008
Location;  PAW PAW TOWNSHIP HAL Eff. Reg. Date: 10/27/2008
114 N. GREMPS ST.
PAW PAWY MI 49079 Geography

Whart would you like to do?
-~
o

Procesd| | Label |

1

0 matching voters

IAbsentee Ballot [ET00001 1] sent/received by clerk—-Do not issue ballot.
VOTING STATUS: Voted using an Absentee ballot.

<[ b

1 matching voters
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Correcting Errors

If a voter is marked in error, simply: What would you like to do?

L

1. Select Correct Error
2. Click Proceed
3. Click Yes

« ‘Correct Error (Revert voter to onginal state}

Backup Throughout the Day

Approximately every half hour, ‘m.:., el =)
the EPL software will notify the O..... ) - Close

user that a backup is over due.
It is important to take a moment after

This feature allows you to backup your Electronic Precinct List /
Poll Book data info a separate backup file, preferably stored on
REMOVABLE MEDIA, such as a USB drive or a CD. You

processing a voter to update the backup_ This should do this from time to time so you will have an up-to-date
. . backup that can be restored in the unfortunate event that you
will ensure the flash drive has the most recent should experience a catastrophic failure with your computer
data entered into the EPL in the event of a that resufts in a tofal loss of data.
hardware failure. T —
"
To Backup: F:\ElectionDate'epb.pbk e - ==
4 £ |_@_\ Fi\ElectionDate\epb.pbk already exists. Overwrite
1. Click Backup Overdue
2. Click Backup — the drive should be defaulted to the Y-
Privacy Zone and [ElectionDate] folder once the first — O e S
backup has been completed Backup finished successully.
3. Click Yes -
4, Click OK
Timeout

For security reasons, the EPL software will logout a user after thirty minutes of inactivity. This can be avoided by
moving the mouse and/or clicking into the DLN/Name field if there are long periods of inactivity. If the EPL software
logs out the user, simply reenter the User Name and User Password and click Enter.

!

r '

Login

Please enter the encr

this software was sefup:

Encryption Password: |77 Enter

otion password selected when

Please enter a use nd password to login:

ADMIN
xx:txrl

User Name:

User Password:

Mote: This application shuts down automatical

Shutdown




Restoring the Database

In the event the device fails and the EPL needs to be reinstalled on a new device on election day, the Restore
feature will reload all of the information entered up to the point of the last backup. The only data missing would be
entries made in the EPL since the last backup. That information can be added back in using the Applications to
Vote. The Administrator username and password must be obtained from the Clerk for the initial login when the

software is re-installed.

Once the EPL software has been installed (see pages 11-14) onto the new device, login to the encrypted flash

drive, and perform the following steps:

1. Click File

2. Click Restore

1,0

Backup

Re;tore%

Optiens

Edit Sys Ad:
Save History

Logout
Exit

at the end of the path field

Restore

By

=), Select a backup image file

@Qv|_ F Computer » PrivacyZone (F) »
e _ e ]

|!." Close |

This feature allows you to restore a backup that was previously
created using the “Backup” feature located under the File

menu. When you use this feature, the system will

COMPLETELY DELETE your current data and REPLACGCE it
with the data contained in the selected backup file. You should
only do this if feel your current data has been damaged
severely enough so you would be willing to lose all changes that

were saved since your last backup was created.

Backup File:

@

3. Click this button —

4. Make sure the
Privacy Zone is
selected

5. Double click
[ElectionDate]
folder

6. Click Save

—a RECOVERY (R:)

1% Compurter
£ Local Disk (C3)

= PrivacyZone (F)

- 4| I

File name:  epb

Organize v New folder = > @
=l RecentPlaces  # Mame ° Date modified Type
e ElectionDate 1/27/201212:14 PM  File folder
7 Libraries -t
5| Documents
‘J‘. Mlusic
&= Pictures
B Videos 3
. Computer
&, Local Disk (C:)
e B
o= PrivacyZone (F) =} Select 2 backup image file . R ﬁ
= RECOVERY (R:) r —~ 2 = = = ]
il £ @Uﬂ . » Computer » PrivacyZone () » ElectionDate - ‘6}| Seorch Elect P
- - S ———
File name: m Organize v Mew folder ZEE '@'
Save as type: | Electronic Poll B © -
op °f =l RecentPlaces  *  Name Date modified Type
£ epb 2/3/2012 9:00 AM Dial-Up Phenebook
“ Hide Folders il Libraries e I SRR
: | | Documents
rJ“- Music
=] Pictures
E Videos 3

b

-

Save as type: | Electronic Poll Book Backup Image File (*.pbk)

1

* Hide Folders

Do ) [




7. Click Restore

8. Click Yes
9. Click Yes
10. Click OK

Restore &J

[+ Close

This feature allows you to restore a backup that was previously
created using the “Backup” feature located under the File
menu. When you use this feature, the system will
COMPLETELY DELETE vyour current data and REPLACE it
with the data contained in the selected backup file. You should
only do this if feel your current data has been damaged
severely enough so you would be willing to lose all changes that
were saved since your last backup was created.

Backup File:
F-\ElectionDatelepb.pbk L]
fAResioe |
j Confirm ——

. B I

the selected backup.

Do you want to do this?

WARNING: You are atternpting to restore a backup thal was created on 1/19/2012 3:21:02 AM. If you proceed, all data contained
within your current Electronic Poll Book / Precinct List will be COMPLETELY DELETED and REPLACED with the data contained in

Confirm &J
"6' Are you sure?
A H ]
QVF Electronic Precinct List (IS

Restore finished successfully.

All usernames and passwords will need to be re-created at this point. If time lapsed between the last backup and
the restoring of data, use the Application(s) to Vote to re-enter voter(s) and process new voters.

Election Day — Close of Polls

After the close of polls on election day, data processed in the EPL software must be saved one last time to the
encrypted flash drive (if applicable).

One Final Backup

g PFile | Edit Sys Admin

S Fictary

Backuo

Restore

Options Backup ﬁ
Logout

Ext {1+ Ciose

After all voters have been processed in the
EPL, perform one last Backup to ensure all
data is saved to the encrypted flash drive.

1.Click File
2.Click Backup
3.Click Backup
4.Click Yes
5.Click OK

This feature allows ynii to hackup yaur Flectronic Precinet | st/
Foll Book data into a separate backup file, preferably stored on
REMOVABLE MEDA, such as a USB drive cra CD. You
should do this from time to time so you will have an up-to-date
backup that can be restored in the unfortunate eventthat you
should experience a catastrophic failure with your computer
that results in a totalloss of data.

Backup File:

|F/\ElectionDatelepb pbk

Confirm e

'@' F:\ElectionDate\epb.pbk already exicte. Overwrite

QVFElectronic Precinct List

Backup tinished successtully.
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Save Voter History
Save the voter history (if necessary). This file will update the voter registration files in the Qualified Voter File (QVF)
recording who voted on election day.

Edit Sy Admir
Save History |>\
Backup
Restore

Oation

[ Save history as oS

@I\‘;}v oo Cumpuler v PrivacyZone (R} ¢ EleclionCale - |+’, |I| Sewrdh ElectionDule p|

— = —

Logout
Exit

]
(ryanive » Sew folder - @

To save Voter HiStOfy: il RecantPlaces = Name Date medified Type
.-_;-i inanes Mo ilzmme miclch your search,
1. Click File % Documents
o Music
2. Click Save History [&] Pictures
E Videos 3
3. Delete “d:\" in the file name
by placing the cursor at the 1% Computer |
beginning of the File name i tocal Dick () L8
field and using the delete

- PrivacyZone (F)

key on the keyboard o RECOVERVIR) - _ = 5
Y
. File r| -
4. Click Save =
Save as type: ’ | ext files (") v]

“ Hide Folders o Save J I Cancel J
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Ensure Files are on Flash Drive and Saved in the Privacy Zone

Electronic Precinct List User Manual

Provided by the Michigan Bureau of Elections

Updated as of 10.24.2012

Verifying all files have been saved on the encrypted flash drive and in the Privacy Zone is an important last step.

‘% Snagit 10
@% Snipping Teol

‘r Getting Started

2 Calculator
Sticky Notes
&gy Recovery Manager
=
A Power Saving
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1. Click on Windows Home Button

2. Click Computer

3. Double Click the Privacy Zone Drive

4. Double Click the [ElectionDate] folder

5. Verify there are 4 files listed in the
folder. Those files should be the epb
(Dial-Up), epb (WinZip), epb_history,
and setup. If those files are not found
within the PrivacyZone, repeat the steps
outlined for performing a backup and

saving voter history.
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Once all reports have been saved, all programs can be closed and the device shut down. Return all items to the
case, except the encrypted flash drive. The encrypted flash drive must be placed into the container the Clerk
recommends, sealed (either an envelope with a red paper seal or an approved container and the
appropriate seal), and returned to the Clerk on election night.
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Post Election Day

Uninstalling and deleting the EPL software and associated files

The EPL software and associated files must be deleted from all devices as soon as possible but no later than the
seventh calendar day following the final canvas and certification of the election. Remember, there are three
locations files may have been saved. Be sure to note any other locations you have saved files and delete those as
well.

Deleting files is very important to keep voter data secure and prevent the common error of loading an old election
onto the EPL device. The EPL software must be re-downloaded for each election as each download is unique and

will contain the most up to date voter registration and absent voter information.

Deleting EPL software from the laptop

Because the EPL software must be downloaded and installed for each election, uninstalling the past version of the

EPL software from the laptop is essential.
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To uninstall the EPL software:

1. Click the Windows Home button ﬁ
2. Click Control Panel

3. Click Uninstall a program

4, Double Click Electronic Precinct List
5. Click Yes

6. Click OK

Repeat these steps for all laptops.
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Deleting Flash Drive Files
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Uninstalling files from the encrypted flash drive. Login to the Privacy Zone of the encrypted flash drive and delete

the [ElectionDate] folder.

1. Right click the
[ElectionDate] folder

2. Click Delete

3. Click Yes

Repeat these steps for all
flash drives.
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Important note: If election inspectors saved files outside
of the folder, be sure to delete those files as well.

Deleting QVF PC Files

Lastly, delete all files saved on the QVF PC (if any.)

Click Delete
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Click Yes

Important note: If you saved EPL files in any other place(s)
remove those files now. Most can be deleted by right clicking
on the file and clicking delete. Always empty the Recycle Bin
after deleting files as well.
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Helpful Hints

Bar Code Scanners

Bar code scanners may be used to scan the back of a driver’s license if a magnetic card reader is unavailable
for voter look-up.

Frequently Asked Questions

1.

Is there a way to setup all election inspector user names and passwords in QVF before the EPL
software is downloaded on to the encrypted flash drive?

Answer: No, not at the current time. Each username and password must be setup in the EPL
software after it is loaded onto the laptop.

If using the QVF AV module, do | have to extract the EPL software from QVF after 4:00 p.m. on the
Monday before the election to get the most up to date absent voter information?

Answer: Yes, however, this is not required. If the EPL software is download before the deadline, a
List of Absent Voters must be printed for reference in the precinct as AV issuance information will not
be the most current information in the EPL software. Instruct election inspectors to review this list for
every registered voter.

Is there a way to update absent voter activity on the encrypted flash drive or in the QVF List portion of
the EPL software after it has been installed on the laptop?

Answer: No, not at this time and absentee voters should not be processed in the EPL software
before the opening of the polls.

What do | do if the laptop is set to wrong time zone?

Answer: Click on the Windows home button, click on Control Panel, click on Clock, Language and
Region, click on Change Time Zone, and select the appropriate time zone.

| have a 2011 laptop and my flash drive always defaults to F:. Is there a way to change it to default
as D:?

Answer: Yes. Click on the Windows Home button, click Control Panel, click System and Security,
click Administrative Tools, and then double-click Computer Management. Then click Disk
Management, right click on the Recovery (D:) drive and click Change Drive Letter and Paths. Click
Change, click Assign the following drive letter, and select the letter you want to use (we recommend
R), and then click OK. These steps may need to be repeated for your encrypted flash drive. Be sure
to pick D: for the encrypted flash drive.

Is a backup of the EPL data required?

Answer: No. If ajurisdiction is not using the “Mark this voter as voted” function in the EPL software,
a backup file is not necessary.

Must a voter history file be created?

Answer: No. Jurisdictions using the EPB software will use the EPB software to create a voter
history file. Only jurisdictions using the EPL software to track voter activity may wish to use the voter
history function.

Are the encrypted flash drives necessary for use in the precinct?

Answer: No. If ajurisdiction is not using the “Mark this voter as voted” function, there are no files to
be saved and/or restored.



Glossary

Antivirus Software - is a software program that helps protect the laptop from viruses that could damage or
shut down the machine.

Backup — a file that replicates and saves entered data for use in the event of a system failure.

Ballot Style - is a designation to distinguish amongst ballots in a precinct that has a District split. For
example, Precinct One represents voters from County Commission District 5 and 7. If the County
Commission position is on the ballot, Precinct One will have two ballot styles, one for District 5 and one for
District 7.

Data Security - is the means of ensuring that data is kept safe from corruption and that access to it is suitably
controlled. Thus data security helps to ensure privacy. It also helps in protecting personal data.

e-Pollbook Software — is a computer software program created in the Qualified Voter File (QVF) to be
loaded on a laptop and used in the precinct on election day to record voters and the ballots they are issued.

e-Precinct List Software - is a computer software program created in the Qualified Voter File (QVF) to be
loaded on a device ad used in the precinct on election day to look up voter registration information.

Encrypted - is the process of transforming information using an algorithm to make it unreadable to anyone
except those possessing the password.

Encrypted Flash Drive —is a digital storage device that has the ability to encrypt data and keep the data
secure.

Encryption Password — is a password created to allow access to the encrypted e-pollbook software once
downloaded from QVF.

Global Geography —is a function of QVF where precinct combinations and ballot style names can be set for
an election. The information entered into the QVF Global Geography module will then tell the EPL software
which precincts have been combined and the preferred name for ballot styles in split precincts.

Privacy Zone —is a term the V-Safe 100 software uses to define the encrypted area of the flash drive.

Receiving Board — is a board established by the local Election Commission responsible for ensuring 1) all
ballot containers delivered to the clerk after the polls close are properly sealed 2) all seal numbers are
properly recorded and 3) the number of names entered in the Poll Book balances with the number of ballots
counted in the precinct. For more information visit michigan.gov/elections and click on “Information for
Election Administrators.”

Strong Password — is a password that contains a combination of at least eight upper and lower case
characters with at least one number or symbol.

V-Safe 100 — is the name of the encryption program installed on the e-Pollbook State issued flash drive.



Quick Reference Checklists

Pre-Election Day — Clerk Setup

General Laptop Preparation
O Update antivirus software
O Ensure print driver software has been installed (if applicable)
O Update Windows
O Fully charge battery

EPL Software Download from QVF

Insert the encrypted flash drive into a USB port on the QVF computer

Login to encrypted flash drive

Create a folder on the encrypted flash drive (or desktop, if using the alternate method for multi-
precinct jurisdictions)

Login to QVF and create the EPL software

Move EPL software to encrypted flash drive (if using the alternate method for multi-precinct
jurisdictions)
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EPL Installation on laptop

Take encrypted flash drive to device and plug in to a USB port
Login to encrypted flash drive

Run the EPL software setup file

Login to the EPL software and select the precinct(s)

Set Options

Setup Users
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Election Day — Election Inspector Setup

Preparing the EPL for Opening the Polls

Power device on

Insert the encrypted flash drive into a USB port (if provided)

Login to the encrypted flash drive (if necessary)

Login to the EPL software

Change options and/or setup users as recommended by the Clerk
Perform the first EPL backup (if necessary)
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Throughout the Day
O Backup the EPL software regularly

Closing the Polls

Perform one final Backup (if necessary)

Save Voter History to the encrypted flash drive (if necessary)

Ensure all files are on the encrypted flash drive (if necessary)

Deliver encrypted flash drive under seal in the Clerk recommended container to the Receiving Board
or Clerk (if necessary)
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Post Close of Polls

Clerk
O Upload Voter History within 7 days of the certification of the election (if not using the EPB)
O Uninstall the EPL software from the laptop 7 days after the canvas of the election
O Delete the [ElectionDate] folder from the encrypted flash drive 7 days after the canvas of the election
O Delete the [ElectionDate] folder from the QVF PC desktop 7 days after the canvas of the election (if
applicable)
O Delete any other EPL file(s) that may have been saved
O Properly store the device and associated battery



