INTERAGENCY AGREEMENT

This Interagency Agreement (the “Agreement”), effective as of
, made by and between the MICHIGAN DEPARTMENT OF
(the “Agency”) is
pamy to this Agreement
Treasury and the

TREASURY (“Treasury”) and the
entered into solely for the effective administration and enforcement of the laws of e
and in a manner consistent with the applicable statutes, regulations, rules and
Agency may also be referred to in this Agreement as “party” or “parties.”

1. Definitions.

1.1.  Authorized Employee: An Authorizeg
who is authorized to access Confidential
authorized representative, contractor, a
Confidential Information. In order to be
to access the Confidential Information to

dards and Technology, Computer Security
Resource Center, an agency of the Wi ommerce Department, Technology Administration.

fidential Agency Information is any information that the
is Agreement which is marked on its face as “Confidential

1.5. ntidential W@&x Information: Confidential Tax Information is any information contained
within a Michigan @ return filed by a Michigan Taxpayer, any facts or information Treasury obtains
i i e administration of a tax and any information, in any format whatsoever, which

information or parameters that would enable a person to ascertain the audit selection or processing
criteria for a tax administered by Treasury, collection or assessment parameters or information, and
any information, in any format whatsoever, that Treasury provides to the Agency pursuant to this
Agreement. Information Treasury has received from a federal agency or the United States Internal
Revenue Service pursuant to section 6103(d) of the Internal Revenue Code, 26 USC 6103(d), is not
Confidential Tax Information, and therefore, is not subject to the terms of this Agreement.



1.6.  Disclosure Officer: A Treasury employee who has been granted the authority to disclose state
tax information, acts as a contact person for all governmental and non-governmental agencies that seek
Confidential Tax Information, and determines whether a request for Confidential Tax Information
meets the requirements of state law.

1.7.  Electronic Media: Computer generated objects on which Confidential | ation is stored,

including without limitation, hard disks, floppy disks, CDs, CD ROMs, an

1.8.  Security Features Administrative Guide: The Security Featur

1.9.  Security Officer: A designated employee of the Agenc
agency and the Disclosure officer. The security offiggins

the Confidential
the Confidential

1.10. System’s Administrator: A desi #1 the Agency of Treasury who is responsible
for maintaining the Agency’s or Treasu :

greement is the facilitation and

exchange of Confidential Infg i e Agency. Any Confidential Information
exchanged will be used onl i for the administration and enforcement of
the laws of this state and such us parties to this Agreement. This Agreement
shall continue in full force and effe rty, with 30 day notice, terminates this Agreement.
Department of Tré rity for Treasury to enter into this agreement is
contained in the Revag (1)(f), and 205.28(4) which state in part that the State

Treasurer may enter i C ents with departments of state government for the

to enter into this agreement

Confidential Information. Either party, in its sole discretion, may refuse to
furnish the re Confidential Information if the party believes disclosure would be contrary to
federal or state Iaw or detrimental to the administration of its laws, identify a confidential informant or
seriously impair a civil or criminal investigation.

Confidential Information Requests. When making a request for Confidential Information, Treasury or



the Agency shall clearly state in writing, on its respective letterhead, the need for and intended use of the
Confidential Information and list the specific documents requested. Requests made to Treasury must be
directed to the Disclosure Officer, be dated and signed by the requesting party’s authorized official and
must also include a completed Form 2078, Request for Michigan Tax Information (Attachment A).

Electronic Exchange of Confidential Information. All electronic transfers of Confidential Tax
Information shall be accomplished by an electronic transfer of the Confidentj X Information from
Treasury to a secured disk drive located on the Agency’s electronic form. Transmission and
transportation of Confidential Information shall be made pursuant to the

Treasury or the Agency shall store and keep such
Agreement.

Confidentiality Requirements. Confide
205.28(1)(f). Aviolation of MCL 205.28(
not be disclosed except as required by sta
promulgated rules and procedures. No Auth
obtained pursuant to this Agre

n shall be ket confidential pursuant to MCL
L 205 28(2). Confidential Information shall
e proper administration of a party’s
disclose any Confidential Information
uthorized Employee. No Confidential Tax

agreement. Confidegtic i ot be physically retained, and disclosure of confidential

greement is granted any right or authority to assume or to create any obligation
or implied, on behalf of or in the name of another party except as expressly stated

. Termination. Treasury and the Agency shall have the absolute discretionary right to terminate this
Agreement with thirty days notice, with or without cause. Termination of this Agreement shall not have any
effect on any terms or conditions of this Agreement.

. Security Measures. Treasury and the Agency shall implement and enforce the security measures set forth in
this section of this Agreement. The measures set forth in this section of this Agreement shall apply to any



computer, computer system, software or program developed or used by or for the Agency that accesses
Confidential Tax Information.

12.1. Limit access to Confidential Information only to Authorized Employees. Maintain Confidential
Information in an area that is secure from unauthorized persons during work hours. Lock Confidential
Information in a secure area during non-work hours or when not in use, and separate Confidential
Information from non-Confidential Information.

12.2.  Maintain Confidential Information in a manner that ensures unauthq
to such information via computer, remote terminal or other electronic

12.4. Obtain the individual signatures of all Authorized Emplo
B), and update these Confidentiality Agreements ang

12.5. Retainall Authorized Employees’ signed 4 a person is an Authorized
Employee.

12.6. Maintain an audit trail that trac or hardcopy access made to Confidential
Information. The audit trail must contain i ayes's name and identification number, the
information requested, the purpose of the onfidential Information is received, the

names of the agency/divisio i yee r&questing the Confidential Information, the

pon receipt or the printing of any hard copies off a
FJDENTIAL MICHIGAN TREASURY TAX RETURN
ROTECT AT ALL TIMES. Michigan tax information is
of Information Act.”

12.7. Mark on algConfidential Tax
computer syste i
INFORMATION.
exempt from disclo

external golicies and procedures to ensure that information contained in their

Rl as the Confidential Information, will be used solely as provided in this

12.9. Permit the Dis
that the Digclosure

sure Officer access to facilities and records during the term of this Agreement so
ficer may perform onsite inspections and monitor compliance with this Agreement
Irements.

12.10. Create, implement and maintain system design and test documentation that is specific to the Agency’s
computer system that is used to access Confidential Tax Information. This documentation shall be readily
available to the Disclosure Officer for inspection and approval, and it shall include a Security Features
Administrator’s Guide.

12.11. Routinely advise all Authorized Employees that they are accountable for any action taken involving



the Confidential Information and use of the Authorized Employees’ computer passwords, and as such, they
should not disclose their computer passwords to anyone.

12.12. Establish and maintain user identification numbers and passwords on computer systems that store, run
or transmit Confidential Information.

12.13. Block or code Confidential Tax Information as “confidential” on each co
runs or transmits such information.

r system that stores,

12.14. Clear all Confidential Information from a computer system pwf

12.17. Create, implement, and maintain glicy that contains the following: (i) a
description of the system in terms of catdgor sed, authorized users and access rules
between authorized users an ii edures that prevent unauthorized access by
clearing all Confidential | ore they are allocated or reallocated out of or

into each system; and (iii) b ity protocols using password protection and
authentication where the compute s information for multiple programs, projects, offices or
agencies.

Maintain an invent@ry of all Electronic Media received, including a record of removal or destruction
g Age responsible for any missing Electronic Media or paper documents.

12.22. Follow a process of review, independent testing, and installation assurance for any significant
computer system enhancements or other security system changes.

12.23. Test security systems annually to insure proper functioning.

12.24. Maintain a Security Features Administrator’s Guide that describes the protection mechanisms



13.

14.

15.

16.

17.

provided by the security system, guidelines on their use, and how they interact, as well as cautions about
weaknesses in the system. The Security Features Administrator’s Guide shall be secured and locked at all
times with access rights only given to the System’s Administrator and Security Officer.

12.25. Correct all security systems’ anomalies and inform Treasury immediately.

, the dates of
An existing

inspection, and the name of the OAG auditor inspecting th
information exchange agreement executed between th

Use of Authorized Representative, Vendor t. Ifthe Agency utilizes the
services of authorized representatives, veng

Information, the Agency shall notify, inwr i y Officer prior to the disclosure of Confidential
Tax Information to any authorized repre Qntractor, consultant or agent. Prior to
disclosure, the Agency shall submit its service y for Treasury’s review. Treasury, may,
in its sole discretion, determy autkOrized representative, vendor, contractor,
consultant or agent is an Au 1 : tative, vendor, contractor, consultant or agent
that has been determined to be a8go 1 fidentiality agreement (Attachment C) prior to

Governing Law. T
including validity, ¢

ned by and construed in accordance with, as to all matters,
laws of the State of Michigan.

to compoft with internal policy or the law. The parties to this Agreement shall
Ily. Atthe time of each annual review, either party may amend this Agreement,

The width of shredded strips should not exceed 5/16 inch, the width of shredded microfilm strips shall be
between 1/35 and 3/8 inch. Pulping shall reduce the Confidential Information to particles of one inch or
smaller. When electronic Confidential Information is to be disposed of, data tracks shall be overwritten or
reformatted at least three times or a magnetic strip shall be passed over and under the entire area of the disk
at least three times.



18. Severability. In the event any of the terms of this Agreement are in conflict with any rule of law or statutory
provision or are otherwise unenforceable under the laws or regulations of any government or subdivision
thereof, such terms shall be deemed stricken from this Agreement, and such action shall not affect the
validity and enforceability of any other provision of this Agreement. Further, if any provision of this
Agreement is found by any court of competent jurisdiction to be invalid or unenforceable for any reason
whatsoever, such finding will not in itself be deemed to affect the validity or enforceability or any other
provision of this Agreement.

19. Assignment. This Agreement shall be binding upon the parties to thi » No party to this
Agreement shall assign or transfer any right or interest in and to this A

20. Entire Agreement. This Agreement, including any appendices attached hereto, COgghi @7, entire
and complete agreement of the parties with respect to the subj any prior

atter of this
Agreement.

21. Execution. The parties have caused this Agreemenjd® e € rized representatives.

APPROVED

Chief Deputy State Tregsurer
Department of Treasur




Attachment A

Reset Form
Michigan Department of Treasury Distribution: White - Disclosure Officer
2076 (Rew. 4-04) Canary - Disclosure Officer

Request for Michigan Tax Return Information R

lzgugd under authority of P.A 122 of 1941, as amendad
Send this form to: Michigan Department of Treasury, Policy Communications and Disclosure, Attn: Disclosure Officer

PART 1 TO BE COMPLETED BY AGENCY REQUESTING INFORMATION

Mame of Government Unit Requesting [nfommation

Address (Mo, and street, cty, state, ZIP) Prirted Name of Agency Head/Designes

We are requesling information per MCL 20528 (1)) and an agreement between the agency named above and the Michigan
Department of Treasury, Revenue. Please provide the information on the individual or business named below.

Individual Taxpayer Business Taxpayer
Taxpayer Mame (both spouse's names) Business or Corporation Name
Taxpayers Social Security Number MNames of Owners or Partners
Spouse's Soclal Security Number Federal Employer |.D. Number (FEIN) or Michigan Employer [.D. Number

Information Requested DCheCKthis bow if the information must ba certified by the Disclosure Officer and is expectadto be presentead in court.
Type of tax return or tax return information needed: [ Individual [ Single Business [ ]Sales [Juse [ withholding

|:| Othar

Copies of returns are requested for these tax years: | | | |

Specify other tax retum information needed:

Explain the purpose of this request.

(Why do you need this information?)

| declare that | am authorized to request and receive the above information under the exchange agreement bebween the Michigan Depariment of
Treasury and the agency named above [Govermment Unit).

| understand that any Michigan Department of Treasury tax returns or tax return information made available to me will not be divulged or made known
in ary manner to any person except as may be necessary in the performance of my official duties. Access Lo Treasury information is allowed on a
need-to-know basis 1o perform my official duties. | futher understand that under the Michigan Revenue Act, MCL 205.28(1)(f) | may not willfully browse
arty return or information contained in a return. Browsing 15 defined as examining a return or retum information acquired by a person or another person
without authorization or without a need to know the information to perform official duties.

Agency Discipline
Abszence of eniminal prosecution does not prevent Treasury from pursuing intemal sanctions for unauthorized accessing, browsing, or disclosing state
or federal tax returns or tax return information

Michigan Penalties

MCL 206 28(1)(f) provides that you may not willfully browse any Michigan tax return or information cortained in a return. Browsing is defined as
examining a return or return information acguired without authorization and without a need to know the information to perform offidal duties. Violators
of §28{1){f) are guilty of a felony and subject to fines of $5,000 or imprisonment for five years, or both per the Michigan Revenue Act, 1341 PA
122 MCL 205 28(2). State employees will be discharged from state service upon corviclion.

Ay person wha violates any other provision of the Revenus Act, 1941 PA 122 MCL 2051, et seq, or any statute administered under the Revenus
Act, will be guilty of a misdemeanor and fined $1,000 or imprisoned for up to one vear, or both, MCL 205 274},

This form and any attached return information provided must be retumed to your department liaison in charge of tracking the reguest, receipt and
destruction of Michigan tax return information

Signature of Employee Initiating Requast Date Signature of Agency HeadDesignee Date

PART 2 TO BE COMPLETED BY TREASURY DISCLOSURE OFFICER

|:| The attached information is furnished for tax year(s)

D The laxpayer filed a return bul the return cannet be located for tax year(s)
There is no information available under the account number/name given for tax year(s)

A return was filed for lax year(s) but it has either been destroyed or is nol available.
The I.D. number provided is being used by another taxpayer. Please check your records and resubmit your recuest.
Other {explain):

Dizclosure Officer Date

Allow 60 days to process your request.



Attachment B

Reset Form

Michigan Department of Tressury
4062 (Rev. 10-03)

State of Michigan Agency Employee Confidentiality Agreement

Michigan's Revenue Adt, MCL 205 28{1)(f), makes tax information acquired from the Michigan Department of Treasury confidential. The Act holds that
any state emplayee, authorized representative, or former employes who has access to Michigan tax returns and Michigan tax return information is
subject to the same restrictions as Michigan Department of Treasury employees. All unauthorized disclosures of information are subject to criminal and
civil penalties under the Michigan Revenue Act. Penalties can include fines, impnsonment and dismissal from state employment

INSTRUCTIONS: Read this entire form before you signit. If you do not complete this agreement, you will be denied access to Michigan Department of

Treasury information  After you sign and date this form, keep a copy for your records  File the original with the Michigan Department of Treasury,
Disclosure Officer, 430 W. Allegan, Lansing, Ml 48922,

Employee Name (Last, First, MI) Employee Idertification Mumkber or Driver's License Number

Employea Worl Unit (Department, Division and Address)

Michigan Depatment of Treasury ax returns or return information made available to you, including information marked "Official Use Only," shall not be
divulged to any person except as is necessary to perform official duties. Section 205.28(1)(f) provides that vou may not willfully browse returns or
information cortained in a return. Browsing is defined as examining a return or retumn information without authorization and without a need to know the
information to perform official duties.

Tax returns and tax return information may only be used for the purpose outlined in the Inter-Agency Agreement andior the addendum to the
Inter-Agency Agreement established between the Michigan Department of Treasury and the agency listed above (Department/ Division).

Access to Treasury information, both in paper and electronic form, is allowed on a need-to-know basis 1o perform your agency’s official duties. Before
you disdose returns or return information to other employees in your agency, they must also have a need to know the information to perform their
official duties.

Penalty. Violaling confidentiality laws iz a felony, with penalties as described:

Agency Discipline
Absence of aiminal prosecution does not prevent your agency Tom pursuing internal sanctions for unauthorized accessing, browsing, or disclosing
state or federal tax returns or tax return information

Michigan Penalties

MCL 205.28(1)(f) provides that you may not williully browse any Michigan tax return or information contained in a retumn.  Browsing is defined as
examining a return or return information acquired without authorization and without a need to know the information to perform official duties. Violators
of §28{1){f) are guity of a felony and subject to fines of $5,000 or imprisonment for five years, or both per the Michigan Revenue Act, 1941 PA
122, MCL 205 28(2). State employees will be discharged from state service upon corviction

Any person who violates any other pravision of the Revenue Act, 1941 PA 122 MCL 205 1, et seq, or any statute administered under the Revenues
Act, will be guilty of a misdemeanor and fined $1,000 or imprisonment for one year, or both, MCL 205 27(4).

Federal Penalties
If you willfully disclose federal tax returns or tax return information to a third party, you are guilty of a felony with a fine of $5,000 or imprisonment for
five years, or both, plus prosecution costs according to the Internal Revenue Code [IRC) §7213, 26 USC 7213,

In addition, inspecting, browsing or looking at a federal tax return or tax return information without authorization is a felony violation of IRC 72134, 28
USC 7213A, subjecting the viclator to a $1,000 fine or imprisonment for one year, or both, plus prosecution costs. Taxpayers affected by
violations of §7213A must be ndtified by the government and may bring a civil aclion against the federal government and the violator within two years of
the viclation  Civil damages are the greater of $1,000 or actual damages incurred by the tadpayer, plus the costs assodated with bringing the action,
26 USC 7431,

EMPLOYEE CERTIFICATION

By signing this Agreement, | certify that | have read the above confidentiality provisions and understand that failure to comply is a felony

Frirt name of employes signing this agreement Signature of person named abowe Date signed
WITNESS
Prirt nams of withass Signature of withess Date signad

After you read this naotice, sign, date, make a copy far your records and return the original to vour supenvisor

Michigan Department of Treasury Phone: (517)335-0629
Office of Policy Communications and Disclosure Fax  (517) 241-4742
430 W. Allegan email.  Treas_Disclosure@michigan gov

Lansing, Ml 48922



Attachment C

Reset Form

Michigan Department of Tressury
3337 (Rev. 304)

Vendor, Contractor or Subcontractor Confidentiality Agreement

The Revenue Act, Section 28(1)f, 1941 PA 122, MCL 205 28(1)(f), makes all information acquired in administering taxes confidertial. The Act holds a
vendor, contractor or subcontractor and their employees who sell a product or provide a service to the Michigan Department of Treasury, or who access
Treasury data, to the strict confidentiality provisions of the Act. Confidential tax information includes, but is not limited to, information obtained in connection
with the administration of a tax or information or parameters that would enable a person to ascertain the audit selection or processing criteria of the
Michigan Department of Treasury for a tax administered by the department

INSTRUCTIONS: Read this entire form before you sign it Ifvou do not complete this agreement, vou will be denied access to Michigan Department of
Treasury and federal tax information. After yvou sign and date this form, keep a copy for your records. Send the original to: Michigan Department of
Treasury, Office of Pdicy Communications and Disclosure, Disdosure Officer, 430 W, Allegan, Lansing, M| 48822

Company Name and Address (Street or RR#, City, State, Zip Code) Official or Employea Name

Employee |dentification Mumber or Driver's License Mumber

MName of State of Michigan Agency Sub-Contractor's Name if Product/Service Fumished to Contractor

Describe here or in a separate attachment the product or service being provided to the State of Michigan Agency

Confidentiality Provisions. It is illegal to reveal or browse, except as authorized:

e All tax return information obtained in conneclion with the administration of a tax. This includes information from & tax return or audit and any
infarmation about the selection of a return for audit, assessment or callection, or parameters ortalerances for processing retums

* All Michigan Department of Treasury or federal tax returns or tax return information made available, including information marked "Official Use Only"
Tax returns or tax return information shall not be divulged or made known in any manner to any person except as may be needed to perform official
duties. Access to Treasury or federal tax information, in paper or electronic form, is allowed on a need-4to-know basis only. Disclosure of return
information to other employvees of your department, agency, division or office, must meet needto-know criteria and he required for them to perfarm
their official duties

L]

Confidential information shall not be disdosed by a depatment employee to confirm information made public by another party or source which is part
ofany public record. 1999 AC 205 1003(3)
Penalty. Violating confidentiality laws is a felony, with penalties as described:

Agency Discipline
Absence of criminal prosecution does not prevent your agency from pursuing internal sanctions for unauthorized accessing, browsing, or disclosing
state or federal tax returns or tax retum information.

Michigan Penalties

MCL 206.28(13(f) provides that you may not willfully browse any Michigan tax return or information contained in a return. Browsing is defined as
examining a return or return information acquired without authorization and without a need to know the information to perform official duties. Violators
of §28(1)if) are guilty of a felony and subject to fines of $5,000 or imprisonment for five years, or both per the Michigan Revenue Act, 1941 PA 122,
MCL 205.28(2). State employees will be discharged from state service upon conviction.

Any person who violates any other provision of the Revenue Act, 1941 PA 122, MCL 2051, et seq., or any statute administered under the Revenue Act,
will be guilty of a misdemeanor and fined $1,000 or imprisonment for one year, or both, MCL 205 27(4)

Federal Penalties
If you willfully disclose federal tax returns or tax return information to a third party, vou are guilty of a felony with a fine of $5,000 or imprisonment for
five years, or both, plus prosecution costs according to the Internal Revenue Code {(IRC) §7213, 26 USC 7213

In addition, inspecting, browsing or looking at a federal tax return or tax return information without authorization is a felony violation of IRC §72134, 25
USC 72134, subjecting the violator to a $1,000 fine or imprisonment for one year, or both, plus prosecution costs. Taxpayers affected by
violations of §7213A must be notified by the government and may bring a civil action against the federal government and the violator within two years of
the violation. il damages are the greater of $1,000 or actual damages incurred by the taxpayer, plus the costs associated with bringing the action,
26 U3C 7431

CERTIFICATION

| acknowledge that | have read this Agreement, which is intended to help me understand applicable Michigan and Federal law related to the
protection of confidential information. | understand that failure to comply with applicable law, including the laws referenced in this Agreement, may
subject aviolator to criminal and civil penalties

Prirt name of person signing this agreement Signature of person named above Date signed
WITNESS
Prirt name of witness Signature of withess Date signed

10




Attachment D

NOTICE _TO STATE AGENCY EMPLOYEES AND AUTHORIZED
REPRESENTATIVES
As an Authorized Employee who has been granted access to Michigan Depa

penalties of a fine up to $5,000.00 or i
violators will also be discharged from
Violations of the law include an i psure of a tax return, or tax return
information, or audit selection, or proce sing confidential information
without a business need to know. Br ng at tax returns or tax return
information of yourself, sp [ hends, #Eighbors, co-workers, or celebrities
that have not been assi i
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