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Purpose 
This document is intended to articulate general guidance in response to the significant recent interest in artificial 
intelligence, generative artificial intelligence, and the like, as well as serving as a central resource directing readers to 
existing related sources and points of contact.  The guidelines are not policies or standards and do not supersede existing 
polices, standards, and procedures that are currently in place.  Readers should consider this document as a “conversation 
starter” through which meaningful discussions can occur, and next steps established, with the appropriate DTMB Agency 
Services general manager (GM). 

Introduction 
While artificial intelligence (AI) tools are not new, they have evolved significantly over time.  Combined with various 
cloud capabilities and exponential computing power, AI is entering our work in various capacities across a wide range of 
industries, including federal, state, and local government. This continuous growth offers an array of opportunities for 
State of Michigan agencies to improve existing digital services for Michigan residents and offer new products, solutions, 
services, and programs. AI’s powerful capabilities introduce significant responsibilities to the agency business owner and 
the end user of the tool or service. 

The purpose of these guidelines is to introduce responsibilities, strive for ensuring the ethical use of AI capabilities, 
provide instruction on data usage considerations, align with existing policies and standards, and assist in preparing 
agencies to explore the use of AI.  These guidelines are not intended to describe the process to procure or implement an 
AI tool.   

The use of generative-AI tools, such as ChatGPT, Microsoft CoPilot, Gemini, and Bedrock, are already governed by 
existing State of Michigan (SOM) policies, standards, and procedures. As a foundational consideration when assessing an 
AI tool, any external tool used for storing, analyzing, or processing SOM proprietary data must receive an Authority to 
Operate (ATO) via the Michigan Security Accreditation Process (MiSAP).  Additionally, any software product or 
subscription service being purchased by an agency must follow the procurement processes and applicable policies and 
standards for purchasing. 

Preparations and Due Diligence - Data Classification 
When any new/emerging technology is under consideration, appropriate due diligence, planning, and research are 
necessary to understand the risks, dependencies, and impacts to the customer experience for all stakeholders.  For AI 
tools, the data being used should be one of the main focuses of the research and planning phases.  The implementation 
of new services leveraging AI tools and capabilities must evaluate the data classification and adhere to existing data-
related policies and standards.  

To begin, review the State of Michigan’s Data Classification Standard. Derived from the  Federal Information Processing 
Standards (FIPS) Publication 199, this standard defines the benefits of data classification and the related roles and 
responsibilities for agencies and their staff. Business owners must comprehend the data classification of specific AI use 
cases that are being assessed with the understanding that AI-generated content that consumes SOM data as source data 
is thereby considered SOM data and must comply with policy, standards, and protections with alignment to FIPS 199 and 
Data Classification Standard. 

When considering data classification when planning to use AI’s large language model (LLM) processing, Figure 1.0 below 
breaks down the two types of prompted data techniques and provides helpful guidance for data assessment. 

https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.199.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.199.pdf
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Figure 1.0 

Any new AI tool being assessed for inclusion in the State of Michigan’s IT environment must be done so with the 
understanding that the data will be classified as part of the MiSAP in order to be granted the ATO.  Figure 2.0 shows the 
data classification method as outlined in Data Classification Standard.   

Data 
Classification 

Level 
Description Examples* Public Tool or Private 

Tool Usage 

Public Public data is information that has been 
explicitly approved for distribution to the 
public and can be disclosed to anyone 
without violating an individual’s right to 

Agency Public Website 
Brochures 
News Releases 

Public Tool 

IP'ubHc ·10011 

"'!Public A tool are design.eel to be us d in ·th · open dom ii'i by multiiple tenants in 
shared em•i run ent. These users c.an be ,consumers., emp~oyees will'hi 11 corporations. 
,oc busiine~$e5 m1;1re birQiidlv."' 1 

Data dassificationfor public Al tools 
,. •· Publi t tools ike 8i11£ Cnil , Ch.atGPT, and Gemini U$e any 

nter d data to train th r mod Is and beco , p of the 
public domain. Only us d t cl SSlfied publ ic nd enS\IJ 

that data is alrf!adv publi~hed . 

I 

Priv,ate 'l'oo,I 

.uPr ivate Al tools .are de:siglllied to be used by a :specific ent ity. IThe'Sie user!> a rel typical ly 
an enterprise t h;n w.i nt:s tQ ex cute its A $t r.iiteg'( while also maintaining c1;1ntroll and 
custody over it$ data," 1 

Data, classification for private Al tools 
Private tools like OpenAI, Lumiere, and CoPilot are only private when 
tn r,y ar <:ontratted, prooured, and C(:lfll sur d to er, II n r d 
d t r, str,lct d ror SO u . h m11nt ver fied by ublnlt Ing n 
Al u e Ca;s to th Al Core ream lbefor pro ding. If SOM data is 
not being used to tirain the tool/model. then it may be permissible to 
use data classified as public:, internal, and possibly confidential. 



 

5 
 

Data 
Classification 

Level 
Description Examples* Public Tool or Private 

Tool Usage 

privacy or causing any potential harm. Public 
data is not sensitive in context or content 
and does not require special protection. If 
disclosed or compromised, it will not expose 
the SOM to financial loss or embarrassment, 
compromise a competitive advantage, or 
jeopardize the security information. 

Publicly Available Financial 
Reports 

Executive Budgets 
Non-Exempt FOIA Documents 

Internal Internal data is information that is not 
sensitive to disclosure within the Agency. By 
default, data created, updated, or stored by 
the Agency is considered to be Internal 
information intended for use by Agency 
employees and authorized non-Agency 
employees, although it may be accessed by 
trusted partners covered by a non-disclosure 
agreement. This information shall be shared 
internally to further internal operations, 
lower costs, prevent duplication, and 
otherwise enhance the condition or 
operation of Agency systems. 

Agency Policies and 
Procedures 

Customer Information 
Driver History Records 
Internal Announcements and 

Communications 
Internal Phone Directories 

and Organizational Charts 
Network Diagrams 
Non-sensitive Operational 

Reports 
 

Private Tool 

Confidential Confidential data is sensitive information 
wherein unauthorized disclosure could 
cause serious financial, legal, or reputational 
damage to an Agency or the SOM. 
Confidential data may include personal 
identifying information (PII) or confidential 
non-public information that relates to an 
Agency’s business. Confidential data should 
only be made available to authorized 
personnel on a need-to-know basis and 
should require a signed non-disclosure 
agreement. 

Social Security Numbers 
Credit Card Numbers 
Civil Investigative Data 
Criminal History Data 
Confidential Business 

Information 
Financial Statements 
Health and Medical Records 
Configuration and 

Architecture of the SOM 
Internal Network 

 

Private Tool 

Restricted Restricted data is information that is 
extremely sensitive, and any disclosure or 
corruption could be hazardous to life or 
health, cause extreme damage to integrity 
or image, and/or impair the effective 
delivery of services. Extreme damage 
includes loss of life, risks to public safety, 
substantial financial loss, social hardship, 
and major economic impact. Restricted data 
can be made available to named individuals 
or specific positions on a need-to-know 
basis. 

Sensitive Law Enforcement 
Data 

Investigative Records and 
Communications Systems 

Disaster Recovery and 
Business Continuity Plans 

Protected Critical 
Infrastructure Information 

Too risky for use with 
an AI tool 

 

Figure 2.0 
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*Examples listed in Figure 2.0 do not represent an exhaustive list. 

MiSAP offers a Data Classification and Security Categorization training course that details the fundamentals of data 
classification and system security categorization.  A summary of the course specifics is shown below in Figure 3.0. 

Data Classification and Security Categorization  
Duration Target Audience Prerequisites Description 

90 
minutes  

Personnel involved with 
information data classification 
and system security 
categorization 

None 

Learn about the fundamentals of Data 
Classification and system Security Categorization. 
Discover the provisional impact categorization for 
standard data types as defined in NIST 800-60 Vol 
II. You will see how Keylight is used to record 
classification information, including how to fill out 
the Excel Data Classification Template.   

 

Figure 3.0 

Research, Planning, and Due Diligence - Acceptable Use 
The business owner and end users must refrain from using test or pilot AI tools as part of research and evaluation, 
including trial or free versions of products, as these actions violate technical standard Acceptable Use of Information 
Technology.  As part of due diligence, review 1340.00.130.02 Acceptable Use of Information Technology and the related 
Information Technology Information Security policy. 

Guidance, Do’s and Don’ts of AI Tool Usage 
General 

• Information presented to openly available AI tools may enter the public domain. 
• All data used in openly available AI systems must comply with applicable data standards. No internal, confidential, 

or restricted data should be used. 
• Any AI-generated content can be prone to errors or biases causing inaccuracies and low-quality results. As a 

result, the business owner and end users must exercise caution when relying on generated content and are 
responsible to review and edit responses for accuracy before using the content, which is referred to as human-in-
the-loop (HITL). Maintaining human oversight of these systems is important to mitigation of potential risks. 

• It is important to remember the outputs of AI tools are the result of input by users. The tool’s end users are 
accountable for the outputs and for what is shared. 

•  AI systems should be designed and deployed to benefit all segments of society, considering the needs of 
disadvantaged or underrepresented communities. Equitable access to generative AI tools and resources should be 
prioritized. AI systems should be designed to treat all individuals fairly, without discrimination based on age, 
gender, race, ethnicity, religion, disability, or other protected characteristics.  See Elliott-Larsons Civil Rights Act, 
Public Act 453 of 1976, public-act-453-of-1976-elliott-larsen.pdf (michigan.gov). 

• Generative AI is not a tool that should be used for decision making; however, it can be used to create material, to 
test decision makers, to help support learning, and to provide candidate text or images for the human to use 
[Gartner] 

Do’s of AI Tool Usage 
• Business owners and end users should only use AI-generated content in which they are considered a subject 

matter expert and are knowledgeable regarding source data. 

https://www.michigan.gov/-/media/Project/Websites/mdcr/public-act-453-of-1976-elliott-larsen.pdf?rev=c15451b0a9f943d78ae818259a38c8dc
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• Data or content that is generated by a GPT, or any AI functions, must have quality assurance performed by a 
subject matter expert (i.e. HITL) to ensure properly cited references and validity of the created content. 

• Generative AI, generative pretrained transformer, and assistive AI are all examples of terms used to describe AI 
that leverages LLM to create new content based on human or machine interaction with those models. These 
models and content must have the same quality assurance checks as described in the previous bullet. 

• AI tools must be used, developed, trained, and deployed in a manner that adheres to ethical principles, including 
transparency, fairness, accountability, and respect for human rights. Bias and discrimination must be actively 
mitigated. When using generative AI tools, all outputs must be reviewed by HITL methods to eliminate potentially 
biased and/or discriminatory information.   

• AI tools must be designed to treat all individuals fairly, without discrimination based on age, gender, race, 
ethnicity, religion, disability, or other protected characteristics. 

• Automated systems, such as conversational AI and chatbots, must always disclose to end users that they are 
interacting with an AI tool. 

Don’ts of AI Tool Usage 

• Internal, confidential and restricted data must not be used in publicly available generative AI tools or any 
unauthorized platforms. Restricted data must not be used in private generative AI tools or any unauthorized 
platforms. See Michigan Compiled Laws 445.63(q).  See Acceptable Use of Information Technology Standard. 

• AI must not be used for malicious activities, including but not limited to, creating or distributing deepfakes, 
generating false content, launching phishing campaigns, hacking computers and mobile devices, etc. 

• The information you provide to a public AI chatbot will be retained and used for future responses. Do not provide 
a publicly available AI chatbot with sensitive information, such as proprietary business information (information 
created by the organization), material nonpublic information (MNPI) (organizational information not released to 
the public), or personal information (information that can identify an individual). See Michigan Compiled Laws 
445.63(q).  If you were to provide it, that sensitive information would become part of the AI chatbot’s pool of 
data.  This data would then be used for future query responses, which could give people outside our organization 
access to the organizational or personal information you provided. (April 2024, Security Awareness Training – Course Name: 
AI Chatbots: Understanding Their Use, Risks, and Limitations in the Workplace) 

 

DTMB’s Core Artificial Intelligence Use Cases 
DTMB started diligently planning for the adoption of AI and defining a comprehensive strategy in the Fall of 2023. As part 
of the initial strategy, DTMB has identified and is focusing significant efforts around supporting the following AI use cases, 
working collaboratively with agencies: 

 
1. Chatbot and natural language processing 
2. Code generation and modernization 
3. Computer visioning and video processing 
4. Predictive analytics 
5. Document processing 

 

 

  

https://legislature.mi.gov/Laws/MCL?objectName=MCL-445-63
https://legislature.mi.gov/Laws/MCL?objectName=MCL-445-63
https://legislature.mi.gov/Laws/MCL?objectName=MCL-445-63
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References – Related Policies and Standards & Guidelines 
Administrative Policy 900.01 - Data Classification 

Policies 

1305.00 - Enterprise Information Technology (IT) Policy 

1340.00 - Information Technology Information Security 

1345.00 - Enterprise Information Technology Infrastructure 

Technical Standards 

1340.00.130.02 – Acceptable Use of Information Technology Standard 

1340.00.150.01 - Risk Assessment Standard 

1340.00.150.02 – Data Classification Standard 

1345.00.40 - Microsoft 365 Configuration Standard 

Technical Procedures 
1340.00.150.02.01 - Agency Information System Owner Data Classification Declaration 
Procedure 

Guides 

Mi Modern Workplace – Data Classification Toolbar – Label Descriptions 

Mi Modern Workplace – Data Classification Toolbar - Predefined Sensitivity Patterns for 
Autoclassification 

Other Links 

DTMB Agency Services  page 

website 

Michigan Security Accreditation Process (MiSAP) 

Michigan Compiled Laws 445.63(q) 

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial 
Intelligence 

 

  

https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Admin-Guide/1300/POLICY-1305-Enterprise-Information-Technology-Policy.pdf?rev=8e60a69e01d44fd3a170dfb804f7f74c&hash=5F9782A3F93BFF9F36547D5293CD670C
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Admin-Guide/1300/POLICY-1340-Information-Technology-Information-Security.pdf
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/Admin-Guide/1300/POLICY-1305-Enterprise-Information-Technology-Policy.pdf?rev=8e60a69e01d44fd3a170dfb804f7f74c&hash=5F9782A3F93BFF9F36547D5293CD670C
https://www.michigan.gov/dtmb/-/media/Project/Websites/dtmb/Law-and-Policies/IT-Policy/13400013002-Acceptable-Use-of-Information-Technology-Standard.pdf?rev=5de88d9c86dc41a08986b528b9430e47&hash=2E13E0257D605F72FF8A6980F05423D6
https://legislature.mi.gov/Laws/MCL?objectName=MCL-445-63
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
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Terms and Definitions 
Term Acronym Definition 

Artificial Intelligence AI 

AI applies advanced analysis and logic-based techniques, such as machine 
learning, deep learning, regression analysis, and prescriptive analytics, to 
identify and predict patterns, self-learn, and make and execute decisions. AI 
augments human decision making or automates routine and nonroutine 
tasks. [ Gartner ] 

Bedrock - 

Bedrock, aka AWS Bedrock, is a machine learning platform used to 
build generative AI applications on the Amazon Web Services cloud 
computing platform. Bedrock uses foundation models to simplify the 
creation of these apps and make the process more efficient. [TechTarget] 

Microsoft Co-Pilot - 
Microsoft Copilot is a generative artificial intelligence chatbot developed by 
Microsoft. Based on a large language model, it was launched in February 
2023. It is Microsoft's primary replacement for the discontinued Cortana. 

Chat Generative Pre-
Trained Transformer  GPT 

ChatGPT is a chatbot developed by OpenAI and launched Nov. 30, 2022. 
Based on a large language model, it enables users to refine and steer a 
conversation towards a desired length, format, style, level of detail, and 
language. 

Gemini (formerly Bard) - A generative AI chatbot developed by Google. 

Generative Artificial 
Intelligence GenAI 

Generative AI refers to AI techniques that learn a representation of artifacts 
from data and use it to generate brand-new, unique artifacts that resemble, 
but don’t repeat, the original data. These artifacts can serve benign or 
nefarious purposes. Generative AI can produce totally novel content 
(including text, images, video, audio, structures), computer code, synthetic 
data, workflows, and models of physical objects. Generative AI also can be 
used in art, drug discovery, or material design. 

Human-in-the-loop HITL 

The term human-in-the-loop generally refers to the need for human 
interaction, intervention, and judgment to control or change the outcome of 
a process. It is a practice that is being increasingly emphasized in machine 
learning, generative AI, and the like. 

Large Language Models LLM 
A large language model is a specialized type of AI that has been trained on 
vast amounts of text to understand existing content and generate original 
content. [ Gartner ] 

Machine Learning ML Machine learning is an AI discipline that solves business problems by using 
statistical models to extract knowledge and patterns from data. [ Gartner ] 

Natural Language 
Processing NLP 

Natural language processing enables an intuitive form of communication 
between humans and systems. NLP includes computational linguistic 
techniques aimed at parsing, interpreting, and sometimes generating 
human language. NLP techniques deal with the pragmatics (contextual),SO  
semantics (meanings), grammatical (syntax), and lexical (words) aspects of 
languages. The phonetic part is often left to speech-processing technologies 
that are essentially signal-processing systems. [Gartner ] 
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