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CONTRACT SUMMARY

Item Bank System License & Services

EXPIRATION DATE

INITIAL EFFECTIVE DATE INITIAL EXPIRATION DATE INITIAL AVAILABLE OPTIONS BEFORE
June 21, 2013 June 29, 2019 4 - 12 Months September 30, 2025
PAYMENT TERMS DELIVERY TIMEFRAME
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
[] P-Card [] Direct Voucher (PRC) [] Other []Yes No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE
24 Months ] September 30, 2027
CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE
$13,255,501.00 $310,000.00 $13,565,501.00
DESCRIPTION

Effective 7/10/2025, the State exercises two option years; the new expiration date for the Contract is
09/30/2027. The State adds $155,000.00, per year, in funding to support hosting costs for the option
years, for a total of $310,000.00 in funds. Additionally, the rate card pricing is being updated, per the
attached document.

All other terms, conditions, specifications, and pricing remain the same. Per Contractor and Agency
agreement, and DTMB Procurement.




CHANGE NOTICE NO. 9 TO CONTRACT NO. MA071B3200099C

Program Managers
for
Multi-Agency and Statewide Contracts

AGENCY NAME PHONE EMAIL
MDE Andrew Middlestead 517-241-2694 middlesteada@michigan.gov
DTMB Kimberly Crawford 517-243-1483 crawfordk5@michigan.gov




Meas Inc. 2 Option year renewal.
Pricing as seen below:

Oct 1, 2025
Staffing Category -

Sep 30, 2027
Vice President, Information Technology $0
Project Manager $115
Advisory Project Manager $100
Director of Network Operations $120
Senior Application Developer $115
Application Developer $100
Business Analyst $100
Quality Assurance Analyst $100
Enterprise Architect $125
Senior Technical Writ $90
Call Center Staff $75
Database Administrator $115
Network Operations Staff $115

Hosting Fees

$155,000 per year




STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
320 S. WALNUT ST., LANSING, MICHIGAN 48933
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 8

to
Contract Number 07183200099

MEASUREMENT INCORPORATED Various MDE

423 Morris Street
Durham, NC 27701

Jarrod Barron DTMB

(517) 249-0406
barronjl@michigan.gov

Henry Scherich
919-683-2413

JOLOVULNOD

hscherich@measinc.com
CV0059755

CONTRACT SUMMARY
\ITEM BANK SYSTEM LICENSE & SERVICES

June 21, 2013 June 29, 2019 4 -1 Year June 20, 2023

%‘I

O P-Card O PRC O Other O Yes No

J

DESCRIPTION OF CHANGE NOTICE

| OPTION  LENGTHOFOPTION ~  EXTENSION = LENGTHOFEXTENSION ~  REVISED EXP.DATE
| CURRENTVALUE | VALUEOFCHANGENOTICE | ESTIMATED AGGREGATE CONTRACTVALUE

Effective 7/20/2022, the parties extend this Contract to 9/30/2025 with additional options through 9/30/2033 and hereby revise
the Contract provisions as detailed in the attached documentation. All other terms, conditions, specifications, and pricing remain

the same. Per contractor, agency, and DTMB Procurement agreement and State Administrative Board approval on 12/7/2021.

Internal State Note: $4,694,499.99 remaining Ad Board funds after this contract change notice.



CHANGE NOTICE NO. 8 TO CONTRACT NO. 071B3200099

Program Managers
for
Multi-Agency and Statewide Contracts

MDE  Andrew Middlestead ~~ 517-241-2694 mlddlesteada@mlchlgan gov
DTMB Kimberly Crawford 517-243-1483 crawfordk5@michigan.gov




The following changes are made to the Contract:

The following terms will be added to Contract Definitions:

“Process” means to perform any operation or set of operations on any data, information, material, work, expression
or other content, including to (a) collect, receive, input, upload, download, record, reproduce, store, organize,
combine, log, catalog, cross-reference, manage, maintain, copy, adapt, alter, translate or make other improvements
or derivative works, (b) process, retrieve, output, consult, use, disseminate, transmit, submit, post, transfer, disclose
or otherwise provide or make available, or (c) block, erase or destroy. “Processing” and “Processed’ have
correlative meanings.

“State Data” has the meaning set forth in section 2.092

“User Data” means all data, information and other content of any type and in any format, medium or form, whether
audio, visual, digital, screen, GUI or other, that is input, uploaded to, placed into or collected, stored, Processed,
generated or output by any device, system or network by or on behalf of the State, including any and all works,
inventions, data, analyses and other information and materials resulting from any use of the Software by or on behalf
of the State under this Contract, except that User Data does not include the Software or data, information or content,
including any GUI, audio, visual or digital or other display or output, that is generated automatically upon executing
the Software without additional user input without the inclusion of user derived Information or additional user input.

Section 2.001 CONTRACT TERM, will be deleted in its entirety and replaced with:
2.001 CONTRACT TERM

Effective July 1, 2022 (“Effective Date”), the Contract is hereby extended to September 30, 2025. All outstanding
Statement of Works must also expire upon the termination for any of the reasons listed in Section 2.150 of the
Contract, unless otherwise extended under the Contract. Absent an early termination for any reason, Statement of
Works issued but not expired, by the end of the Contract’s stated term, shall remain in effect for the balance of the
fiscal year for which they were issued.

Section 2.002 OPTIONS TO RENEW, will be deleted in its entirety and replaced with:
2.002 OPTIONS TO RENEW

After September 30, 2025, the State may exercise options to renew this Contract in writing prior to expiration. Unless
Contractor notifies the State 180 days prior to expiration, the State may renew the Contract in one-year increments at
a time. The State may renew the Contract for more than one year, if mutually agreed upon by both parties. The
Contract will have options to renew through September 30, 2033.

Section 2.021 ISSUING OFFICE, will be deleted in its entirety and replaced with:
2.021 ISSUING OFFICE

This Contract is issued by the State through DTMB and with the assistance of MDE. DTMB-Procurement is the sole
point of contact in the State with regard to all procurement and contractual matters relating to the Contract. The
DTMB-Procurement Contract Administrator for this Contract is:

Jarrod Barron

525 W. Allegan, 15t Floor
Lansing, Ml 48913
Barronj1@michigan.gov
517-249-0406

Section 2.022 CONTRACT COMPLIANCE INSPECTOR, will be deleted in its entirety
Section 2.023 PROJECT MANAGER, will be deleted in its entirety
Section 2.044 INVOICING AND PAYMENT - IN GENERAL will be deleted in its entirety and replaced with:

2.044 INVOICING AND PAYMENT — IN GENERAL


mailto:Barronj1@michigan.gov

(a) Invoices must conform to the requirements communicated from time-to-time by the State. All undisputed
amounts are payable within 45 days of the State’s receipt. Contractor may only charge for Services and
Deliverables provided as specified in Statement(s) of Work. Invoices must include an itemized statement of all
charges.

(b) The State has the right to withhold payment of any disputed amounts until the parties agree as to the validity
of the disputed amount. The State will notify Contractor of any dispute within a reasonable time. Payment by the
State will not constitute a waiver of any rights as to Contractor’s continuing obligations, including claims for
deficiencies or substandard Services and Deliverables. Contractor’s acceptance of final payment by the State
constitutes a waiver of all claims by Contractor against the State for payment under this Contract, other than
those claims previously filed in writing on a timely basis and still disputed.

(c) The State will only disburse payments under this Contract through Electronic Funds Transfer (EFT).
Contractor must register with the State at http://www.michigan.gov/SIGMAVSS to receive electronic fund
transfer payments. If Contractor does not register, the State is not liable for failure to provide payment.

(d) Right of Setoff. Without prejudice to any other right or remedy it may have, the State reserves the right to
set off at any time any amount then due and owing to it by Contractor against any amount payable by the State
to Contractor under this Contract.

(e) Taxes. The State is exempt from State sales tax for direct purchases and may be exempt from federal
excise tax, if Services or Deliverables purchased under this Contract are for the State’s exclusive use.
Notwithstanding the foregoing, all Fees are exclusive of taxes, and Contractor is responsible for all sales, use
and excise taxes, and any other similar taxes, duties and charges of any kind imposed by any federal, state, or
local governmental entity on any amounts payable by the State under this Contract.

(f) Pricing/Fee Changes. All Pricing set forth in this Contract will not be increased, except as otherwise
expressly provided in this Section.

(i) The Fees will not be increased at any time except for the addition of additional licenses, the fees for
which licenses will also remain firm in accordance with the Pricing set forth in Schedule B - Pricing.

(i) Excluding federal government charges and terms. Contractor warrants and agrees that each of the
Fees, economic or product terms or warranties granted pursuant to this Contract are comparable to or
better than the equivalent fees, economic or product term or warranty being offered to any commercial or
government customer of Contractor. If Contractor enters into any arrangements with another customer of
Contractor to provide the products or services, available under this Contract, under more favorable prices,
as the prices may be indicated on Contractor’s current U.S. and International price list or comparable
document, then this Contract will be deemed amended as of the date of such other arrangements to
incorporate those more favorable prices, and Contractor will immediately notify the State of such Fee and
formally memorialize the new pricing in a Change Notice.

Sections 2.048 ELECTRONIC PAYMENT REQUIREMENT, 2.050 Taxes, 2.051 EMPLOYMENT TAXES, and 2.052
SALES AND USE TAXES will be deleted in their entirety

Section (I) 2.090 Security

Section 2.092 SECURITY BREACH NOTIFICATION will be deleted in its entirety and replaced with:

2.092 State Data.

(a) Ownership. The State’s data (“State Data”), which will be treated by Contractor as Confidential
Information, includes:

(i) User Data; and


http://www.michigan.gov/SIGMAVSS

(i) any other data collected, used, Processed, stored, or generated in connection with the Services,
including but not limited to:

(a) personally identifiable information (“PII”) collected, used, Processed, stored, or generated
as the result of the Services, including, without limitation, any information that identifies an individual,
such as an individual’'s social security number or other government-issued identification number,
date of birth, address, telephone number, biometric data, mother's maiden name, email address,
credit card information, or an individual’'s name in combination with any other of the elements here
listed; and

(b) protected health information (“PHI”) collected, used, Processed, stored, or generated as
the result of the Services, which is defined under the Health Insurance Portability and Accountability
Act (“HIPAA”) and its related rules and regulations.

(b) State Data is and will remain the sole and exclusive property of the State and all right, title, and interest in
the same is reserved by the State.

(c) Contractor Use of State Data. Contractor is provided a limited license to State Data for the sole and
exclusive purpose of providing the Services, including a license to collect, process, store, generate, and display
State Data only to the extent necessary in the provision of the Services. Contractor must:

(i) keep and maintain State Data in strict confidence, using such degree of care as is appropriate and
consistent with its obligations as further described in this Contract and applicable law to avoid
unauthorized access, use, disclosure, or loss;

(i) use and disclose State Data solely and exclusively for the purpose of providing the Services, such
use and disclosure being in accordance with this Contract, any applicable Statement of Work, and
applicable law;

(iii) keep and maintain State Data in the continental United States and

(iv) not use, sell, rent, transfer, distribute, commercially exploit, or otherwise disclose or make available
State Data for Contractor’s own purposes or for the benefit of anyone other than the State without the
State’s prior written consent. Contractor’s misuse of State Data may violate state or federal laws, including
but not limited to MCL 752.795.

(d) Discovery. Contractor will immediately notify the State upon receipt of any requests which in any way might
reasonably require access to State Data or the State’s use of the Software and Hosted Services, if applicable.
Contractor will notify the State Program Managers or their designees by the fastest means available and also in
writing. In no event will Contract provide such notification more than twenty-four (24) hours after Contractor
receives the request. Contractor will not respond to subpoenas, service of process, FOIA requests, and other
legal requests related to the State without first notifying the State and obtaining the State’s prior approval of
Contractor’s proposed responses. Contractor agrees to provide its completed responses to the State with
adequate time for State review, revision and approval.

(e) Loss or Compromise of Data. In the event of any act, error or omission, negligence, misconduct, or breach
on the part of Contractor that compromises or is suspected to compromise the security, confidentiality, integrity,
or availability of State Data or the physical, technical, administrative, or organizational safeguards put in place by
Contractor that relate to the protection of the security, confidentiality, or integrity of State Data, Contractor must,
as applicable:

(i) notify the State as soon as practicable but no later than twenty-four (24) hours of becoming aware of
such occurrence;



(i) cooperate with the State in investigating the occurrence, including making available all relevant
records, logs, files, data reporting, and other materials required to comply with applicable law or as
otherwise required by the State;

(iii) in the case of PIl or PHI, at the State’s sole election:

(a) with approval and assistance from the State, notify the affected individuals who comprise
the PII or PHI as soon as practicable but no later than is required to comply with applicable law, or,
in the absence of any legally required notification period, within five (5) calendar days of the
occurrence; or

(b) reimburse the State for any costs in notifying the affected individuals;

(iv) in the case of PII, provide third-party credit and identity monitoring services to each of the affected
individuals who comprise the Pl for the period required to comply with applicable law, or, in the absence of
any legally required monitoring services, for no less than twenty-four (24) months following the date of
notification to such individuals;

(v) perform or take any other actions required to comply with applicable law as a result of the occurrence;

(vi) pay for any costs associated with the occurrence, including but not limited to any costs incurred by
the State in investigating and resolving the occurrence, including reasonable attorney’s fees associated
with such investigation and resolution;

(vii) without limiting Contractor’s obligations of indemnification as further described in this Contract,
indemnify, defend, and hold harmless the State for any and all claims, including reasonable attorneys’
fees, costs, and incidental expenses, which may be suffered by, accrued against, charged to, or
recoverable from the State in connection with the occurrence;

(viii) be responsible for recreating lost State Data in the manner and on the schedule set by the State
without charge to the State; and

(ix) provide to the State a detailed plan within ten (10) calendar days of the occurrence describing the
measures Contractor will undertake to prevent a future occurrence. Notification to affected individuals, as
described above, must comply with applicable law, be written in plain language, not be tangentially used
for any solicitation purposes, and contain, at a minimum: name and contact information of Contractor’s
representative; a description of the nature of the loss; a list of the types of data involved; the known or
approximate date of the loss; how such loss may affect the affected individual; what steps Contractor has
taken to protect the affected individual; what steps the affected individual can take to protect himself or
herself; contact information for major credit card reporting agencies; and, information regarding the credit
and identity monitoring services to be provided by Contractor. The State will have the option to review and
approve any notification sent to affected individuals prior to its delivery. Notification to any other party,
including but not limited to public media outlets, must be reviewed and approved by the State in writing
prior to its dissemination.

(f) The parties agree that any damages relating to a breach of Section 2.092(e) are to be considered
direct damages and not consequential damages. Section Error! Reference source not found. survives
termination or expiration of this Contract.

The Following will be added to Section 2.121 WARRANTIES AND REPRESENTATIONS as subsection (0):

(o) Contractor is neither currently engaged in nor will engage in the boycott of a person based in or doing
business with a strategic partner as described in 22 USC 8601 to 8606.

Section 2.130 Insurance together with subsections 2.13.1 LIABILITY INSURANCE, 2.13.2 SUBCONTRACTOR
INSURANCE COVERAGE, and 2.13.3 CERTIFICATES OF INSURANCE will be deleted in its entirety and replaced



with Schedule C INSURANCE SCHEDULE and the terms and provisions contained therein which are hereby
incorporated by reference and made part of this Contract without difference.

2.170 Transition Responsibilities

2.171 CONTRACTOR TRANSITION RESPONSIBILITIES
Section 2.171(B) will be deleted in its entirety and replaced with:

B. If the contract is terminated for any reason other than for cause, the Transition Services will be provided on a time
and materials basis using the hourly rates in Schedule B - Pricing attached hereto.

Section 2.201 NONDISCRIMINATION will be deleted in its entirety and replaced with:

Section 2.201 NONDISCRIMINATION. Under the Elliott-Larsen Civil Rights Act, 1976 PA 453, MCL 37.2101, et
seq., the Persons with Disabilities Civil Rights Act, 1976 PA 220, MCL 37.1101, et seq., and Executive Directive
2019-09, Contractor and its subcontractors agree not to discriminate against an employee or applicant for
employment with respect to hire, tenure, terms, conditions, or privileges of employment, or a matter directly or
indirectly related to employment, because of race, color, religion, national origin, age, sex (as defined in Executive
Directive 2019-09), height, weight, marital status, partisan considerations, any mental or physical disability, or genetic
information that is unrelated to the person’s ability to perform the duties of a particular job or position. Breach of this
covenant is a material breach of the Contract

2.263 OWNERSHIP OF HOSTING ENVIRONMENT.

B) AS BETWEEN THE STATE AND CONTRACTOR, CONTRACTOR IS, AND WILL REMAIN, THE SOLE AND
EXCLUSIVE OWNER OF ALL RIGHT, TITLE AND INTEREST IN AND TO THE HOSTING ENVIRONMENT,
INCLUDING ALL INTELLECTUAL PROPERTY RIGHTS THEREIN.

Section 2.270 State Standards as well as 2.271 EXISTING TECHNOLOGY STANDARDS, 2.272 ACCEPTABLE
USE POLICY, and 2.274 ELECTRONIC RECEIPT PROCESSING STANDARD will be deleted in their entirety and
replaced with Schedule D- DATA SECURITY REQUIREMENTS and the terms and provisions contained therein
which are hereby incorporated by reference and made part of this Contract without difference.

Section 2.312- NO SURREPTITIOUS CODE WARRANTY is deleted in its entirety and replaced by the following:
B) 2.312 NO HARMFUL CODE WARRANTY

The Contractor represents and warrants that the Software does not contain and will contain any Harmful
Code as defined below.

“Harmful Code” means any software, hardware or other technologies, devices or means, the
purpose or effect of which is to: (a) permit unauthorized access to, or to destroy, disrupt, disable,
encrypt, modify, copy, or otherwise harm or impede in any manner, any (i) computer, software,
firmware, data, hardware, system or network, or (ii) any application or function of any of the
foregoing or the integrity, use or operation of any data Processed thereby; or (b) prevent the State
or any authorized user from accessing or using the Services as intended by this Contract, and
includes any virus, bug, trojan horse, worm, backdoor or other malicious computer code and any
time bomb or drop dead device.

Section 2.322 DELIVERY OF SOURCE CODE TO STATE will be deleted in its entirety and replaced with:

2.322 DELIVERY OF SOURCE CODE TO STATE

Contractor shall deliver the Source Code Package on a bi-annual basis to the DTMB. Notwithstanding the foregoing,
if the State requires delivery of the Source Code Package on a more frequent basis, or on a specified date, then,
upon written request of the State, Contractor shall deliver the Source Code Package to the DTMB on the date
specified in the State’s written request. The DTMB contact person for receiving the Source Code Package is listed
below:


https://www.michigan.gov/whitmer/0,9309,7-387-90499_90704-486781--,00.html
https://www.michigan.gov/whitmer/0,9309,7-387-90499_90704-486781--,00.html

The following is added as a new Section F) 2.316 (Accessibility Requirements).

The State is required to comply with the Americans with Disabilities Act of 1990 (ADA) and has adopted a formal
policy regarding accessibility requirements for websites and software applications. Contractor’s developed Software
and existing Background Technology must comply, where relevant, with level AA of the World Wide Web Consortium
(W3C) Web Content Accessibility Guidelines (WCAG) 2.0. Contractor must remediate all issues identified from any
assessment of accessibility pursuant to plans and timelines that are approved in writing by the State in a Contract
Change Notice.

The following is added as a new Section J) 2.029a (Change of Control).

Change of Control. Contractor will notify the State, within 30 days of any public announcement or otherwise once legally
permitted to do so, of a change in Contractor’s organizational structure or ownership. For purposes of this Contract, a
change in control means any of the following:

a sale of more than 50% of Contractor’s stock;

a sale of substantially all of Contractor’s assets;

a change in a majority of Contractor’s board members;

consummation of a merger or consolidation of Contractor with any other entity;

a change in ownership through a transaction or series of transactions;

or the board (or the stockholders) approves a plan of complete liquidation.

A change of control does not include any consolidation or merger effected exclusively to change the domicile of
Contractor, or any transaction or series of transactions principally for bona fide equity financing purposes. In the
event of a change of control, Contractor must require the successor to assume this Contract and all of its obligations
under this Contract.
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The following Statement of Work replaces the original contract Article | Statement of Work in its entirety:

SCHEDULE A - STATEMENT OF WORK

1. PURPOSE
Contractor will continue to host, maintain, support, and enhance the State’s Iltem Bank System.

The State reserves the right to purchase any additional Services and Deliverables from the Contractor during the
duration of the Contract that are reasonably related to scope detailed herein.

2. IT ENVIRONMENT RESPONSIBILITIES

Definitions:

Facilities — Physical buildings containing Infrastructure and supporting services, including physical access
security, power connectivity and generators, HVAC systems, communications connectivity access and safety
systems such as fire suppression.

Infrastructure — Hardware, firmware, software, and networks, provided to develop, test, deliver, monitor,
manage, and support IT services which are not included under Platform and Application.

Platform — Computing server software components including operating system (OS), middleware (e.g., Java
runtime, .NET runtime, integration, etc.), database and other services to host applications.

Application — Software programs which provide functionality for end user and Contractor services.

Storage — Physical data storage devices, usually implemented using virtual partitioning, which store software
and data for IT system operations.

Backup — Storage and services that provide online and offline redundant copies of software and data.
Development - Process of creating, testing and maintaining software components.

Component Matrix | All contract components are
managed by Contractor. None are
managed by Subcontractors.

Facilities Eric Lewis

Infrastructure Eric Lewis

Platform Eric Lewis

Application Jose Biggers

Storage Eric Lewis

Backup Eric Lewis

Development Ryan Hutcherson

3. USERTYPE AND CAPACITY
Contractor’s Solution must be able to meet the expected number of concurrent Users shown below.

Number of Concurrent

Type of User Access Type Number of Users

Users
State Employee Admin 4 4
State Employee Read/Write 46 25
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Approved Third-party Read/Write 500 50

4. DATA RETENTION AND REMOVAL

Please see Appendix A.

5. END USER AND IT OPERATING ENVIRONMENT

Please see Appendix A.

6. SOFTWARE
Please see Appendix A.
Look and Feel Standards

All software items provided by the Contractor must adhere to the State of Michigan Application/Site standards which
can be found at https://www.michigan.gov/standards.

Mobile Responsiveness
If the software will be used on a mobile device, the Software must utilize responsive design practices to ensure the
application is accessible via a mobile device.

SOM IT Environment Access
Contractor must access State environments using one or more of the following methods:

e State provided VDI (Virtual Desktop Infrastructure) where compliant.
e State provided and managed workstation device.
e Contractor owned and managed workstation maintained to all State policies and standards.

e Contractor required interface with State systems which must be maintained in compliance with State policies
and standards as set forth in Schedule E — Data Security Requirements.

e  From locations within the United States and jurisdiction territories.

Contractor must identify any unique software requirements to full fill the terms of the Contract.

7. DOCUMENTATION

Contractor must continue to provide all user manuals, operating manuals, technical manuals and any other
instructions, specifications, documents or materials, in any form or media, that describe the functionality, installation,
testing, operation, use, maintenance, support, technical or other components, features or requirements of the
Software. Contractor must develop and submit for State approval complete, accurate, and timely Solution
documentation to support all users, and will update any discrepancies, or errors through the life of the contract. The
Contractor’s user documentation must provide detailed information about all software features and functionality,
enabling the State to resolve common questions and issues prior to initiating formal support requests.

1"
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8. CONTRACTOR PERSONNEL

Contractor Contract Administrator. Contractor resource who is responsible to(a) administer the terms of this
Contract, and (b) approve and execute any Change Notices under this Contract.

Contractor

Jose Biggers

423 Morris St. Durham NC 27701
919-683-2413
jbiggers@measinc.com

9. CONTRACTOR KEY PERSONNEL

Contractor will continue to provide the following key personnel:
e Project Manager — Jose Biggers

e Enterprise Architect — Ryan Hutcherson
¢  Quality Assurance Analyst — Irina McDonald and Dennis Moorhead

e Business Analyst — Carl Strauss

10. CONTRACTOR PERSONNEL REQUIREMENTS

Background Checks. Contractor must present certifications evidencing satisfactory Michigan State Police
Background checks, ICHAT (or North Carolina State Police equivalent), and drug tests for all staff identified for
assignment to this project. In addition, proposed Contractor personnel will be required to complete and submit an RI-
8 Fingerprint Card for the National Crime Information Center (NCIC) Finger Prints, if required by project. Contractor
will pay for all costs associated with ensuring their staff meets all requirements.

11. STATE RESOURCES/RESPONSIBILITIES

The State will continue to provide the following resources:

State Contract Administrator. The State Contract Administrator is the individual appointed by the State to (a)
administer the terms of this Contract, and (b) approve and execute any Change Notices under this Contract.

State Contract Administrator
Jarrod Barron

517-249-0406
Barronj1@michigan.gov

Program Managers. The DTMB and Agency Program Managers (or designee) will jointly approve all Deliverables
and day to day activities.

DTMB Program Manager
Kim Crawford
517-243-1483
crawfordk5@michigan.gov
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| Agency Program Manager
Eric Hewitt
517-335-8107
hewitte@michigan.gov

12. MEETINGS

Contractor will continue to facilitate meetings determined necessary by the parties to ensure ongoing support
success. The Contractor must attend meetings, at a location and time as identified by the state.

13. PROJECT CONTROL

Project Status Reporting:
For ongoing projects and Future Enhancements, Contractor will continue to provide identified State staff access to
the Contractor’s agile ticket tracking system which will provide the following:

e Backlog of tickets that currently do not have an assigned milestone

e Tickets in the current milestone, with start and completion dates

e Any future milestones as established by the State with expected start dates

e Historical records of tickets for work complete in past milestones

The Contractor is responsible for ensuring the information in all open tickets is accurate and adequately states to the
work to be performed. The Contractor is responsible for entering, modifying, and closing all work requests in the agile
ticket tracking system. The Contractor is responsible for notifying the Agency Program Manager of any status
changes for any open ticket. The Contractor with work with State staff to ensure all back logged work is reviewed on
a regular basis and all work requested is completed in a timely manner.

Hosting and Maintenance Reporting:
Contractor will provide to the following:
¢ Inventory Report: The Contractor will provide a semi-annual inventory report for all hardware and software
supplied by the Contractor, used to host and support the IBS System.
o Disaster Recovery Plan Test Report: The Contractor will provide an annual report detailing the execution
of the IBS System’s disaster recovery plan and testing of the Disaster Recovery Environment, including all
issues encountered, interruptions to service, and identified remediations.

14. PROJECT MANAGEMENT

The Contractor Project Manager will be responsible for maintaining a project schedule (or approved alternative)
identifying tasks, durations, forecasted dates and resources — both Contractor and State - required to meet the
timeframes as agreed to by both parties.

Changes to scope, schedule or cost must be addressed through a change request process with the State and the
Contractor to ensure understanding, agreement and approval of authorized parties to the change and clearly identify
the impact to the overall project.

SUITE Documentation

In managing its obligation to meet the above milestones and deliverables, the Contractor is required to utilize the
applicable State Unified Information Technology Environment (SUITE) methodologies, or an equivalent methodology
proposed by the State or Contractor.

SUITE’s primary goal is the delivery of on-time, on-budget, quality systems that meet customer expectations. SUITE
is based on industry best practices, including those identified in the Project Management Institute’s PMBoK and the
Capability Maturity Model Integration for Development. It was designed and implemented to standardize
methodologies, processes, procedures, training, and tools for project management and systems development lifecycle
management. It offers guidance for efficient, effective improvement across multiple process disciplines in the
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organization, improvements to best practices incorporated from earlier models, and a common, integrated vision of
improvement for all project and system related elements.

While applying the SUITE framework through its methodologies is required, SUITE was not designed to add layers of
complexity to project execution. There should be no additional costs from the Contractor, since it is expected that they
are already following industry best practices which are at least similar to those that form SUITE’s foundation.

SUITE’s companion templates are used to document project progress or deliverables. In some cases, Contractors
may have in place their own set of templates for similar use. Because SUITE can be tailored to fit specific projects,
project teams and State project managers may decide to use the Contractor’s provided templates, as long as they
demonstrate fulfillment of the SUITE methodologies.
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Pricing is updated as follows and this Schedule B is hereby incorporated by reference into the Contract, without
difference:

SCHEDULE B - PRICING

Summary of Change Notice Total Costs

Hosting, Maintenance and Support $472,500.00
Optional Additional Labor Services $8,200,000.00
Optional Third-Party License Fees $33,000.00

TOTAL $8,705,500.00

Hosting, Maintenance & Support

Dates Cost

July 1, 2022 — December 31, 2022 $67,500.00

January 1, 2023 — December 31, 2023 $135,000.00

January 1, 2024 — December 31, 2024 $135,000.00

January 1, 2025 — December 31, 2025 $135,000.00
TOTAL $472,500.00

Hourly Rates for Optional Labor Services

Effective Date | Oct 1, 2023 Oct 1, 2025
Staffing Category - - -

Sep 30, 2023 | Sep 30, 2025 Sep 30, 2027
Vice President, Information Technology $0 $0 $0
Project Manager $105 $110 $115
Advisory Project Manager $90 $95 $100
Director of Network Operations $110 $115 $120
Senior Application Developer $105 $110 $115
Application Developer $90 $95 $100
Business Analyst $90 $95 $100
Quality Assurance Analyst $90 $95 $100
Enterprise Architect $115 $120 $125
Senior Technical Writ $80 $85 $90
Call Center Staff $65 $70 $75
Database Administrator $105 $110 $115
Network Operations Staff $105 $110 $115

Table Notes:

1. Hourly rates are not-to-exceed rates for the duration of the Contract. “Estimated Hours” and “Extended Price” are non-binding.
The State will utilize the firm fixed fully loaded hourly rates detailed above for each staff that will be used as fixed rates for
responses to separate statements of work.

2. Contractor and the State agree that some future enhancements may be mutually beneficial, and the cost of the work would be
shared at a 65 (SOM)/35 (M) ratio. Certain costs that only benefit the State will be billed at 100%.

3. The State reserves the right to add money for additional future enhancements and services under this Contract as needed.

4. Call Center Staff rate includes call center manager and two call center representatives.

After September 30, 2027, the billing rates for each staff member will increase by $5 every two (2) years through
September 30, 2033. These rate increases will remain effective unless there is a material change in market
conditions. In such event, the parties agree to negotiate and mutually agree on revised rates, which shall become
effective upon agreement.

15



The Insurance Requirements set forth in Contract Section 2.130 Insurance are replaced as follows in this Schedule
C, which is hereby incorporated by reference into the Contract, without difference:

SCHEDULE C — INSURANCE SCHEDULE
Required Coverage.

1.1 Insurance Requirements. Contractor, at its sole expense, must maintain the insurance coverage
identified below. All required insurance must: (i) protect the State from claims that arise out of, are alleged to arise out
of, or otherwise result from Contractor's or subcontractor's performance; (ii) be primary and non-contributing to any
comparable liability insurance (including self-insurance) carried by the State; and (iii) be provided by a company with
an A.M. Best rating of "A-" or better, and a financial size of VIl or better.

Required Limits | Additional Requirements

Commercial General Liability Insurance

Policy must be endorsed to add “the State of
Michigan, its departments, divisions,

Minimal Limits:
$1,000,000 Each Occurrence

$1,000,000 Personal & Advertising Injury
$2,000,000 Products/Completed Operations
$2,000,000 General Aggregate Limit

agencies, offices, commissions, officers,
employees, and agents” as additional
insureds using endorsement CG 20 10 11 85,

or both CG 20 10 12 19 and CG 20 37 12 19.

Automobile Liability Insurance

If a motor vehicle is used in relation to the Contractor's performance, the Contractor must have
vehicle liability insurance on the motor vehicle for bodily injury and property damage as required by
law.

Workers' Compensation Insurance

Waiver of subrogation, except where waiver
is prohibited by law.

Minimal Limits:
Coverage according to applicable laws governing
work activities.

Employers Liability Insurance

Minimal Limits:

$500,000 Each Accident
$500,000 Each Employee by Disease
$500,000 Aggregate Disease.

Privacy and Security Liability (Cyber Liability) Insurance

Policy must cover information security and
privacy liability, privacy notification costs,
regulatory defense and penalties, and
website media content liability.

Minimal Limits:
$1,000,000 Each Occurrence
$1,000,000 Annual Aggregate

1.2 If any required policies provide claims-made coverage, the Contractor must: (i) provide coverage with a
retroactive date before the Effective Date of the Contract or the beginning of Contract Activities; (ii) maintain coverage
and provide evidence of coverage for at least three (3) years after completion of the Contract Activities; and (iii) if
coverage is cancelled or not renewed, and not replaced with another claims-made policy form with a retroactive date
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prior to the Effective Date of this Contract, Contractor must purchase extended reporting coverage for a minimum of
three (3) years after completion of work.

1.3 Contractor must: (i) provide insurance certificates to the Contract Administrator, containing the agreement
or delivery order number, at Contract formation and within twenty (20) calendar days of the expiration date of the
applicable policies; (ii) require that subcontractors maintain the required insurances contained in this Section; (iii)
notify the Contract Administrator within five (5) business days if any policy is cancelled; and (iv) waive all rights
against the State for damages covered by insurance. Failure to maintain the required insurance does not limit this
waiver.

1.4  This Section is not intended to and is not to be construed in any manner as waiving, restricting or limiting
the liability of either party for any obligations under this Contract (including any provisions hereof requiring Contractor
to indemnify, defend and hold harmless the State).
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This Schedule D is hereby incorporated by reference into the Contract without difference. Notwithstanding any other
provision of the Contract, if any provision of the Contract conflicts with the terms set forth in this Schedule D, the
terms set forth in this Schedule D will control.

SCHEDULE D - DATA SECURITY REQUIREMENTS

1. Definitions. For purposes of this Schedule, the following terms have the meanings set forth below. All initial
capitalized terms in this Schedule that are not defined in this Schedule shall have the respective meanings given to
them in the Contract.

“Contractor Security Officer” has the meaning set forth in Section 2 of this Schedule.

“FedRAMP” means the Federal Risk and Authorization Management Program, which is a federally approved risk
management program that provides a standardized approach for assessing and monitoring the security of cloud
products and services.

“FISMA” means The Federal Information Security Modernization Act of 2014 (Pub.L. No. 113-283 (Dec. 18, 2014.).

“Hosting Provider” means any Permitted Subcontractor that is providing any or all of the Hosted Services under this
Contract.

“NIST” means the National Institute of Standards and Technology.

“PCI” means the Payment Card Industry.

“PSP” or “PSPs” means the State’s IT Policies, Standards and Procedures.

“SSAE” means Statement on Standards for Attestation Engagements.

“Security Accreditation Process” has the meaning set forth in Section 6 of this Schedule

2. Security Officer. Contractor will appoint a Contractor employee to respond to the State’s inquiries regarding the
security of the Hosted Services who has sufficient knowledge of the security of the Hosted Services and the authority
to act on behalf of Contractor in matters pertaining thereto (“Contractor Security Officer”).

3. Contractor Responsibilities. Contractor is responsible for establishing and maintaining a data privacy and
information security program, including physical, technical, administrative, and organizational safeguards, that is
designed to:

(a) ensure the security and confidentiality of the State Data;

(b) protect against any anticipated threats or hazards to the security or integrity of the State Data;

(c) protect against unauthorized disclosure, access to, or use of the State Data;

(d) ensure the proper disposal of any State Data in Contractor’s or its subcontractor’s possession; and
(e) ensure that all Contractor Representatives comply with the foregoing.

The State has established Information Technology (IT) PSPs to protect IT resources under the authority outlined in
the overarching State 1305.00 Enterprise IT Policy. In no case will the safeguards of Contractor’s data privacy and
information security program be less stringent than the safeguards used by the State, and Contractor must at all
times comply with all applicable public and non-public State IT policies and standards, of which the publicly available
ones are at https://www.michigan.gov/dtmb/0,5552,7-358-82547 56579 56755---,00.html.
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This responsibility also extends to all service providers and subcontractors with access to State Data or an ability to
impact the contracted solution. Contractor responsibilities are determined from the PSPs based on the services
being provided to the State, the type of IT solution, and the applicable laws and regulations.

4. Acceptable Use Policy. To the extent that Contractor has access to the State’s IT environment, Contractor
must comply with the State’s Acceptable Use Policy, see
https://www.michigan.gov/documents/dtmb/1340.00.01_Acceptable_Use_of Information_Technology Standard_458
958 7.pdf. All Contractor Personnel will be required, in writing, to agree to the State’s Acceptable Use Policy before
accessing State systems. The State reserves the right to terminate Contractor’s and/or subcontractor(s) or any
Contractor Personnel’s access to State systems if the State determines a violation has occurred.

5. Protection of State’s Information. Throughout the Term and at all times in connection with its actual or
required performance of the Services, Contractor will:

51 If Hosted Services are provided by a Hosting Provider, ensure each Hosting Provider maintains
FedRAMP authorization for all Hosted Services environments throughout the Term, and in the event a Hosting
Provider is unable to maintain FedRAMP authorization, the State, at its sole discretion, may either a) require the
Contractor to move the Software and State Data to an alternative Hosting Provider selected and approved by the
State at Contractor’s sole cost and expense without any increase in Fees, or b) immediately terminate this
Contract for cause pursuant to Section 15.1 of the Contract;

5.2 for Hosted Services provided by the Contractor, maintain either a FedRAMP authorization or an
annual SSAE 18 SOC 2 Type Il audit based on State required NIST Special Publication 800-53 MOD Controls
using identified controls and minimum values as established in applicable State PSPs. Contractor must complete
its initial annual SSAE 18 SOC 2 Type Il certification within 24 months of the Effective Date of this Contract
Change Notice.

5.3 ensure that the Software and State Data is securely hosted, supported, administered, accessed,
and backed up in a data center(s) that resides in the continental United States, and minimally meets Uptime
Institute Tier 3 standards (www.uptimeinstitute.com), or its equivalent;

5.4 maintain and enforce an information security program including safety and physical and technical
security policies and procedures with respect to its Processing of the State Data that complies with the
requirements of the State’s data security policies as set forth in this Contract, and must, at a minimum, remain
compliant with FISMA and NIST Special Publication 800-53 MOD Controls using identified controls and minimum
values as established in applicable State PSPs;

55 provide technical and organizational safeguards against accidental, unlawful or unauthorized
access to or use, destruction, loss, alteration, disclosure, encryption, transfer, commingling or processing of such
information that ensure a level of security appropriate to the risks presented by the processing of State Data and
the nature of such State Data, consistent with best industry practice and applicable standards (including, but not
limited to, compliance with FISMA, NIST, CMS, IRS, FBI, SSA, HIPAA, FERPA and PCI requirements as
applicable);

5.6 take all reasonable measures to:

(a) secure and defend all locations, equipment, systems and other materials and facilities
employed in connection with the Services against “malicious actors” and others who may seek, without
authorization, to destroy, disrupt, damage, encrypt, modify, copy, access or otherwise use Hosted Services
or the information found therein; and

(b) prevent (i) the State and its Authorized Users from having access to the data of other
customers or such other customer’s users of the Services; (ii) State Data from being commingled with or
contaminated by the data of other customers or their users of the Services; and (iii) unauthorized access to
any of the State Data;
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5.7 ensure that State Data is encrypted in transit and at rest using FIPS validated AES encryption
modules and a key size of 128 bits or higher;

5.8 ensure the Hosted Services support Identity Federation/Single Sign-on (SSO) capabilities using
Security Assertion Markup Language (SAML), Open Authentication (OAuth) or comparable State approved
mechanisms;

5.9 ensure the Hosted Services implements NIST compliant multi-factor authentication for
privileged/administrative and other identified access.

6. Security Accreditation Process. Throughout the Term, Contractor will assist the State, at no additional cost,
with its Security Accreditation Process, which includes the development, completion and on-going maintenance of
a system security plan (SSP) using the State’s automated governance, risk and compliance (GRC) platform, which
requires Contractor to submit evidence, upon request from the State, in order to validate Contractor’s security
controls within two weeks of the State’s request. On an annual basis, or as otherwise required by the State such as
for significant changes, re-assessment of the system’s controls will be required to receive and maintain authority to
operate (ATO). All identified risks from the SSP will be remediated through a Plan of Action and Milestones (POAM)
process with remediation time frames and required evidence based on the risk level of the identified risk. For all
findings associated with the Contractor’s solution, at no additional cost, Contractor will be required to create or assist
with the creation of State approved POAMSs, perform related remediation activities, and provide evidence of
compliance. The State will make any decisions on acceptable risk, Contractor may request risk acceptance,
supported by compensating controls, however only the State may formally accept risk. Failure to comply with this
section will be deemed a material breach of the Contract.

7. Unauthorized Access. Contractor may not access, and must not permit any access to, State systems, in whole
or in part, whether through the Hosted Services or otherwise, without the State’s express prior written authorization.
Such authorization may be revoked by the State in writing at any time in its sole discretion. Any access to State
systems must be solely in accordance with the Contract and this Schedule, and in no case exceed the scope of the
State’s authorization pursuant to this Section. All State-authorized connectivity or attempted connectivity to State
systems shall be only through the State’s security gateways and firewalls and in compliance with the State’s security
policies set forth in the Contract as the same may be supplemented or amended by the State and provided to
Contractor from time to time.

8. Security Audits.

8.1 During the Term, Contractor will maintain complete and accurate records of its data protection
practices, IT security controls, and the security logs relating to State Data, including but not limited to any
backup, disaster recovery or other policies, practices or procedures relating to the State Data and any other
information relevant to its compliance with this Contract.

8.2 Without limiting any other audit rights of the State, the State has the right to review Contractor’s
data privacy and information security program prior to the commencement of Services and from time to time
during the term of this Contract. The State, at its own expense, is entitled to perform, or to have performed, an
on-site audit of Contractor’s data privacy and information security program. If the State chooses to perform an
on-site audit, Contractor will, make all such records, appropriate personnel and relevant materials available
during normal business hours for inspection and audit by the State or an independent data security expert that is
reasonably acceptable to Contractor, provided that the State: (i) gives Contractor at least five (5) Business Days
prior notice of any such audit; (ii) undertakes such audit no more than once per calendar year, except for good
cause shown; and (iii) conducts or causes to be conducted such audit in a manner designed to minimize
disruption of Contractor’'s normal business operations and that complies with the terms and conditions of all data
confidentiality, ownership, privacy, security and restricted use provisions of the Contract. The State may, but is
not obligated to, perform such security audits, which shall, at the State’s option and request, include penetration
and security tests, of any and all Hosted Services and their housing facilities, operating environments and/or
hosting environments.
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8.3 During the Term, Contractor will, when requested by the State, provide a copy of Contractor’'s and
Hosting Provider's FedRAMP System Security Plan(s) or SOC 2 Type 2 report(s) to the State within two weeks
of the State’s request. The System Security Plan and SSAE audit reports will be recognized as Contractor’'s
Confidential Information.

8.4 With respect to State Data, Contractor must implement any required safeguards as identified by the
State or by any audit of Contractor’s data privacy and information security program.

8.5 The State reserves the right, at its sole election, to immediately terminate this Contract or a
Statement of Work without limitation and without liability if the State determines that Contractor fails or has
failed to meet its obligations under this Section 8.

9. Application Scanning. During the Term, Contractor must, at its sole cost and expense, scan all Contractor
provided applications, and must analyze, remediate and validate all vulnerabilities identified by the scans as required
by the State Secure Web Application and other applicable PSPs.

Contractor’s application scanning and remediation must include each of the following types of scans and activities:

9.1 Dynamic Application Security Testing (DAST) — Scanning interactive application for vulnerabilities,
analysis, remediation, and validation (may include Interactive Application Security Testing (IAST).

(a) Contractor must either a) grant the State the right to dynamically scan a deployed version
of the Software; or b) in lieu of the State performing the scan, Contractor must dynamically scan a deployed
version of the Software using a State approved application scanning tool, and provide the State with a
vulnerabilities assessment after Contractor has completed such scan. These scans and assessments i)
must be completed and provided to the State quarterly (dates to be provided by the State) and for each
major release; and ii) scans must be completed in a non-production environment with verifiable matching
source code and supporting infrastructure configurations or the actual production environment.

9.2 Static Application Security Testing (SAST) - Scanning source code for vulnerabilities, analysis,
remediation, and validation.

(a) For Contractor provided applications, Contractor, at its sole expense, must provide
resources to complete static application source code scanning, including the analysis, remediation and
validation of vulnerabilities identified by application source code scans. These scans must be completed for
all source code initially, for all updated source code, and for all source code for each major release and
Contractor must provide the State with a vulnerability assessment after Contractor has completed the
required scans.

9.3 Software Composition Analysis (SCA) — Third-party and/or Open Source Scanning for
vulnerabilities, analysis, remediation, and validation.

(a) For Software that includes third-party and open source software, all included third-party
and open source software must be documented and the source supplier must be monitored by the
Contractor for notification of identified vulnerabilities and remediation. SCA scans may be included as part of
SAST and DAST scanning or employ the use of an SCA tool to meet the scanning requirements. These
scans must be completed for all third-party and open source software initially, for all updated third-party and
open source software, and for all third-party and open source software in each major release and Contractor
must provide the State with a vulnerability assessment after Contractor has completed the required scans if
not provided as part of SAST and/or DAST reporting.

9.4 In addition, application scanning and remediation may include the following types of scans and

activities if required by regulatory or industry requirements, data classification or otherwise identified by the
State.
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(a) If provided as part of the solution, all native mobile application software must meet these
scanning requirements including any interaction with an application programing interface (API).

(b) Penetration Testing — Simulated attack on the application and infrastructure to identify
security weaknesses.

10. Infrastructure Scanning.

1.

10.1 For Hosted Services, Contractor must ensure the infrastructure and applications are scanned using
an industry standard PCI Approved Vulnerability Scanning Tool at least monthly and provide the scan’s
assessments to the State in a format that is specified by the State and used to track the remediation. Contractor
will ensure the remediation of issues identified in the scan according to the remediation time requirements
documented in the State’s PSPs.

Nonexclusive Remedy for Security Breach.

111 Any failure of the Services to meet the requirements of this Schedule with respect to the security of
any State Data or other Confidential Information of the State, including any related backup, disaster recovery or
other policies, practices or procedures, is a material breach of the Contract for which the State, at its option, may
terminate the Contract immediately upon written notice to Contractor without any notice or cure period, and
Contractor must promptly reimburse to the State any Fees prepaid by the State prorated to the date of such
termination.
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The parties agree to the terms set forth in the following Disaster Recovery Plan, which is hereby incorporated by
reference into the Contract without difference as Schedule E:

SCHEDULE E - DISASTER RECOVERY PLAN

1.0 Plan Introduction

Disaster Recovery (DR) is an ongoing process to plan, develop, test and implement changes, processes and
procedures ing the recovery of the critical functions in the event of a disaster. The Disaster Recovery Plan (DRP)
outlines the process, procedures and management actions to be taken if a disaster causing an extended outage to
the scoring systems infrastructure occurs at the Measurement Incorporated (MI) data center located at 407 Morris
Street, Durham, NC 27701. and management actions to be taken if a disaster causing an extended outage to the
scoring systems infrastructure occurs at the Measurement Incorporated (M) data center located at 407 Morris Street,
Durham, NC 27701.

This DRP provides critical information and procedures necessary to restore scoring operations as quickly as possible
after a service interruption. This plan is designed to provide guidance and critical information for trained and
experienced staff. Common sense and technical knowledge are required for timely and accurate recovery.
Dependencies/Critical Requirements

Recovery of the MI data center is dependent on the following:

e A copy of this document (Ml DRP) is stored at the Backup location and with key team members.

e Vital records required for recovery of critical systems and applications are backed up and stored off-site
and can be either retrieved or recreated from an offsite location and moved to the recovery site within a
six (6) hour notice.

e Ml maintains a network at its office location at 423 Morris Street, Durham, NC 27701 (preferred) and at
435 West Meadowview Road, Greensboro, NC 27406 (alternate) which act as a hot site backup for its
Data Center.

e All participants understand their roles and responsibilities, undergo periodic training to ensure familiarity
with the plan, and can execute the disaster procedures contained in this plan.

e Ml will maintain current standard operating procedures for each of the components that will be
recovered.

e The Disaster Recovery Plan including the appendices, are kept current by periodic updates and review.
1. Definitions

MI's level of redundancy for critical systems ensures a high level of service at all times. Machine failures,
storage failures, power failures and network failures at our primary facility would generally not require
activating the Hot Site. These types of events are handled through redundancy at our primary facility. For the
purpose of the development of this plan, a disaster is defined as an event that will cause an outage of the
computer facilities in excess of twenty-four (24) hours. The following sample situations may lead to the
declaration of a disaster for MI:

e Fire in Data Center/Server Room
e  Water or smoke damage to the Data Center
e Acts of Nature

e Sabotage
Outage Definitions & Condition Codes

Service interruptions can be caused be a wide variety of situations. Service disruptions are categorized based
on the expected duration of the outage. Outage lengths generally match the appropriate condition code as
detailed in Table 1 below, although conditions may change as determined by executive declaration.
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Short Outage time = 4 hrs. to 1 day

A short outage (power, physical damage, etc.) of a known or predetermined scope. This is a non-disaster
event.

Extended Outage time = 1 to 7 days

An Extended outage is the period of time that MI would exceed the known scope of a Short Outage. During
this type of recovery, Ml will activate the Hot Site.

Indefinite Outage time = 1 week to 1 month

An indefinite outage is defined as the period of time that Ml would exceed the scope of an Extended Outage.
In this instance, MI will permanently move to its own reconstructed or new recovery facilities and begin full
restoration of all applications and services from backup.

Condition Codes

Important: Condition Codes are used to inform M| staff of the type of recovery effort and to reduce
misinformation and confusion during the recovery effort.

Code Condition Outage
Code An emergency condition has occurred; however the Short Outage time
Yellow extent of damage and length of outage is unknown. =4 hrs. to 1day

When a Code YELLOW is issued, plan participants are
placed at a heightened state of readiness. They will
begin pre-disaster activities.

If the emergency condition has escalated to an extended | Indefinite Outage time = 2
outage (more than 48 hours) or the initial condition is days +

such that the outage would last beyond an acceptable
period, a Code RED will be issued. A Code RED
requires planning participants to immediately go to their
staging or recovery facility and begin the recovery

process.
Code Once the emergency condition has been stabilized Return to Home Site
Clear (recovery code has ended) a Code CLEAR will be

issued. Once you receive a Code CLEAR cease
recovery activities and return to normal operations at the
Hot Site or at the data center.

Table 1. Condition Codes

2. Avoidance Strategy

The process of performing avoidance strategy is to develop advance arrangements and procedures that
enable MI to plan for a disastrous event. This must be done in such a manner that critical scoring functions
are not interrupted and/or have minimal impact. The Emergency Recovery Process defines possible disaster
events that could escalate to the point of activating the DRP. The procedure provides guidelines to be followed
in specific emergencies and conditions.

3. Levels of Protection

MI uses multiple levels of redundancy to protect our information technology assets. These levels of
redundancy can be stratified into three levels:

3.1.1. Level 1 — Server Redundancy

In case of individual system failure, MI’'s multiple redundant systems would allow scoring system to continue
in production to hot-standby servers. MI has redundant configurations that supports its URL and database
servers with automatic failover between servers. MI also maintains excess capacity as backup in the event
of a server failure.
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3.1.2. Level 2 — Back up and Storage Redundancy

MI's data is backed up daily to a secure remote location. MI also maintains diverse and sufficient storage
capacity to facilitate restoration of data.

3.1.3. Level 3 — Datacenter Redundancy

MI’s scoring system configuration at its primary location is replicated at its Network Operations Center (NOC)
and Greensboro NC office.

4. Client Communication
Client communication is the responsibility of project managers at the direction of the executive team.

5. DR Team Introduction

A listing of the team members and mobile phone numbers are included in attachment 3.

6. DR Executive Team Member Responsibilities

This team has the responsibility to provide executive-level decisions in the period following a disaster and the
authority to declare a disaster and mobilize teams to recover at the Hot Site and communicate status to third
parties. This decision will be made after input from the damage assessment process.

The DR Executive Team will make policy decisions, oversee internal and external communications, and serve
as the official source of information during the recovery process. It is also responsible for approving the results
of periodic plan reviews and invoking declaration initiatives.

6.1.1. Pre-Disaster Responsibilities

1. Provide MI executive sponsorship for disaster recovery planning
2. Review test plans and drills conducted

3. Review and approve results of periodic plan review
6.1.2. Disaster Responsibilities

Execute alert/declaration procedures of Ml based on the severity of the situation
Provide overall direction to the recovery management team

Authorize purchase of replacement equipment

Authorize use of temporary personnel as required

Approve and oversee facilities renovation and reconstruction (as needed)

© ® N o a »~

Approve restoration and system migration plans

6.1.3. Post-disaster Responsibilities
10. Lead the audit of disaster recovery processes following an incident
11. Authorize changes to the DR plan

12. Institute changes in future DR test and procedures
1.7 DR Technical Recovery Team

The Technical Recovery Team is responsible for the restoration and recovery of the equipment, server
systems, utility, application software and data for scoring systems at either the NOC or at the MI Greensboro
facility.
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Pre-Disaster Responsibilities

1.
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9.

Maintain a current inventory of all hardware systems, utilities, application software residing in the
computer rooms

Maintain a current list of vendors, and other support contacts

Conduct walk-through of the computer rooms to eliminate hazards

Establish system backup and recovery procedures for Ml operating systems
Facilitate the recovery of Ml operating systems

Review and identify required disaster recovery documentation and manuals
Have contracts, manuals and documentation available at the recovery site
Document and update changes of system backup and recovery procedures

Ensure operations are performing backup procedures as required

10. Test backup/recovery procedures at the NOC and the Greensboro Site

1

1. Review and analyze test results and implement modifications as necessary

Disaster Responsibilities

W~

~NOo oA

Review current disaster situation, recovery procedures, and roles and responsibilities

. Establish alternatives and acquisition procedures for missing equipment

Restore operating system, subsystems, utilities, application software and data using the recovery
procedures

. Verify operating system availability

. Provide other Recovery Teams with an ongoing status and notification of operating system availability
. Provide technical support for other teams as necessary

. At the conclusion of the damage assessment, assume responsibility from the assessment team for

8.

necessary salvage, repair or replacement of IT equipment only
Prepare for and execute procedures to return to the renovated/reconstructed Ml data center when
ready

Post-disaster Responsibilities

1
2
3.
4

Assess the effectiveness of the team during disaster
Revise/Update team tasks and procedures as needed
Implement updated tasks and procedures into plan testing requirements

Revise/Update existing production procedures

7. Backup Strategy
8. Introduction

The purpose of this section is to identify the backup procedures and configuration at the MI Data Center.
Successful recovery of critical applications and data at the Hot Site in the event of a disaster depends on
consistent and proper execution of backup procedures. The procedures are divided into the following areas:

System software (including Network) backup / recovery
Application software backup / recovery

Data backup / recovery

9. Ml Backup and Recovery Summary

9.1.1. Backup Summary

The Network Administrator currently has responsibility to perform backups utilizing Backup Exec software.
Backup Exec transfers backup data to tape, and these tapes are stored at an off-site facility.
The standard backup schedule for operating systems, data files, and databases is:
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Nightly full backups of all databases with retention of 4 days on hot storage. Thereafter retention of weekly
full backups on cold storage for 5 years.

Weekly full backups for operating systems with retention of 3 weeks on hot storage.

Weekly full backups for data files with daily incrementals in between on cold storage. Weekly backups are
retained for 3 months and monthly backups for 5 years.
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10. Emergency Recovery Process
11. Overview

The purpose of the Emergency Recovery Procedure (ERP) described in this document is to provide Ml
Disaster Recovery Management and Recovery Teams with a procedure guide in the event of a potential
disaster. The ERP can be divided into the five major phases:

Phase Action

) Identify & Declare

n Mobilize Team Members
m Hot Site Activation

v Retrieve Data Backups
v Recover Data
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12. Client Communications
Client communication is determined by the executive team, generally speaking, all attempts to log in to
Measinc.com will be redirected to Measurementinc.com which will be updated to provide status. The
main phone message will be updated to provide status and outbound calls will be made as directed by
the executive team. Steps to be taken are as follows.

13. Phase I: Identify & Declare

Identify & Declare
Performed by | Executive Team

Declaration initiatives are associated with recovery terms and disaster durations. The Executive Team will
declare a disaster state based upon the Condition Codes table.
13.1.1. Declaration Determination

Disaster
Event

Identification and Technical Recovery Team
Assessment
Notification
Procedures
Y
Detailed
it and >
Set Condition =
Code Report to Management
Executive Team

Return to
Assessment for
more Information

Return to
Assessment for
more Information

Recover
Internally?

Internal Recovery
Activate Hot Site & Process
begin DR

Code Clear?

Situation Resolved

Return to
Assessment for
more Information

Situation Resolved
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14. Phase ll: Mobilize Team Members

Mobilize Team Members
Performed by | Executive Team

Once the declaration has been made, team members are mobilized utilizing the DR contact list contained in
attachment 3. This list is not exhaustive but does identify key personnel who will then be responsible for
engaging further resources as required.

15. Phase lll: Hot Site Activation

Hot Site Activation
Performed by | Technical Recovery Team

Depending upon the nature of the disaster and availability of recovery sites the hot site will be activated by the team
utilizing attachment 1 (preferred) or attachment 2. Activities will include starting dormant servers, updating public and
private DNS records, adding additional resources, and publishing resources through firewalls.

16. Phase IV: Retrieve Data Backups

Retrieve Data Backups
Performed by | Technical Recovery Team

Data backups are stored in multiple locations for maximum protection. In order of convenience, backups can be
retrieved from our facility at 333 Ligett Street in Durham NC, from Azure storage in the cloud, or from our Greensboro
NC office location. Depending upon the nature of the disaster backup media will be retrieved from any of these
locations utilizing existing equipment prepositioned for this purpose.

17. Phase V: Recover Data

Recover Data
Performed by | Technical Recovery Team

After retrieval, the backups will be restored by the network administrator with the assistance of database
administrators, virtual machine administrators, and other subject matter experts. Priority is given to recovering
database data followed by restoration of more static application data.

4.0 Return to Normal Operations

Recover Data
Performed by Technical Recovery Team
Executive Team

After restorations are complete, the Technical Recovery Team will verify functionality of all systems. Upon
completion of verification, the Executive Team will be engaged to verify findings. The Executive Team will engage
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feedback from client stake holders regarding functionality as well as performance levels. Once the emergency
condition has been stabilized (recovery code has ended) a code CLEAR will be issued. Once the code CLEAR has
been declared, cease recovery activities, and return to normal operations at the Hot Site or at the data center.
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The parties agree to the terms set forth in the following Federal Provisions Addendum together will all attachments
thereto, which are hereby incorporated by reference into the Contract without difference as Schedule F:

SCHEDULE F — FEDERAL PROVISIONS ADDENDUM

This addendum applies to purchases that will be paid for in whole or in part with funds obtained from the federal
government. The provisions below are required and the language is not negotiable. If any provision below conflicts
with the State’s terms and conditions, including any attachments, schedules, or exhibits to the State’s Contract, the
provisions below take priority to the extent a provision is required by federal law; otherwise, the order of precedence
set forth in the Contract applies. Hyperlinks are provided for convenience only; broken hyperlinks will not relieve
Contractor from compliance with the law.

1. Equal Employment Opportunity
If this Contract is a “federally assisted construction contract” as defined in 41 CFR Part 60-1.3, and except as

otherwise may be provided under 41 CFR Part 60, then during performance of this Contract, the Contractor agrees
as follows:

(1) The Contractor will not discriminate against any employee or applicant for employment because of race,
color, religion, sex, sexual orientation, gender identity, or national origin. The Contractor will take affirmative
action to ensure that applicants are employed, and that employees are treated during employment without regard
to their race, color, religion, sex, sexual orientation, gender identity, or national origin. Such action shall include,
but not be limited to the following:

Employment, upgrading, demotion, or transfer; recruitment or recruitment advertising; layoff or termination; rates
of pay or other forms of compensation; and selection for training, including apprenticeship. The Contractor
agrees to post in conspicuous places, available to employees and applicants for employment, notices to be
provided setting forth the provisions of this nondiscrimination clause.

(2) The Contractor will, in all solicitations or advertisements for employees placed by or on behalf of the
Contractor, state that all qualified applicants will receive consideration for employment without regard to race,
color, religion, sex, sexual orientation, gender identity, or national origin.

(3) The Contractor will not discharge or in any other manner discriminate against any employee or applicant for
employment because such employee or applicant has inquired about, discussed, or disclosed the compensation
of the employee or applicant or another employee or applicant. This provision shall not apply to instances in
which an employee who has access to the compensation information of other employees or applicants as a part
of such employee's essential job functions discloses the compensation of such other employees or applicants to
individuals who do not otherwise have access to such information, unless such disclosure is in response to a
formal complaint or charge, in furtherance of an investigation, proceeding, hearing, or action, including an
investigation conducted by the employer, or is consistent with the Contractor's legal duty to furnish information.

(4) The Contractor will send to each labor union or representative of workers with which he has a collective
bargaining agreement or other contract or understanding, a notice to be provided advising the said labor union or
workers' representatives of the Contractor's commitments under this section, and shall post copies of the notice
in conspicuous places available to employees and applicants for employment.

(5) The Contractor will comply with all provisions of Executive Order 11246 of September 24, 1965, and of the
rules, regulations, and relevant orders of the Secretary of Labor.

(6) The Contractor will furnish all information and reports required by Executive Order 11246 of September 24,
1965, and by rules, regulations, and orders of the Secretary of Labor, or pursuant thereto, and will permit access
to his books, records, and accounts by the administering agency and the Secretary of Labor for purposes of
investigation to ascertain compliance with such rules, regulations, and orders.

(7) In the event of the Contractor's noncompliance with the nondiscrimination clauses of this contract or with any
of the said rules, regulations, or orders, this Contract may be canceled, terminated, or suspended in whole or in
part and the Contractor may be declared ineligible for further Government contracts or federally assisted
construction contracts in accordance with procedures authorized in Executive Order 11246 of September 24,
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1965, and such other sanctions may be imposed and remedies invoked as provided in Executive Order 11246 of
September 24, 1965, or by rule, regulation, or order of the Secretary of Labor, or as otherwise provided by law.

(8) The Contractor will include the portion of the sentence immediately preceding paragraph (1) and the
provisions of paragraphs (1) through (8) in every subcontract or purchase order unless exempted by rules,
regulations, or orders of the Secretary of Labor issued pursuant to section 204 of Executive Order 11246 of
September 24, 1965, so that such provisions will be binding upon each subcontractor or vendor. The Contractor
will take such action with respect to any subcontract or purchase order as the administering agency may direct
as a means of enforcing such provisions, including sanctions for noncompliance:

Provided, however, that in the event a Contractor becomes involved in, or is threatened with, litigation with
a subcontractor or vendor as a result of such direction by the administering agency, the Contractor may
request the United States to enter into such litigation to protect the interests of the United States.

The applicant further agrees that it will be bound by the above equal opportunity clause with respect to its
own employment practices when it participates in federally assisted construction work: Provided, that if the
applicant so participating is a State or local government, the above equal opportunity clause is not
applicable to any agency, instrumentality or subdivision of such government which does not participate in
work on or under the contract.

The applicant agrees that it will assist and cooperate actively with the administering agency and the
Secretary of Labor in obtaining the compliance of contractors and subcontractors with the equal
opportunity clause and the rules, regulations, and relevant orders of the Secretary of Labor, that it will
furnish the administering agency and the Secretary of Labor such information as they may require for the
supervision of such compliance, and that it will otherwise assist the administering agency in the discharge
of the agency's primary responsibility for securing compliance.

The applicant further agrees that it will refrain from entering into any contract or contract modification
subject to Executive Order 11246 of September 24, 1965, with a contractor debarred from, or who has not
demonstrated eligibility for, Government contracts and federally assisted construction contracts pursuant
to the Executive Order and will carry out such sanctions and penalties for violation of the equal opportunity
clause as may be imposed upon contractors and subcontractors by the administering agency or the
Secretary of Labor pursuant to Part I, Subpart D of the Executive Order. In addition, the applicant agrees
that if it fails or refuses to comply with these undertakings, the administering agency may take any or all of
the following actions: Cancel, terminate, or suspend in whole or in part this grant (contract, loan,
insurance, guarantee); refrain from extending any further assistance to the applicant under the program
with respect to which the failure or refund occurred until satisfactory assurance of future compliance has
been received from such applicant; and refer the case to the Department of Justice for appropriate legal
proceedings.

2. Davis-Bacon Act (Prevailing Wage)

If this Contract is a prime construction contracts in excess of $2,000, the Contractor (and its Subcontractors) must
comply with the Davis-Bacon Act (40 USC 3141-3148) as supplemented by Department of Labor regulations (29 CFR
Part 5, “Labor Standards Provisions Applicable to Contracts Covering Federally Financed and Assisted
Construction”), and during performance of this Contract the Contractor agrees as follows:

(1) All transactions regarding this contract shall be done in compliance with the Davis-Bacon Act
(40 U.S.C. 3141- 3144, and 3146-3148) and the requirements of 29 C.F.R. pt. 5 as may be
applicable. The contractor shall comply with 40 U.S.C. 3141-3144, and 3146-3148 and the
requirements of 29 C.F.R. pt. 5 as applicable.

(2) Contractors are required to pay wages to laborers and mechanics at a rate not less than the
prevailing wages specified in a wage determination made by the Secretary of Labor.

(3) Additionally, contractors are required to pay wages not less than once a week.

3. Copeland “Anti-Kickback” Act
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If this Contract is a contract for construction or repair work in excess of $2,000 where the Davis-Bacon Act applies,
the Contractor must comply with the Copeland “Anti-Kickback” Act (40 USC 3145), as supplemented by Department
of Labor regulations (29 CFER Part 3, “Contractors and Subcontractors on Public Building or Public Work Financed in
Whole or in Part by Loans or Grants from the United States”), which prohibits the Contractor and subrecipients from
inducing, by any means, any person employed in the construction, completion, or repair of public work, to give up any
part of the compensation to which he or she is otherwise entitled, and during performance of this Contract the
Contractor agrees as follows:

(1) Contractor. The Contractor shall comply with 18 U.S.C. § 874, 40 U.S.C. § 3145, and the

requirements of 29 C.F.R. pt. 3 as may be applicable, which are incorporated by
reference into this contract.

(2) Subcontracts. The Contractor or Subcontractor shall insert in any subcontracts the clause
above and such other clauses as FEMA or the applicable federal awarding agency may by
appropriate instructions require, and also a clause requiring the Subcontractors to include
these clauses in any lower tier subcontracts. The prime contractor shall be responsible for
the compliance by any subcontractor or lower tier subcontractor with all of these contract
clauses.

(3) Breach. A breach of the contract clauses above may be grounds for termination of the
contract, and for debarment as a Contractor and Subcontractor as provided in 29 C.F.R. §
5.12.

4. Contract Work Hours and Safety Standards Act

If the Contract is in excess of $100,000 and involves the employment of mechanics or laborers, the Contractor
must comply with 40 USC 3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5), as
applicable, and during performance of this Contract the Contractor agrees as follows:

(1) Overtime requirements. No Contractor or Subcontractor contracting for any part of the
contract work which may require or involve the employment of laborers or mechanics shall
require or permit any such laborer or mechanic in any workweek in which he or she is
employed on such work to work in excess of forty hours in such workweek unless such
laborer or mechanic receives compensation at a rate not less than one and one-half times
the basic rate of pay for all hours worked in excess of forty hours in such workweek.

(2) Violation; liability for unpaid wages; liquidated damages. In the event of any violation of the
clause set forth in paragraph (1) of this section the Contractor and any Subcontractor
responsible therefor shall be liable for the unpaid wages. In addition, such Contractor and
Subcontractor shall be liable to the United States (in the case of work done under contract for
the District of Columbia or a territory, to such District or to such territory), for liquidated
damages. Such liquidated damages shall be computed with respect to each individual
laborer or mechanic, including watchmen and guards, employed in violation of the clause set
forth in paragraph (1) of this section, in the sum of $27 for each calendar day on which such
individual was required or permitted to work in excess of the standard workweek of forty
hours without payment of the overtime wages required by the clause set forth in paragraph
(1) of this section.

(3) Withholding for unpaid wages and liquidated damages. The State shall upon its own action
or upon written request of an authorized representative of the Department of Labor withhold
or cause to be withheld, from any moneys payable on account of work performed by the
Contractor or Subcontractor under any such contract or any other Federal contract with the
same prime contractor, or any other federally-assisted contract subject to the Contract Work
Hours and Safety Standards Act, which is held by the same prime contractor, such sums as
may be determined to be necessary to satisfy any liabilities of such contractor or
subcontractor for unpaid wages and liquidated damages as provided in the clause set forth in
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paragraph (2) of this section.

(4) Subcontracts. The Contractor or Subcontractor shall insert in any subcontracts the clauses
set forth in paragraph (1) through (4) of this section and also a clause requiring the
Subcontractors to include these clauses in any lower tier subcontracts. The prime contractor
shall be responsible for compliance by any subcontractor or lower tier subcontractor with the
clauses set forth in paragraphs (1) through (4) of this section.

5. Rights to Inventions Made Under a Contract or Agreement

If the Contract is funded by a federal “funding agreement” as defined under 37 CFR §401.2 (a) and the recipient or
subrecipient wishes to enter into a contract with a small business firm or nonprofit organization regarding the
substitution of parties, assignment or performance of experimental, developmental, or research work under that
“funding agreement,” the recipient or subrecipient must comply with 37 CFR Part 401, “Rights to Inventions Made by
Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative
Agreements,” and any implementing regulations issued by the awarding agency.

6. Clean Air Act and the Federal Water Pollution Control Act

If this Contract is in excess of $150,000, the Contractor must comply with all applicable standards, orders, and
regulations issued under the Clean Air Act (42 USC 7401-7671q) and the Federal Water Pollution Control Act (33
USC 1251-1387), and during performance of this Contract the Contractor agrees as follows:

Clean Air Act

1. The Contractor agrees to comply with all applicable standards, orders or
regulations issued pursuant to the Clean Air Act, as amended, 42 U.S.C. §
7401 et seq.

2. The Contractor agrees to report each violation to the State and understands
and agrees that the State will, in turn, report each violation as required to
assure notification to the Federal Emergency Management Agency or the
applicable federal awarding agency, and the appropriate Environmental
Protection Agency Regional Office.

3. The Contractor agrees to include these requirements in each subcontract
exceeding $150,000 financed in whole or in part with Federal assistance
provided by FEMA or the applicable federal awarding agency.

Federal Water Pollution Control Act

(1) The Contractor agrees to comply with all applicable standards, orders, or
regulations issued pursuant to the Federal Water Pollution Control Act, as
amended, 33 U.S.C. 1251 et seq.

(@ The Contractor agrees to report each violation to the State and understands
and agrees that the State will, in turn, report each violation as required to
assure notification to the Federal Emergency Management Agency or the
applicable federal awarding agency, and the appropriate Environmental
Protection Agency Regional Office.

(3) The Contractor agrees to include these requirements in each subcontract
exceeding $150,000 financed in whole or in part with Federal assistance
provided by FEMA or the applicable federal awarding agency.

7. Debarment and Suspension
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A “contract award” (see 2 CER 180.220) must not be made to parties listed on the government-wide exclusions in the
System for Award Management (SAM), in accordance with the OMB guidelines at 2 CFR 180 that implement
Executive Orders 12549 (51 FR 6370; February 21, 1986) and 12689 (54 FR 34131; August 18, 1989), “Debarment
and Suspension.” SAM Exclusions contains the names of parties debarred, suspended, or otherwise excluded by
agencies, as well as parties declared ineligible under statutory or regulatory authority other than Executive Order
12549.

(1) This Contract is a covered transaction for purposes of 2 C.F.R. pt. 180 and 2 C.F.R. pt.
3000. As such, the Contractor is required to verify that none of the Contractor’s
principals (defined at 2 C.F.R. § 180.995) or its affiliates (defined at 2 C.F.R. § 180.905)
are excluded (defined at 2 C.F.R. § 180.940) or disqualified (defined at 2 C.F.R. §
180.935).

(2)  The Contractor must comply with 2 C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000,
subpart C, and must include a requirement to comply with these regulations in any
lower tier covered transaction it enters into.

(3)  This certification is a material representation of fact relied upon by the State. If it is later
determined that the contractor did not comply with 2 C.F.R. pt. 180, subpart C and 2
C.F.R. pt. 3000, subpart C, in addition to remedies available to the State, the Federal
Government may pursue available remedies, including but not limited to suspension
and/or debarment.

(4)  The bidder or proposer agrees to comply with the requirements of 2 C.F.R. pt. 180,
subpart C and 2 C.F.R. pt. 3000, subpart C while this offer is valid and throughout the
period of any contract that may arise from this offer. The bidder or proposer further
agrees to include a provision requiring such compliance in its lower tier covered
transactions.

8. Byrd Anti-Lobbying Amendment

Contractors who apply or bid for an award of $100,000 or more shall file the required certification in Exhibit 1 — Byrd
Anti-Lobbying Certification below. Each tier certifies to the tier above that it will not and has not used Federal
appropriated funds to pay any person or organization for influencing or attempting to influence an officer or employee
of any agency, a Member of Congress, officer or employee of Congress, or an employee of a Member of Congress in
connection with obtaining any Federal contract, grant, or any other award covered by 31 U.S.C. § 1352. Each tier
shall also disclose any lobbying with non-Federal funds that takes place in connection with obtaining any Federal
award. Such disclosures are forwarded from tier to tier up to the recipient who in turn will forward the certification(s) to
the awarding agency.

9. Procurement of Recovered Materials

Under 2 CFR 200.322, Contractors must comply with section 6002 of the Solid Waste Disposal Act, as amended by
the Resource Conservation and Recovery Act.

(1) In the performance of this contract, the Contractor shall make maximum use of products
containing recovered materials that are EPA-designated items unless the product cannot be
acquired—

a Competitively within a timeframe providing for compliance with the contract
performance schedule;

b. Meeting contract performance requirements; or
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¢ Atareasonable price.

(2) Information about this requirement, along with the list of EPA- designated items, is
available at EPA’s Comprehensive Procurement Guidelines web site,
https://www.epa.gov/smm/comprehensive- procurement-guideline-cpg-program.

(3) The Contractor also agrees to comply with all other applicable requirements of Section
6002 of the Solid Waste Disposal Act.

10. Additional FEMA Contract Provisions.

The following provisions apply to purchases that will be paid for in whole or in part with funds obtained from the
Federal Emergency Management Agency (FEMA):

(1) Access to Records. The following access to records requirements apply to this contract:

a. The Contractor agrees to provide the State, the FEMA Administrator, the Comptroller General of
the United States, or any of their authorized representatives access to any books, documents,
papers, and records of the Contractor which are directly pertinent to this contract for the purposes
of making audits, examinations, excerpts, and transcriptions.

b. The Contractor agrees to permit any of the foregoing parties to reproduce by any means
whatsoever or to copy excerpts and transcriptions as reasonably needed.

c. The Contractor agrees to provide the FEMA Administrator or his authorized representatives
access to construction or other work sites pertaining to the work being completed under the
contract.

d. In compliance with the Disaster Recovery Act of 2018, the State and the Contractor acknowledge
and agree that no language in this contract is intended to prohibit audits or internal reviews by the
FEMA Administrator or the Comptroller General of the United States.

(2) Changes.

See the provisions regarding modifications or change notice in the Contract
Terms.

(3) DHS Seal, Logo, And Flags.

The Contractor shall not use the DHS seal(s), logos, crests, or reproductions of
flags or likenesses of DHS agency officials without specific FEMA pre-approval.

(4) Compliance with Federal Law, Regulations, and Executive Orders.

This is an acknowledgement that FEMA financial assistance will be used to fund all
or a portion of the contract. The Contractor will comply with all applicable Federal
law, regulations, executive orders, FEMA policies, procedures, and directives.

(5) No Obligation by Federal Government.

The Federal Government is not a party to this contract and is not subject to any
obligations or liabilities to the State, Contractor, or any other party pertaining to
any matter resulting from the Contract.”
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(6) Program Fraud and False or Fraudulent Statements or Related Acts.

The Contractor acknowledges that 31 U.S.C. Chap. 38 (Administrative Remedies
for False Claims and Statements) applies to the Contractor’s actions pertaining to
this contract.
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Attachment 1 to Schedule F - Byrd Anti-Lobbying Certification

Contractor must complete this certification if the purchase will be paid for in whole or in part with funds obtained from
the federal government and the purchase is greater than $100,000.

APPENDIX A, 44 C.F.R. PART 18 — CERTIFICATION REGARDING LOBBYING

Certification for Contracts, Grants, Loans, and Cooperative Agreements
The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the
undersigned, to any person for influencing or attempting to influence an officer or employee of an
agency, a Member of Congress, an officer or employee of Congress, or an employee of a
Member of Congress in connection with the awarding of any Federal contract, the making of any
Federal grant, the making of any Federal loan, the entering into of any cooperative agreement,
and the extension, continuation, renewal, amendment, or modification of any Federal contract,
grant, loan, or cooperative agreement.

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person
for influencing or attempting to influence an officer or employee of any agency, a Member of
Congress, an officer oremployee of Congress, or an employee of a Member of Congress in
connection with this Federal contract, grant, loan, or cooperative agreement, the undersigned
shall complete and submit Standard Form-LLL, “Disclosure Form to Report Lobbying,” in
accordance with its instructions.

3. The undersigned shall require that the language of this certification be included in the award
documents for all subawards at all tiers (including subcontracts, subgrants, and contracts under
grants, loans, and cooperative agreements) and that all subrecipients shall certify and disclose
accordingly.

This certification is a material representation of fact upon which reliance was placed when this
transaction was made or entered into. Submission of this certification is a prerequisite for making or
entering into this transaction imposed by section 1352, title 31, U.S. Code. Any person who fails to file
the required certification shall be subject to a civil penalty of not less than $10,000 and not more than
$100,000 for each such failure.

The Contractor, certifies or affirms the
truthfulness and accuracy of each statement of its certification and disclosure, if any. In addition, the
Contractor understands and agrees that the provisions of 31 U.S.C. Chap. 38, Administrative Remedies
for False Claims and Statements, apply to this certification and disclosure, if any.

Signature of Contractor’s Authorized Official

Name and Title of Contractor’s Authorized Official

Date
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The parties agree that Appendix A of the Contract is hereby deleted in its entirety and replaced as follows:

Appendix A — Business/Technical Requirements

# Requirement

General Solution

1. Contractor shall provide operational hosting and management of the IBS System, 24x7x365,except for agreed
upon scheduled maintenance.
2. Contractor shall host and maintain the system with an uptime of 98%, except for scheduledmaintenance agreed
upon with the State.
3. 'The Contractor shall be responsible for installation and support of all software necessary for theoperation of the IBS System.
4. 'The Contractor shall be responsible for the procurement, installation and support of all hardwarenecessary for the

operation of the IBS System.

5. 'The Contractor shall be responsible for the procurement, installation and support of the operating system, database and
associated software related to the IBS System. The Contractor shall not beresponsible for maintaining State owned
systems that import and or export data with the IBS System.

6. 'The Contractor shall provide direct support to all end usersidentified in section 1.104.A Section 3.

The Contractor will be responsible for complying with the eMichigan look and feel standards

8. 'The Contractor shall proactively update the application to remain current with latest browserversions of Edge and
Chrome

Telecom - Hardware - Software

9. 'The Contractor shall pay the cost of providing, maintaining and repairing all systems.
Hardware

11. 'The Contractor shall provide, own and support all hardware necessary for the setup and operationof the IBS System.

12. 'The Contractor shall be responsible for ongoing system configuration, performance tuning andmaintenance
activities.

13. 'The Contractor shall be responsible for capacity management including timely forewarning if thegrowth exceeds capacity
limitations.

14. 'The Contractor shall be responsible for disk space management including archival, restoration,space management,

and performance monitoring.

15. 'The Contractor shall be responsible for application database management to ensure integrity andoptimal performance of
the database.

16. 'The Contractor shall be responsible for server performance and system response time. The system shall be able to
support 1.5x the peak number of concurrent users in order to provide sufficient capacity for growth. The system shall
also support 1.25x the peak transaction volume inorder to provide sufficient capacity for growth.

17. Contractor shall host the IBS System on hardware, covered under manufacturer warranty.
18. Contractor shall conduct hosting hardware refreshes so as not to impact IBS System performanceor user access.
19. 'The proposed system architecture must be designed to provide a highly available environment.The solution should

include virtualization, redundancy, fail-over, and load balancing of servers.
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20. [The Contractor’s solution shall provide the following environments for the IBS System —Production, Staging
and QA (Quality Assurance).

21. [The Production Environment and Staging Environment are permitted to share the same server environment. QA must
have separate hardware for all servers, except for the Media Server andSAS servers.

22. [The State prefers the solution be hosted on servers dedicated to the IBS System.

Software

23. [The Contractor shall be responsible for installation and support of application software, operatingsystem and all related
software necessary to run the IBS System.

24. [The Contractor shall provide, at their expense, any and all licenses needed for the operation of thelBS System.

25. |Contractor must update all necessary software patches in a timely manner for all software used to successfully run the IBS
System that will include but not limited to the Operating system, Database,etc. The contractor is responsible for notifying
the SOM when such patches are identified as being needed and when the patches have been successfully installed.

26. [The Contractor must use Microsoft compatible technologies in the hosting, development andmaintenance of the
IBS System.

27. |Any changes to the hardware or software solution must be approved by the State of Michigan DTMB, and follow required
DTMB approval processes. This includes but is not limited to softwareand hardware upgrades.

28. [The Contractor shall provide the State admin read-only access to all the tables and views on theproduction database
server upon the State’s request.

29. [The Production, Staging and QA environments may contain released and unreleased items, therefore theProduction
and QA environments require the use of authorized users only.

Data Retention

31. [The Contractor shall not purge data from the production database unless requested by the State.
Data Conversion

32. [Contractor will be responsible for uploading the IBS System data to the target environmentdatabase.
Disaster Recovery

33. [The Contractor shall provide a disaster recovery plan and environment for server hosting facilitiesand the IBS System,
including application and database servers, on an annual basis.
System Backup and Recovery

34. [The Contractor shall provide for a full backup of the IBS System including database, applicationand web servers.

35. [The production servers shall be backed up fully on a weekly basis and incrementally on a dailybasis. Backup data
shall be retained for at least 30 days or as required by the OEAA.

36. [The system shall have the ability to allow for continued use of the system during backup.

37. [The system shall use transactional log files to provide point-in-time recovery of data to the lastcompleted
transaction.

38. |Upon failure, the contractor shall ensure that complete system is restored to its previousoperational status
within (4) hours after initiation of recovery process.

39. [The Contractor shall maintain secure, off-site backup of the data and application.
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Hosting Center

43. [The hosting sites shall have a physical environment plan including but not limited to UPSprotection, backup power,
temperature control, LAN, WAN and phone.

44. [The IBS System will be hosted on servers that are within the continental United States. Data mustnot travel outside of the
Continental United States. None of the data should be stored outside the U.S, including backups and or any copies of the
data.

45. [The State’s prefers the solution be hosted on a dedicated server.

Security

46. (Contractor shall protect the network from unauthorized or improper access by using firewall andintruder detection
software.

47. [The Contractor’'s Network Administration shall monitor, log and report all intrusion attempts.

48. [The Vendor shall provide controlled access to the physical site.

Reporting Issues to the OEAA
51. [The contractor shall report all operational issues and system failures to the State’s project managers within one

hour or as required by the OEAA. Examples include equipment failures,delays due to unexpected overloads etc.
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The parties agree that Appendix B of the Contract is hereby deleted in its entirety and replaced as follows:

Appendix B — Authentication Requirements
The IBS System currently uses custom developed software to authenticate users on the system. The authentication software allows state
authorized users to access specific system functionality based on the rights determined by the user’s role/responsibilities. The system allows
for a single user ID and password. For users who have multiple responsibilities/roles a separate user id is required for each role. The user
access to the system is controlled by the System Administrator, who allows access to specific project data and assigns the user the required
role. This custom authentication solution cannot be used in the IBS System hosted by the Contractor. Therefore, the Contractor must
develop and implement a new Authentication Process for the IBS System when it is hosted in the Contractor’s environment (the
“Authentication Process”).

# Requirement
State of Michigan Active Directory Password Standard (Policy 1335.00.20)
Password length must have minimum of eight characters

Password must not be based on the user's account name

Last ten previous passwords cannot be reused

Password cannot be changed more than once within a day

Maximum password age is 90 days

O[] W|IN|-—~

Password must meet three out of the following four criteria:
1. atleast one upper case character (A-Z)
2. atleast one lower case character (a-z)
3. atleast one numerical character (0-9)
4. atleast one special character (e.g., $#,%)

IAccount Lockout Threshold = 5 Invalid Attempts

IAccount Lockout Duration = 30 minutes

9 Reset Lockout Counter after = 30 minutes

10 Password Recovery shall follow industry standard best practices (e.g., CAPTCHA) to minimizevulnerabilities
against automated hacking scripts.

System Administration

11 The system will have a role for system administrator to maintain system settings and user account information.

12 The system interface for Authentication will integrate with the IBS System interface for Authorization.

13 The system will require the completion of user profile information to establish a user account.

14 The system must allow administrators to clear the responses to user’s security questions. The administratorscannot see the
answers, only clear them.

15 The system must allow administrators to reset a user’s passwords.

16 The system counter for the following will be able to be set by a system administrator:

e  password length

e  password expirations

o lockout periods

e reset period

e Security question length
17 User Profile Security Questions will not be viewable to the System Administrator.
18 System will provide the ability to inactive/reactivate a user.
19 System will provide reports to show:

e  Users — active and inactive

Users that logged in during a specified period

Users that have not logged for a specific period of time.
Password Change Report

Failed attempt report

Those locked out after they exceeded attempt

Those locked out during a specified timeframe
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20 The System will have a naming convention for User accounts.
e  The user account names must be unique
. The user will be asked to create a unique “User Identification” that does not match the ID that precedes the @
in their email address.
21 The System Administrator will have the means of reviewing User requests to become a user of the Application(request

originated from a public user)
e the system administrator can reject the request, along with a reason, and the user will receive a natification

e the system administrator can accept the request, and assign the user a role, and the user will receive anotification
which allows them to create a user profile

Password Recovery and System Security

22 Users who have successfully answered the security question shall receive an email containing the link to thepage which
will allow creation of a new password.
e The link shall be valid only for 24 hours.
e The link shall contain a unique identifier for verification purposes by the system. If the user doesn’t returnwith the
link enclosed in the email, the password change shall be denied.

23 The system will provide a means for a user to request a lost user ID by entering their email address and answering a minimum
of one security question. If the user fails to answer the first question, one additionalsecurity question will be presented to the
user.

24 The system will provide a means for users to recover a lost password by answering a minimum of one securityquestion. If the
user fails to answer the first question, one additional security question will be presented to the user.

25 The system will allow users to reset their passwords by answering a minimum of one security question. If theuser fails to
answer the first question, one additional security question will be presented to the user.

26 Store Password and Answer to security questions as encrypted value.

27 \Validation of Security Questions will not be case sensitive or have leading or trailing spaces to the answerphrase.

28 The system must record the following attempts for validation

e Login date/time

Validation Status (successful/unsuccessful)
Account ID that was passed in

Capture source IP Address

User Profile Administration

29 The system will have a login page with the following elements:
e User Name
e  User Password (masked entry)
e Ability to request a Forgotten User ID
e  Ability to request a Forgotten Password
e  Ability to request access to the IBS System
e  Contact information for support
30 The following will be required information to create a user profile and account:

e First Name

e lLastName

° Email. Email address must be unique (no other user account, active or inactive, can have this email address,
system must have some validation for the entry (example, must have the ‘@’ symbol in the text box with preceding
and trailing text.)

e Responses to 3 Unique Security Questions

e  Password. Require the user to specify the same password in two different text boxes. The passwordentry must
be masked.

e Work Phone Number (optional)
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31

The following will be required information to create a user profile and account:
e  Email (secondary email)

32

The system will provide a list of defined security questions to choose from when setting up their user profile.
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33

\When a user’s email address is changed, the system will send an email to the user’s old email addressnotifying
them that their email address has been updated.

/Authentication User Interface

34 The user will be presented with the following options upon successful authentication:
e View/Edit User Profile
e Change Password
35 Upon successfully authentication, if the user account is in a password expiration status, the user will berequired to

change their password before allowing the use of the application.

Migration of Item Bank User Accounts

36

The User Accounts must maintain their role in the new authentication system

Out of Scope
The User Interface will not have the ability to edit/add/delete/inactive System Security questions. The security
questions will be stored in the database. The list of questions will be provided by DTMB to the Contractor.

Authorization
The following Authorization functionality currently exists in the IBS System and is listed for informational
purposes only.

Once a user is authenticated, the user ID is passed to the IBS System for authorization. The IBS System
maintains a user ID to Role relationship which will continue in the vendor hosted IBS System. Users are granted
rights based on the rights defined for the Role. Following is a list of the current Roles which will bemaintained in
the vendor hosted IBS System:

Development Lead

Content Lead

Iltem Writer Team Leader
Item Writer

Context Author

Bias and Sensitivity Committee (BSC) Facilitator
BSC Member

Content Advisory Committee (CAC) Facilitator
CAC Member

Field Review Lead

Field Reviewer

Composition Lead

Media Designer

Compositor

Editor

Renderer

Reviewer

Translator

Operational Psychometrician
Lead Psychometrician
Psychometric Validator
Executive

System Administrator

Data Management
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DBA
Developer
User Administrator
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STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 7

to
Contract Number 071B3200099

MEASUREMENT INCORPORATED Various MDE

423 Morris Street

Durham, NC 27701

Jarrod Barron DTMB

Henry Scherich

919-683-2413 (517) 249-0406

JO1OVUINOD

hscherich@measinc.com barronjl@michigan.gov

CV0059755

CONTRACT SUMMARY
ITEM BANK SYSTEM LICENSE & SERVICES

June 21, 2013 June 29, 2019 June 20, 2023

O P-Card O Other

DESCRIPTION OF CHANGE NOTICE

$4,250,000.00 $300,000.00 $4,550,000.00

DESCRIPTION

Effective 2/16/2022, the parties add $300,000.00 to cover ongoing costs. All other terms, conditions, specifications, and pricing
remain the same. Per contractor, agency, DTMB Procurement and State Administrative Board approval on 12/7/2021.

Internal State Note: $13,399,999.99 remaining Ad Board funds after this contract change notice.




CHANGE NOTICE NO. 7 TO CONTRACT NO. 07183200099
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Program Managers
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MDE

Andrew Middlestead

517-241-2694

middlesteada@michigan.gov

DTMB

Kimberly Crawford

517-243-1483

crawfordk5@michigan.gov
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CONTRACT CHANGE NOTICE

Change Notice Number 6

to
Contract Number 071B3200099

MEASUREMENT INCORPORATED Various MDE

423 Morris Street
Durham, NC 27701
Henry Scherich
919-683-2413

Jarrod Barron DTMB

(517) 249-0406
barronjl@michigan.gov
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hscherich@measinc.com
CV0059755

CONTRACT SUMMARY
ITEM BANK SYSTEM LICENSE & SERVICES

June 21, 2013 June 29, 2019 June 20, 2023

O Other

DESCRIPTION OF CHANGE NOTICE

$4,250,000.00 $0.00 $4,250,000.00

DESCRIPTION

Effective 8/11/2021, the parties revise and restate the labor rates per the attached documentation. All other terms, conditions,
specifications, and pricing remain the same. Per contractor, agency and DTMB Procurement approval.




CHANGE NOTICE NO. 6 TO CONTRACT NO. 071B3200099

Program Managers
for
Multi-Agency and Statewide Contracts

MDE Andrew Middlestead 517-241-2694 middlesteada@michigan.gov

DTMB Kimberly Crawford 517-243-1483 crawfordk5@michigan.gov




REVISED LABOR RATES

Years

. Years 1 | Years 3 Year 9
Staffing Category and 2 and 4 5,6,7 and 10
and 8

Vice President, Information
Technology $0 $0 $0 $0
Project Manager $85 $90 $95 $105
Advisory Project Manager $70 $75 $80 $90
Director of Network $90 $95 $100 $110
Senior Application $85 $90 $95 $105
Application Developer $70 $75 $80 $90
Business Analyst $70 $75 $80 $90
Quality Assurance Analyst $70 $75 $80 $90
Enterprise Architect $95 $100 $105 $115
Senior Technical Writer $60 $65 $70 $80
Call Center Manager ** $45 $50 $55 $65
Database Administrator $85 $90 $95 $105
Network Operations Staff $85 $90 $95 $105
Effective Year 2013 2015 2017 2021

**The Call Center Manager bill rate includes the call center manager and two

call center representatives.
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CONTRACT CHANGE NOTICE

Change Notice Number 5
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Contract Number 071B3200099

919-683-2413 (517) 249-0406

MEASUREMENT INCORPORATED Various MDE
8 423 Morris Street
3 Durham, NC 27701
§ Henry Scherich Jarrod Barron DTMB
(@
_|
©)]
)

barronjl@michigan.gov

hscherich@measinc.com

CV0059755

CONTRACT SUMMARY
ITEM BANK SYSTEM LICENSE & SERVICES

June 21, 2013 June 29, 2019 June 20, 2021

O Other

DESCRIPTION OF CHANGE NOTICE

$4,250,000.00 $0.00 $4,250,000.00

DESCRIPTION
Effective 2/26/2021, the parties exercise the final two option years. The State Contract Administrator has been changed to
Jarrod Barron. All other terms, conditions, specifications, and pricing remain the same. Per contractor, agency and DTMB
Procurement approval.
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DTMB Kimberly Crawford 517-243-1483 crawfordk5@michigan.gov




STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913
P.0O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 4

to
Contract Number 071B3200099

MEASUREMENT INCORPORATED Andrew Middlestead MDE

. 517-241-2694
423 Morris Street

Durham, NC 27701

middlesteada@michigan.gov

Jordan Sherlock DTMB

Henry Scherich
919-683-2413

517-243-5556
sherlockj@michigan.gov

JOLOVILNOD

hscherich@measinc.com
CV0059755

CONTRACT SUMMARY
ITEM BANK SYSTEM LICENSE & SERVICES

June 21, 2013 June 29, 2019 June 20, 2021

O P-Card O Other

DESCRIPTION OF CHANGE NOTICE

$2,250,000.00 $2,000,000.00 $4,250,000.00

DESCRIPTION
Effective 12/10/2019 the contract is increased by $2,000,000 to continue "Next Generation Science Standards" (NGSS)
implementation, and maintain the required system maintenance for the remainder of the contract life through June 20, 2021.
Please note that the Contract Administrator has been changed to Jordan Sherlock.

All other terms, conditions, specifications, and pricing remain the same. Per contractor and agency agreement, DTMB
Procurement approval, and State Administrative Board approval on 12/10/2019.
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CONTRACT CHANGE NOTICE

Change Notice Number 3
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Contract Number 071B3200099

MEASUREMENT INCORPORATED Andrew Middlestead MDE
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middlesteada@michigan.gov
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(517) 275-1132
simsm4@michigan.gov

Henry Scherich
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CV0059755

CONTRACT SUMMARY
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ITEM BANK SYSTEM LICENSE & SERVICES

MI

O P-Card

DESCRIPTION OF CHANGE NOTICE

| eFrod | LEemeEosel  [SEEEt | LEETIcESTEEe | REVSDEE BATE |
1 year (| June 20, 2021
VLR B CRFOSE ROTEE

$1,500,000.00 $750,000.00 $2,250,000.00

Effective 12/11/2018, this contract is exercising the first two of four option years and is increased by $750,000 per the attached
documentation. The program manager has changed to Andrew Middlestead. The contract administrator has changed to Marcy
Sims. All other terms, condition, specification and pricing remain the same. Per contractor, agency, DTMB Procurement and

State Administrative board approval on December 11, 2018.




State of Michigan
Michigan Item Bank System — Ongoing Support for Item Bank Development
FY 2018-19 Budget Allocation
Requirements Specification

General Information

System or L

Project '\SA;;E%” Item Bank Creation Date: 10/01/2018
ID/Acronym:

Client Agency: Modification Date: 10/01/2018
Author(s): Eric Hewitt EJ_MB Ll

Privacy Information

This document may contain information of a sensitive nature. This information should not be
given to persons other than those who are involved with this system/project or who will become
involved during its lifecycle.

Change Control

Revision .
Date Author Section(s) Summary
1.0 Eric Hewitt 3 Draft
1. Overview

The Michigan Item Bank System (IBS) is a joint computer system development project between
the State of Michigan Department of Education (MDE) and Measurement Incorporated (MI). As

spelled out in the original contract all system development that is deemed mutually beneficial by
both parties is split as per contractual agreement.

The effort outlined in this document represents the ongoing development effort for the IBS. The
work can be broken into the following categories:

e Enhancements
e Bug Fixes
e Technical Support



2. Ongoing Development Efforts In Detail
Cat. N
NO. Category Category Description Comments
New system functionality or improvements in
1.0 Enhancements existing system functionality identified as
required by MDE.
ltern Cluster Completion of the initial effort to create a new
11 D test question (Item) type. A limited number of
evelopment o ) )
initial enhancements remain outstanding.

1.2 Psychometrics New statistical modeling requirements.

1.2.1 Psychometrics Statistical modeling for item clusters.

1.2.2 Psychometrics Statistics for new scoring model for TE items.
The current SQL service pack will lose technical
support in June of 2019. The IBS Server must be

1.3 SQL Server Upgrade upgraded prior to the discontinuation of the

service pack support.
Provide a process for systematic uploading of

1.4 Audio File Uploads audio files into the IBS that are generated by

outside vendors.
. This category includes all lower priority

15 gf?gr?'sng Targeted enhancements that are generally maintained in a

change control or ticket backlog.
Application defects identified by both MI and
MDE staff that require system development to
20 BUG Eixes resolve_. Bug flxe_s either identified as needing
immediate attention or for future releases are
maintained through the change control or ticket
backlog.
Work completed by MI staff that is not considered
3.0 Technical Support direct system development but is still required to
ensure system development is accomplished.
MI staff support to manage the ticket backlog

3.1 TAG/RPG Support inventory and develop system release plans.
MI Staff support of MDE staff IBS inquiries, which

3.2 Systems Support include such activities as explaining and

troubleshooting issues system functionality.
Technical MI Staff support to update and create technical
3.3 documents that help IBS users better understand

Documentation

system functionality.




3. Definition Of Work

Effort Hourly Cost
Task (hours) Rate Resources
Requirements Gathering 200 $80 $16,000 Buglness Analyst
80 $95 $7,600 | Project Manager
80 $105 $8,400 | Enterprise Architect
100 $80 $8,000 | gysiness Analyst
40 $95 $3,800 | Project Manager
Design & Develop 100 $105 $10,500 | Enterprise Architect
500 $95 $47,500 | Sr. Developer
4,000 $80 | $320,000 | Developer(s)
80 $80 $6,400 Business Analyst
80 $95 $7,600 | project Manager
QA Testin 100 $105 $10,500 | Enterprise Architect
g 100 |  $95 $9,500 | Sr. Developer
500 $80 $40,000 | Developer(s)
3,000 $80 |  $240,000 | QA Analyst
Production Implementation 40 $105 $4,200 | Enterprise Architect
P 40 $100 $4,000 | Network Operations
Svstem Documentation 40 $80 $3,200 | Business Analyst
y 40 $70 $2,800 | Technical Writer
9080 Total $750,000
Task Cost
Requirements Gathering $32,000
(RG)
Design & Develop (D&D) $389,800
QA Testing (QA) $314,000
Production Implementation $8,200
(PI)
System Documentation $6,000
(SD)
$750,000

RG — Working with the customer (Michigan Department of Education - Office of Educational
Assessment and Accountability — OEAA) to identify the requirements for the system upgrades

and enhancements based on OEAA’s requests for work.




D&D — Contractor will design and develop the computer code needed to create the functional
changes or enhancements identified by OEAA.

QA — Quality Assurance testing is a multi-step process first preformed the contractor but
includes user acceptance testing preformed by OEAA staff but monitored by the contractor.

PI — The act of adding the new computer code into the existing application completed by the
database administrators at the network operations center within the contractor’s organization.

SD — This will consist of two efforts in this FY. The first is the standard documentation provided
to OEAA of the system enhancements including the task tracking system, functional
requirement documents, and a limited number of technical documents. The second will be an
update of the original technical guide for system operations.

Year | Month | System Development Schedule | Associated Tasks

2018 | Oct | Test Development Redesign RG, D&D, QA, PI, SD
2018 | Nov | Test Development Redesign RG, D&D, QA, PI, SD
2018 | Dec | Test Development Redesign RG, D&D, QA, PI, SD
2019 | Jan Composition Enhancements RG, D&D, QA, PI, SD
2019 | Feb | Statistics Enhancements RG, D&D, QA, PI, SD
2019 | Mar | SQL Server Upgrade RG, D&D, QA, PI, SD
2019 | Apr | SQL Server Upgrade RG, D&D, QA, PI, SD
2019 | May | SQL Server Upgrade RG, D&D, QA, PI, SD
2019 | Jun | Item Cluster Final Work RG, D&D, QA, PI, SD
2019 | Jul Item Cluster Final Work RG, D&D, QA, PI, SD
2019 | Aug | Audio File Upload Enhancement | RG, D&D, QA, PI, SD
2019 | Sep | Test Development Enhancement | RG, D&D, QA, PI, SD
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CONTRACT SUMMARY

ITEM BANK SYSTEM LICENSE & SERVICES

June 21, 2013 June 29, 2019 June 20, 2019

O P-Card O Other

O Direct Voucher (DV)

DESCRIPTION OF CHANGE NOTICE

June 20, 2019

$750,000.00 $750,000.00 $1,500,000.00

DESCRIPTION
Effective October 2nd, this contract is increased by $750,000 per the attached documentation. The additional funding allows to
continue NGSS implementation and maintain the required system maintenance. Program Manager has changed to Tom
Korkoske. The contract administrator has changed to Michael Breen. All other terms, condition, specification and pricing
remain the same. Per contractor, agency, DTMB Procuremeent and State Administrative board approval on October 24, 2017.
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Technology, Management & Budget

MICHIGAN DEPARTMENT OF TECHNOLOGY,
MANAGEMENT AND BUDGET
IT SERVICES
STATEMENT OF WORK

Project Title: Period of Coverage:
Item Bank System License and Services — Michigan Department of Education 10/01/2017 - 06-20-2019
(MDE)

Requesting Department: Date:

Michigan Department of Education 10/30/2017

Agency Project Manager: Phone:

Tom Korkoske 517-335-1696

DTMB Project Manager: Phone:

Michael Breen 517-284-7002

BACKGROUND: The intenet of this change is to add funds for additional development work for the Michigan
Item Bank System in support of online testing. Funds will be allocated to staffing (developers, QA, and
support) at the rates identified in contract 071B3200099. Hours per resource are estimates based on effort
needed forsystem enhancements.

PROJECT OBJECTIVE: To provide additional development to the Michigan Item Bank System.
SCOPE OF WORK, TASKS and DELIVERABLES:

The Measurement Inc team will work with MI MDE to provide the following deliverables:

- Computer Adaptive Testing (CAT)

- Technology Enhanced items, including TE interactions and user interface enhancements for the
development and review of TE items, complaints, with the Question and Test Interoperability (QTI)
specification

- Online testing accomdations such as glossing and translation, compliant with the Accessible Portable
Item Protocol (APIP) specification.

- Any further enhancements needed to comply with legislative changes or business requirement
changes.

OUT OF SCOPE:

Further request to modify the Item Bank System beyond the scope outlined above (substantive or cosmetic),
requests for additional quarterly runs, further customization of metrics, or further changes required due to
statute modifications that may be implemented prior to go live of this request are all considered out of scope
PROJECT CONTROL AND REPORTS:

A bi-weekly progress report must be submitted to the Agency and DTMB Project Managers throughout the life
of this project. This report may be submitted with the billing invoice. Each bi-weekly progress report must

contain the following:

1. Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total to
date for the project. Also, state whether the remaining hours are sufficient to complete the project.

2. Accomplishments: Indicate what was worked on and what was completed during the current
reporting period.

3. Funds: Indicate the amount of funds expended during the current reporting period, and the




cumulative total to date for the project.

SPECIFIC DEPARTMENT STANDARDS:

Agency standards, if any, in addition to DTMB standards.

COST SCHEDULE:

Effort Hourly
Task (hours) Rate Cost Resources
200 S 80 $ 16,000 | Business Analyst
. . 80 $95 $7,600 | Project Manager
Requirements Gathering 80 S 105 $8,400 | Enterprise Architect
100 S 80 $ 8,000 | Business Analyst
40 $95 $ 3,800 | Project Manager
Design & Develop 100 S 105 $ 10,500 | Enterprise Architect
500 $95 $ 47,500 | Sr. Developer
4,000 S 80 $ 320,000 | Devloper(s)
80 S 80 $ 6,400 | Business Analyst
40 $95 $ 7,600 | Project Manager
100 S 105 $ 10,500 | Enterprise Architect
QA Testing 100 $95 $9,500 | Sr. Developer
500 S 80 $ 40,000 | Devloper(s)
3,000 S 80 $ 240,000 | QA Analyst(s)
. . 40 S 105 $ 4,200 | Enterprise Architect
Production Implementation 40 $ 100 $ 4,000 | Network Operations
_ 40 S80 $ 3,200 | Business Analyst
Syatem Documentation 40 $70 $ 2,800 | Technical Writer
Total 9,080 S 750,000

NOTE: Payment will be based upon: Satisfactory acceptance of each Deliverable

Payment will be made on a time and material basis. DTMB will pay CONTRACTOR upon receipt of properly
completed invoice(s) which shall be submitted to the billing address on the State issued purchase order not
more often than monthly. DTMB Accounts Payable area will coordinate obtaining Agency and DTMB Project
Manager approvals. All invoices should reflect actual work completed by payment date, and must be approved
by the Agency and DTMB Project Manager prior to payment. The invoices shall describe and document to the
State’s satisfaction a description of the work performed, the progress of the project, and fees.
expenses are invoiced, receipts will need to be provided along with a detailed breakdown of each type of

expense.

Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of properly

completed invoices.

EXPENSES:

The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc.




PROJECT CONTACTS:
The designated Agency Project Manager is:

Tom Korkoske

KorkoskeT @michigan.gov

Michigan Department of Education

Office of Accountability and Business Operations
517-373-8629

The designated DTMB Project Manager is:

Michael Breen

BreenM@michigan.gov

Department of Technology, Management and Budget
Procurement

517-284-7002

LOCATION OF WHERE THE WORK IS TO BE PERFORMED:

Most of the activities related to this project will be performed out of the vendor’s offices located in Durham, NC.
Portions of the work may be done in the vendor’s other office locations.

EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS:

Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am
to 5:00 pm are to be observed unless otherwise agreed to in writing.

No overtime will be permitted. State will not reimburse any travel cost incurred by Contractor
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Form No. DTMB-3521 (Rev. 7/2015)
AUTHORITY: Act 431 of 1984
COMPLETION: Required

PENALTY: Contract change will not be executed unless form is filed

STATE OF MICHIGAN

DEPARTMENT OF TECHNOLOGY, MANAGEMENT AND BUDGET

PROCUREMENT
P.O. BOX 30026, LANSING, MI 48909
OR
525 W. ALLEGAN, LANSING, MI 48933

CHANGE NOTICE NO. 1

to

CONTRACT NO. 071B3200099

between
THE STATE OF MICHIGAN
and
NAME & ADDRESS OF CONTRACTOR PRIMARY CONTACT EMAIL
Measurement, Inc. Henry Scherich hscherich@measinc.com
. CONTRACTOR’S TAX ID NO.
423 Morris Street PHONE (LAST FOUR DIGITS ONLY)
Durham, NC (919)683-2413
STATE CONTACTS AGENCY NAME PHONE EMAIL
PROGRAM MANAGER / CClI MDE Doug Collier 517-241-1640 collierdl@michigan.gov
CONTRACT ADMINISTRATOR DTMB David Hatch 517-284-7044 hatchd@michigan.gov
CONTRACT SUMMARY

DESCRIPTION: Item Bank System License and Services — Michigan Department of Education (MDE)

AL erpecTvEDaTe | AL SXEIATION | N L O o
June 21, 2013 June 20,2019 4, 1-year June 20, 2019
PAYMENT TERMS DELIVERY TIMEFRAME
NA NA

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

] P-card L1 Direct Voucher (DV) L] Other Ll Yes No
MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE
EXERCISE OPTION? [ LENGTH OF OPTION | EXERCISE EXTENSION? Eiﬁgglgs REVISED EXP. DATE
] O
CURRENT VALUE VALUE OF CHANGE NOTICE | ESTIMATED AGGREGATE CONTRACT VALUE

$0.00

$750,000.00

$750,000.00

DESCRIPTION: Effective September 11, 2015, this contract is increased by $750,000.00 for per the attached change
request and requirements. The addition of this money allows MDE to expand Item Bank to meet the legal requirements
for transitioning to online testing. Contract Administrator is changed to David Hatch. All other terms, conditions,
specifications, and pricing remain the same. Per contractor and agency agreement, DTMB Procurement approval, and
State Administrative Board approval on September 10, 2015.




- Project 1D/Acronym: . | ltem Bank Dates. il e | 0810372015
Controlling Agency: ‘Modification Date: - | 08/03/2015
. . N - Control Number {from .
Prepared by: MDE-DAS Control Log): oo

Privacy Informatior

This document may contain information of 8 sensitive nature. This information should not be given to
persons other than those who are involved with this system/project or who will become Involved during
its lifecycle.

Revision Date ~ Author - - Section{s) Summary

Add funds Lo support development for online
14 Piatro Semifero testing: computer adaptive testing, technology
enthanced items, accommuodations.

Project Change Reguest 10f5 PMM-0014 {Rav, 07/2012)



Proposed Change Description and References

The intent of this change Is to add funds to support additional developmant in the Michigan ttem Bank
System in support of online testing. Funds will be spent on staffing {developers, QA, and support) at the
rates and the cost identified in contract 07183200099, Casts and hours estimated based on effort
needed for previous system enhancements. [t should be noted for pricing that, according to the “Date”
of this change request {see Section A} and the expected completion date, we are in the third and fourth
year of the contract.

Additional development for online testing will include:

o Computer Adaplive Testing {CAT)

o Technology Enhanced {TE} items, including TE interactions and user interface enhancements
for the development and review of TE items, compliant with the Question and Test
Interoperability (A1) specification

o Online testing accommuodations such as glossing and translation, compliant with the
Accessible Portable Item Protocol (APIP) specification

impact of Not Implementing Proposad Change

- Limited online functionality
- lack of accorumodations in online tams

Alternatives

Initial Review Date: ‘ 07/08/2015 l Assigned to: I Pietro Semifero
Approve for Impact Analysis: Full schedule
Reject
Defer Until: | N/A
Reason:

Project Change Request 20f5 PMM-0014 (Rev. 07/2012)



Baselines Affected

- Additional lines of code added to software base

Cost/Schedule Impact Analysis Reguired? X Yes l ‘ [ No

Impact on Cost

- Estimated 18,650 hours of effort associated with the task of requirements gathering,
davelopment, testing, documenting, and project managing

- Total Estimated Cost $1,415,500

- State of Michigan Estimated Cost $750,000 {53% of Total Cost).

Business Analyst 570 hours {Requirements, Development, QA and Manual Support)
{Raquirements, Development, QA Support and Code
sr. Developer 660 hours Promotion)
Developer 9,500 hours | (Development and QA Support}
QA Analyst 6,700 hours {QA Support)
Project Marrager 590 hours {Project planning and Oversight)
Enterprise Architect { 80 hours {Technical guidance}
Technical Writer 500 hours {Technical guidance)
Director of Network
Ogperations 50 howrs {Code Promotion)
Task Effort (hours) | Hourly Rate Cost Resources
Requirements Gathering 360 75 27,000 | Business Analyst
100 80 8,000 | sr. Developer
40 90 3,600 | project Manager
Design & Develop 40 75 3,000 | Business Analyst
J 400 90 36,000 | &r. Developer
8,700 75 652,500 | Developer
80 100 8,000 | Enterprise Architect
QA Test 120 75 9,000 | Business Analyst
6,600 75 435,000 | aA Apalyst
100 S0 9,000 { sr. Developer
800 75 60,000 | Developer
60 90 5,400 | project Manager
Production Implemantation 60 90 5,400 | sr. Developer
40 80 3,600 | project Manager
50 95 4,750 | Network Operations
Systemn Documeantation 500 65 32,500 | Technlcal Writer
50 5 3,750 | Business Analyst
50 40 4,500 | Project Manager
Project Change Reguest 3of5 PMM-0014 (Rev. 07/2012)



I wo| 78 7500 | A Analyst |
Project Management 400 0 36,000 | Project Manager
Total 18,650 1,415,500

Impact on Schedule

The estimated date of completion for technulogy enhanced testing [s January 1, 2016,
- The estimated date of completion for glossing and translation is June 1, 2016,
- The estimated date of completion for computer adaptive testing Is September 1, 2016.
= Features will be added progressively In an iterative development process,

Imgact on Resources

Resource requiremeants:

Project Managar
Enterprise Architect
Business Analyst

2 5r. Developers

4 Developears

2 QA Analysts
Diractor of Metwork Cperations

Final Review Results

Review Date:

Classification:

X

-

High

A e P

Pl e ium

Loy

£ Tmpact Analysts Resiilts

Specific Requirements Definition

Refer to attached reguirements documentation, Further business requirements to be developed

for Computer aAdaptive Testing, translation, and further iterations refining tools developed.

Additional Resource Reguirements

Froject Change Request

4af 5

PMM-0014 [Rev. 07,2012}



Additional Resource Requirements

Werk Days

Cost

» 'Wp:k Days

Cost

TOTAL

Impact of Not implementing the Change

- Functionality will not be available in the item bank

Altarnatives to the Proposed Change

- N/A

Final Recommendation

- Approve

Governance Body: Include all accountable/impacted key project stakeholders,

Approval Signatures

i

‘Role NamefTitle /’”‘\\ . Slepature - | Date
Client Business . .
Owner David Judd | ?{( //M
Client 'Spnnéér DRoug Collier HM [ {/j é i 4 } |2 }
DTMB Sponsor | Glenn Gorton 7 /Zf / e
DTMB Project -

Manager Maria Thomas ?ébé%%ﬂh s e z//"‘
Other Key : | W D,
Stakeholder Henry Scherich -1 118 j f 4
Gther Key ‘ , V [ _ »
Stakeholder Nelson Androes {/(./}QJ ,(% ,Jf ,3§(,u 7 //5 ,/; -

Project Change Reguest

PMM-0014 {Rev, 07/2012)



General Information

State of Michigan
Michigan Item Bank System — Glossing
Requirements Specification

° System or
Project Michigan Item Bank System ° Creation Date: 08/05/15
ID/Acronym:
. Client . Modification
Agency: Date:
o DTMB
Auth 3 D McDaniel
. uthor(s) rew McDanie Authorized by:

Privacy Information

This document may contain information of a sensitive nature. This information should not be given to persons
other than those who are involved with this system/project or who will become involved during its lifecycle.

Change Control

1.

Requirements are statements of business problems and/or needs in as much detail as will fully explain the
problems and/or needs. Requirements are NOT statements of a solution to a problem or need. Requirement
elements may include business, functional and technical detail. Each requirement must be stated as a unique

Overview

objective that is:

Necessary (i.e., absolute requirements that are to be verified are identified by “must” or “shall”)
Correct (i.e., an accurate description of a feature or process)

Unambiguous (i.e., can have only one interpretation)
Complete (i.e., answers the questions who, what, when, where, why, and what if)

Consistent (i.e., is not in conflict with other requirements)

Verifiable and Testable (i.e., is stated in concrete terms and measurable quantities. Can be used to
create one or more clear tests to verify the requirement has been met.)
Modifiable (i.e., the structure and style of the requirement are such that any necessary changes to the

requirement can be made easily, completely, and consistently)
Traceable (i.e., the origin is clear and can be tracked in future development activities and tests)

2. Business and Functional Requirements Detail
° B ° Detailed
. . J ° S ° Comment
usiness Requirement riorit ource ° Status s
Req. No. Description y




° B . Detailed
. . . o S o Comment
usiness Requirement e ource . Status s
Req. No. Description
1.00 The Item Bank System 1 State of Draft Confirmed
must support glossing Michigan languages to
for an arbitrary support are
number of languages. English, Spanish
and Arabic
1.01 Languages required for | 1 State of Draft
each item/context will Michigan
be set at the program
level.
1.02 Content Leads must be | 1 State of Draft
able to indicate that an Michigan
item does not require
glossing.
1.03 Content Leads must be | 1 State of Draft
able to indicate that an Michigan
individual language
does not require
glossing.
1.04 Content Leads, IWT 1 State of Draft
Members, IWT Michigan
Leaders, and Context
Authors must be able
to select the
words/phrases in the
item or context
content to be glossed.
1.05 Content Leads must be | 1 State of Draft
able to select Michigan
words/phrases in
graphics to be glossed.
1.06 Content Leads must be | 2 State of Draft
able to copy selections Michigan
made in the English
glossing section to all
other supported
languages.
1.06a If selections have 2 State of Draft
already been made in a Michigan
language, they should
not be superseded by
selections copied from
English.
1.06b English selections must | 2 State of Draft
only be copied to Michigan

another language if the
language has no
preexisting selections.




[ )
usiness
Req. No.

. Detailed
Requirement
Description

riority

ource

Status

o Comment
S

1.07

Content Leads, IWT
Members, IWT
Leaders, and Context
Authors must be able
to enter glossed text
for selected words or
phrases in any
language.

1

State of
Michigan

Draft

1.08

Content Leads must be
able to submit words
or phrases selected for
glossing in item
content or graphics to
translators.

State of
Michigan

Draft

1.09

Translators must be
able to enter glossed
content for selected
words or phrases in
item content or
graphics.

State of
Michigan

Draft

1.10

Users of the translator
role must have access
to all languages
required for glossing.
Individual translators
will only enter glossed
text that they are
responsible for.

State of
Michigan

Draft

111

Translators must be
able to enter glossed
content in each of the
required languages for
all selected
words/phrases

State of
Michigan

Draft

1.12

Translators must be
able to attach an audio
file to each piece of
glossed text. Audio
files are optional.

State of
Michigan

Draft

NA

State of
Michigan

Draft

Not required

1.14

Translators must be
able to submit glossed
content for each
language individually.

State of
Michigan

Draft

1.15

Translators must be
able to make
comments on glossed
content.

State of
Michigan

Draft




° B . Detailed
. . o . S o Comment
usiness Requirement e ource . Status | e s
Req. No. Description
1.15a Comments must be 2 State of Draft
recorded at the Michigan
language level.
1.15b Comments left by 2 State of Draft
translators must be Michigan
saved and visible on
the "History" tab.
1.16 Content Leads mustbe | 1 State of Draft
able to review glossed Michigan
content submitted by
the translators, IWT
Members, IWT
Leaders, and Context
Authors.
1.17 Content Leads must be | 2 State of Draft
able to make Michigan
comments on glossed
content submitted by
translators, IWT
Members, IWT
Leaders, and Context
Authors.
1.17a Comments must be 2 State of Draft
recorded at the Michigan
language level.
1.17b A history of all 2 State of Draft
comments must be Michigan
saved and visible in the
"History" tab.
1.18 Glossing must be 1 State of Draft Specific words
indicated on the Michigan glossed and
Rendering Review glossed text.
screens. Glossed words
must be indicated
in a way not
otherwise used in
IBS (dotted line
outline?
Highlighting is used
for hot text).
3. Business Rules
° B
usiness ° Business Rule Description * Statu . Comments
Rule No. S
1.00 Glossing may not take place while graphics | Draft
are being revised.
2.00 Items or contexts may not be edited by Draft Item glossing status before Banked is
anyone while glossing status is “In still “N/A” and goes to “Pending” at
Progress.” Banked, even if the IWT
Member/Context Author has
entered glossed text.




usiness
Rule No.

° Business Rule Description

Statu

° Comments

3.00

If a graphic is edited after glossing is
complete, the glossed content associated
with the graphic must be deleted.

Draft

What happens to glossing if the text
is edited after glossing is complete?
To draft glossed text entered by an
IWT Member /Context Author?

4.00

Graphics may not be revised while glossing
status is “In Progress.”

Draft

Item glossing status before Banked is
still “N/A” and goes to “Pending” at
Banked, even if the IWT
Member/Context Author has
entered glossed text.

5.00

Glossing may begin when an item or
context has reached "Submitted" maturity.
(at this stage, the glossing status should be
"Pending")

Draft

6.00

Users of the Content Lead, Development
Lead, IWT Member, IWT Leader, and
Context Author roles may make glossing
selections and enter and edit glossed
content. Users of the Editor role may edit
glossed content. Users of the BSC
Facilitator, BSC Member, CAC Facilitator,
and CAC Member roles will have read-only
access to the Glossing tab.

Draft

7.00

Users of the Content Lead, Development
Lead, Editor, Translator

Draft

8.00

The glossing process begins when a user
makes the first selection in a language. (at
this stage the glossing status should
change to "In Progress")

Draft

9.00

The glossing process may be skipped by
indicating that an item does not require
glossing. (at this stage the glossing status
should change to "Not Required")

Draft

9.01

Content Leads must be able to indicate
that glossing is not required when the
glossing status is either Pending or In
Progress. If the glossing status is In
Progress, the item must be removed from
the Translator workqueue and the glossing
status must be updated to "Not Required"

Draft

10.00

The glossing process ends when a Content
Lead accepts all glossed content. (at this
stage the glossing status should change to
"Complete")

Draft

11.00

During the glossing process, an item or
context's "next task" must be "Complete
Glossing."

Draft

12.00

Content Leads may not sign off on a test
map until glossing is complete for all items
in the test map.

Draft

13.00

Content Leads must be able to view the
glossing status of a test map on the "Test
Process" screen.

Draft




° B
usiness ° Business Rule Description * s Statu . Comments
Rule No.
13.01 The glossing status of a test map must be Draft
visible in a column between "Editor one-
per review" and "Test map batch review."
The column must be labeled "Glossing."
13.01a The system must display "Complete" if the | Draft
glossing status of all items in the test map
is "Complete” or “Not Required."
13.01b The system must display "In Progress" if Draft
the glossing status of at least one item in
the test map is "Pending," or "In Progress."
13.02 Content Leads must be able to view the Draft
glossing status of all items in a test map
and access the glossing functionality by
clicking on the value in the Glossing
column on the test process screen.
13.02a The glossing status of each item in the test | Draft Pending: The Content Lead has not
map must be visible. made any selections or indicated
that the item does not require
glossing.
In Progress: The Content Lead has
made at least one selection and has
not yet approved glossed content.
Not Required: The Content Lead has
indicated that glossing is not
required for the item.
Complete: The Content Lead has
accepted all of the glossed content.
13.02b Content Leads must be able to click on an Draft
item ID on the glossing status page and
access the glossing functionality for that
item.
14.00 When an item or context is copied, all Draft
glossed content must be copied along with
the original item content.
3. Technical Requirements Detail
. Technical | o Detailed Technical . Priority . Business . T———
Req. No. Requirement Description Req. No.

1.0

4,

Functional Baseline




A baseline consists of those things that serve as the basis for measurement or comparison. The functional
baseline, sometimes called a system requirements baseline, is the main technical work product of the
Requirements Definition Stage. The approved Requirements Specification document (SEM-0402) is the official
agreement and authorization to use the requirements for the product design. Approval implies that the
requirements are understood, complete, accurate, and ready to be used as the basis for the subsequent lifecycle
stages. Once the requirements are identified and approved, any changes to the requirements must be managed
under change control procedures established in the Software Configuration Management Plan. Approved
changes must be incorporated into the Requirements Specification document.

Approval Information

Final Approval Signatures

° Role ° Name/Title ° Signature
ate

Client Sponsor

DTMB Sponsor

Project Manager




State of Michigan
Michigan Item Bank System — Supporting Alt-Text for Graphics
Requirements Specification

General Information

o System or
Project Michigan Item Bank System ° Creation Date: 9/11/15
ID/Acronym:
° Client ° Modification
Agency: Date:
o DTMB
: D McDaniel
. Author(s) rew McDanie Authorized by:

Privacy Information

This document may contain information of a sensitive nature. This information should not be given to
persons other than those who are involved with this system/project or who will become involved during
its lifecycle.

Change Control
o Revisi o Section
on Date ° Author (s) ° Summary
Drew McDaniel 2,3 First draft
Drew McDaniel 3 Updated technical requirement 2.0
Drew McDaniel 3 Added technical requirement 3.0
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1. Overview

Requirements are statements of business problems and/or needs in as much detail as will fully explain
the problems and/or needs. Requirements are NOT statements of a solution to a problem or need.
Requirement elements may include business, functional and technical detail. Each requirement must be
stated as a unique objective that is:

e Necessary (i.e., absolute requirements that are to be verified are identified by “must” or “shall”)

e Correct (i.e., an accurate description of a feature or process)

e Unambiguous (i.e., can have only one interpretation)

e Complete (i.e., answers the questions who, what, when, where, why, and what if)

e Consistent (i.e., is not in conflict with other requirements)

e Verifiable and Testable (i.e., is stated in concrete terms and measurable quantities. Can be
used to create one or more clear tests to verify the requirement has been met.)

e Modifiable (i.e., the structure and style of the requirement are such that any necessary changes
to the requirement can be made easily, completely, and consistently)

e Traceable (i.e., the origin is clear and can be tracked in future development activities and tests)

2. Business and Functional Requirements Detail

° B ° Detailed
. . o o ) ° Comment
usiness Requirement ° Status | e

- riorit ource s
Reg. No. Description y

1.0 Allow Media Designer High State of Draft See technical
role users to enter alt- Michigan requirements
text for all new
graphics and graphics
that have been sent for
revision.

2.0 Allow Content Lead High State of Draft See technical
role users to view and Michigan requirements
edit alt-text for all
graphics in an item.
Alt-text should be
editable at all points
where attributes can
be added or edited.

3.0 Allow Development High State of Draft See technical
Lead role users to view Michigan requirements
and edit alt-text for all
graphics in an item.
Alt-text should be
editable at all points
where attributes can
be added or edited.

Requirements Specification 15 of 109 SEM-0402 (Rev. 07/2012)



usiness
Req. No.

Requirement
Description

Detailed

riority

S
ource

Status

Comment
s

4.0

format.

Graphic alt-text must
be included when an
item is exported in QTI

High
M

State of

ichigan

Draft

See technical
requirements

3.

Technical Requirements Detail

Req. No.

Technical

Detailed Technical
Requirement Description

Priority

Req. No.

Business Comments

1.0

Media Designer role users
must be able to enter alt-text
for graphics on the “Submit
Media Asset” page when
fulfilling a new graphic request
or editing an existing graphic.

1.0

11

Alt-text for existing graphics
selected from the library must
be visible to and editable by
the Media Designer on the
“Submit Media Asset” page.

1.0

1.2

Add a new radio button field
labeled “Alt-Text?” directly
under the braillable notes
section and above the “Item
Composition Layout” field.

The options for this field
should be “Yes” and “No.” This
field must be optional.

1.0

1.3

The default value of the “Alt-
Text?” field must be “Yes.”

1.0

1.4

Add a new text entry field
labeled “Alt-Text” directly
under the “Alt-Text?” radio
button field. This field must be
optional.

1.0

1.5

If the value of the “Alt-Text?”
radio button field is “Yes” the
“Alt-Text” field must be
required. If the value is “No”
the “Alt-Text” field must be
optional.

1.0

Requirements Specification
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Req. No.

Technical

° Detailed Technical
Requirement Description

Priority

Reg. No.

Business

. Comments

1.6

The values of the “Alt-Text”
fields must be saved in the
database and associated to the
graphic uploaded by the Media
Designer at the time of entry.

1.0

2.0

Content Lead and
Development Lead role users
must be able to view and edit
alt-text for graphics on the
“Attributes” page/tab. This
requirement applies to both
the item attributes tab and the
context attributes tab
(development pending).

2.0,3.0

2.1

Graphic alt-text and a preview
of each graphic must be listed
in a grid at the bottom of the
“Attributes” page/tab above
the “lItem Composition
Format” field.

2.0,3.0

2.2

Graphic alt-text must be
editable at all stages in the
workflow where item
attributes are editable.

2.0,3.0

3.0

Alt-text for graphics must be
displayed as tooltip text when
a user hovers over the graphic
in the preview tab.

NA

New requirement
requested 9/30/14.

4,

Functional Baseline

A baseline consists of those things that serve as the basis for measurement or comparison. The
functional baseline, sometimes called a system requirements baseline, is the main technical work
product of the Requirements Definition Stage. The approved Requirements Specification document
(SEM-0402) is the official agreement and authorization to use the requirements for the product design.
Approval implies that the requirements are understood, complete, accurate, and ready to be used as the
basis for the subsequent lifecycle stages. Once the requirements are identified and approved, any
changes to the requirements must be managed under change control procedures established in the
Software Configuration Management Plan. Approved changes must be incorporated into the
Requirements Specification document.

Requirements Specification
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Approval Information

The signatures relay an understanding of the purpose and content of the document by those endorsing
it.

‘ | Approve ‘ ‘ Approve with Modifications ‘ | Reject

Comments:
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1. Overview

Requirements are statements of business problems and/or needs in as much detail as will fully explain
the problems and/or needs. Requirements are NOT statements of a solution to a problem or need.
Requirement elements may include business, functional and technical detail. Each requirement must be

stated as a unique objective that is:

o Necessary (i.e., absolute requirements that are to be verified are identified by “must” or “shall”)
e Correct (i.e., an accurate description of a feature or process)

Unambiguous (i.e., can have only one interpretation)

Complete (i.e., answers the questions who, what, when, where, why, and what if)
Consistent (i.e., is not in conflict with other requirements)
Verifiable and Testable (i.e., is stated in concrete terms and measurable quantities. Can be

used to create one or more clear tests to verify the requirement has been met.)

e Modifiable (i.e., the structure and style of the requirement are such that any necessary changes
to the requirement can be made easily, completely, and consistently)

e Traceable (i.e., the origin is clear and can be tracked in future development activities and tests)

2. Business and Functional Requirements Detail

Business
Reg. No.

Detailed Requirement
Description

Priority

Source

Status

Status Date Comments

1.0

TE items developed in
the Item Bank System
must be able to
progress between
Submitted and Banked
status.

High

State of
Michigan

1.1

Content Leads must be
able to review, edit and
Accept, Reject or send
a TE item back to the
IWT Member for
revisions (Revise).

High

State of
Michigan

1.3

Items in “Submitted”
maturity must be able
to be edited and saved
without changing their
maturity (save as
draft).

High

State of
Michigan

See technical
requirements.
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Business | Detailed Requirement .

.. Priority Source Status | Status Date Comments

Req. No. Description

1.4 When a Content Lead High State of
Accepts a TE item that Michigan
includes graphic
requests, the system
must automatically
route it to the
composition team for
graphic fulfillment.

1.5 When a Content Lead High State of
Accepts a TE item that Michigan
does not include
graphic requests, the
system must
automatically route it
to the committee
review process.

2.0 Composition Leads High State of See technical
must be able to view Michigan requirements
TE items that include
graphic requests in
their item workqueue.

2.1 Composition Leads High State of See technical
must be able to filter Michigan requirements.
based on the Item Type See mockup
(TE, MC, CR, etc.) in the “01_Comp_Lead_
item workqueue. Workqueue”

2.2 If a Composition Lead High State of See technical
selects “TE” in the item Michigan requirements
type filter list box they See mockup
should be able to filter “01_Comp_Lead_
based on interaction Workqueue”
included in the item.

23 Composition leads High State of Measurement Inc.
must be able to filter Michigan development team
their media workqueue is investigating the
to list (1) only graphic most appropriate
requests in TE items, technical solution.
(2) graphic requests in
traditional items or (3)
all graphic requests

2.4 Composition Leads High State of See technical
should be able to open Michigan requirements.

TE items and assign
graphic requests to
Media Designers.
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Business
Req. No.

Detailed Requirement
Description

Priority

Source

Status

Status Date

Comments

3.0

Media Designers
should be able to view
graphic requests
contained in TE items
in their Media
Workqueue.

High

State of
Michigan

See technical
requirements.

3.1

Media Designers must
be able to filter their
Media Workqueue by
Item Type and
Interaction (if TE is
selected as the item

type).

High

State of
Michigan

See technical
requirements

3.2

Media Designers must
be able to open a
graphic request in a TE
item from their Media
Workqueue.

High

State of
Michigan

See technical
requirements

33

The Item Type and
Context ID (if
applicable) should be
visible on the Submit
Media Asset page.

High

State of
Michigan

3.4

Graphic requests
within a TE item should
be listed based on the
section of the TE item
in which the graphic
request is included.

High

State of
Michigan

For example,
prompt, hotspots,
options, etc.

3.5

Media Designers must
be able to save TE
Media requests while
they’re in progress
using a “Save Draft”
button.

High

State of
Michigan

3.6

Media Designers must
be able to enter
comments in the
“Comments” field and
submit them using a
“Submit Comment”
button.

High

State of
Michigan

See technical
requirements.
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Business | Detailed Rt?qt!"‘ement Priority Source Status | Status Date Comments
Req. No. Description
3.7 When a Media High State of See technical
Designer selects one of Michigan requirements.
the listed graphic
requests and clicks
“Add/Fulfill” graphic,
they must be able to
upload the .EPS version
of the graphic.
uploaded-by-the Media
Designerand Alearpateseluiions
aberatieallsreaton pay-be-preferable
desondingen
the-graphic-forusen sizing—Aleraste
t.he—lieem—Bank—image solutions will
library cauiremanuall
. b
Due to changing
business need, this
requirement is no
longer valid.
uploaded-by-the Media
W Due to changing
automatically-createa business need, this
i requirement is no
oHtne-graphictoruse longer valid.
. 5 .
'b a 7-
weleaded by the Media
Besig e'.a . Due to changing
automatically-createan business need, this
i ' requirement is no
graphicforuse longer valid.
e deli
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Business | Detailed Requirement

. Priority Source Status | Status Date Comments
Req. No. Description

3.92 When the .EPS has High State of
been uploaded and the Michigan
.GIF and .SVG versions
created, the Media
Designer should be
required to enter a
title, description and
keywords for the new
graphic.

3.93 The Media Designer High State of
should be able to Michigan
replace the uploaded
.EPS and generate new
files if necessary.

3.94 The Media Designer High State of See technical
should be able to Michigan requirements.
optionally upload a
native version of the
graphic.

3.95 The Media Designer High State of See technical
should be able to Michigan requirements.
optionally upload a
picture card.

3.96 The Media Designer High State of

should be able to place Michigan
the new media asset
within the section of
the item in which the
media was requested
by clicking the “Place
Media” button.

3.97 In TE items containing High State of See technical
hotspotinteraction or Michigan requirements.
graphicGapMatchinter
action, the Media
Designer should be
able to define
coordinates for
hotspots and/or drop
zones.
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Business
Req. No.

Detailed Requirement
Description

Priority

Source

Status

Status Date Comments

4.0

Development Leads,
Content Leads,
Composition Leads,
Media Designers,
Committee Facilitators,
Committee Members
and Editors should be
able to view a preview
of TE items developed
in the Item Bank
System on the
“Preview” tab when
working with an item.

High

State of
Michigan

See technical
requirements.

4.1

Previews of TE items
will not be functional.

High

State of
Michigan

4.2

Previews of TE items
will display all of the
details and properties
describing the
function, layout and
scoring logic of the
item.

High

State of
Michigan

See technical
requirements

4.3

When a user views a
preview of a TE item
before graphics are
fulfilled, the user
should see the content
of the original graphic
request(s) in place of
the final graphic.

High

State of
Michigan

4.4

Once graphics have
been fulfilled, a user
viewing a preview of a
TE item should see the
placed, final graphics.

High

State of
Michigan

4.5

In TE items containing
hotspotinteraction or
graphicGapMatchinter
action, users should be
able to see the
locations of hotspots
and/or drop zones on
the preview tab.

High

State of
Michigan

See technical
requirements

4.6

Tooltips will be placed
throughout previews of
TE items to help
explain TE item
terminology.

High

State of
Michigan
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Business
Req. No.

Detailed Requirement
Description

Priority

Source

Status

Status Date

Comments

5.0

Committee Facilitators
must be able to select
and assign TE items
and initiate committee
reviews.

High

State of
Michigan

See technical
requirements

6.0

Committee Members
must be able to review
TE items, make
comments and
recommend accepting,
rejecting or revising
the item.

High

State of
Michigan

7.0

Committee Facilitators
must be able to view
committee member
recommendations and
comments, and be able
to enter a consensus
recommendation,
content standards,
taxonomy, comments
and complete the
reviews.

High

State of
Michigan

8.0

Editors must be able to
review, enter
comments and
approve or
recommend revisions
to TE items.

High

State of
Michigan

3.  Technical Requirements Detail

Technical
Req. No.

Detailed Technical Requirement Description

Priority

Functional
Req. No.

Comments

1.0

Details tab.

Content Leads and Development Leads must be
able to edit items in “Submitted” status and save
their changes without accepting the item by
clicking on a “Save Draft” button on the Item

1.3

3.0

Composition Leads must be able to filter their Item
Workqueue by item type (including “TE”)

2.1

See mockup
“01_Comp_Lead
_Workqueue”
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Technical
Req. No.

Detailed Technical Requirement Description

Priority

Functional
Req. No.

Comments

3.1

Composition Leads must be able to filter their Item
Workqueue by included interaction if they have
filtered by “TE” as the item type. Results returned
should include all TE items that include at least one
of the selected interaction.

2.2

See mockup
“01_Comp_Lead
_Workqueue”

3.2

The Item Type column in the Composition Lead’s
Iltem Workqueue should display “TE” for all TE
items in the list. It should also display the
interactions included in each TE item.

2.0

See mockup
“01_Comp_Lead
_Workqueue”

4.2

Depending on the interaction included, pieces of a
graphic request should be labeled based on the
section in which the graphic request is located. For
example, hotspots coming across as a single
graphic request should be labeled, “Hotspot 1,”
“Hotspot 2,” etc.

2.4

5.0

The Item type and the interactions included in the
item should be visible on the Assign Media Asset

page.

2.4

6.0

The media type “TE Graphic” should be displayed
for all TE items in the “Media Type” column of the
Media Designer’s Media Workqueue.

3.0

6.1

The Media Type column of the Media Workqueue
should also display the included interactions in
each TE Graphic request.

3.0

6.2

The Media Designer should be able to filter their
Media Workqueue by Media Type.

3.1

6.3

The Media Designer should be able to filter their
Media Workqueue by included interaction if
they’ve selected “TE Graphic” as the Media Type.

3.1

6.4

The Media Designer’s Media Workqueue should be
sorted by Due Date, Program, Content Area,
Grade, Media ID, in that order.

3.2

6.4a

The Composition Lead’s Media Workqueue should
be sorted by Due Date, Program, Content Area,
Grade, Media ID, in that order.

3.2

Added to
streamline code.
Michigan agreed to
this addition on
8/7/14.

7.0

Comments entered by the Media Designer and
submitted using the “Submit Comment” button
should be saved in the database and displayed in
the Previous Media Comments section.

3.6
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Technical Functional
echnica Detailed Technical Requirement Description Priority unctiona Comments
Req. No. Req. No.

When the Media Designer clicks the “Submit 3.6
Comment” button, the item should move to the
Content Lead’s workqueue for review. Mandatory
fields should not be validated. This process should
mirror the standard submit and review process,
but without the mandatory field check.

7.1

Content Leads should be able to view items with 3.6
media requests that have comments left by the
Media Designer, respond with new comments and
return the media for revisions.

7.2

Content Leads must also be able to Accept media 3.6
that has been submitted with comments and move
the item to Committee Review without the media
7.3 fulfilled. This requirement covers cases where
media requests were erroneously included in an
item, or the Content Lead decides to remove
media from the item.

The system should allow the Media Designer to 3.7
8.0 select the .EPS file they want to upload and select
whether the file is color or black and white.
AierselogiingtheEnEfile-te-bonnleaded Hdhe 38,39 Due to changing
Medin-Designarshavld-baabloteconfigurethe business need, this
81 seftingsfertheautomatienll gonormied Gl Hlas requirement is no
{ullsize and-thumbnail-versions) longer valid.
Soecifi inas TBD
Aierselegiing-theEnEfile-te-bennleaded e 394 Due to changing
PP Meé&Deag;&e#sJWd—beﬂ}ble—te—eenﬁgwe—t-he_ . : busnr?ess neeq this
solitngsterthonuksmaticallgonomind SN EHlos requirement is no
Specificsettings FBB longer valid.
Once the Media Designer has selected the .EPS file 3.7

to be uploaded, selected color or black and white
and configured the settings for the automatically
8.3 generated .GIF and .SVG versions, they must be
able to click the “Upload and Convert” button. The
system will then upload the .EPS file and generate
the .GIF and .SVG versions.

The Media Designer must be able to bypass the 3.7
upload and convert process and upload each
version of the file manually by clicking the
“Manually Upload Files” button.

8.4

The Media Designer must be able to manually 3.94
upload an optional native version of the graphic.
The system must support any file type without

restriction. (currently supported: .ai, .eps, .indd)

8.5
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Technical Functional
echnica Detailed Technical Requirement Description Priority unctiona Comments
Req. No. Req. No.

The Media Designer must be able to manually 3.95
upload an optional picture card version of a

8.6 graphic. The system must support the following
file times for picture cards: .gif, .jpeg, .jpg, .png,
.eps.

A new page should be available to the Media 3.97
Designer that allows them to define coordinates
9.0 for hotspots in hotspot interaction graphics and
drop zones in graphic drag and drop interaction
graphics.

The new page described in technical requirement 3.97
9.0 should be accessible after the Media Designer
9.1 has uploaded the .EPS identified as containing
hotspots or drop zones and all versions of the
graphic have been generated by the system.

The Media Designer should be able to access the 3.97
page described in technical requirement 9.0 by
9.2 clicking on a button labeled “Configure
Hotspots/Drop Zones” on the “Submit Media
Asset” page.

The graphic identified as the location for hotspots 3.97
9.3 or drop zones should be visible on the “Place
Hotspots and Drop Zones” page at full resolution.

Media Designers should be able to select a hotspot 3.97
or drop zone from a list of all hotspots or drop
zones in the interaction and define the
coordinates. Hospots or drop zones should be
labeled using the contents of the original graphic
request.

9.4

On the new “Place Hotspots and Drop Zones” page 3.97
The Media Designer should be able to draw

9.5 hotspot or drop zone boundaries by selecting one
of three tools corresponding to shapes supported
by QTI (circle, rectangle or polygon).

Hotspot or drop zone boundaries should be visible 3.97
9.6 using a clear outline and/or shading overlaying the
graphic.

Media Designers should also be able to define a 3.97
hotspot or drop zone’s coordinates by entering
coordinate values in a series of text fields attached
to each hotspot or drop zone.

9.7

When a Media Designer draws a hotspot or drop 3.97
9.8 zone, the coordinate values should automatically
appear in the associated text fields.
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Technical Functional
echnica Detailed Technical Requirement Description Priority unctiona Comments
Req. No. Req. No.

When a Media Designer enters coordinate values 3.97
9.9 for a drop zone or hotspot, the corresponding
shape should appear on the image automatically.

Depending on the selected shape tool, the system 3.97 Consistent with
must require a different set of coordinates. QTI capabilities.

Circle: X and Y coordinates for the center point and

501 a radius length.
’ Rectangle: X and Y coordinates for the top, left and

bottom, right points.
Polygon: An arbitrary number of X and Y
coordinates for each point.

Media Designers must be able to change the 3.97
coordinates of a drop zone or hotspot after
drawing the shape or entering coordinates the first
time.

9.92

3.97 Measurement Inc.
development team
investigating
technical
feasibility.

Media Designers must be able to add and delete

9.93 points from a polygon hotspot or drop zone.

Media Designers must be able to save the 3.97
9.94 coordinates while they’re in progress using a “Save
Draft” button.

Media Designers must be able to submit final 3.97
9.95 coordinates by clicking a “Submit Coordinates”
button.

Media Designers must be able to hide and show 3.97
the hotspot or drop zone overlays using a toggle
switch on the “Place Hotspots or Drop Zones”
page. This function is purely for the benefit of the
Media Designer and should not affect the
coordinate values or the hotspots or drop zones.

9.96

Final coordinates submitted by the Media designer 3.97,4.5
should be used in the exported QTI version of the
9.97 item and used to visually indicate locations and
sizes of hotspots and drop zones to any users
viewing the “Preview” tab.

The header of the “Preview” tab must contain the 4.0
Iltem Type, number of interactions, and a list of
included interactions in addition to the standard
header data found on MC and CR items.

10.0
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Technical
Req. No.

Detailed Technical Requirement Description

Priority

Functional

Reg. No. Comments

11.0

Previews of items containing text drag and drop
interactions (gapMatchlInteraction) must include
the following elements:

Item Introductory Text

Interaction type (Text Drag and Drop)
Prompt

Interactive Text

Draggable Text Options

Regeneration information for each
draggable option

Interactivity and scoring notes

4.2

111

Previews of items containing hotspot interactions
(hotspotinteraction) must include the following
elements:

Item Introductory Text
Interaction type (Hotspot)
Prompt

Graphic containing hotspots (or
conceptual description)

Highlighted correct answers (if applicable)
Interactivity and scoring notes

4.2

11.2

Previews of items containing graphic drag and drop
interactions (graphicGapMatchInteraction) must
include the following elements:

Item Introductory Text
Interaction type (Graphic Drag and Drop)
Prompt

Draggable object images (or conceptual
descriptions)

Regeneration information for each
draggable object

Unit values (if applicable)

Graphic containing drop zones (or
conceptual description)

MatchMax and MatchMin information for
each drop zone

Interactivity and scoring notes

4.2
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Technical . . . A . Functional
Detailed Technical Requirement Description Priority Comments
Req. No. Req. No.
Previews of items containing hot text interactions 4.2 De|S|gn dleCIsmn:
(hotTextInteraction) must contain the following Selectable t?Xt
elements: elements will be
| | q T surrounded by a
e Item Introductory Text black box to make
e Interaction type (Hot Text) it easier for the
113 e Prompt user to discern
' e Selectable text options (highlighted if where one
applicable) selectable piece
o Highlighted selectable text options that End.s and;notherd
make up the correct response (if e.:gms.. (Discusse
. with Pietro
applicable) .
. ) Semifero on
e Interactivity and scoring notes 5/30/14)
Previews of items containing match interactions 4.2
(matchinteraction) must include the following
elements:
e |tem Introductory Text
e Interaction type (Match)
e Prompt
e Selectable objects (graphics) or options
11.4 (text) in match set 1
e  Selectable objects (graphics) or options
(text) in match set 2
e Single- or multi-connect designation for
each selectable object or option
e  Matches that make up the correct
response
e Interactivity and Scoring Notes
Previews of items containing choice interactions 4.2
(choicelnteraction) must include the following
elements:
e [tem Introductory Text
e Interaction type (Choice)
11.5
e Prompt
e All selectable options labeled A, B, C, etc.
e Highlighted selectable options that make
up the correct response (if applicable)
e Interactivity and scoring notes
Committee Facilitators (BSC and CAC) must be able 5.0
12.0 to filter their Item Workqueue by Item Type

(including “Technology Enhanced” as a value).
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Technical Functional
echnica Detailed Technical Requirement Description Priority unctiona Comments
Req. No. Req. No.

Committee Facilitators (BSC and CAC) must be able 5.0
to filter their ltem Workqueue by Interaction if
“Technology Enhanced” is selected in the Item
Type field.

12.1

When a Committee Facilitator is filtering their Item 5.0
Workqueue by Interaction, they must be able to
return items that include the selected interaction
among others or items that only use the selected
12.2 interaction. Items using only the selected
interaction should be returned by default. The
user must select a checkbox labeled “Inclusive” to
return items that include the selected interaction,
possibly among others.

The Item Type column in the Item Workqueue in 5.0
12.3 the Committee Facilitator roles must display “TE”
for TE items.

The Item Type column in the Item Workqueue in 5.0
the Committee Facilitator roles must display the
interactions included along with the number of
each interaction if greater than one.

12.5

As a space saving measure, the “Reviews 5.0
12.6 Completed” column should be shortened from “X
Completed out of Y” to “X/Y.”

4, Functional Baseline

A baseline consists of those things that serve as the basis for measurement or comparison. The
functional baseline, sometimes called a system requirements baseline, is the main technical work
product of the Requirements Definition Stage. The approved Requirements Specification document
(SEM-0402) is the official agreement and authorization to use the requirements for the product design.
Approval implies that the requirements are understood, complete, accurate, and ready to be used as the
basis for the subsequent lifecycle stages. Once the requirements are identified and approved, any
changes to the requirements must be managed under change control procedures established in the
Software Configuration Management Plan. Approved changes must be incorporated into the
Requirements Specification document.

Approval Information

The signatures relay an understanding of the purpose and content of the document by those endorsing
it.
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DEFINITIONS
24x7x365. 24 hours a day, seven days a week, and 365 days a year (including the 366th day in a leap year).

Additional Services/Deliverables. Any Services or Deliverables within the scope of the Contract, but not
specifically provided under any Statement of Work

Audit Period. The seven-year period following Contractor’s provision of any work under the Contract. See
Section 2.110.

Authentication Process. As defined in Appendix B - Authentication Requirements.

BAA. The Bureau of Assessment and Accountability (formerly known as the Office of Educational Assessment
and Accountability). The BAA currently consists of four offices: Office of Standards and Assessment (OSA),
Office of Evaluation, Strategic Research and Accountability (OESRA), Office of Systems, Psychometrics, and
Measurement Research (OSPMR), and Office of Assessment Business Operations (OABO).

Business Critical. Any function identified in any Statement of Work or SLA as Business Critical.

Business Day. Any day other than a Saturday, Sunday or State-recognized legal holiday from 8:00am EST
through 5:00pm EST unless otherwise stated.

CAT. Computer Adaptive Testing, which provides a more precise (valid) measure of what a student has
learned. Based on the student’s response to an item, the online testing system determines which item the
student sees next.

Change Request. Has the meaning set forth in Section 2.024.

Chronic Failure. Has the meaning set forth in Section 2.240.

CMM Level 3. Level 3 of the Software Engineering Institute’s Capability Maturity Model for Software.
Contractor. Measurement Incorporated, a North Carolina corporation.

Contract Change Notice. Has the meaning set forth in Section 2.024.

Custom Software Deliverable. Any software developed by Contractor for the benefit of the State in
connection with this Contract, including but not limited to the Authentication Process and all Future
Enhancements.

Data Center. A facility used to house computer systems and associated components, such as
telecommunications and storage systems. It generally includes redundant or backup power supplies,
redundant data communications connections, environmental controls (e.g., air conditioning, fire suppression),
and security devices.

Deliverables. Collectively, the Authentication Process and all Future Enhancements and all other documents,
work product, and other tangible materials, that Contractor is required to or otherwise does provide to the State
under this Contract and otherwise in connection with any Services, including any and all items specifically
identified as Deliverables in any Statement of Work or Purchase Order, together with all ideas, concepts,
processes, and methodologies developed in connection with a Statement of Work or Purchase Order issued
under this Contract, irrespective of whether expressly provided in same.

Derivative Work. Has the meaning set forth in the United States Copyright Act, 17 U.S.C. Section 101, et
seq.
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Documentation. All user manuals, operating manuals, technical manuals and any other instructions,
specifications, documents and materials, in any form or media, that describe the functionality, installation,
testing, operation, use, maintenance, support and technical and other components, features and requirements
of the IBS System, Authentication Process, or any Future Enhancements.

DTMB. The Michigan Department of Technology Management and Budget.

EA Solution Assessment. An Enterprise Architecture Solution Assessment, which is performed by DTMB in
order to document architectural details of the proposed IT solution in order to determine compatibility with the
State’s overall enterprise architecture.

Excusable Failure. Has the meaning given in Section 2.244.

Final Acceptance. Has the meaning set forth in Section 2.256.

Fiscal Year. October 1 through September 30 of the following calendar year.
FOIA. Has the meaning set forth in Section 2.037.

Future Enhancements. All updates, upgrades, enhancements, improvements and other modifications to the
IBS System that Contractor is required to or otherwise does develop or otherwise provides under this Contract
that are mutually beneficial to Contractor and the State, including but not limited to those specified in Section
1.104.A4.

Hazardous Material. Any material defined as hazardous under the latest version of federal Emergency
Planning and Community Right-to-Know Act of 1986 (including revisions adopted during the term of the
Contract).

Hosting Environment. As more fully described in Sections 1.103 and Appendix A - Business/Technical
Requirements, includes all servers, server software, hosting platforms, storage space, telecommunications
connectivity and equipment and other hardware, software, technology and other materials Contractor is
required to, or otherwise does, use, provide or provide access to as part of Contractor’s requirement to host,
support, and maintain the IBS System, implement the Authentication Process and develop and implement any
Future Enhancements.

Hosting Services. The operational hosting and related services set forth in Appendix A - Business/Technical
Requirements.

IBS System. The State’s Item Bank System software application, which is a web-based application that
encompasses all of the following functions within a single framework: the Complete Item Development Life
Cycle, Test Development Processes, and Test Composition Process.

IBS System Licenses. The software licenses for use of the IBS System granted to Contractor under Section
2.321.

IBS System Migration. Migration of the IBS System along with its Item Data to the Hosting Environment.
Incident. Any interruption in any function performed for the benefit of the State.

Intellectual Property Rights. All or any of the following: (a) patents, patent disclosures and inventions
(whether patentable or not); (b) trademarks, service marks, trade dress, trade names, logos, corporate names
and domain names, together with all of the goodwill associated therewith; (c) copyrights and copyrightable
works (including computer programs), mask works and rights in data and databases; (d) trade secrets, know-
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how and other confidential information; and (e) all other intellectual property rights, in each case whether
registered or unregistered and including all applications for, and renewals or extensions of, such rights, and all
similar or equivalent rights or forms of protection provided by applicable law in any jurisdiction throughout the
world.

Item Data. Testing materials developed for the State by educational professionals to populate the IBS
System, including data pertaining to the composition process flow and metadata.

IT. Information Technology

Key Personnel. Any personnel identified in Section 1.031 as Key Personnel.

MDE. Michigan Department of Education.

New Work. Any Services or Deliverables outside the scope of the Contract and not specifically provided under
any Statement of Work, such that once added will result in the need to provide the Contractor with additional
consideration. “New Work” does not include Additional Services/Deliverables.

Notice of Election. Has the meaning set forth in Section 2.146.

Object Code. Computer programs assembled or compiled in magnetic or electronic binary form on software
media, which are readable and useable by machines, but not generally readable by humans without reverse

assembly, reverse compiling, or reverse engineering.

Production Ready. Has the meaning set forth in Section 1.104.A.2.

Project Plan. Has the meaning set forth in Section 1.300.

Project Work Breakdown Structure. Has the meaning set forth in Section 1.301.

Purchase Order. Has the meaning set forth in Section 2.005.

QTI. Question & Test Interoperability.

RFP. A Request for Proposal designed to solicit proposals for services.

Services. Any of the services Contractor is required to or otherwise does provide under this Contract,
including but not limited to (i) IBS System Migration, (ii) development and implementation of the Authentication
Process, (iii) development and implementation of the Hosting Environment, (iv) development and
implementation of all Future Enhancements, and (v) ongoing hosting, support, and maintenance of the IBS
System in the Hosting Environment.

SLA. A Service Level Agreement, as set forth in Section 2.242.

Source Code. Computer programs written in higher-level programming languages, sometimes accompanied
by English language comments. Source code is intelligible to trained programmers and may be translated into
Object Code for operation on computer equipment through the process of compiling.

Source Code Package. Has the meaning set forth in Section 2.330.

State. The State of Michigan including its departments, divisions, agencies, offices, and employees.

State Disclaimed Warranties. Has the meaning set forth in Section 2.321.
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State Location. Any physical location where the State performs work. State Location may include State-
owned, leased, or rented space.

State Review Period. Is the State’s review period for Written Deliverables or Custom Software Deliverables,
and has the respective meaning set forth in Section 2.254 and Section 2.255.

Stop Work Order. Has the meaning set forth in Section 2.180.

Subcontractor. A company selected by the Contractor to perform a portion of the Services, but does not
include independent contractors engaged by Contractor solely in a staff augmentation role.

Successor Service Provider. Has the meaning set forth in Section 2.170.
SUITE. The State Unified Information Technology Environment.

System Testing. Has the meaning set forth in Section 2.252.

Transition Services. Has the meaning set forth in Section 2.170.

Unauthorized Removal. The Contractor’'s removal of Key Personnel without the prior written consent of the
State.

UAT. Means User Acceptance Testing performed by the State, as set forth in Section 2.255.

Work in Process. A Deliverable that has been partially prepared, but has not been presented to the State for
approval.

Work Product. Refers to any data compilations, reports, and other media, materials, or other objects or works
of authorship created or produced by the Contractor as a result of an in furtherance of performing the services
required by the Contract.

Written Deliverables. A Deliverable that is in document form.

XML. Extensible Markup Language
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Article I. Article 1 — Statement of Work (SOW)

(G
(b) 1.000 Project Identification
A)
B) 1.001 PROJECT
The State of Michigan (the “State”) through the Michigan Department of Technology Management and Budget
(DTMB) in partnership with the Michigan Department of Education (MDE) has issued this Contract to procure
IT services for the IBS System.

Service and Deliverables

The State is contracting for the following Services and Deliverables in connection with the IBS System:
Development and implementation of the Hosting Environment;

Migration of the IBS System along with its Iltem Data to the Hosting Environment;

Development of the Authentication Process for the IBS System;

Ongoing hosting, support, and maintenance of the IBS System in the Hosting Environment; and
Development and implementation of Future Enhancements to the IBS System.

moowp

Costs

This is a Contract for in-kind services. The aggregate cost of all Services and Deliverables over the six-year
Contract term is estimated to be $5,000,999.06. Through a combination of direct contributions and credits,
Contractor has agreed to cover 100% of the estimated aggregate cost of all Services and Deliverables under

the Contract in exchange for the IBS System Licenses granted to Contractor under Section 2.321.

The following is a breakdown of the estimated costs and the corresponding reduction in credits associated

with the Contract:

Charges Against State’s State's Credit

Service/Deliverable Total Cost State’s Cost (1) Credit Balance (2)

$ 3,080,462.50
IBS System
Migration $ 63,750.00 $ 63,750.00 $ 63,750.00 $ 3,016,712.50
Production Ready
and Authentication
Process $ 221,250.00 $117,263.00 $117,263.00 $ 2,899,449.50
Hosting Services
Year 1 $ 214,000.00 $ 214,000.00 $ 214,000.00 $ 2,685,449.50
Hosting Services
Year 2 $ 120,000.00 $ 120,000.00 $ 120,000.00 $ 2,565,449.50
Hosting Services
Year 3 $ 124,000.00 $ 124,000.00 $ 124,000.00 $ 2,441,449.50
Hosting Services
Year 4 $ 127,000.00 $ 127,000.00 $ 127,000.00 $ 2,314,449.50
Hosting Services
Year 5 $ 131,000.00 $ 131,000.00 $ 131,000.00 $ 2,183,449.50
Hosting Services
Year 6 $ 135,000.00 $ 135,000.00 $ 135,000.00 $ 2,048,449.50
Future
Enhancements $ 3,864,999.06 $2,048,449.50 $ 2,048,449.50 $0
Totals $5,000,999.06 | $ 3,080,462.50 $ 3,080,462.50 $0
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Notes:

D Contractor has agreed to cover 47% of the costs for (i) achieving Production Ready status, (ii)
developing and implementing the Authentication Process, and (iii) developing and implementing any
Future Enhancements. The State has agreed to cover 53% of the costs for these Deliverables. The
State has agreed to cover 100% of the costs associated with IBS System Migration and Hosting
Services.
(2) Contractor has agreed to provide the State with an initial credit of $3,080,462.50.
C)
D) 1.002 BACKGROUND
The IBS System has received national recognition for streamlining test development and administration
processes that are required for the development of large-scale assessments. In particular, the IBS System
combines several test development and administration functions which have typically operated as stand-alone
systems, or processes, in a traditional work environment. These include item development and review, item
preparation (text and graphics) for presentation to students in print or online formats, inclusion of pilot and field-
test statistics for development of test blueprints, and adjustment of test maps for multiple test forms based on
test curve review.

Michigan’s educational system serves over 1.5 million students. The MDE and BAA are responsible for the
development and administration of multiple K-12 student assessment programs, as well as the high-stakes use
of the results of those programs for accountability and evaluation purposes. Therefore, the work performed by
the State and assessment contractors must be of the highest quality and must conform to federal peer review
guidelines, the most recent Standards for Educational and Psychological Testing as published by the American
Educational Research Association, the American Psychological Association, and the National Council on
Measurement in Education. In addition, all BAA assessments are subject to state and federal audit.

The State currently administers over 2 million assessments to students each year. With the recent adoption of
education reform initiatives and the transition from paper-and-pencil to online testing by spring 2015, the BAA
has initiated a number of technology-related systems that are designed to produce high-quality tests for all
students by streamlining work flow processes, thus reducing resource requirements and resulting in process
improvements. Two such systems, the BAA Secure Site and IBS System have received national recognition.

The IBS System encompasses a number of work flow processes that begin with the development of each item,
or test question, that a student sees when taking an assessment. As a starting point, Michigan educators with
an interest in item writing learn the steps for writing a high-quality item. Traditionally, this in-person training is
conducted by test development experts and BAA staff. With implementation of the IBS System, trained item
writers can use the IBS System’s web interface for the initial writing of the item, regardless of physical location,
and can provide online responses to questions or requests for revisions.

All work on the IBS System is stored digitally; the history of a test item can be easily retrieved through the use
of drop-down search buttons. Later, test items are rendered (text and graphics) that allow for digital import for
use by an online contractor, using a standard file transport process. Ease of digital export/import processes for
test items makes the introduction of Computer Adaptive Testing (CAT) for students far more feasible. CAT is
projected to provide more precise (valid) measures of what a student has learned. Based on the student’s
response to an item, the online testing system determines which item the student sees next. Since student
learning varies from one content area to another, the number of items for CAT is much larger than a traditional
paper-and-pencil test.

The IBS System is a web-based application that encompasses all of the following functions within a single
framework:

e Complete Item Development Life Cycle — manages the entire workflow process and item versioning
for all user roles contributing to the development of the item from item assignment through retirement of
the item. This includes functionality for Item Assignment, Item Authoring, Content Review and
Edification, Media Composition and linkage, Stimulus Creation and linkage, Scoring Rubrics and
linkage, Committee Reviews, Editorial Review, addition of attributes (accommodated formats and
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translations) and meta data (item statistics for each administration), Psychometric review, Data Review,
and Test Bank pool inventory. Additionally there are advanced search capabilities on item elements,
metadata, and stimuli; and the item versioning history is maintained and viewable through Ul screens.

e Test Development Processes — includes functionality to build test blueprints (test specifications),
select anchor or linking items, and auto generate a test map for multiple forms (the Item Bank System
will select items that best fulfill the blueprint specifications), Content and Psychometric Review of the
auto generated forms and statistical reports for each form generated by SAS (including Test
Characteristic, Test Information, and Test Standard Error Curves), ability to rearrange or replace items
in the test map, and monitor the test development workflow from blueprint creation through test map
approvals by Content and Psychometric reviewers. Approval of the test maps initiates the Test
Packager export. It should be noted that current capabilities generate a fixed form test, but the blueprint
specification process will support creation of a Test Bank export process for adaptive testing.

e Test Composition Process — manages the process flow for all users involved in the Test Composition
process including XML exports, review and approval of published item formats (OnePer) for each item
within a test map. The approval process initiates the pre-production export of the OnePer in test
booklet order for each form included in the test map, as well as Reader Scripts, translation formats, and
other ancillary materials associated with items in the test map needed for production. The export
process also supports XML export (Test Packager) for delivery to the online delivery engine, and is
adaptable to export a Test Bank to interface with an adaptive engine.

e User Maintenance — manages the user IDs, demographic information and role assigned to each user
ID. There are approximately 800 users in the system, 300 of which are active users. See Appendix B
— Authentication Requirements for a list of roles supported in the IBS System.

(c) 1.100 Scope of Work and Deliverables

A) 1.101 IN SCOPE
The Contractor will be responsible for providing the following Services and Deliverables:
Development and implementation of the Hosting Environment;
Migration of the IBS System along with its Iltem Data to the Hosting Environment;
Development of the Authentication Process for the IBS System;
Ongoing hosting, support, and maintenance of the IBS System in the Hosting Environment; and
Development and implementation of Future Enhancements to the IBS System

moowy

A detailed description of the Services and Deliverables that the Contractor will provide is described in Sections
1.103 and Section 1.104, and is supported by Appendices A and B.

B) 1.102 RESERVED N/A

C) 1.103 HOSTING ENVIRONMENT
The Hosting Environment shall meet or exceed the requirements identified in this Section 1.103 Part A and
Part B and Appendix A. State Data Center standards in quality and performance are provided below. The links
below provide information on the State’s Enterprise IT Policies, Standards and Procedures which includes
security policy and procedures, IT strategic plan, eMichigan web development and the State Unified
Information Technology Environment (SUITE).

All Services and Deliverables provided by Contractor under the Contract must comply with all applicable State
IT policies and standards. Contractor is required to review all applicable links provided below and hereby
represents and warrants that it will comply with such policies and procedures. These policies and procedures
are available as follows:

1.103 Part A - Enterprise IT Policies, Standards and Procedures:
1. The State maintains and secures the IT Enterprise by applying change in measured and controlled
processes which are documented and published.
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2. Inthe event an exception to the standards is desired, this request must be submitted with justification in
writing to the assigned contract manager or DTMB Project Manager. The State must approve these
requests and agree to the changes in writing before work has begun.

The Michigan Administrative Guide to State Government:
http://www.michigan.gov/dmb/0,1607,7-150-9131 9347---,00.html

e State Policy 1335.00: Information Technology Access Control
e State Policy 1340.00: Information Technology Information Security
e State Policy 1345.00: Information Technology Network and Infrastructure

The State’s security environment leverages:
o Data base security

e Secured Socket Layers

e Database encryption for data at rest

e Encryption for data in transit

There is no public access to the IBS System. All State and contractual employees are required to have an
application level login and password to access system functions. Any contract employee that accesses the
system functions must adhere to all State security policies. For example, each contract employee must use
his/her individual account with password, no shared accounts or passwords, and authorizations with least
privileges based on need-to-know basis. Any additional State/BAA specific security requirements are stated in
Appendix A — Business/Technical Requirements and Appendix B —Authentication Requirements.

In the event the Contractor or an individual representing the Contractor is granted access to State IT
resources, this individual acknowledges and agrees to the State’s acceptable use policy:
http://www.michigan.gov/documents/dmb/1460.00_ 184733 7.pdf

1.103 Part B — DTMB IT eMichigan Web Development Standard Tools:
The State web presence is showcased at www.michigan.gov and the State desires to leverage this synergy to
provide a common look and feel to those who visit State web sites. The current Item Bank System is compliant
with the eMichigan standard. As part of the ongoing maintenance and Future Enhancements to the IBS
System, the Contractor will be responsible for complying with the eMichigan look and feel standards.

View eMichigan Web Development Standards
e http://www.michigan.gov/documents/som/Look and Feel Standards 302051 7.pdf

1.103 Part C - The State Unified Information Technology Environment (SUITE):
SUITE is a methodology which includes standards, forms and templates for project management and systems
engineering; see http://www.michigan.gov/suite.

e The Contractor shall conform to SUITE and adopt said processes and templates in performance of the
project.

e The Contractor shall be familiar with SUITE in order to assist the DTMB Project Manager in completing
required documentation and satisfying other SUITE requirements.

1.103 Part D - EA Solution Assessment
The Contractor will work with the State to finalize the EA Solution Assessment. The EA Solution Assessment
must show all of Contractor’s environments for which the state is paying for as part of the hosting charges. All
communication and protocols between servers must be identified.

1.103 Part E — IBS System’s current technical environment (Appendix B)
The IBS System’s current production environment is provided in the EA Solution Assessment.

46




o
CONTRACT #071B3200099 ‘

HARDWARE — Database Server

Operating system Windows Server 2008 R2
Processor 4x4 @ 2.33 GHz (min)

Real memory 32GB

Disk Space 240 GB

Network Up Speed 100 Mbps

HARDWARE — SAS Server

Operating system Windows Server 2008 R2
Processor 2x4 @ 3.0 GHz (min)

Real memory 64 GB

Disk Space 500 GB

Network Up Speed 100 Mbps

HARDWARE — Web/Application Servers

Operating system Windows Server 2008 R2
Processor 4x4 @ 2.33 GHz (min)

Real memory 8 GB

Disk Space 500 GB

Network Up Speed 100 Mbps

SOFTWARE

Visual Studio 2010, 3.5 Framework, C#.NET, ASP.NET
Microsoft Team Foundation Server 2008

SQL Server Enterprise Edition 2008, SP 3
s 7.5

SAS 9.2

ActivePDF ToolKit 2011 Professional
ActivePDF WebGrabber 2009 Enterprise
Telerik Ul Controls 2009.3.1103.20

1.104 Work and Deliverable

1.104.A Milestones
The following is a list of Project milestones to be completed by Contractor:

1.104.A.1 Authentication Process
The Contractor is responsible for developing a new Authentication Process as defined in Appendix B -
Authentication Requirements.

The State will provide the following:
e The latest application source code
e The latest database structure

The Contractor will deliver the following:
e Q/A environment
¢ New authentication process which will be validated by the State

1.104.A.2 Production Ready
The Contractor must provide the Hosting Environment and Services to support the IBS System, and
have the IBS System fully operational with all existing Item Data and functionality available to end
users by July 25, 2013 (“Production Ready”).
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The State will provide the following:
e SQL backup of the IBS System database
e System interface requirements as specified in Appendix A - Business/Technical Requirements

The Contractor will deliver the following:

Secure data transport method

Data must be encrypted

Production ready environment

Fully functioning IBS System which will be validated by the State

The IBS System will be hosted in a commercially managed Data Center (TIER Il or higher) with 98% uptime
where users of the system can access the system 24x7x365 over the internet. The IBS System must be
hosted in a secure and stable Data Center that has:
¢ Redundant power supply
e Bandwidth that can handle system traffic. The current system has 300 active users (85-100 concurrent
users), averaging 100 daily visits with two million yearly page views. The system must be scalable to
handle traffic spikes and incremental growth over time.
¢ Managed backup

Physical and/or virtual servers may be used. The State prefers that the IBS System be hosted on a dedicated
server. Shared servers may be considered if the IBS System is co-hosted only with other applications that
have equivalent or more stringent security requirements. (As listed within ESEA Elementary and Secondary
Education Act (Pub.L. 8910, 79 Stat. 27, 20 U.S.C. ch.70)). The Contractor shall provide the specifications
on whether the server is physical or virtual, and, if a physical server, the date of purchase.

The IBS System must be hosted on hardware covered under manufacturer warranty. To prevent security
breaches, Contractor must update all necessary patches in a timely manner to all the software used to
successfully run the IBS System that will include but not be limited to the operating system, database, etc.

The Contractor shall be responsible for the secure hosting and operation of the IBS System. The Contractor

shall be responsible for all breaches of security of sensitive data, including Personally Identifiable Information
that resides on the IBS System’s database, per the terms of the State’s security policies and of the Michigan

Identity Theft Protection Act (Act 452 of 2004, as amended).

Hardware refreshes shall not impact system performance or user access. The system must be available
24x7x365, except for mutually agreed scheduled maintenance.

1.104.A.3 Training Environment
The Contractor is responsible for providing a training environment with a suitable amount of data.

The Contractor will deliver the following:
e A training environment, co-hosted in the production environment, but with a separate user interface and
database.
e Base data for all training activities. The content of the training database will be initially populated by
data that exists in the IBS System. Whether the data is released or not will be at the discretion of the
MDE.

1.104.A.4 Requirements Gathering for Future Enhancements
The Contractor is responsible for providing Future Enhancements to the IBS System. The following are
examples of the type of enhancements that are planned for the IBS System once it is migrated to the Hosting
Environment. The Contractor will be responsible for performing the necessary tasks to implement these
enhancements (see Section 1.403 Change Management). Tasks will be determined and worked on by the
staff designated in the Contract.
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XML export for all items in a test map

Braille notes for contexts

Work queue additional filters or sort capabilities

Combine or split context graphic requests

Modify Search Ul to allow filtering of flagged items by varying parameters

Technology Enhanced Items - Item development and export to support online delivery

Conform to QTI and APIP interoperability standards for all item types

Performance tasks

Mass item import

10. Mass item export

11. Modify blueprint to support more than two item types — dynamic

12. Statistics table driven

13. Dynamic DIF categories

14, Add equation editor

15. Add reporting groups to content libraries; export on test map

16. Capability to upload PDF attachment with graphic request

17. Simplify the image upload process — upload one image that will be replicated for the additional
image types needed (e.g. upload eps image that will be replicated for web and thumbnail versions)

18. Allow other platform types for external user roles (MAC)

19. Support Computer Adaptive Testing (CAT) blueprint functionality

©CoNoO~wWNE

20. Interface with online delivery engine
21. Blueprint to allow items above or below grade level for interim assessments
22. Blueprint to allow taxonomy (depth of knowledge) specification for interim assessments

The State will provide the details of the changes that need to be made to the IBS System and it is the
Contractor’s responsibility to analyze and provide a Change Request with an estimate and a level of effort
required to make such changes. The Change Request must include details of the actual tasks that will be
completed, estimated number of hours for each task, number of technical resources that will be used to
develop, test and implement the changes. All Change Requests will have to be approved by the State before
the work can begin. All requested changes will be developed and tested before deploying into the production
environment.

The Contractor is responsible for providing training services for all Future Enhancements made to the IBS
System. For minor enhancement releases, these services can be in the form of Web-Based Tutorials (WBTS),
CDs, videos, and virtual classrooms. For major enhancement releases, classroom-based training services
should be provided (Lansing, Ml area). Other forms of training can be used to enhance the classroom based
training. All training materials shall become the property of the State. The Contractor and State together will
determine if classroom based training is necessary for a major release.

The Contractor will deliver the following:

A training plan for each release;

An editable, electronic version of all end user training materials in State standard software format
Training aids such as presentation outlines and audio-visual materials;

WBTSs, CDs, videos and virtual classrooms;

Classroom based facilities in the Lansing, Ml area as-needed.

1.104.A5 Software Maintenance Support
In the day to day operation of the IBS System it is anticipated the system will require maintenance. The
Contractor shall provide software break-fix maintenance for the IBS System to ensure the application continues
to run error-free.
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D) 1.201 CONTRACTOR STAFF, ROLES, AND RESPONSIBILITIES

Contractor Staff

The Contractor will provide sufficient staffing to provide the requested services and meet all requirements
under this Contract. The Contractor shall be responsible for the continuous training of its staff. The
Contractor shall train its staff and update system documentation, project document, and user manuals in a
timely manner so the staff remains competent and knowledgeable in order to provide a high quality service
to the State and its customers. Please refer to Appendix C — Staffing Plan Matrix and Organization Chart
regarding Contractor’s staff.

The Contractor will identify a Single Point of Contact (SPOC). The duties of the SPOC shall include, but
not be limited to:

e supporting the management of the Contract;

o facilitating dispute resolution; and

e advising the State of performance under the terms and conditions of the Contract.

The State reserves the right to require a change in the current SPOC if the assigned SPOC is not, in the
opinion of the State, adequately serving the needs of the State.

Key Personnel

All Key Personnel may be subject to the State’s interview and approval process. Any key staff substitution
must have the prior approval of the State. The State has identified the following as key personnel for this
project.

Project Manager — Jose Biggers

e Enterprise Architect — Travis Wicker

e Quality Assurance Analyst — Lisa Roberts
e Business Analyst — Drew McDaniel

Project Manager

The Contractor will provide a Project Manager to interact with the designated personnel from the State to
insure a smooth transition to the new system. The Project Manager will coordinate all of the activities of the
Contractor personnel assigned to the project and create all reports required by the State.

The Contractor's Project Manager responsibilities include, at a minimum:
Manage all defined Contractor responsibilities in the Scope of Services;
Manage Contractor’s subcontractors, if any;

Develop the Project Plan and schedule, and update as-needed;

Serve as the point person for all project issues;

Coordinate and oversee the day-to-day project activities of the project team;
Assess and report project feedback and status;

Escalate project issues, project risks, and other concerns;

Review all project deliverables and provide feedback;

Proactively propose/suggest options and alternatives for consideration;
Utilize change control procedures;

Prepare project documents and materials;

Manage and report on the project’s budget.

Project Manager Requirements
e 7+ years of recent IT project management experience managing large scale application
development and implementation projects.
e 3+ years of experience working on projects involving interfacing with the State of Michigan or that of
a similar state-level system.
e 4 years of experience in analyzing, validating and documenting, project scopes, and business
requirements.
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o 4 years of experience in facilitating meetings with clients and stakeholders for software
development projects.

o Demonstrated leadership ability in complex projects involving multiple vendors and in-house
resources within all levels of an organization.

e Demonstrated experience with adherence to State’s Project Management Professional (PMP)
methodology, or a similar project management methodology

e Current professional certification in Project Management, such as the PMP certification from the
Project Management Institute or George Washington University is desired

¢ Must have knowledge of and experience with requirements gathering for web application
development projects.

e Minimum 3 years of experience in the education field, implementing data management/decision
support tools desired.

e Must be skilled in MS Project, MS Excel, MS Word, and MS PowerPoint.

Enterprise Architect
The Contractor's Enterprise Architect responsibilities include, at a minimum:
e Solves complex issues that cross team boundaries, and improves existing implementation
processes;
e Assures that all standards, models, designs and methodologies required by the State of Michigan
are implemented and adhered to at the project level;
Assists in strategic planning efforts from a technical perspective;
Assists in troubleshooting applications systems, and performance and environmental concerns;
Provides detailed impact analysis assessment for Enterprise Architecture components;
Establishes procedures to enable tracking and enforcement of standards, including State
standards;
¢ Identifies implementation risks; analyzes potential impact to enterprise and scheduled objectives;
develops, submits and maintains enterprise critical path schedules; and initiates action to correct
any deviations from this schedule;
¢ Makes recommendations for recommending programming languages, methodologies, and
platforms.

Enterprise Architect Requirements
e 5+ years of experience in performing IT architectural assessments in projects similar in size, scope
to this project.
e 5+ years of experience proposing new system architectural designs and technical specifications in
projects similar in size and scope to this project.
5+ years of experience with Object Oriented design and development.
e 5+ years in developing systems with Microsoft SQL Server databases.

Quality Assurance Analyst
The Contractor's Quality Assurance Analyst responsibilities include, at a minimum:

e Evaluates and tests new or modified software programs and software development procedures
used to verify that programs function according to user requirements and conform to establishment
guidelines;

o Writes, revises, and verifies quality standards and test procedures for program design and product
evaluation to attain quality of software economically and efficiently;

e Reviews new or modified program, including documentation, diagram, and flow chart, to determine
if program will perform according to user request and conform to guidelines;

Recommends program improvements or corrections to programmers;

o Reviews computer operating log to identify program processing errors. Enters instructions into
computer to test program for validity of results, accuracy, reliability, and conformance to
establishment standards;
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Observes computer monitor screen during program test to detect error codes or interruption of
program and corrects errors;

Identifies differences between establishment standards and user applications and suggests
modifications to conform to standards;

Sets up tests at request of user to locate and correct program operating error following installation
of program. Conducts compatibility tests with vendor-provided programs;

Monitors program performance after implementation to prevent reoccurrence of program operating
problems and ensure efficiency of operation;

Writes documentation to describe program evaluation, testing, and correction;

May evaluate proposed software or software enhancement for feasibility. May develop utility
program to test, track, and verify defects in software program. May write programs to create new
procedures or modify existing procedures;

May train software program users;

Works independently to evaluate applications based on business/functional requirements and
designs and develop test cases accordingly;

Applies test methodology and product knowledge in the design of tests and testing strategies for the
analysis and certification of products;

Plans and conducts the analysis, inspection, design, test, and/or integration to assure the quality for
large and complex projects;

Communicates issues identified during quality assurance activities to development and provides
recommended process improvements to management.

Quality Assurance Analyst Requirements

Minimum 5 years in Software Quality Assurance in client server and web applications.

Minimum 5 years testing custom .Net, Web applications developed with Microsoft ASP.NET and
SQL.

Minimum 5 years in the documenting of test plans, test cases, test results.

Experience analyzing requirements and developing test cases.

Advanced proficiency with all MS Office applications and Microsoft Visio.

Strong written and communication skills.

Experience interfacing with technology leadership as well as the business client.

Experience in automated testing is desired

Business Analyst

The Contractor's Business Analyst responsibilities include, at a minimum:

Reviews, analyzes, and evaluates business systems and user needs. Formulates systems to
parallel overall business strategies;

Business Analyst/Consultant capabilities with 8 or more years of experience in the field or in a
related area. Relies on experience and judgment to plan and accomplish goals;

May lead and direct the work of others. May report directly to a project lead or manager. A wide
degree of creativity and latitude is expected;

Analyze new business processes to understand gaps in current system functionality;
Responsible for developing and managing business and functional requirements within project
teams or for system maintenance items;

Gathers, analyzes, documents, validates and maintains business and functional requirements;
Translates business requirements into use cases;

Utilize requirements and system analysis techniques to evaluate business problems (i.e. interviews,
site visits, shadowing, requirements elicitation sessions, etc.);

Facilitates the prioritization of business requirements. Assists in issue prioritization, change
management, and schedule changes;

Facilitates, participates, and provides leadership in requirements elicitation sessions;

Works collaboratively with technology team and the business to evaluate technology solutions;
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e Assists with creating user documentation (release notes for business for maintenance items,
training materials for the business, etc.);

Balances multiple projects and timelines;

Collects and disseminates requirements gathering status and information;

Assists in training and production release support if necessary to ensure quality;

Develops and sustains appropriate relationship with technology team and business partners.

Business Analyst Requirements

e Minimum 5 years working in the planning and forecasting of projects and documenting and
gathering business, functional or technical requirements for software projects. (Must have worked
on at least 1 full SDLC project.)

¢ Minimum 5 years project management skills and knowledge in project management and related
methodologies (e.g. PMI, or other industry accepted standard).

e Advanced proficiency with all MS Office applications, MS Project and Visio.

o Skilled in User Experience (UX) Design, usability testing, wireframes and prototype development
and its importance in the SDLC.
Experience interfacing with technology leadership as well as the business client.

o Ability to facilitate sessions with the business client, communicate at a level appropriate to the
audience, make oral and written reports and presentations.

e Strong written and communication skills.
Current professional certification in Project Management is desired.

The Contractor will provide sufficient qualified staffing to satisfy the Services and Deliverables of this
Contract.

E) 1.202 STATE STAFF, ROLES, AND RESPONSIBILITIES
The State will provide the following resources only on an as-needed basis for the Contractor’s use on this
project:
e Conference room for business requirements gathering meetings and monthly/quarterly project
status update meetings;
e Access to copier.

The State project team will consist of Subject Matter Experts (SME’s), an Agency Project Manager, and a
DTMB Project Manager.

Subject Matter Expert

The executive SME’s will be empowered to:
Resolve project issues in a timely manner;
Review Project Plan, status, and issues;
Resolve deviations from Project Plan;
Provide acceptance sign-off;

Utilize change control procedures;

Ensure timely availability of State resources;
Make key implementation decisions, as identified by the Contractor’s project manager, within 48-
hours of their expected decision date;

e Facilitate UAT.

State Project Manager - (Agency)
BAA will provide a Project Manager who will be responsible for coordinating with the Contractor in
determining the project needs. The State’s Project Manager will provide the following services:

e Provide State facilities, as-needed,;

e Coordinate the State resources necessary for the project;

¢ Facilitate coordination between various external contractors;

o Facilitate communication between different State departments/divisions;
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Provide acceptance and sign-off of deliverable/milestone;

Review and sign-off on invoices after the Agency Project Manager approves;

Resolve project issues;

Escalate outstanding/high priority issues;

Utilize change control procedures;

Conduct regular and ongoing review of the project to confirm that it meets original objectives and
requirements;

Document and archive all important project decisions;

Arrange, schedule and facilitate State staff attendance at all project meetings.

DTMB Application Manager
DTMB will provide a Project Manager who will be responsible for the following:
e Coordinate the State IT resources necessary for the project;

e Facilitate coordination between various external contractors;
e Facilitate communication between different State departments/divisions;
o Approval for payment of invoices after the Agency Project Manager approves;
o Ensure the Contractor is adhering to DTMB policies and procedures;
e Supporting the management of the contract.
Name Agency/Division Title
Jon Rogozinski DTMB State Project Manager (DTMB)
Pat King BAA Subject Matter Expert
Mike Konzman DTMB State Project Manager - Agency

F) 1.203 RESERVED N/A

(d) 1.300 Project Plan

A) 1.301 PROJECT PLAN MANAGEMENT
Project Planning
Contractor will provide a Project Work Breakdown Structure (the “Project Work Breakdown Structure”)
for all services to the State other than for hosting (see Section 1.104 Part A Section 1) and maintenance
(see Section 1.104 Part A Section 3), including necessary time frames and Deliverables for the various
stages of the project and the responsibilities and obligations of both the Contractor and the State.

1. Project Work Breakdown Structures will include the following:

MS Project schedule,

Internal milestones,

Task durations,

Deliverable target dates and critical paths,

Project approach / Statement of Work,

Scope statement with a description of the deliverables to be provided under this Contract,
Assumptions and exclusions,

Critical success factors,

Initial resource plan with anticipated resources by organization, role, and responsibility,
Initial risk plan,

Initial communication plan,

Anticipated hardware, materials, and supplies to be provided by the State in meeting the target
dates established in a preliminary Project Plan.

See Section 1.501 for acceptance criteria.
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Orientation Meeting

If requested by the State, within 7 calendar days from execution of the Contract, the Contractor will be
required to attend an orientation meeting to discuss the content and procedures of the Contract. The
meeting will be held in Lansing, Michigan, at a date and time mutually acceptable to the State and the
Contractor. Travel will be reimbursed in accordance with Section 1.600.

Performance Review Meetings

The Contractor shall attend monthly or quarterly meetings (see Section 1.302) to review the Contractor’s
performance under the Contract. The monthly or quarterly meetings will be held in Lansing, Michigan, or by
teleconference, as mutually agreed by the State and the Contractor. Travel will be reimbursed in
accordance with Section 1.600.

Project Control

1. The Contractor will carry out this project under the direction and control of DTMB.

2. Within 7 business days of the execution of the Contract, the Contractor will submit the Project Plan
to the State project manager(s) for final approval. This Project Plan must be in agreement with
Section 1.104, and must include the following (the “Project Plan™):

a. The Contractor’s project organizational structure.

b. The Contractor’s staffing table with names and title of personnel assigned to the project. This
must be in agreement with staffing of accepted proposal. Necessary substitutions due to
change of employment status and other unforeseen circumstances may only be made with prior
approval of the State.

c. The Project Work Breakdown Structure showing sub-projects, activities and tasks, and
resources required and allocated to each.

3. The Contractor will manage the project in accordance with the State Unified Information Technology
Environment (SUITE) methodology, which includes standards for project management, systems
engineering, and associated forms and templates which is available at
http://www.michigan.gov/suite.

a. Contractor will use an automated tool for planning, monitoring, and tracking the Contract’s
progress and the level of effort of any Contractor personnel spent performing Services under the
Contract. The tool shall have the capability to produce:

. Staffing tables with names of personnel assigned to Contract tasks;

e Project Plan showing tasks, subtasks, deliverables, and the resources required and
allocated to each (including detailed plans for all Services to be performed within the next 30
calendar days, updated weekly or biweekly as directed by the State PM);

o Updates must include actual time spent on each task and a revised estimate to complete;

e Graphs showing critical events, dependencies and decision points during the course of the
Contract.

b. Any tool(s) used by Contractor for such purposes must produce information of a type and in a
manner and format that will support reporting in compliance with the State standards.

B) 1.302 REPORTS
Project Reporting:
As part of the initial IBS System Migration and for Future Enhancements, a bi-weekly Project status report is
required from the Contractor to the State Project Manager on the topics of status, schedule, risks, issues,
impediments, deliverables, change control, and accomplishments, beginning upon execution of the Contract
for the duration of the contract unless otherwise agreed to.

Reporting topics will include but not limited to the following items.
Project Status

Planned % Complete

Actual % complete

Current SUITE stage
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Planned SUITE stage

Planned Start Date

Planned Finish Date

Planned Hours

Actual Start

Actual Finish

Actual Hours

On Target for Completion (Y/N)
New Forecast Completion Date
# of Defects ldentified

# of Defects Resolved

Pending Change Requests under the subheadings Corrective Actions and Enhancements
Help desk issues

Team Changes

Hosting and Maintenance Reporting:

Upon successful implementation and go-live of the IBS System, Contractor will provide the following:

(e)

Inventory Report: The Contractor will provide a semi-annual inventory report for all hardware and
software supplied by the Contractor, used to host and support the IBS System.

Disaster Recovery Plan Test Report: The Contractor will provide an annual report detailing the
execution of the IBS System'’s disaster recovery plan and testing of the Disaster Recovery
Environment, including all issues encountered, interruptions to service, and identified remediations.
Help Desk Call Log: The Contractor shall maintain a log of all calls made to the helpdesk, which shall
be updated a minimum of once daily. The Contractor will fully document the complaints and problems
reported. The log shall record the actions that were taken to resolve the issue and the date such issue
was resolved. The log shall be available online to State staff to track the status of the issues.

System Usage and Maintenance Report: The Contractor will provide a monthly report detailing
Network and bandwidth issues, if any.

Maintenance Report: The Contractor will provide a monthly report detailing scheduled maintenance for
the upcoming month, and also all maintenance events, both scheduled and unscheduled, for the
previous month. Contractor shall also calculate and report their adherence to Service Level
Agreements.

1.400 Project Management

A) 1.401 ISSUE MANAGEMENT

The Contractor shall maintain an issue log in an agreed upon format, to document and track issues relating to
the provision of services under this Contract. The Contractor shall communicate the status of issues to the
State’s Project Manager weekly, as required or agreed and the status must contain the following minimum
elements:

Description of issue

Status

Date reported

Resolution deadline

Date resolved

Project impact (schedule, resources)
Priority

Assigned To

Related risk

Notes
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The State will escalate issues for resolution as follows:
Level 1 — Business leads / Subject matter experts
Level 2 — Project Managers / Project Leadership Team
Level 3 — Executive Team

B) 1.402 RISK MANAGEMENT
A risk is an unknown circumstance or event that, if it occurs, may have a positive or negative impact on the
project. If the unknown becomes known or the event occurs, a risk may escalate to become an issue.

The Contractor is responsible for establishing a risk management plan including the identification and
recording of risk items, prioritization of risks, definition of mitigation strategies, monitoring of risk items, and
periodic risk assessment reviews with the State.

The Contractor will submit an initial risk management plan to the State for approval within seven (7) business
days from execution of the Contract. The risk management plan will be in accordance with the State’s PMM
methodology. The Contractor shall communicate the status of risks to the State’s Project Manager weekly, as
required or agreed and the status must contain the following minimum elements:

Risk

Status

Date documented
Controlled

Impact

Description

Trigger Event
Mitigation

Likely Project Phase
Owner

The Contractor is responsible for identification of risks throughout the life cycle of the project. Mitigating and/or
eliminating risks will be the responsibility of the assigned party.

C) 1.403 CHANGE MANAGEMENT
Change management is defined as the process to communicate, assess, monitor, and control changes to
system resources and processes. The State employs change management at the Project level and in its
administration of the Contracts.

The Contractor must employ change management procedures to handle requests which impact schedule or
resources and such things as “out-of-scope” requests or enhancements (see sample of enhancements in
Section 1.104.A.4. Change Requests must be submitted to the Project Manager and shall be approved by the
State in writing before they are implemented.

(f) 1.500 Acceptance

A) 1.501 CRITERIA
All Deliverables (Written Deliverables and Custom Software Deliverables) require formal written approval by
the State, in accordance with the procedures set forth in Section 2.250. Formal approval by the State requires
that the Deliverable be confirmed in writing by the State to meet its specifications, which, in the case of Custom
Software Deliverables, will include the successful completion of State UAT, to be led by the State with the
support and assistance of Contractor.
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B) 1.502 FINAL ACCEPTANCE
For Custom Software Deliverables, Final Acceptance shall be considered to occur when the Custom Software
Deliverable to be delivered has been approved by the State in writing in accordance with the procedures set
forth in Section 2.250, and has been operating in production without any material deficiency for thirty (30)
consecutive days. If the State elects to defer putting a Custom Software Deliverable into live production for its
own reasons, not based on concerns about outstanding material deficiencies in the Deliverable, the State shall
nevertheless grant Final Acceptance of the Deliverable. For Written Deliverables, Final Acceptance shall be
considered to occur when the State approves such Deliverable in writing in accordance with the procedures set
forth in Section 2.250.

(g) 1.600 Costs and Payment

A) 1.601 COSTS
This is a Contract for in-kind services. The aggregate cost of all Services and Deliverables over the six-year
Contract term is estimated to be $5,000,999.06. Through a combination of direct contributions and credits,

Contractor has agreed to cover 100% of the estimated aggregate cost of all Services and Deliverables under
the Contract in exchange for the IBS System Licenses granted to Contractor under Section 2.321.

The following is a breakdown of the estimated costs and the corresponding reduction in credits associated

with the Contract:

Charges Against State’s State's Credit

Service/Deliverable Total Cost State’s Cost (1) Credit Balance (2)

$ 3,080,462.50
IBS System
Migration $ 63,750.00 $ 63,750.00 $ 63,750.00 $ 3,016,712.50
Production Ready
and Authentication
Process $ 221,250.00 $117,263.00 $117,263.00 $ 2,899,449.50
Hosting Services
Year 1 $ 214,000.00 $ 214,000.00 $ 214,000.00 $ 2,685,449.50
Hosting Services
Year 2 $ 120,000.00 $ 120,000.00 $ 120,000.00 $ 2,565,449.50
Hosting Services
Year 3 $ 124,000.00 $ 124,000.00 $ 124,000.00 $2,441,449.50
Hosting Services
Year 4 $ 127,000.00 $ 127,000.00 $ 127,000.00 $ 2,314,449.50
Hosting Services
Year 5 $ 131,000.00 $ 131,000.00 $ 131,000.00 $ 2,183,449.50
Hosting Services
Year 6 $ 135,000.00 $ 135,000.00 $ 135,000.00 $ 2,048,449.50
Future
Enhancements $ 3,864,999.06 $2,048,449.50 $ 2,048,449.50 $0
Totals $ 5,000,999.06 | $ 3,080,462.50 $ 3,080,462.50 $0
Notes:

(1) Contractor has agreed to cover 47% of the costs for (i) achieving Production Ready status, (ii)
developing and implementing the Authentication Process, and (iii) developing and implementing any
Future Enhancements. The State has agreed to cover 53% of the costs for these Deliverables. The
State has agreed to cover 100% of the costs associated with IBS System Migration and Hosting

Services.

(2) Contractor has agreed to provide the State with an initial credit of $3,080,462.50.
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A more detailed breakdown of estimated costs for specific Services and Deliverables under the Contract can
be found in Appendix E - Cost Tables.

1.602 PAYMENTS

Migration, Production Ready and Authentication Process

e Completion of IBS System Migration, achieving Production Ready status and implementation of the
Authentication Process will be charged on a time and materials basis, using the hourly rates in Cost
Table 3 of Appendix E - Cost Tables.

e The State will be charged for 100% of the costs related to IBS System Migration.

o The State will be charged for 53% of the costs related to achieving Production Ready status and
implementation of the Authentication Process.

o Payment will be in the form of a credit reduction against the State’s initial credit balance of
$3,080,462.50.

Hosting Services
e Hosting Services will be charged on a firm, fixed-price basis, using the costs shown in Cost Table 2 of
Appendix E - Cost Tables. Costs will accrue monthly.
o Charges for Hosting Services shall not commence until acceptance of all Deliverables detailed in
Section 1.104 A.1, Section 1.104.A.2 and Appendices A and B.
o Payment will be in the form of a credit reduction against the State’s remaining credit balance.

Future Enhancements
e Future Enhancements will be determined within the individual project’'s Statements of Work, based on
the number of estimated hours and the Contractor’s not-to-exceed hourly rates detailed in Cost Table 3
of Appendix E - Cost Tables.

¢ If the Contractor and the State agree that a planned Future Enhancement is mutually beneficial, the
State will be charged 53%.

o Payment will be in the form of a credit reduction against the State’s remaining credit balance.

Travel

o Reimbursement for travel expenses, including hotel, mileage, meals, parking, etc. must be approved in
writing by the State.

o Iftravel is determined by the State to benefit both the State and Contractor, then the State will be
charged for 53% of the costs related to travel reimbursement. If travel is determined by the State to
only benefit the State, then the State will be charged for 100% of the costs related to travel
reimbursement.

o Payment will be in the form of a credit reduction against the State’s remaining credit balance.

Out-of-Pocket Expenses
o Contractor’'s out-of-pocket expenses are not separately reimbursable by the State.

Statements of Work and Issuance of Purchase Orders for Future Projects
e Unless otherwise agreed by the parties, each Statement of Work will include:

o0 Background

Project Objective

Scope of Work

Deliverables

Acceptance Criteria

Project Control and Reports

Specific Department Standards

Payment Schedule

Travel and Expenses

Project Contacts

OO0OO0OO0OOOO0OO0OO
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0 Agency Responsibilities and Assumptions
0 Location of Where the Work is to be performed
0 Expected Contractor Work Hours and Conditions

The parties agree that the Services/Deliverables to be rendered by Contractor pursuant to this Contract (and
any future amendments of it) will be defined and described in detail in a Statements of Work or Purchase
Orders executed under this Contract. Contractor shall not be obliged or authorized to commence any work to
implement a Statement of Work until authorized via a Purchase Order issued against this Contract. Contractor
shall perform in accordance with this Contract, including the Statements of Work/Purchase Orders executed
under it.

Invoicing
If applicable, Contractor will submit properly itemized invoices to:

DTMB — Financial Services

Accounts Payable

P.O. Box 30026

Lansing, MI 48909

or
DTMB-Accounts-Payable@michigan.gov

Invoices must provide and itemize, as applicable:
e Contract number;
Purchase Order number
Contractor name, address, phone number, and Federal Tax Identification Number;
Description of any commodities/hardware, including quantity ordered;
Date(s) of delivery and/or date(s) of installation and set up;
Price for each item, or Contractor’s list price for each item and applicable discounts;
Number of each item provided with extension subtotal amounts
Net invoice price for each item;
Shipping costs;
Other applicable charges;
Total invoice price; and
Payment terms, including any available prompt payment discount.

Incorrect or incomplete invoices will be returned to Contractor for correction and reissue.

B) 1.602 RESERVED N/A
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Article Il. Article 2 - Terms and Conditions

(a) 2.000 Contract Structure and Term
(B)

A) 2.001 CONTRACT TERM
The Contract is for a period of six (6) years beginning June 20, 2013 through June 19, 2019. All outstanding
Statement of Works must also expire upon the termination for any of the reasons listed in Section 2.150 of the
Contract, unless otherwise extended under the Contract. Absent an early termination for any reason,
Statement of Works issued but not expired, by the end of the Contract’s stated term, shall remain in effect for
the balance of the fiscal year for which they were issued.

B) 2.002 OPTIONS TO RENEW
The Contract may be renewed in writing by mutual agreement of the parties not less than 30 days before its
expiration. The Contract may be renewed for up to four (4) additional one (1)-year periods.

C) 2.003 LEGAL EFFECT
Contractor accepts the Contract by signing two copies of the Contract and returning them to the DTMB-
Procurement. The Contractor shall not proceed with the performance of the work to be done under the
Contract, including the purchase of necessary materials, until both parties have signed the Contract to show
acceptance of its terms, and the Contractor receives a contract release/purchase order that authorizes and
defines specific performance requirements.

Except as otherwise agreed in writing by the parties, the State shall not be liable for costs incurred by
Contractor or payment under the Contract, until Contractor is notified in writing that the Contract or Change
Request has been approved by the State Administrative Board (if required), signed by all the parties.

D) 2.004 ATTACHMENTS & EXHIBITS
All Attachments and Exhibits affixed to any and all Statement(s) of Work, or appended to or referencing the
Contract, are incorporated in their entirety and form part of the Contract.

E) 2.005 ORDERING
The State must issue an approved written Purchase Order (“Purchase Order”), Blanket Purchase Order,
Direct Voucher or Procurement Card Order to order any Services/Deliverables under this Contract. All orders
are subject to the terms and conditions of this Contract. No additional terms and conditions contained on
either a Purchase Order or Blanket Purchase Order apply unless they are specifically contained in that
Purchase Order or Blanket Purchase Order's accompanying Statement of Work. Exact quantities to be
purchased are unknown; however, the Contractor will be required to furnish all such materials and services as
may be ordered during the Contract period. Quantities specified, if any, are estimates based on prior
purchases, and the State is not obligated to purchase in these or any other quantities.

F) 2.006 ORDER OF PRECEDENCE
The Contract, including any Statements of Work, Appendices, and Exhibits to the extent not contrary to the
Contract, each of which is incorporated for all purposes, constitutes the entire agreement between the parties
with respect to the subject matter and supersedes all prior agreements, whether written or oral, with respect to
the subject matter and as additional terms and conditions on the purchase order must apply as limited by
Section 2.005.

In the event of any inconsistency between the terms of the Contract and a Statement of Work, the terms of the
Statement of Work shall take precedence (as to that Statement of Work only); provided, however, that a
Statement of Work may not modify or amend the terms of the Contract. The Contract may be modified or
amended only by a formal Contract amendment.

G) 2.007 HEADINGS
Captions and headings used in the Contract are for information and organization purposes. Captions and
headings, including inaccurate references, do not, in any way, define or limit the requirements or terms and
conditions of the Contract.
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H) 2.008 FORM, FUNCTION & UTILITY
If the Contract is for use of more than one State agency and if the Deliverable/Service does not the meet the
form, function, and utility required by that State agency, that agency may, subject to State purchasing policies,
procure the Deliverable/Service from another source.

) 2.009 REFORMATION AND SEVERABILITY
Each provision of the Contract is severable from all other provisions of the Contract and, if one or more of the
provisions of the Contract is declared invalid, the remaining provisions of the Contract remain in full force and
effect.

(C) 2.010 Consents and Approvals
Except as expressly provided otherwise in the Contract, if either party requires the consent or approval of the
other party for the taking of any action under the Contract, the consent or approval must be in writing and must
not be unreasonably withheld or delayed.

A) 2.011 NO WAIVER OF DEFAULT
If a party fails to insist upon strict adherence to any term of the Contract then the party has not waived the right
to later insist upon strict adherence to that term, or any other term, of the Contract.

B) 2.012 SURVIVAL
Any provisions of the Contract that impose continuing obligations on the parties, including without limitation the
parties’ respective warranty, indemnity and confidentiality obligations, shall survive the expiration or termination
of the Contract.

(d) 2.020 Contract Administration

A) 2.021 ISSUING OFFICE
This Contract is issued by the State through DTMB and with the assistance of MDE. DTMB-Procurement is
the sole point of contact in the State with regard to all procurement and contractual matters relating to the
Contract. The DTMB-Procurement Contract Administrator for this Contract is:

Mark Lawrence

Department of Technology, Management and Budget
Mason Bldg., 2nd Floor

PO Box 30026

Lansing, MI 48909

Lawrenceml@michigan.gov

Phone: (517) 241-1638

B) 2.022 CONTRACT COMPLIANCE INSPECTOR
The Director of DTMB-Procurement directs the person named below, or his or her designee, to monitor and
coordinate the activities for the Contract on a day-to-day basis during its term. Monitoring Contract activities
does not imply the authority to change, modify, clarify, amend, or otherwise alter the prices, terms,
conditions and specifications of the Contract. DTMB-Procurement is the only State office authorized
to change, modify, amend, alter or clarify the prices, specifications, terms and conditions of this
Contract. The Contract Compliance Inspector for this Contract is:

Glenn Gorton

Business Relationship Manager, DTMB
Hannah Building

608 West Allegan St.

Lansing, Ml 48909
gortong@michigan.gov

Phone: (517) 241-2368
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C) 2.023 PROJECT MANAGER
The following individual will oversee the project:

Jon Rogozinski

Information Technology Manager, DTMB
Hannah Building

608 West Allegan St.

Lansing, MI 48909
RogozinskiJ@michigan.gov

Phone: (517) 241-6868

D) 2.024 CHANGE REQUESTS
The State reserves the right to request from time to time any changes to the requirements and specifications of
the Contract and the work to be performed by the Contractor under the Contract. During the course of ordinary
business, it may become necessary for the State to discontinue certain business practices or create Additional
Services/Deliverables. At a minimum, to the extent applicable, Contractor shall provide a detailed outline of all
work to be done, including tasks necessary to accomplish the Additional Services/Deliverables, timeframes,
listing of key personnel assigned, estimated hours for each individual per task, and a complete and detailed
cost justification.

If the State requests or directs the Contractor to perform any Services/Deliverables that are outside the scope
of the Contractor’s responsibilities under the Contract (“New Work”), the Contractor must notify the State
promptly before commencing performance of the requested activities it believes are New Work. If the
Contractor fails to notify the State before commencing performance of the requested activities, any such
activities performed before the Contractor gives notice shall be conclusively considered to be in-scope
Services/Deliverables and not New Work.

If the State requests or directs the Contractor to perform any Services or provide Deliverables that are
consistent with and similar to the Services/Deliverables being provided by the Contractor under the Contract,
but which the Contractor reasonably and in good faith believes are not included within the Statements of Work,
then before performing such Services or providing such Deliverables, the Contractor shall notify the State in
writing that it considers the Services or Deliverables to be an Additional Service/Deliverable for which the
Contractor should receive additional compensation. If the Contractor does not so notify the State, the
Contractor shall have no right to claim thereafter that it is entitled to additional compensation for performing
that Service or providing that Deliverable. If the Contractor does so notify the State, then such a Service or
Deliverable shall be governed by the Change Request procedure in this Section 2.024.

In the event prices or service levels are not acceptable to the State, the Additional Services or New Work shall
be subject to competitive bidding based upon the specifications.

(1) Change Request at State Request:

If the State requires Contractor to perform New Work, Additional Services or make changes to the
Services that would affect the Contract completion schedule or the amount of compensation due
Contractor (a “Change”), the State shall submit a written request for Contractor to furnish a proposal for
carrying out the requested Change (a “Change Request”).

(2) Contractor Recommendation for Change Requests:

Contractor shall be entitled to propose a Change to the State, on its own initiative, should Contractor
believe the proposed Change would benefit the Contract.

(3) Upon receipt of a Change Request or on its own initiative, Contractor shall examine the implications of
the requested Change on the technical specifications, Contract schedule and price of the Deliverables
and Services and shall submit to the State without undue delay a written proposal for carrying out the
Change. Contractor’s proposal shall include any associated changes in the technical specifications,
Contract schedule and price and method of pricing of the Services. If the Change is to be performed on a
time and materials basis, the rates in Cost Table 3 of Appendix E - Cost Tables shall apply to the
provision of such Services. If Contractor provides a written proposal and should Contractor be of the
opinion that a requested Change is not to be recommended, it shall communicate its opinion to the State
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but shall nevertheless carry out the Change as specified in the written proposal if the State directs it to do
o}

(4) By giving Contractor written notice within a reasonable time, the State shall be entitled to accept a
Contractor proposal for Change, to reject it, or to reach another agreement with Contractor. Should the
parties agree on carrying out a Change, a written Contract Change Notice must be prepared and issued
under this Contract, describing the Change and its effects on the Services and any affected components
of this Contract (a “Contract Change Notice”).

(5) No proposed Change shall be performed until the proposed Change has been specified in a duly
executed Contract Change Notice issued by the Department of Technology, Management and Budget,
Procurement.

(6) If the State requests or directs the Contractor to perform any activities that Contractor believes constitute
a Change, the Contractor must notify the State that it believes the requested activities are a Change
before beginning to work on the requested activities. If the Contractor fails to notify the State before
beginning to work on the requested activities, then the Contractor waives any right to assert any claim for
additional compensation or time for performing the requested activities. If the Contractor commences
performing work outside the scope of this Contract and then ceases performing that work, the Contractor
must, at the request of the State, retract any out-of-scope work that would adversely affect the Contract.

E) 2.025 NOTICES
Any notice given to a party under the Contract must be deemed effective, if addressed to the party as
addressed below, upon: (i) delivery, if hand delivered; (ii) receipt of a confirmed transmission by facsimile if a
copy of the notice is sent by another means specified in this Section 2.025; (iii) the third Business Day after
being sent by U.S. mail, postage pre-paid, return receipt requested; or (iv) the next Business Day after being
sent by a nationally recognized overnight express courier with a reliable tracking system.
State:

State of Michigan

DTMB Procurement

PO Box 30026

530 West Allegan
Lansing, Michigan 48909

Contractor: See Contract Cover Page

Either party may change its address where notices are to be sent by giving notice according to this Section
2.025.

F) 2.026 BINDING COMMITMENTS
Representatives of Contractor must have the authority to make binding commitments on Contractor’s behalf
within the bounds set forth in the Contract. Contractor may change the representatives from time to time upon
giving written notice.

G) 2.027 RELATIONSHIP OF THE PARTIES
The relationship between the State and Contractor is that of client and independent contractor. No agent,
employee, or servant of Contractor or any of its Subcontractors shall be deemed to be an employee, agent or
servant of the State for any reason. Contractor shall be solely and entirely responsible for its acts and the acts
of its agents, employees, servants and Subcontractors during the performance of the Contract.

H) 2.028 COVENANT OF GOOD FAITH
Each party shall act reasonably and in good faith. Unless stated otherwise in the Contract, the parties shall not
unreasonably delay, condition or withhold the giving of any consent, decision or approval that is either
requested or reasonably required of them in order for the other party to perform its responsibilities under the
Contract.
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) 2.029 ASSIGNMENTS
Neither party may assign the Contract, or assign or delegate any of its duties or obligations under the Contract,
to any other party (whether by operation of law or otherwise), without the prior written consent of the other
party; provided, however, that the State may assign the Contract to any other State agency, department,
division or department without the prior consent of Contractor and Contractor may assign the Contract to an
affiliate so long as the affiliate is adequately capitalized and can provide adequate assurances that the affiliate
can perform the Contract. The State may withhold consent from proposed assignments, subcontracts, or
novations when the transfer of responsibility would operate to decrease the State’s likelihood of receiving
performance on the Contract or the State’s ability to recover damages.

Contractor may not, without the prior written approval of the State, assign its right to receive payments due
under the Contract. If the State permits an assignment, the Contractor is not relieved of its responsibility to
perform any of its contractual duties and the requirement under the Contract that all payments must be made
to one entity continues.

If the Contractor intends to assign the contract or any of the Contractor's rights or duties under the Contract,
the Contractor must notify the State in writing at least 90 days before the assignment. The Contractor also
must provide the State with adequate information about the assignee within a reasonable amount of time
before the assignment for the State to determine whether to approve the assignment.

(e) 2.030 General Provisions

A) 2.031 RESERVED N/A

B) 2.032 MEDIA RELEASES
News releases (including promotional literature and commercial advertisements) pertaining to the RFP and
Contract or project to which it relates shall not be made without prior written State approval, and then only in
accordance with the explicit written instructions from the State. No results of the activities associated with the
RFP and Contract are to be released without prior written approval of the State and then only to persons
designated.

C) 2.033 CONTRACT DISTRIBUTION
DTMB-Procurement retains the sole right of Contract distribution to all State agencies and local units of
government unless other arrangements are authorized by DTMB-Procurement.

D) 2.034 PERMITS
Contractor must obtain and pay any associated costs for all required governmental permits, licenses and
approvals for the delivery, installation and performance of the Services. The State shall pay for all costs and
expenses incurred in obtaining and maintaining any necessary easements or right of way.

E) 2.035 WEBSITE INCORPORATION
The State is not bound by any content on the Contractor’s website, even if the Contractor's documentation
specifically referenced that content and attempts to incorporate it into any other communication, unless the
State has actual knowledge of the content and has expressly agreed to be bound by it in a writing that has
been manually signed by an authorized representative of the State.

F) 2.036 FUTURE BIDDING PRECLUSION
Contractor acknowledges that, to the extent this Contract involves the creation, research, investigation or
generation of a future RFP; it may be precluded from bidding on the subsequent RFP. The State reserves the
right to disqualify any Bidder if the State determines that the Bidder has used its position (whether as an
incumbent Contractor, or as a Contractor hired to assist with the RFP development, or as a Vendor offering
free assistance) to gain a competitive advantage on the RFP.
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G) 2.037 FREEDOM OF INFORMATION
All information in any proposal submitted to the State by Contractor and this Contract is subject to the
provisions of the Michigan Freedom of Information Act, 1976 Public Act No. 442, as amended, MCL 15.231, et
seq. (the “FOIA™).

H) 2.038 DISASTER RECOVERY
Contractor and the State recognize that the State provides essential services in times of natural or man-made
disasters. Therefore, except as so mandated by Federal disaster response requirements, Contractor
personnel dedicated to providing Services/Deliverables under this Contract shall provide the State with priority
service for repair and work around in the event of a natural or man-made disaster.

(f) 2.040 Financial Provisions
(9
A) 2.041 FIXED PRICES FOR SERVICES/DELIVERABLES

Each Statement of Work issued under this Contract shall specify (or indicate by reference to the appropriate
Contract Exhibit) the firm, fixed prices for all Services/Deliverables, and the associated payment milestones
and payment amounts. The State may make progress payments to the Contractor when requested as work
progresses, but not more frequently than monthly, in amounts approved by the Contract Administrator, after
negotiation. Contractor shall show verification of measurable progress at the time of requesting progress
payments.

B) 2.042 ADJUSTMENTS FOR REDUCTIONS IN SCOPE OF SERVICES/DELIVERABLES
If the scope of the Services/Deliverables under any Statement of Work issued under the Contract is
subsequently reduced by the State, the parties shall negotiate an equitable reduction in Contractor’'s charges
under such Statement of Work commensurate with the reduction in scope.

C) 2.043 SERVICES/DELIVERABLES COVERED
The State shall not be obligated to pay any amounts in addition to the charges specified in this Contract for all
Services/Deliverables to be provided by Contractor and its Subcontractors, if any, under this Contract.

D) 2.044 INVOICING AND PAYMENT — IN GENERAL

(@) Each Statement of Work issued under this Contract shall list (or indicate by reference to the appropriate
Contract Exhibit) the prices for all Services/Deliverables, equipment and commodities to be provided, and
the associated payment milestones and payment amounts.

(b) Each Contractor invoice shall show details as to charges by Service/Deliverable component and location
at a level of detail reasonably necessary to satisfy the State’s accounting and charge-back requirements.
Invoices for Services performed on a time and materials basis shall show, for each individual, the number
of hours of Services performed during the billing period, the billable skill/labor category for such person
and the applicable hourly billing rate. Prompt payment by the State is contingent on the Contractor’s
invoices showing the amount owed by the State.

(c) Correctinvoices shall be due and payable by the State, in accordance with the State’s standard payment
procedure as specified in 1984 Public Act No. 279, MCL 17.51 et seq., within 45 days after receipt,
provided the State determines that the invoice was properly rendered.

(d) Allinvoices should reflect actual work done. Specific details of invoices and payments shall be agreed
upon between the Contract Administrator and the Contractor after the proposed Contract Agreement has
been signed and accepted by both the Contractor and the Director of Procurement, Department of
Management & Budget. This activity shall occur only upon the specific written direction from DTMB-
Procurement.

E) 2.045 PRO-RATION

To the extent there are Services that are to be paid for on a monthly basis, the cost of such Services shall be
pro-rated for any partial month.
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F) 2.046 ANTITRUST ASSIGNMENT
The Contractor assigns to the State any claim for overcharges resulting from antitrust violations to the extent
that those violations concern materials or services supplied by third parties to the Contractor, toward fulfillment
of this Contract.

G) 2.047 FINAL PAYMENT
The making of final payment by the State to Contractor does not constitute a waiver by the State of any rights
or other claims as to the Contractor’s continuing obligations under the Contract, nor shall it constitute a waiver
of any claims by the State against the Contractor arising from unsettled claims or failure by the Contractor to
comply with this Contract, including claims for Services and Deliverables not reasonably known until after
acceptance to be defective or substandard. Contractor's acceptance of final payment by the State under this
Contract shall constitute a waiver of all claims by Contractor against the State for payment under this Contract,
other than those claims previously filed in writing on a timely basis and still unsettled.

H) 2.048 ELECTRONIC PAYMENT REQUIREMENT
Electronic transfer of funds is required for payments on State Contracts. Contractors are required to register
with the State electronically at http://www.cpexpress.state.mi.us. As stated in Public Act 431 of 1984, all
contracts that the State enters into for the purchase of goods and services shall provide that payment shall be
made by electronic fund transfer (EFT).

(h) 2.050 Taxes

A) 2.051 EMPLOYMENT TAXES
Contractor shall collect and pay all applicable federal, state, and local employment taxes.

B) 2.052 SALES AND USE TAXES
Contractor shall register and remit sales and use taxes on taxable sales of tangible personal property or
services delivered into the State. Contractors that lack sufficient presence in Michigan to be required to
register and pay tax must do so as a volunteer. This requirement extends to: (1) all members of any controlled
group as defined in § 1563(a) of the Internal Revenue Code and applicable regulations of which the company
is a member, and (2) all organizations under common control as defined in § 414(c) of the Internal Revenue
Code and applicable regulations of which the company is a member that make sales at retail for delivery into
the State are registered with the State for the collection and remittance of sales and use taxes. In applying
treasury regulations defining “two or more trades or businesses under common control” the term “organization”
means sole proprietorship, a partnership (as defined in § 701(a) (2) of the Internal Revenue Code), a trust, an
estate, a corporation, or a limited liability company.

(i) 2.060 Contract Management

A) 2.061 CONTRACTOR PERSONNEL QUALIFICATIONS
All persons assigned by Contractor to the performance of Services under this Contract must be employees of
Contractor or its majority-owned (directly or indirectly, at any tier) subsidiaries (or a State-approved
Subcontractor) and must be fully qualified to perform the work assigned to them. Contractor must include a
similar provision in any subcontract entered into with a Subcontractor. For the purposes of this Contract,
independent contractors engaged by Contractor solely in a staff augmentation role must be treated by the
State as if they were employees of Contractor for this Contract only; however, the State understands that the
relationship between Contractor and Subcontractor is an independent contractor relationship.

B) 2.062 CONTRACTOR KEY PERSONNEL
(@) The Contractor must provide the Contract Compliance Inspector with the names of the Key Personnel.
(b) Key Personnel must be dedicated as defined in the Statement of Work to the Project for its duration in the
applicable Statement of Work with respect to other individuals designated as Key Personnel for that
Statement of Work.
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(c) The State shall have the right to recommend and approve in writing the initial assignment, as well as any
proposed reassignment or replacement, of any Key Personnel. Before assigning an individual to any Key
Personnel position, Contractor shall notify the State of the proposed assignment, shall introduce the
individual to the appropriate State representatives, and shall provide the State with a resume and any
other information about the individual reasonably requested by the State. The State reserves the right to
interview the individual before granting written approval. In the event the State finds a proposed
individual unacceptable, the State shall provide a written explanation including reasonable detail outlining
the reasons for the rejection.

(d) Contractor must not remove any Key Personnel from their assigned roles on the Contract without the
prior written consent of the State. The Contractor’'s removal of Key Personnel without the prior written
consent of the State is an unauthorized removal (“Unauthorized Removal”). Unauthorized Removals
does not include replacing Key Personnel for reasons beyond the reasonable control of Contractor,
including iliness, disability, leave of absence, personal emergency circumstances, resignation or for
cause termination of the Key Personnel’s employment. Unauthorized Removals does not include
replacing Key Personnel because of promotions or other job movements allowed by Contractor personnel
policies or Collective Bargaining Agreement(s) as long as the State receives prior written notice before
shadowing occurs and Contractor provides 30 days of shadowing unless parties agree to a different time
period. The Contractor with the State must review any Key Personnel replacements, and appropriate
transition planning will be established. Any Unauthorized Removal may be considered by the State to be
a material breach of the Contract, in respect of which the State may elect to exercise its termination and
cancellation rights.

(e) The Contractor must notify the Contract Compliance Inspector and the Contract Administrator at least 10
business days before redeploying non-Key Personnel, who are dedicated to primarily to the Project, to
other projects. If the State does not object to the redeployment by its scheduled date, the Contractor may
then redeploy the non-Key Personnel.

C) 2.063 RE-ASSIGNMENT OF PERSONNEL AT THE STATE’'S REQUEST
The State reserves the right to require the removal from the Project of Contractor personnel found, in the
judgment of the State, to be unacceptable. The State’s request must be written with reasonable detail outlining
the reasons for the removal request. Additionally, the State’s request must be based on legitimate, good faith
reasons. Replacement personnel for the removed person must be fully qualified for the position. If the State
exercises this right, and the Contractor cannot immediately replace the removed personnel, the State agrees to
an equitable adjustment in schedule or other terms that may be affected by the State’s required removal. If
any incident with removed personnel results in delay not reasonably anticipatable under the circumstances and
which is attributable to the State, the applicable SLAs for the affected Service shall not be counted for a time
as agreed to by the parties.

D) 2.064 CONTRACTOR PERSONNEL LOCATION
All staff assigned by Contractor to work on the Contract shall perform their duties either primarily at
Contractor’s offices and facilities or at State facilities. Without limiting the generality of the foregoing, Key
Personnel shall, at a minimum, spend at least the amount of time on-site at State facilities as indicated in the
applicable Statement of Work. Subject to availability, selected Contractor personnel may be assigned office
space to be shared with State personnel.

E) 2.065 CONTRACTOR IDENTIFICATION
Contractor employees must be clearly identifiable while on State property by wearing a State-issued badge, as
required. Contractor employees are required to clearly identify themselves and the company they work for
whenever making contact with State personnel by telephone or other means.

F) 2.066 COOPERATION WITH THIRD PARTIES
Contractor agrees to cause its personnel and the personnel of any Subcontractors to cooperate with the State
and its agents and other contractors including the State’s Quality Assurance personnel. As reasonably
requested by the State in writing, the Contractor shall provide to the State’s agents and other contractors
reasonable access to Contractor’'s Project personnel, systems and facilities to the extent the access relates to
activities specifically associated with this Contract and shall not interfere or jeopardize the safety or operation
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of the systems or facilities. The State acknowledges that Contractor’s time schedule for the Contract is very
specific and agrees not to unnecessarily or unreasonably interfere with, delay or otherwise impeded
Contractor’s performance under this Contract with the requests for access.

G) 2.067 CONTRACT MANAGEMENT RESPONSIBILITIES
Contractor shall be responsible for all acts and omissions of its employees, as well as the acts and omissions
of any other personnel furnished by Contractor to perform the Services. Contractor shall have overall
responsibility for managing and successfully performing and completing the Services/Deliverables, subject to
the overall direction and supervision of the State and with the participation and support of the State as
specified in this Contract. Contractor’s duties shall include monitoring and reporting the State’s performance of
its participation and support responsibilities (as well as Contractor's own responsibilities) and providing timely
notice to the State in Contractor’s reasonable opinion if the State’s failure to perform its responsibilities in
accordance with the Project Plan is likely to delay the timely achievement of any Contract tasks.

The Contractor shall provide the Services/Deliverables directly or through its affiliates, subsidiaries,
subcontractors or resellers. Regardless of the entity providing the Service/Deliverable, the Contractor shall act
as a single point of contact coordinating these entities to meet the State’s need for Services/Deliverables.
Nothing in this Contract, however, shall be construed to authorize or require any party to violate any applicable
law or regulation in its performance of this Contract.

H) 2.068 CONTRACTOR RETURN OF STATE EQUIPMENT/RESOURCES
The Contractor shall return to the State any State-furnished equipment, facilities and other resources when no
longer required for the Contract in the same condition as when provided by the State, reasonable wear and
tear excepted.

(1) 2.070 Subcontracting by Contractor

A) 2.071 CONTRACTOR FULL RESPONSIBILITY
Contractor shall have full responsibility for the successful performance and completion of all of the Services
and Deliverables. The State shall consider Contractor to be the sole point of contact with regard to all
contractual matters under this Contract, including payment of any and all charges for Services and
Deliverables.

B) 2.072 STATE CONSENT TO DELEGATION
Contractor shall not delegate any duties under this Contract to a Subcontractor unless the DTMB has given
written consent to such delegation. The State shall have the right of prior written approval of all Subcontractors
and to require Contractor to replace any Subcontractors found, in the reasonable judgment of the State, to be
unacceptable. The State’s request shall be written with reasonable detail outlining the reasons for the removal
request. Additionally, the State’s request shall be based on legitimate, good faith reasons. Replacement
Subcontractor(s) for the removed Subcontractor shall be fully qualified for the position. If the State exercises
this right, and the Contractor cannot immediately replace the removed Subcontractor, the State shall agree to
an equitable adjustment in schedule or other terms that may be affected by the State’s required removal. If
any such incident with a removed Subcontractor results in delay not reasonable anticipatable under the
circumstances and which is attributable to the State, the applicable SLA for the affected Work shall not be
counted for a time agreed upon by the parties.

C) 2.073 SUBCONTRACTOR BOUND TO CONTRACT
In any subcontracts entered into by Contractor for the performance of the Services, Contractor shall require the
Subcontractor, to the extent of the Services to be performed by the Subcontractor, to be bound to Contractor
by the terms of this Contract and to assume toward Contractor all of the obligations and responsibilities that
Contractor, by this Contract, assumes toward the State. The State reserves the right to receive copies of and
review all subcontracts, although Contractor may delete or mask any proprietary information, including pricing,
contained in such contracts before providing them to the State. The management of any Subcontractor shall
be the responsibility of Contractor, and Contractor shall remain responsible for the performance of its
Subcontractors to the same extent as if Contractor had not subcontracted such performance. Contractor shall
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make all payments to Subcontractors or suppliers of Contractor. Except as otherwise agreed in writing by the
State and Contractor, the State shall not be obligated to direct payments for the Services other than to
Contractor. The State’s written approval of any Subcontractor engaged by Contractor to perform any
obligation under this Contract shall not relieve Contractor of any obligations or performance required under this
Contract. A list of the Subcontractors, if any, approved by the State as of the execution of this Contract,
together with a copy of the applicable subcontract is attached.

D) 2.074 FLOW DOWN
Except where specifically approved in writing by the State on a case-by-case basis, Contractor shall flow down
the obligations in Sections 2.031, 2.060, 2.100, 2.110, 2.120, 2.130, and 2.200 in all of its agreements with
any Subcontractors.

E) 2.075 COMPETITIVE SELECTION
The Contractor shall select subcontractors (including suppliers) on a competitive basis to the maximum
practical extent consistent with the objectives and requirements of the Contract.

(k) 2.080 State Responsibilities

A) 2.081 EQUIPMENT
The State shall provide only the equipment and resources identified in the Statement of Work and other
Contract Exhibits.

B) 2.082 FACILITIES
The State must designate space as long as it is available and as provided in the Statement of Work, to house
the Contractor’s personnel whom the parties agree will perform the Services/Deliverables at State facilities
(collectively, the “State Facilities”). The Contractor shall have reasonable access to, and unless agreed
otherwise by the parties in writing must observe and comply with all rules and regulations relating to each of
the State Facilities (including hours of operation) used by the Contractor in the course of providing the
Services. Contractor agrees that it shall not, without the prior written consent of the State, use any State
Facilities or access any State information systems provided for the Contractor’s use, or to which the Contractor
otherwise gains access in the course of performing the Services, for any purpose other than providing the
Services to the State.

() 2.090 Security

A) 2.091 BACKGROUND CHECKS
On a case-by-case basis, the State may investigate the Contractor's personnel before they may have access
to State facilities and systems. The scope of the background check is at the discretion of the State and the
results shall be used to determine Contractor personnel eligibility for working within State facilities and
systems. The investigations shall include Michigan State Police Background checks (ICHAT) and may include
the National Crime Information Center (NCIC) Finger Prints. Proposed Contractor personnel may be required
to complete and submit an RI-8 Fingerprint Card for the NCIC Finger Print Check. Any request for background
checks shall be initiated by the State and shall be reasonably related to the type of work requested.

B) 2.092 SECURITY BREACH NOTIFICATION
If the Contractor breaches this Section 2.090, the Contractor must (i) promptly cure any deficiencies and (ii)
comply with any applicable federal and state laws and regulations pertaining to unauthorized disclosures.
Contractor and the State shall cooperate to mitigate, to the extent practicable, the effects of any breach,
intrusion, or unauthorized use or disclosure. Contractor must report to the State in writing any use or
disclosure of Confidential Information, whether suspected or actual, other than as provided for by the Contract
within 72 hours of becoming aware of the use or disclosure or the shorter time period as is reasonable under
the circumstances.

C) 2.093 RESERVED N/A
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(m) 2.100 Confidentiality

A) 2.101 CONFIDENTIALITY
Contractor and the State each acknowledge that the other possesses and shall continue to possess
confidential information that has been developed or received by it. As used in this Section, “Confidential
Information” of Contractor means all non-public proprietary information of Contractor (other than Confidential
Information of the State as defined below), which is marked confidential, restricted, proprietary, or with a similar
designation. “Confidential Information” of the State means any information which is retained in confidence
by the State (or otherwise required to be held in confidence by the State under applicable federal, state and
local laws and regulations) or which, in the case of tangible materials provided to Contractor by the State under
its performance under this Contract, is marked as confidential, proprietary or with a similar designation by the
State. “Confidential Information” excludes any information (including this Contract) that is publicly available
under the Michigan FOIA.

B) 2.102 PROTECTION AND DESTRUCTION OF CONFIDENTIAL INFORMATION
The State and Contractor shall each use at least the same degree of care to prevent disclosing to third parties
the Confidential Information of the other as it employs to avoid unauthorized disclosure, publication or
dissemination of its own confidential information of like character, but in no event less than reasonable care.
Neither Contractor nor the State shall (i) make any use of the Confidential Information of the other except as
contemplated by this Contract, (ii) acquire any right in or assert any lien against the Confidential Information of
the other, or (iii) if requested to do so, refuse for any reason to promptly return the other party's Confidential
Information to the other party. Each party shall limit disclosure of the other party’s Confidential Information to
employees and Subcontractors who must have access to fulfill the purposes of this Contract. Disclosure to,
and use by, a Subcontractor is permissible where (A) use of a Subcontractor is authorized under this Contract,
(B) the disclosure is necessary or otherwise naturally occurs in connection with work that is within the
Subcontractor's scope of responsibility, and (C) Contractor obligates the Subcontractor in a written Contract to
maintain the State’s Confidential Information in confidence. At the State's request, any employee of Contractor
and of any Subcontractor having access or continued access to the State’s Confidential Information may be
required to execute an acknowledgment that the employee has been advised of Contractor’'s and the
Subcontractor’s obligations under this Section and of the employee’s obligation to Contractor or Subcontractor,
as the case may be, to protect the Confidential Information from unauthorized use or disclosure.

Promptly upon termination or cancellation of the Contract for any reason, Contractor must certify to the State
that Contractor has destroyed all State Confidential Information.

C) 2.103 EXCLUSIONS
Notwithstanding the foregoing, the provisions in this Section shall not apply to any particular information which
the State or Contractor can demonstrate (i) was, at the time of disclosure to it, in the public domain; (ii) after
disclosure to it, is published or otherwise becomes part of the public domain through no fault of the receiving
party; (iii) was in the possession of the receiving party at the time of disclosure to it without an obligation of
confidentiality; (iv) was received after disclosure to it from a third party who had a lawful right to disclose the
information to it without any obligation to restrict its further disclosure; or (v) was independently developed by
the receiving party without reference to Confidential Information of the furnishing party. Further, the provisions
of this Section shall not apply to any particular Confidential Information to the extent the receiving party is
required by law to disclose the Confidential Information, provided that the receiving party (i) promptly provides
the furnishing party with notice of the legal request, and (ii) assists the furnishing party in resisting or limiting
the scope of the disclosure as reasonably requested by the furnishing party.

D) 2.104 NO IMPLIED RIGHTS
Nothing contained in this Section must be construed as obligating a party to disclose any particular
Confidential Information to the other party, or as granting to or conferring on a party, expressly or impliedly, any
right or license to the Confidential Information of the other party.

E) 2.105 RESPECTIVE OBLIGATIONS
The parties’ respective obligations under this Section must survive the termination or expiration of this Contract
for any reason.
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(n) 2.110 Records and Inspections

A)

B) 2.111 INSPECTION OF WORK PERFORMED
The State's authorized representatives, at reasonable times and with 10 days prior notice, have the right to
enter the Contractor's premises or any other places where work is being performed in relation to this Contract.
The representatives may inspect, monitor, or evaluate the work being performed, to the extent the access will
not reasonably interfere with or jeopardize the safety or operation of Contractor's systems or facilities. The
Contractor must provide reasonable assistance for the State's representatives during inspections.

C) 2112 RETENTION OF RECORDS
(&) The Contractor must retain all financial and accounting records related to this Contract for a period of 7
years after the Contractor performs any work under this Contract (Audit Period).

(b) If an audit, litigation, or other action involving the Contractor's records is initiated before the end of the
Audit Period, the Contractor must retain the records until all issues arising out of the audit, litigation, or other
action are resolved or until the end of the Audit Period, whichever is later.

D) 2.113 EXAMINATION OF RECORDS
(&) The State, upon 10 days’ notice to the Contractor, may examine and copy any of the Contractor's records
that relate to this Contract any time during the Audit Period. The State does not have the right to review any
information deemed confidential by the Contractor if access would require the information to become publicly
available. This requirement also applies to the records of any parent, affiliate, or subsidiary organization of the
Contractor, or any Subcontractor that performs services in connection with this Contract.

(b) In addition to the rights conferred upon the State in paragraph (a) of this Section and in accordance with
MCL 18.1470, DTMB or its designee may audit the Contractor to verify compliance with the Contract. The
financial and accounting records associated with the Contract shall be made available to DTMB or its designee
and the auditor general, upon request, during the term of the Contract and any extension of the Contract and
for 3 years after the later of the expiration date or final payment under the Contract.

E) 2.114 AUDIT RESOLUTION
If necessary, the Contractor and the State will meet to review any audit report promptly after its issuance. The
Contractor must respond to each report in writing within 30 days after receiving the report, unless the report
specifies a shorter response time. The Contractor and the State must develop, agree upon, and monitor an
action plan to promptly address and resolve any deficiencies, concerns, or recommendations in the report.

F) 2.115 ERRORS
(a) If an audit reveals any financial errors in the records provided to the State, the amount in error must be
reflected as a credit or debit on the next invoice and subsequent invoices until the amount is paid or refunded
in full. However, a credit or debit may not be carried forward for more than four invoices or beyond the
termination of the Contract. If a balance remains after four invoices, the remaining amount will be due as a
payment or refund within 45 days of the last invoice on which the balance appeared or upon termination of the
Contract, whichever is earlier.

(b) In addition to other available remedies, if the difference between the State's actual payment and the
correct invoice amount, as determined by an audit, is greater than 10%, the Contractor must pay all reasonable
audit costs.

(o) 2.120 Warranties

A) 2121 WARRANTIES AND REPRESENTATIONS

The Contractor represents and warrants:

(@) Itis capable in all respects of fulfilling and must fulfill all of its obligations under this Contract. The
performance of all obligations under this Contract must be provided in a timely, professional, and
workman-like manner and must meet the performance and operational standards required under this
Contract.
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(b)

(€)

(d)

(e)

(f)
(9)

(h)

(i)

()

(k)

()

(m)

(n)

The Contract Appendices, Attachments and Exhibits identify the equipment and software and services
necessary for the Deliverable(s) to perform and Services to operate in compliance with the Contract’s
requirements and other standards of performance.

It is the lawful owner or licensee of any Deliverable licensed or sold to the State by Contractor or
developed by Contractor under this Contract, and Contractor has all of the rights necessary to convey to
the State the ownership rights or licensed use, as applicable, of any and all Deliverables. None of the
Deliverables provided by Contractor to the State under this Contract, nor their use by the State shall
infringe the patent, copyright, trade secret, or other proprietary rights of any third party.

If, under this Contract, Contractor procures any equipment, software or other Deliverable for the State
(including equipment, software and other Deliverables manufactured, re-marketed or otherwise sold by
Contractor under Contractor’'s name), then in addition to Contractor’s other responsibilities with respect to
the items in this Contract, Contractor must assign or otherwise transfer to the State or its designees, or
afford the State the benefits of, any manufacturer's warranty for the Deliverable.

The contract signatory has the power and authority, including any necessary corporate authorizations,
necessary to enter into this Contract, on behalf of Contractor.

It is qualified and registered to transact business in all locations where required.

Neither the Contractor nor any affiliates, nor any employee of either, has, must have, or must acquire,
any contractual, financial, business, or other interest, direct or indirect, that would conflict in any manner
or degree with Contractor’s performance of its duties and responsibilities to the State under this Contract
or otherwise create an appearance of impropriety with respect to the award or performance of this
Agreement. Contractor must notify the State about the nature of the conflict or appearance of impropriety
within two days of learning about it.

Neither Contractor nor any affiliates, nor any employee of either has accepted or must accept anything of
value based on an understanding that the actions of the Contractor or affiliates or employee on behalf of
the State would be influenced. Contractor must not attempt to influence any State employee by the direct
or indirect offer of anything of value.

Neither Contractor nor any affiliates, nor any employee of either has paid or agreed to pay any person,
other than bona fide employees and consultants working solely for Contractor or the Affiliate, any fee,
commission, percentage, brokerage fee, gift, or any other consideration, contingent upon or resulting
from the award or making of this Contract.

The prices proposed by Contractor were arrived at independently, without consultation, communication,
or agreement with any other Bidder for the purpose of restricting competition; the prices quoted were not
knowingly disclosed by Contractor to any other Bidder; and no attempt was made by Contractor to induce
any other person to submit or not submit a proposal for the purpose of restricting competition.

All financial statements, reports, and other information furnished by Contractor to the State as part of its
response to the RFP or otherwise in connection with the award of this Contract fairly and accurately
represent the business, properties, financial condition, and results of operations of Contractor as of the
respective dates, or for the respective periods, covered by the financial statements, reports, other
information. Since the respective dates or periods covered by the financial statements, reports, or other
information, there have been no material adverse changes in the business, properties, financial condition,
or results of operations of Contractor.

All written information furnished to the State by or for the Contractor in connection with this Contract,
including its bid, is true, accurate, and complete, and contains no untrue statement of material fact or
omits any material fact necessary to make the information not misleading.

It is not in material default or breach of any other contract or agreement that it may have with the State or
any of its departments, commissions, boards, or agencies. Contractor further represents and warrants
that it has not been a party to any contract with the State or any of its departments that was terminated
by the State or the department within the previous five years for the reason that Contractor failed to
perform or otherwise breached an obligation of the contract.

If any of the certifications, representations, or disclosures made in the Contractor’s original bid response
change after contract award, the Contractor is required to report those changes immediately to the
Department of Technology, Management and Budget, Procurement.
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B) 2.122 WARRANTY OF MERCHANTABILITY
Goods provided by Contractor under this agreement shall be merchantable. All goods provided under this
Contract shall be of good quality within the description given by the State, shall be fit for their ordinary purpose,
shall be adequately contained and packaged within the description given by the State, shall conform to the
agreed upon specifications, and shall conform to the affirmations of fact made by the Contractor or on the
container or label.

C) 2.123 WARRANTY OF FITNESS FOR A PARTICULAR PURPOSE
When the Contractor has reason to know or knows any particular purpose for which the goods are required,
and the State is relying on the Contractor’s skill or judgment to select or furnish suitable goods, there is a
warranty that the goods are fit for such purpose.

2.124 WARRANTY OF HOSTING SERVICES, AUTHENTICATION PROCESS AND FUTURE
ENHANCEMENTS

Contractor warrants the following with respect to the Hosting Services, Authentication Process and Future
Enhancements:

a) Contractor is possessed of superior knowledge with respect to the Hosting Services, Authentication
Process and Future Enhancements and is aware the State is relying on Contractor's skill and judgment
in providing and/or creating the Hosting Services, Authentication Process and Future Enhancements,
including access to and use of the IBS System;

b) Contractor warrants that (i) the Hosting Services, Authentication Process and Future Enhancements,
including access to and use of the IBS System, will conform in all material respects to the requirements
set forth in this Contract, any Appendices, Exhibits, and any order or Statement of Work issued
hereunder, and (ii) that such Hosting Services, Authentication Process and Future Enhancements shall
not infringe any third party proprietary rights including (without limitation) any trademark, trade name,
trade secret, copyright, moral rights, patents or similar intellectual property rights;

c) Contractor warrants that no corrections, work-arounds or future modifications to the Hosting Services,
Authentication Process or Future Enhancements provided by Contractor shall degrade the IBS System,
cause any other warranty to be breached, or require the State to acquire additional hardware
equipment or software;

d) Contractor warrants that all updates, changes, alterations or modifications to the IBS System, Hosting
Services and Authentication Process by Contractor will be compatible with, and will not materially
diminish the features or functionality of the IBS System, Hosting Services and/or Authentication
Process.

D) 2.125 WARRANTY OF TITLE
Contractor shall, in providing goods to the State, convey good title in those goods, whose transfer is right and
lawful. All goods provided by Contractor shall be delivered free from any security interest, lien, or
encumbrance of which the State, at the time of contracting, has no knowledge. Goods provided by Contractor,
under this Contract, shall be delivered free of any rightful claim of any third person by of infringement or the
like.

E) 2.126 EQUIPMENT WARRANTY
To the extent Contractor is responsible under this Contract for maintaining equipment/system(s), Contractor
represents and warrants that it shall maintain the equipment/system(s) in good operating condition and shall
undertake all repairs and preventive maintenance according to the applicable manufacturer's
recommendations for the period specified in this Contract.

The Contractor represents and warrants that the equipment/system(s) are in good operating condition and
operates and performs to the requirements and other standards of performance contained in this Contract,
when installed, at the time of Final Acceptance by the State, and for a period of (1) one year commencing upon
the first day following Final Acceptance.
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Within 5 business days of notification from the State, the Contractor must adjust, repair or replace all
equipment that is defective or not performing in compliance with the Contract. The Contractor must assume all
costs for replacing parts or units and their installation including transportation and delivery fees, if any.

The Contractor must provide a toll-free telephone number to allow the State to report equipment failures and
problems to be remedied by the Contractor.

The Contractor agrees that all warranty service it provides under this Contract must be performed by Original
Equipment Manufacturer (OEM) trained, certified and authorized technicians.

The Contractor is the sole point of contact for warranty service. The Contractor warrants that it shall pass
through to the State any warranties obtained or available from the original equipment manufacturer, including
any replacement, upgraded, or additional equipment warranties.

F) 2127 EQUIPMENT TO BE NEW
If applicable, all equipment provided under this Contract by Contractor shall be new where Contractor has
knowledge regarding whether the equipment is new or assembled from new or serviceable used parts that are
like new in performance or has the option of selecting one or the other. Equipment that is assembled from new
or serviceable used parts that are like new in performance is acceptable where Contractor does not have
knowledge or the ability to select one or other, unless specifically agreed otherwise in writing by the State.

G) 2.128 PROHIBITED PRODUCTS
The State will not accept salvage, distressed, outdated or discontinued merchandise. Shipping of such
merchandise to any State agency, as a result of an order placed against the Contract, shall be considered
default by the Contractor of the terms and conditions of the Contract and may result in cancellation of the
Contract by the State. The brand and product number offered for all items shall remain consistent for the term
of the Contract, unless DTMB-Procurement has approved a Change Request pursuant to Section 2.024.

H) 2.129 CONSEQUENCES FOR BREACH
In addition to any remedies available in law, if the Contractor breaches any of the warranties contained in this
Section, the breach may be considered as a default in the performance of a material obligation of this Contract.

(p) 2.130 Insurance

A) 2131 LIABILITY INSURANCE

For the purpose of this Section, "State" includes its departments, divisions, agencies, offices, commissions,

officers, employees, and agents.

(@) The Contractor must provide proof that it has obtained the minimum levels of insurance coverage
indicated or required by law, whichever is greater. The insurance must protect the State from claims that
may arise out of, or result from, or are alleged to arise out of, or result from, the Contractor's or a
Subcontractor's performance, including any person directly or indirectly employed by the Contractor or a
Subcontractor, or any person for whose acts the Contractor or a Subcontractor may be liable.

(b) The Contractor waives all rights against the State for the recovery of damages that are covered by the
insurance policies the Contractor is required to maintain under this Section. The Contractor's failure to
obtain and maintain the required insurance will not limit this waiver.

(c) Allinsurance coverage provided relative to this Contract is primary and non-contributing to any
comparable liability insurance (including self-insurance) carried by the State.

(d) The State, in its sole discretion, may approve the use of a fully-funded self-insurance program in place of
any specified insurance identified in this Section.

(e) Unless the State approves otherwise, any insurer must have an A.M. Best rating of "A" or better and a
financial size of VII or better, or if those ratings are not available, a comparable rating from an insurance
rating agency approved by the State. All policies of insurance must be issued by companies that have
been approved to do business in the State.
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()  Where specific coverage limits are listed in this Section, they represent the minimum acceptable limits. If
the Contractor's policy contains higher limits, the State is entitled to coverage to the extent of the higher
limits.

(g) The Contractor must maintain all required insurance coverage throughout the term of this Contract and
any extensions. However, in the case of claims-made Commercial General Liability policies, the
Contractor must secure tail coverage for at least three (3) years following the termination of this Contract.

(h) The Contractor must provide, within five (5) business days, written notice to the Director of DTMB-
Procurement if any policy required under this Section is cancelled. The notice must include the applicable
Contract or Purchase Order number.

()  The minimum limits of coverage specified are not intended, and may not be construed, to limit any liability
or indemnity of the Contractor to any indemnified party or other persons.

() The Contractor is responsible for the payment of all deductibles.

(k) If the Contractor fails to pay any premium for a required insurance policy, or if any insurer cancels or
significantly reduces any required insurance without the State's approval, the State may, after giving the
Contractor at least 30 days’ notice, pay the premium or procure similar insurance coverage from another
company or companies. The State may deduct any part of the cost from any payment due the
Contractor, or require the Contractor to pay that cost upon demand.

() Inthe event the State approves the representation of the State by the insurer's attorney, the attorney may
be required to be designated as a Special Assistant Attorney General by the Michigan Attorney General.

(m) The Contractor is required to pay for and provide the type and amount of insurance checked M below:

(i) Commercial General Liability

Minimal Limits:
$2,000,000 General Aggregate Limit other than Products/Completed Operations;
$2,000,000 Products/Completed Operations Aggregate Limit;
$1,000,000 Personal & Advertising Injury Limit; and
$1,000,000 Each Occurrence Limit.

Deductible maximum:
$50,000 Each Occurrence

Additional Requirements:
The Contractor must list the State of Michigan, its departments, divisions, agencies, offices,
commissions, officers, employees, and agents as additional insureds on the Commercial General
Liability certificate. The Contractor also agrees to provide evidence that the insurance policy contains a
waiver of subrogation by the insurance company.

The Products/Completed Operations sublimit requirement may be satisfied by evidence of the manufacturer’s
Commercial General Liability Insurance. The manufacturer must list the State of Michigan, its departments,
divisions, agencies, offices, commissions, officers, employees, and agents as additional insureds on the
Commercial General Liability certificate and must provide evidence that the policy contains a waiver of
subrogation by the insurance company.

O (i) Umbrella or Excess Liability

Minimal Limits:
$10,000,000.00 General Aggregate

Additional Requirements:
Umbrella or Excess Liability limits must at least apply to the insurance required in (i), General
Commercial Liability. The Contractor must list the State of Michigan, its departments, divisions,
agencies, offices, commissions, officers, employees, and agents as additional insureds on the
certificate. The Contractor also agrees to provide evidence that insurance policies contain a waiver of
subrogation by the insurance company.
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(iii) Motor Vehicle

Minimal Limits:
If a motor vehicle is used in relation to the Contractor's performance, the Contractor must have vehicle
liability insurance on the motor vehicle for bodily injury and property damage as required by law.

O (iv) Hired and Non-Owned Motor Vehicle Coverage

Minimal Limits:
$1,000,000 Per Incident

Additional Requirements:
The Contractor must list the State of Michigan, its departments, divisions, agencies, offices,
commissions, officers, employees, and agents as additional insureds on the vehicle liability certificate.

The Contractor also agrees to provide evidence that insurance policies contain a waiver of subrogation
by the insurance company.

(v) Workers' Compensation

Minimal Limits:
The Contractor must provide Workers' Compensation coverage according to applicable laws governing
work activities in the state of the Contractor's domicile. If the applicable coverage is provided by a self-

insurer, the Contractor must provide proof of an approved self-insured authority by the jurisdiction of
domicile.

For employees working outside of the state of the Contractor's domicile, the Contractor must provide

certificates of insurance proving mandated coverage levels for the jurisdictions where the employees'
activities occur.

Additional Requirements:
The Contractor must provide the applicable certificates of insurance and a list of states where the
coverage is applicable. Contractor must provide proof that the Workers' Compensation insurance
policies contain a waiver of subrogation by the insurance company, except where such a provision is
prohibited or limited by the laws of the jurisdiction in which the work is to be performed.

(vi) Employers Liability
Minimal Limits:

$100,000 Each Incident;

$100,000 Each Employee by Disease

$500,000 Aggregate Disease

Additional Requirements:

The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions,
officers, employees, and agents as additional insureds on the certificate.

O (vii) Employee Fidelity (Crime)
Minimal Limits:
$1,000,000 Employee Theft Per Loss

Deductible Maximum:
$50,000 Per Loss

Additional Requirements:

Insurance must cover Forgery and Alteration, Theft of Money and Securities, Robbery and Safe Burglary,
Computer Fraud, Funds Transfer Fraud, Money Order and Counterfeit Currency.
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The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions,
officers, employees, and agents as Loss Payees on the certificate.

O (viii) Professional Liability (Errors and Omissions)
Minimal Limits:

$3,000,000 Each Occurrence

$3,000,000 Annual Aggregate

Deductible Maximum:
$50,000 Per Loss

| (ix) Cyber-Liability Insurance with the following minimum limits:
Minimal Limits:

$1,000,000 Each Occurrence
$1,000,000 Annual Aggregate

Additional Requirements:

Insurance should cover (a)unauthorized acquisition, access, use, physical taking, identity theft, mysterious
disappearance, release, distribution or disclosures of personal and corporate information; (b) Transmitting or
receiving malicious code via the insured's computer system; (c) Denial of service attacks or the inability to
access websites or computer systems.

The Contractor must list the State of Michigan, its departments, divisions, agencies, offices, commissions,
officers, employees, and agents as additional insureds on the certificate.

O (x) Property Insurance

Property Insurance covering any loss or damage to the State-owned office space used by Contractor for any
reason under this Contract, and the State-owned equipment, software and other contents of the office space,
including without limitation, those contents used by Contractor to provide the Services to the State, up to its
replacement value, where the office space and its contents are under the care, custody and control of
Contractor. The State must be endorsed on the policy as a loss payee as its interests appear.

B) 2.13.2 SUBCONTRACTOR INSURANCE COVERAGE
Except where the State has approved a subcontract with other insurance provisions, the Contractor must
require any Subcontractor to purchase and maintain the insurance coverage required in Section 2.13.1.
Alternatively, the Contractor may include a Subcontractor under the Contractor's insurance on the coverage
required in that Section. The failure of a Subcontractor to comply with insurance requirements does not limit
the Contractor's liability or responsibility.

C) 2.13.3 CERTIFICATES OF INSURANCE
Before the Contract is signed, and not less than 20 days before the insurance expiration date every year
thereafter, the Contractor must provide evidence that the State of Michigan, its departments, divisions,
agencies, offices, commissions, officers, employees, and agents are listed as additional insureds as required.
The Contractor must provide DTMB-Procurement(or agency if agency issued RFP) with all applicable
certificates of insurance verifying insurance coverage or providing, if approved, satisfactory evidence of self-
insurance as required in Section 2.13.1. Each certificate must be on the standard "Accord" form or equivalent
and MUST IDENTIFY THE APPLICABLE CONTRACT OR PURCHASE ORDER NUMBER.

() 2.140 Indemnification
A) 2141 GENERAL INDEMNIFICATION
To the extent permitted by law, the Contractor must indemnify, defend and hold harmless the State from
liability, including all claims and losses, and all related costs and expenses (including reasonable attorneys’
fees and costs of investigation, litigation, settlement, judgments, interest and penalties), accruing or resulting to
any person, firm or corporation that may be injured or damaged by the Contractor in the performance of this
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Contract and that are attributable to the negligence or tortious acts of the Contractor or any of its
subcontractors, or by anyone else for whose acts any of them may be liable.

B) 2.142 CODE INDEMNIFICATION
To the extent permitted by law, the Contractor shall indemnify, defend and hold harmless the State from any
claim, loss, or expense arising from Contractor’s breach of the No Surreptitious Code Warranty.

C) 2.143 EMPLOYEE INDEMNIFICATION
In any claims against the State of Michigan, its departments, divisions, agencies, sections, commissions,
officers, employees and agents, by any employee of the Contractor or any of its subcontractors, the
indemnification obligation under the Contract must not be limited in any way by the amount or type of
damages, compensation or benefits payable by or for the Contractor or any of its subcontractors under
worker’s disability compensation acts, disability benefit acts or other employee benefit acts. This
indemnification clause is intended to be comprehensive. Any overlap in provisions, or the fact that greater
specificity is provided as to some categories of risk, is not intended to limit the scope of indemnification under
any other provisions.

D) 2.144 PATENT/COPYRIGHT INFRINGEMENT INDEMNIFICATION
To the extent permitted by law, the Contractor must indemnify, defend and hold harmless the State from and
against all losses, liabilities, damages (including taxes), and all related costs and expenses (including
reasonable attorneys’ fees and costs of investigation, litigation, settlement, judgments, interest and penalties)
incurred in connection with any action or proceeding threatened or brought against the State to the extent that
the action or proceeding is based on a claim that any piece of equipment, software, commodity or service
supplied by the Contractor or its subcontractors, or the operation of the equipment, software, commodity or
service, or the use or reproduction of any documentation provided with the equipment, software, commodity or
service infringes any United States patent, copyright, trademark or trade secret of any person or entity, which
is enforceable under the laws of the United States.

In addition, should the equipment, software, commodity, or service, or its operation, become or in the State’s or
Contractor’s opinion be likely to become the subject of a claim of infringement, the Contractor must at the
Contractor’s sole expense (i) procure for the State the right to continue using the equipment, software,
commodity or service or, if the option is not reasonably available to the Contractor, (ii) replace or modify to the
State’s satisfaction the same with equipment, software, commaodity or service of equivalent function and
performance so that it becomes non-infringing, or, if the option is not reasonably available to Contractor, (iii)
accept its return by the State with appropriate credits to the State against the Contractor’s charges and
reimburse the State for any losses or costs incurred as a consequence of the State ceasing its use and
returning it.

Notwithstanding the foregoing, the Contractor has no obligation to indemnify or defend the State for, or to pay
any costs, damages or attorneys’ fees related to, any claim based upon (i) equipment developed based on
written specifications of the State; (ii) use of the equipment in a configuration other than implemented or
approved in writing by the Contractor, including, but not limited to, any modification of the equipment by the
State; or (iii) the combination, operation, or use of the equipment with equipment or software not supplied by
the Contractor under this Contract.

E) 2.145 CONTINUATION OF INDEMNIFICATION OBLIGATIONS
The Contractor’s duty to indemnify under this Section continues in full force and effect, notwithstanding the
expiration or early cancellation of the Contract, with respect to any claims based on facts or conditions that
occurred before expiration or cancellation.

F) 2.146 INDEMNIFICATION PROCEDURES

The procedures set forth below must apply to all indemnity obligations under this Contract.

(a) After the State receives notice of the action or proceeding involving a claim for which it shall seek
indemnification, the State must promptly notify Contractor of the claim in writing and take or assist
Contractor in taking, as the case may be, any reasonable action to avoid the imposition of a default
judgment against Contractor. No failure to notify the Contractor relieves the Contractor of its
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indemnification obligations except to the extent that the Contractor can prove damages attributable to the
failure. Within 10 days following receipt of written notice from the State relating to any claim, the
Contractor must notify the State in writing whether Contractor agrees to assume control of the defense
and settlement of that claim (a “Notice of Election”). After notifying Contractor of a claim and before the
State receiving Contractor’s Notice of Election, the State is entitled to defend against the claim, at the
Contractor’s expense, and the Contractor will be responsible for any reasonable costs incurred by the
State in defending against the claim during that period.

(b) If Contractor delivers a Notice of Election relating to any claim: (i) the State is entitled to participate in the
defense of the claim and to employ counsel at its own expense to assist in the handling of the claim and
to monitor and advise the State about the status and progress of the defense; (ii) the Contractor must, at
the request of the State, demonstrate to the reasonable satisfaction of the State, the Contractor’s financial
ability to carry out its defense and indemnity obligations under this Contract; (iii) the Contractor must
periodically advise the State about the status and progress of the defense and must obtain the prior
written approval of the State before entering into any settlement of the claim or ceasing to defend against
the claim and (iv) to the extent that any principles of Michigan governmental or public law may be
involved or challenged, the State has the right, at its own expense, to control the defense of that portion
of the claim involving the principles of Michigan governmental or public law. But the State may retain
control of the defense and settlement of a claim by notifying the Contractor in writing within 10 days after
the State’s receipt of Contractor’s information requested by the State under clause (ii) of this paragraph if
the State determines that the Contractor has failed to demonstrate to the reasonable satisfaction of the
State the Contractor’s financial ability to carry out its defense and indemnity obligations under this
Section. Any litigation activity on behalf of the State, or any of its subdivisions under this Section, must
be coordinated with the Department of Attorney General. In the event the insurer’s attorney represents
the State under this Section, the insurer’s attorney may be required to be designated as a Special
Assistant Attorney General by the Attorney General of the State of Michigan.

(c) If Contractor does not deliver a Notice of Election relating to any claim of which it is notified by the State as
provided above, the State may defend the claim in the manner as it may deem appropriate, at the cost
and expense of Contractor. If it is determined that the claim was one against which Contractor was
required to indemnify the State, upon request of the State, Contractor must promptly reimburse the State
for all the reasonable costs and expenses.

(r) 2.150 Termination/Cancellation

A)

B) 2.151 NOTICE AND RIGHT TO CURE
If the Contractor breaches the contract, and the State in its sole discretion determines that the breach is
curable, then the State shall provide the Contractor with written notice of the breach and a time period (not less
than 30 days) to cure the Breach. The notice of breach and opportunity to cure is inapplicable for successive
or repeated breaches or if the State determines in its sole discretion that the breach poses a serious and
imminent threat to the health or safety of any person or the imminent loss, damage, or destruction of any real
or tangible personal property.

C) 2.152 TERMINATION FOR CAUSE

(@) The State may terminate this contract, for cause, by notifying the Contractor in writing, if the Contractor (i)
breaches any of its material duties or obligations under this Contract, or (ii) fails to cure a breach within
the time period specified in the written notice of breach provided by the State

(b) If this Contract is terminated for cause, the Contractor must pay all costs incurred by the State in
terminating this Contract, including but not limited to, State administrative costs, reasonable attorneys’
fees and court costs, and any reasonable additional costs the State may incur to procure the
Services/Deliverables required by this Contract from other sources. Re-procurement costs are not
consequential, indirect or incidental damages, and cannot be excluded by any other terms otherwise
included in this Contract, provided the costs are not in excess of 50% more than the prices for the
Service/Deliverables provided under this Contract.

(c) If the State chooses to partially terminate this Contract for cause, charges payable under this Contract
shall be equitably adjusted to reflect those Services/Deliverables that are terminated and the State must
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pay for all Services/Deliverables for which Final Acceptance has been granted provided up to the
termination date. Services and related provisions of this Contract that are terminated for cause must
cease on the effective date of the termination.

(d) If the State terminates this Contract for cause under this Section, and it is determined, for any reason,
that Contractor was not in breach of contract under the provisions of this Section, that termination for
cause shall be deemed to have been a termination for convenience, effective as of the same date, and
the rights and obligations of the parties shall be limited to that otherwise provided in this Contract for a
termination for convenience.

D) 2.153 TERMINATION FOR CONVENIENCE
The State may terminate this Contract for its convenience, in whole or part, if the State determines that a
termination is in the State’s best interest. Reasons for the termination must be left to the sole discretion of the
State and may include, but not necessarily be limited to (a) the State no longer needs the Services or products
specified in the Contract, (b) relocation of office, program changes, changes in laws, rules, or regulations make
implementation of the Services no longer practical or feasible, or (c) unacceptable prices for Additional
Services or New Work requested by the State. The State may terminate this Contract for its convenience, in
whole or in part, by giving Contractor written notice at least 30 days before the date of termination. If the State
chooses to terminate this Contract in part, the charges payable under this Contract must be equitably adjusted
to reflect those Services/Deliverables that are terminated. Services and related provisions of this Contract that
are terminated for convenience must cease on the effective date of the termination.

E) 2.154 TERMINATION FOR NON-APPROPRIATION

(&) Contractor acknowledges that, if this Contract extends for several fiscal years, continuation of this
Contract is subject to appropriation or availability of funds for this Contract. If funds to enable the State to
effect continued payment under this Contract are not appropriated or otherwise made available, the State
must terminate this Contract and all affected Statements of Work, in whole or in part, at the end of the last
period for which funds have been appropriated or otherwise made available by giving written notice of
termination to Contractor. The State must give Contractor at least 30 days advance written notice of
termination for non-appropriation or unavailability (or the time as is available if the State receives notice of
the final decision less than 30 days before the funding cutoff).

(b) If funding for the Contract is reduced by law, or funds to pay Contractor for the agreed-to level of the
Services or production of Deliverables to be provided by Contractor are not appropriated or otherwise
unavailable, the State may, upon 30 days written notice to Contractor, reduce the level of the Services or
change the production of Deliverables in the manner and for the periods of time as the State may elect.
The charges payable under this Contract shall be equitably adjusted to reflect any equipment, services or
commodities not provided by reason of the reduction.

(c) If the State terminates this Contract, eliminates certain Deliverables, or reduces the level of Services to be
provided by Contractor under this Section, the State must pay Contractor for all Work-in-Process
performed through the effective date of the termination or reduction in level, as the case may be and as
determined by the State, to the extent funds are available. This Section shall not preclude Contractor
from reducing or stopping Services/Deliverables or raising against the State in a court of competent
jurisdiction, any claim for a shortfall in payment for Services performed or Deliverables finally accepted
before the effective date of termination.

F) 2.155 TERMINATION FOR CRIMINAL CONVICTION
The State may terminate this Contract immediately and without further liability or penalty in the event
Contractor, an officer of Contractor, or an owner of a 25% or greater share of Contractor is convicted of a
criminal offense related to a State, public or private Contract or subcontract.

G) 2.156 TERMINATION FOR APPROVALS RESCINDED
The State may terminate this Contract if any final administrative or judicial decision or adjudication disapproves
a previously approved request for purchase of personal services under Constitution 1963, Article 11, 8 5, and
Civil Service Rule 7-1. In that case, the State shall pay the Contractor for only the work completed to that point
under the Contract. Termination may be in whole or in part and may be immediate as of the date of the written
notice to Contractor or may be effective as of the date stated in the written notice.
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H) 2.157 RIGHTS AND OBLIGATIONS UPON TERMINATION

(@) Subject to the any of Contractor’s transition responsibilities under Section 2.1700, If the State terminates
this Contract for any reason, the Contractor must (a) stop all work as specified in the notice of termination,
(b) take any action that may be necessary, or that the State may direct, for preservation and protection of
Deliverables or other property derived or resulting from this Contract that may be in Contractor’'s
possession, (c) return all materials and property provided directly or indirectly to Contractor by any entity,
agent or employee of the State, (d) transfer title in, and deliver to, the State, unless otherwise directed, all
Deliverables intended to be transferred to the State at the termination of the Contract and which are
resulting from the Contract (which must be provided to the State on an “As-1s” basis except to the extent
the amounts paid by the State in respect of the items included compensation to Contractor for the
provision of warranty services in respect of the materials), and (e) take any action to mitigate and limit any
potential damages, or requests for Contractor adjustment or termination settlement costs, to the
maximum practical extent, including terminating or limiting as otherwise applicable those subcontracts
and outstanding orders for material and supplies resulting from the terminated Contract.

(b) If the State terminates this Contract before its expiration for its own convenience, the State must pay
Contractor for all charges due for Services provided before the date of termination and, if applicable, as a
separate item of payment under this Contract, for Work in Process, on a percentage of completion basis
at the level of completion determined by the State. All completed or partially completed Deliverables
prepared by Contractor under this Contract, at the option of the State, becomes the State’s property, and
Contractor is entitled to receive equitable fair compensation for the Deliverables. Regardless of the basis
for the termination, the State is not obligated to pay, or otherwise compensate, Contractor for any lost
expected future profits, costs or expenses incurred with respect to Services not actually performed for the
State.

(c) Upon a good faith termination, the State may assume, at its option, any subcontracts and agreements for
services and deliverables provided under this Contract, and may further pursue completion of the
Services/Deliverables under this Contract by replacement contract or otherwise as the State may in its
sole judgment deem expedient.

) 2.158 RESERVATION OF RIGHTS
Any termination of this Contract or any Statement of Work issued under it by a party must be with full
reservation of, and without prejudice to, any rights or remedies otherwise available to the party with respect to
any claims arising before or as a result of the termination.

(s) 2.160 Termination by Contractor

A) 2.161 TERMINATION BY CONTRACTOR
If the State materially breaches the Contract, then the Contractor will provide the State with written notice of
the material breach and a time period (not less than 30 days) to cure the breach. The Notice of Breach and
opportunity to cure is inapplicable for successive and repeated breaches. For purposes of this Section, a
material breach shall mean the State has (i) breached its obligation to pay the Contractor undisputed amounts
due and owing under this Contract, (ii) breached its other obligations under this Contract to an extent that
makes it impossible or commercially impractical for the Contractor to perform the Services. In the event of a
material breach by the State, the Contractor may terminate this Contract if the State does not cure the material
breach within the time period specified in a written notice of breach.

(t) 2.170 Transition Responsibilities
A)
B) 2.171 CONTRACTOR TRANSITION RESPONSIBILITIES

A. If the State terminates this contract, for convenience or cause, or if the Contract is otherwise dissolved,
voided, rescinded, nullified, expires or rendered unenforceable, the Contractor will provide to the State
or to the service provider selected by State (such service provider shall be known as the “Successor
Service Provider") assistance requested by the State to effect the orderly transition of the Services
and Deliverables, in whole or in part, to the State or to the Successor Service Provider (such assistance
shall be known as the “Transition Services”). The Transition Services will include: (a) developing a
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plan for the orderly transition of the terminated Services and Deliverables from Contractor to the State
or Successor Service Provider; (b) transferring the IBS System and Item Data to the State or Successor
Service Provider in a format specified by the State; (c) transferring the IBS System and Item Data to the
State or Successor Service Provider; (d) using commercially reasonable efforts to assist the State in
acquiring any necessary rights to legally and physically access and use any third-party technologies
and documentation then being used by Contractor in connection with the Services and Deliverables; (e)
using commercially reasonable efforts to make available to the State any third-party services then being
used by Contractor in connection with the Services; and, (f) such other activities that the State may
request.

B. If the Contract is terminated for any reason other than for cause, the Transition Services shall be
provided on a time and materials basis using the hourly rates in Cost Table 3 of Appendix E - Cost
Tables.

C. Ifthe Contract is terminated for cause, the Transition Services shall be provided at no charge to the
State, or the State may elect to continue to use the Services for a period of no greater than six (6)
months from the date of termination at a reduced rate of fifty (50%) percent off of the then-current
Contract rates for the terminated Services.

D. All applicable terms and conditions of this Contract shall apply to the Transition Services. This Section
shall survive the termination of this Agreement.

(u) 2.180 Stop Work

A) 2.181 STOP WORK ORDERS
The State may, at any time, by written Stop Work Order to Contractor (“Stop Work Order”), require that
Contractor stop all, or any part, of the work called for by the Contract for a period of up to 90 calendar days
after the Stop Work Order is delivered to Contractor, and for any further period to which the parties may agree.
The Stop Work Order must be identified as a Stop Work Order and must indicate that it is issued under this
Section. Upon receipt of the stop work order, Contractor must immediately comply with its terms and take all
reasonable steps to minimize incurring costs allocable to the work covered by the Stop Work Order during the
period of work stoppage. Within the period of the Stop Work Order, the State must either: (a) cancel the Stop
Work Order; or (b) terminate the work covered by the Stop Work Order as provided in Section 2.182.

B) 2.182 CANCELLATION OR EXPIRATION OF STOP WORK ORDER
The Contractor shall resume work if the State cancels a Stop Work Order or if it expires. The parties shall
agree upon an equitable adjustment in the delivery schedule, the Contract price, or both, and the Contract shall
be modified, in writing, accordingly, if: (a) the Stop Work Order results in an increase in the time required for,
or in Contractor’s costs properly allocable to, the performance of any part of the Contract; and (b) Contractor
asserts its right to an equitable adjustment within 30 calendar days after the end of the period of work
stoppage; provided that, if the State decides the facts justify the action, the State may receive and act upon a
Contractor proposal submitted at any time before final payment under the Contract. Any adjustment will
conform to the requirements of Section 2.024.

C) 2.183 ALLOWANCE OF CONTRACTOR COSTS
If the Stop Work Order is not canceled and the work covered by the Stop Work Order is terminated for reasons
other than material breach, the termination shall be deemed to be a termination for convenience under Section
2.153, and the State shall pay reasonable costs resulting from the Stop Work Order in arriving at the
termination settlement. For the avoidance of doubt, the State shall not be liable to Contractor for loss of profits
because of a Stop Work Order issued under this Section.

(v) 2.190 Dispute Resolution

A) 2.191 IN GENERAL
Any claim, counterclaim, or dispute between the State and Contractor arising out of or relating to the Contract
or any Statement of Work must be resolved as follows. For all Contractor claims seeking an increase in the
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amounts payable to Contractor under the Contract, or the time for Contractor's performance, Contractor must
submit a letter, together with all data supporting the claims, executed by Contractor's Contract Administrator or
the Contract Administrator's designee certifying that (a) the claim is made in good faith, (b) the amount claimed
accurately reflects the adjustments in the amounts payable to Contractor or the time for Contractor’s
performance for which Contractor believes the State is liable and covers all costs of every type to which
Contractor is entitled from the occurrence of the claimed event, and (c) the claim and the supporting data are
current and complete to Contractor’s best knowledge and belief.

B) 2.192 INFORMAL DISPUTE RESOLUTION
€)) All disputes between the parties shall be resolved under the Contract Management procedures in this
Contract. If the parties are unable to resolve any dispute after compliance with the processes, the parties must
meet with the Director of Procurement, DTMB, or designee, to resolve the dispute without the need for formal
legal proceedings, as follows:
(1) The representatives of Contractor and the State must meet as often as the parties reasonably deem
necessary to gather and furnish to each other all information with respect to the matter at issue which the
parties believe to be appropriate and germane in connection with its resolution. The representatives shall
discuss the problem and negotiate in good faith in an effort to resolve the dispute without the necessity of any
formal proceeding.
(2) During the course of negotiations, all reasonable requests made by one party to another for non-
privileged information reasonably related to the Contract shall be honored in order that each of the parties may
be fully advised of the other’s position.
3) The specific format for the discussions shall be left to the discretion of the designated State and
Contractor representatives, but may include the preparation of agreed upon statements of fact or written
statements of position.
4) Following the completion of this process within 60 calendar days, the Director of Procurement, DTMB,
or designee, shall issue a written opinion regarding the issue(s) in dispute within 30 calendar days. The
opinion regarding the dispute must be considered the State’s final action and the exhaustion of administrative
remedies.
(b) This Section shall not be construed to prevent either party from instituting, and a party is authorized to
institute, formal proceedings earlier to avoid the expiration of any applicable limitations period, to preserve a
superior position with respect to other creditors, or under Section 2.193.
(© The State shall not mediate disputes between the Contractor and any other entity, except state
agencies, concerning responsibility for performance of work under the Contract.

C) 2.193 INJUNCTIVE RELIEF
The only circumstance in which disputes between the State and Contractor shall not be subject to the
provisions of Section 2.192 is where a party makes a good faith determination that a breach of the terms of the
Contract by the other party is that the damages to the party resulting from the breach shall be so immediate, so
large or severe and so incapable of adequate redress after the fact that a temporary restraining order or other
immediate injunctive relief is the only adequate remedy.

D) 2.194 CONTINUED PERFORMANCE
Each party agrees to continue performing its obligations under the Contract while a dispute is being resolved
except to the extent the issue in dispute precludes performance (dispute over payment must not be deemed to
preclude performance) and without limiting either party’s right to terminate the Contract as provided in Section
2.150, as the case may be.

(w) 2.200 Federal and State Contract Requirements

A)

B) 2.201 NONDISCRIMINATION
In the performance of the Contract, Contractor agrees not to discriminate against any employee or applicant for
employment, with respect to his or her hire, tenure, terms, conditions or privileges of employment, or any
matter directly or indirectly related to employment, because of race, color, religion, national origin, ancestry,
age, sex, height, weight, and marital status, physical or mental disability. Contractor further agrees that every
subcontract entered into for the performance of this Contract or any purchase order resulting from this Contract
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will contain a provision requiring non-discrimination in employment, as specified here, binding upon each
Subcontractor. This covenant is required under the Elliot Larsen Civil Rights Act, 1976 PA 453, MCL 37.2101,
et seq., and the Persons with Disabilities Civil Rights Act, 1976 PA 220, MCL 37.1101, et seq., and any breach
of this provision may be regarded as a material breach of the Contract.

C) 2.202 UNFAIR LABOR PRACTICES
Under 1980 PA 278, MCL 423.321, et seq., the State shall not award a Contract or subcontract to an employer
whose name appeatrs in the current register of employers failing to correct an unfair labor practice compiled
under section 2 of the Act. This information is compiled by the United States National Labor Relations Board.
A Contractor of the State, in relation to the Contract, shall not enter into a contract with a Subcontractor,
manufacturer, or supplier whose name appears in this register. Under section 4 of 1980 PA 278, MCL
423.324, the State may void any Contract if, after award of the Contract, the name of Contractor as an
employer or the name of the Subcontractor, manufacturer or supplier of Contractor appears in the register.

D) 2.203 WORKPLACE SAFETY AND DISCRIMINATORY HARASSMENT
In performing Services for the State, the Contractor shall comply with the Department of Civil Services Rule 2-
20 regarding Workplace Safety and Rule 1-8.3 regarding Discriminatory Harassment. In addition, the
Contractor shall comply with Civil Service regulations and any applicable agency rules provided to the
Contractor. For Civil Service Rules, see http://www.mi.gov/mdcs/0,1607,7-147-6877---,00.html.

E) 2.204 PREVAILING WAGE
Wages rates and fringe benefits to be paid each class of individuals employed by the Contractor, its
subcontractors, their subcontractors, and all persons involved with the performance of this Contract in privity of
contract with the Contractor shall not be less than the wage rates and fringe benefits established by the
Michigan Department of Licensing and Regulatory Affairs, Wage and Hour Division, schedule of occupational
classification and wage rates and fringe benefits for the local where the work is to be performed. The term
Contractor shall include all general contractors, prime contractors, project managers, trade contractors, and all
of their contractors or subcontractors and persons in privity of contract with them.

The Contractor, its subcontractors, their subcontractors and all persons involved with the performance of this
contract in privity of contract with the Contractor shall keep posted on the work site, in a conspicuous place, a
copy of all wage rates and fringe benefits as prescribed in the Contract. Contractor shall also post, in a
conspicuous place, the address and telephone number of the Michigan Department of Licensing and
Regulatory Affairs, the agency responsible for enforcement of the wage rates and fringe benefits. Contractor
shall keep an accurate record showing the name and occupation of the actual wage and benefits paid to each
individual employed in connection with this contract. This record shall be available to the State upon request
for reasonable inspection.

If any trade is omitted from the list of wage rates and fringe benefits to be paid to each class of individuals by
the Contractor, it is understood that the trades omitted shall also be paid not less than the wage rate and fringe
benefits prevailing in the local where the work is to be performed.

(x) 2.210 Governing Law
A)
B) 2.211 GOVERNING LAW
The Contract shall in all respects be governed by, and construed according to, the substantive laws of the
State of Michigan without regard to any Michigan choice of law rules that would apply the substantive law of
any other jurisdiction to the extent not inconsistent with, or pre-empted by federal law.

C) 2212 COMPLIANCE WITH LAWS
Contractor shall comply with all applicable state, federal and local laws and ordinances in providing the
Services/Deliverables.
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D) 2.213 JURISDICTION
Any dispute arising from the Contract shall be resolved in the State of Michigan. With respect to any claim
between the parties, Contractor consents to venue in Ingham County, Michigan, and irrevocably waives any
objections it may have to the jurisdiction on the grounds of lack of personal jurisdiction of the court or the laying
of venue of the court or on the basis of forum non conveniens or otherwise. Contractor agrees to appoint
agents in the State of Michigan to receive service of process.

(y) 2.220 Limitation of Liability

A) 2.221 LIMITATION OF LIABILITY
Neither the Contractor nor the State is liable to each other, regardless of the form of action, for consequential,
incidental, indirect, or special damages. This limitation of liability does not apply to claims for infringement of
United States patent, copyright, trademark or trade secrets; to claims for personal injury or damage to property
caused by the gross negligence or willful misconduct of the Contractor; to claims covered by other specific
provisions of this Contract calling for liquidated damages; or to court costs or attorneys' fees awarded by a
court in addition to damages after litigation based on this Contract.

(z) 2.230 Disclosure Responsibilities

A) 2.231 DISCLOSURE OF LITIGATION
Contractor shall disclose any material criminal litigation, investigations or proceedings involving the Contractor
(and each Subcontractor) or any of its officers or directors or any litigation, investigations or proceedings under
the Sarbanes-Oxley Act. In addition, each Contractor (and each Subcontractor) shall notify the State of any
material civil litigation, arbitration or proceeding which arises during the term of the Contract and extensions, to
which Contractor (or, to the extent Contractor is aware, any Subcontractor) is a party, and which involves: (i)
disputes that might reasonably be expected to adversely affect the viability or financial stability of Contractor or
any Subcontractor; or (ii) a claim or written allegation of fraud against Contractor or, to the extent Contractor is
aware, any Subcontractor by a governmental or public entity arising out of their business dealings with
governmental or public entities. The Contractor shall disclose in writing to the Contract Administrator any
litigation, investigation, arbitration or other proceeding (collectively, "Proceeding") within 30 days of its
occurrence. Details of settlements that are prevented from disclosure by the terms of the settlement may be
annotated. Information provided to the State from Contractor’s publicly filed documents referencing its material
litigation shall be deemed to satisfy the requirements of this Section.

If any Proceeding disclosed to the State under this Section, or of which the State otherwise becomes aware,

during the term of this Contract would cause a reasonable party to be concerned about:

(a) the ability of Contractor (or a Subcontractor) to continue to perform this Contract according to its terms
and conditions, or

(b) whether Contractor (or a Subcontractor) in performing Services for the State is engaged in conduct which
is similar in nature to conduct alleged in the Proceeding, which conduct would constitute a breach of this
Contract or a violation of Michigan law, regulations or public policy, then the Contractor must provide the
State all reasonable assurances requested by the State to demonstrate that:

(1) Contractor and its Subcontractors will be able to continue to perform this Contract and any Statements
of Work according to its terms and conditions, and

(2) Contractor and its Subcontractors have not and will not engage in conduct in performing the Services
which is similar in nature to the conduct alleged in the Proceeding.

(c) Contractor shall make the following notifications in writing:

(1) Within 30 days of Contractor becoming aware that a change in its ownership or officers has occurred,
or is certain to occur, or a change that could result in changes in the valuation of its capitalized assets
in the accounting records, Contractor must notify DTMB-Procurement.

(2) Contractor shall also notify DTMB Procurement within 30 days whenever changes to asset valuations
or any other cost changes have occurred or are certain to occur as a result of a change in ownership or
officers.
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(3) Contractor shall also notify DTMB-Procurement within 30 days whenever changes to company
affiliations occur.

B) 2.232 RESERVED N/A

C) 2.233 BANKRUPTCY
The State may, without prejudice to any other right or remedy, terminate this Contract, in whole or in part, and,
at its option, may take possession of the Work in Process and finish the Works in Process by whatever
appropriate method the State may deem expedient if:

(@) the Contractor files for protection under the bankruptcy laws;

(b) aninvoluntary petition is filed against the Contractor and not removed within 30 days;

(c  the Contractor becomes insolvent or if a receiver is appointed due to the Contractor's insolvency;

(d) the Contractor makes a general assignment for the benefit of creditors; or

(e) the Contractor or its affiliates are unable to provide reasonable assurances that the Contractor or its
affiliates can deliver the services under this Contract.

Contractor will fix appropriate notices or labels on the Work in Process to indicate ownership by the State. To
the extent reasonably possible, materials and Work in Process shall be stored separately from other stock and
marked conspicuously with labels indicating ownership by the State.

(aa) 2.240 Performance
A)
B) 2.241 TIME OF PERFORMANCE

(@) Contractor shall use commercially reasonable efforts to provide the resources necessary to complete all
Services and Deliverables according to the time schedules contained in the Statements of Work and
other Exhibits governing the work, and with professional quality.

(b) Without limiting the generality of this Section 2.241, Contractor shall notify the State in a timely manner
upon becoming aware of any circumstances that may reasonably be expected to jeopardize the timely
and successful completion of any Deliverables/Services on the scheduled due dates in the latest State-
approved delivery schedule and must inform the State of the projected actual delivery date.

(c) If the Contractor believes that a delay in performance by the State has caused or will cause the Contractor
to be unable to perform its obligations according to specified Contract time periods, the Contractor must
notify the State in a timely manner and must use commercially reasonable efforts to perform its
obligations according to the Contract time periods notwithstanding the State’s failure. Contractor will not
be in default for a delay in performance to the extent the delay is caused by the State.

C)
D) 2.242 SERVICE LEVEL AGREEMENTS (SLA)

(@) The State may issue future SLAs for each Statement of Work or Purchase Order issued under this
Contract. The initial SLA for development and implementation of the Hosting Environment and for
providing the Hosting Services is contained in Appendix A. The initial SLA for development and
implementation of the Authentication Process is contained in Appendix B.

(b) The initial SLAs contained in Appendices A and B have been be completed with the following operational
considerations (as will future SLAs issued under this Contract):

(1) SLAs will not be calculated for individual Incidents where any event of Excusable Failure has been
determined; Incident means any interruption in Services.

(2) SLAs will not be calculated for individual Incidents where loss of service is planned and where the State
has received prior notification or coordination.

(3) SLAs will not apply if the applicable Incident could have been prevented through planning proposed by
Contractor and not implemented at the request of the State. To invoke this consideration, complete
documentation relevant to the denied planning proposal must be presented to substantiate the
proposal.
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(4) Time period measurements will be based on the time Incidents are received by the Contractor and the
time that the State receives notification of resolution based on 24x7x365 time period, except that the
time period measurement will be suspended based on the following:

(i) Time period(s) will not apply where Contractor does not have access to a physical State Location
and where access to the State Location is nhecessary for problem identification and resolution.

(i) Time period(s) will not apply where Contractor needs to obtain timely and accurate information or
appropriate feedback and is unable to obtain timely and accurate information or appropriate
feedback from the State.

(c) *“Chronic Failure” for any Service(s) will be defined as three unscheduled outage(s) or interruption(s) on
any individual Service for the same reason or cause or if the same reason or cause was reasonably
discoverable in the first instance over a rolling 30 day period. Chronic Failure will result in the State’s
option to terminate the effected individual Service(s) and procure them from a different vendor for the
chronic location(s) with Contractor to pay the difference in charges for up to three additional months. The
termination of the Service will not affect any tiered pricing levels.

(d) Root Cause Analysis will be performed on any Business Critical outage(s) or outage(s) on Services when
requested by the Contract Administrator. Contractor will provide its analysis within two weeks of
outage(s) and provide a recommendation for resolution.

(e) All decimals must be rounded to two decimal places with five and greater rounding up and four and less
rounding down unless otherwise specified.

E) 2.243 LIQUIDATED DAMAGES
The parties acknowledge that late or improper completion of the Work will cause loss and damage to the State,
and that it would be impracticable and extremely difficult to fix the actual damage sustained by the State as a
result. Therefore, Contractor and the State agree that if there is late or improper completion of the Work and
the State does not elect to exercise its rights under Section 2.152, the State is entitled to collect liquidated
damages in the amount of $5,000.00 and an additional $100.00 per day for each day Contractor fails to
remedy the late or improper completion of the Work.

Unauthorized Removal of any Key Personnel

It is acknowledged that an Unauthorized Removal will interfere with the timely and proper completion of the
Contract, to the loss and damage of the State, and that it would be impracticable and extremely difficult to fix
the actual damage sustained by the State as a result of any Unauthorized Removal. Therefore, Contractor and
the State agree that in the case of any Unauthorized Removal in respect of which the State does not elect to
exercise its rights under Section 2.152, the State may assess liquidated damages against Contractor as
specified below.

For the Unauthorized Removal of any Key Personnel designated in the applicable Statement of Work, the
liquidated damages amount is $25,000.00 per individual if the Contractor identifies a replacement approved by
the State under Section 2.060 and assigns the replacement to the Project to shadow the Key Personnel who
is leaving for a period of at least 30 days before the Key Personnel’s removal.

If Contractor fails to assign a replacement to shadow the removed Key Personnel for at least 30 days, in
addition to the $25,000.00 liquidated damages for an Unauthorized Removal, Contractor must pay the amount
of $833.33 per day for each day of the 30 day shadow period that the replacement Key Personnel does not
shadow the removed Key Personnel, up to $25,000.00 maximum per individual. The total liquidated damages
that may be assessed per Unauthorized Removal and failure to provide 30 days of shadowing must not exceed
$50,000.00 per individual.

F) 2.244 EXCUSABLE FAILURE
Neither party shall be liable for delays or any failure to perform the Services/Deliverables or this Contract due
to causes beyond its reasonable control. Such delays include, but are not limited to, fire, explosion, flood or
other natural catastrophe, governmental legislation, acts, orders, or regulation, strikes or labor difficulties, to
the extent not occasioned by the fault or negligence of the delayed party (“Excusable Failure”). Any such
excuse for delay shall last only as long as the event remains beyond the reasonable control of the delayed
party. However, the delayed party shall use its best efforts to minimize the delays caused by any such event
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beyond its reasonable control. Where Contractor fails to use its best efforts to minimize such delays, the
delays shall be included in the determination of Service Level achievement under an SLA. The delayed party
must notify the other party promptly upon the occurrence of any such event, or performance by the delayed
party will not be considered excused pursuant to this Section, and inform the other party of its plans to resume
performance. An Excusable Failure does not excuse Contractor from providing Services and fulfilling its
responsibilities relating to the requirements of backup and recovery of ltem Data. In no event shall any of the
following constitute an Excusable Failure: (a) failure, inadequate performance, or unavailability of Contractor’s
subcontractors, if any; or, (b) configuration changes, other changes, viruses, or other errors or omissions
introduced, or permitted to be introduced, by Contractor that result in an outage or inability for the State to
access or use the Services.

If any of the above-enumerated circumstances substantially prevent, hinder, or delay the Contractor’s
performance of the Services/provision of Deliverables for more than 10 Business Days, and the State
determines that performance is not likely to be resumed within a period of time that is satisfactory to the State
in its reasonable discretion, then at the State’s option: (a) the State may procure the affected
Services/Deliverables from an alternate source, and the State is not be liable for payment for the unperformed
Services/ Deliverables not provided under the Contract for so long as the delay in performance continues; (b)
the State may terminate any portion of the Contract so affected and the charges payable will be equitably
adjusted to reflect those Services/Deliverables terminated; or (c) the State may terminate the affected
Statement of Work without liability to Contractor as of a date specified by the State in a written notice of
termination to the Contractor, except to the extent that the State must pay for Services/Deliverables provided
through the date of termination.

The Contractor will not have the right to any additional payments from the State as a result of any Excusable
Failure occurrence or to payments for Services not rendered/Deliverables not provided as a result of the
Excusable Failure condition. Defaults or delays in performance by Contractor which are caused by acts or
omissions of its Subcontractors will not relieve Contractor of its obligations under the Contract except to the
extent that a Subcontractor is itself subject to an Excusable Failure condition described above and Contractor
cannot reasonably circumvent the effect of the Subcontractor’'s default or delay in performance through the use
of alternate sources, workaround plans or other means.

(bb)2.250 Approval of Deliverables
A)

B) 2.251 DELIVERY OF DELIVERABLES
All Deliverables shall be completed and delivered for State review and written approval and, where applicable,
installed in accordance with the State-approved delivery schedule and any other applicable terms and
conditions of this Contract.

Prior to delivering or implementing any Deliverable to the State, Contractor will first perform all required quality
assurance activities, and, in the case of Custom Software Deliverables, System Testing to verify that the
Deliverable is complete and in conformance with its specifications. Before delivering or implementing a
Deliverable to the State, Contractor shall certify to the State that (1) it has performed such quality assurance
activities, (2) it has performed any applicable testing, (3) it has corrected all material deficiencies discovered
during such gquality assurance activities and testing, (4) the Deliverable is in a suitable state of readiness for
the State’s review and approval, and (5) the Deliverable/Service has all critical security patches/updates
applied.

In discharging its obligations under this Section, Contractor shall be at all times (except where the parties
agree otherwise in writing) in compliance with CMM Level 3 or its equivalent.

C) 2.252 CONTRACTOR SYSTEM TESTING
Contractor will be responsible for System Testing each Custom Software Deliverable in Contractor’s
development environment prior to UAT and approval. Contractor's System Testing (“System Testing”) shall
include the following, at a minimum, plus any other testing required by CMM Level 3 or Contractor’s system
development methodology:
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e Contractor will be responsible for performing Unit Testing and incremental Integration Testing of the
components of each Custom Software Deliverable.

e Contractor’s System Testing will also include Integration Testing of each Custom Software Deliverable
to ensure proper inter-operation with all prior software Deliverables, interfaces and other components
that are intended to inter-operate with such Custom Software Deliverable, and will include Regression
Testing, volume and stress testing to ensure that the Custom Software Deliverables are able to meet
the State’s projected growth in the number and size of transactions to be processed by the Application
and number of users, as such projections are set forth in the applicable Statement of Work.

e Contractor’s System Testing will also include Business Function Testing and Technical Testing of each
Application in a simulated production environment. Business Function Testing will include testing of full
work streams that flow through the Application as the Application will be incorporated within the State’s
computing environment. The State shall participate in and provide support for the Business Function
Testing to the extent reasonably requested by Contractor. Within ten (10) days before the
commencement of Business Function Testing pursuant to this Section, Contractor shall provide the
State for State review and written approval Contractor’s test plan for Business Function Testing.

Within five (5) Business Days following the completion of System Testing pursuant to this Section, Contractor
shall provide to the State a testing matrix establishing that testing for each condition identified in the System
Testing plans has been conducted and successfully concluded. To the extent that testing occurs on State
premises, the State shall be entitled to observe or otherwise participate in testing under this Section as the
State may elect.

D) 2.253 APPROVAL OF DELIVERABLES, IN GENERAL
All Deliverables (Written Deliverables and Custom Software Deliverables) require formal written approval by
the State, in accordance with the following procedures. Formal approval by the State requires that the
Deliverable be confirmed in writing by the State to meet its specifications, which, in the case of Custom
Software Deliverables, will include the successful completion of State UAT, to be led by the State with the
support and assistance of Contractor. The parties acknowledge that the approval process set forth herein will
be facilitated by ongoing consultation between the parties, visibility of interim and intermediate Deliverables
and collaboration on key decisions.

The State’s obligation to comply with any State Review Period is conditioned on the timely delivery of
Deliverables being reviewed. If Contractor fails to provide a Deliverable to the State in a timely manner, the
State will nevertheless use commercially reasonable efforts to complete its review or testing within the
applicable State Review Period.

Before commencement of its review or testing of a Deliverable, the State may inspect the Deliverable to
confirm that all components of the Deliverable (e.g., software, associated documentation, and other materials)
have been delivered. If the State determines that the Deliverable is incomplete, the State may refuse delivery
of the Deliverable without performing any further inspection or testing of the Deliverable. Otherwise, the review
period will be deemed to have started on the day the State receives the Deliverable and the applicable
certification by Contractor in accordance with this Section.

The State will approve in writing a Deliverable upon confirming that it conforms to and, in the case of a Custom
Software Deliverable, performs in accordance with, its specifications without material deficiency. The State
may, but shall not be required to, conditionally approve in writing a Deliverable that contains material
deficiencies if the State elects to permit Contractor to rectify them post-approval. In any case, Contractor will
be responsible for working diligently to correct within a reasonable time at Contractor’s expense all deficiencies
in the Deliverable that remain outstanding at the time of State approval.

If, after three (3) opportunities (the original and two repeat efforts), Contractor is unable to correct all
deficiencies preventing State approval of a Deliverable, the State may: (i) demand that Contractor cure the
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failure and give Contractor additional time to cure the failure at the sole expense of Contractor; or (ii) keep this
Contract in force and do, either itself or through other parties, whatever Contractor has failed to do, in which
event Contractor shall bear any excess expenditure incurred by the State in so doing beyond the contract price
for such Deliverable and will pay the State an additional sum equal to ten percent (10%) of such excess
expenditure to cover the State’s general expenses without the need to furnish proof in substantiation of such
general expenses; or (iii) terminate this Contract for default, either in whole or in part by notice to Contractor
(and without the need to afford Contractor any further opportunity to cure). Notwithstanding the foregoing, the
State shall not use, as a basis for exercising its termination rights under this Section, deficiencies discovered in
a repeat State Review Period that could reasonably have been discovered during a prior State Review Period.

The State, at any time and in its own discretion, may halt the UAT or approval process if such process reveals
deficiencies in or problems with a Deliverable in a sufficient quantity or of a sufficient severity as to make the
continuation of such process unproductive or unworkable. In such case, the State may return the applicable
Deliverable to Contractor for correction and re-delivery prior to resuming the review or UAT process and, in
that event, Contractor will correct the deficiencies in such Deliverable in accordance with the Contract, as the
case may be.

Approval in writing of a Deliverable by the State shall be provisional; that is, such approval shall not preclude
the State from later identifying deficiencies in, and declining to accept, a subsequent Deliverable based on or
which incorporates or inter-operates with an approved Deliverable, to the extent that the results of subsequent
review or testing indicate the existence of deficiencies in the subsequent Deliverable.

E) 2.254 PROCESS FOR APPROVAL OF WRITTEN DELIVERABLES
The State Review Period for Written Deliverables will be the number of days set forth in the applicable
Statement of Work following delivery of the final version of the Written Deliverable (failing which the State
Review Period, by default, shall be five (5) Business Days for Written Deliverables of one hundred (100) pages
or less and ten (10) Business Days for Written Deliverables of more than one hundred (100) pages). The
duration of the State Review Periods will be doubled if the State has not had an opportunity to review an
interim draft of the Written Deliverable prior to its submission to the State. The State agrees to notify
Contractor in writing by the end of the State Review Period either stating that the Written Deliverable is
approved in the form delivered by Contractor or describing any deficiencies that shall be corrected prior to
approval of the Written Deliverable (or at the State’s election, subsequent to approval of the Written
Deliverable). If the State delivers to Contractor a notice of deficiencies, Contractor will correct the described
deficiencies and within five (5) Business Days resubmit the Deliverable in a form that shows all revisions made
to the original version delivered to the State. Contractor’s correction efforts will be made at no additional
charge. Upon receipt of a corrected Written Deliverable from Contractor, the State will have a reasonable
additional period of time, not to exceed the length of the original State Review Period, to review the corrected
Written Deliverable to confirm that the identified deficiencies have been corrected.

F) 2.255 PROCESS FOR APPROVAL OF CUSTOM SOFTWARE DELIVERABLES
The State will conduct User Acceptance Testing (“UAT”") of each Custom Software Deliverable in accordance
with the following procedures to determine whether it meets the criteria for State approval —i.e., whether it
conforms to and performs in accordance with its specifications without material deficiencies.

Within thirty (30) days (or such other number of days as the parties may agree to in writing) prior to
Contractor’s delivery of any Custom Software Deliverable to the State for approval, Contractor shall provide to
the State a set of proposed test plans, including test cases, scripts, data and expected outcomes, for the
State’s use (which the State may supplement in its own discretion) in conducting UAT of the Custom Software
Deliverable. Contractor, upon request by the State, shall provide the State with reasonable assistance and
support during the UAT process.

The State Review Period for Custom Software Deliverables will be the number of days set forth in the
applicable Statement of Work or otherwise agreed to in writing by the parties (failing which it shall be forty-five
(45) days by default). The State Review Period for each Custom Software Deliverable will begin when
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Contractor has delivered the Custom Software Deliverable to the State accompanied by the certification
required by this Section and the State’s inspection of the Deliverable has confirmed that all components of it
have been delivered.

The State’s UAT will consist of executing test scripts from the proposed testing submitted by Contractor, but
may also include any additional testing deemed appropriate by the State. If the State determines during the
UAT that the Custom Software Deliverable contains any deficiencies, the State will notify Contractor of the
deficiency by making an entry in an incident reporting system available to both Contractor and the State.
Contractor will modify promptly the Custom Software Deliverable to correct the reported deficiencies, conduct
appropriate System Testing (including, where applicable, Regression Testing) to confirm the proper correction
of the deficiencies and re-deliver the corrected version to the State for re-testing in UAT. Contractor will
coordinate the re-delivery of corrected versions of Custom Software Deliverables with the State so as not to
disrupt the State’s UAT process. The State will promptly re-test the corrected version of the Software
Deliverable after receiving it from Contractor.

Within three (3) business days after the end of the State Review Period, the State will give Contractor a written
notice indicating the State’s approval or rejection of the Custom Software Deliverable according to the criteria
and process set out in this Section.

G) 2.256 FINAL ACCEPTANCE
For Custom Software Deliverables, “Final Acceptance” shall be considered to occur when the Custom
Software Deliverable to be delivered has been approved by the State in writing in accordance with the
procedures set forth in this Section 2.250, and has been operating in production without any material
deficiency for thirty (30) consecutive days. If the State elects to defer putting a Custom Software Deliverable
into live production for its own reasons, not based on concerns about outstanding material deficiencies in the
Deliverable, the State shall nevertheless grant Final Acceptance of the Custom Software Deliverable. For
Written Deliverables, Final Acceptance shall be considered to occur when the State approves such Deliverable
in writing in accordance with the procedures set forth in this Section 2.250.

(cc)2.260 Ownership

2.261 OWNERSHIP OF IBS SYSTEM
The State is and will be the sole and exclusive owner of all right, title and interest in and to the IBS System,
including all Intellectual Property Rights therein.

2.262 OWNERSHIP OF DELIVERABLES
The State is and will be the sole and exclusive owner of all right, title and interest in and to all Deliverables,
including all Intellectual Property Rights therein. In furtherance of the foregoing:

A. Contractor shall create all Deliverables as work made for hire as defined in Section 101 of the
Copyright Act of 1976; and
B. to the extent any Deliverable or Intellectual Property Right therein does not qualify as, or

otherwise fails to be, work made for hire, Contractor shall, and hereby does:

1. assign, transfer and otherwise convey to the State, irrevocably and in perpetuity, throughout the
universe, all right, title and interest in and to such Deliverable, including all Intellectual Property
Rights therein; and

2. irrevocably waive any and all claims Contractor may now or hereafter have in any jurisdiction to
so-called "moral rights" or rights of droit moral with respect to the Deliverable.

Contractor shall, and shall cause Contractor’'s personnel to, take all appropriate action and execute and deliver
all documents, necessary or reasonably requested by the State to effectuate any of the provisions or purposes
of this Section, or otherwise as may be necessary or useful for the State to prosecute, register, perfect, record
or enforce its rights in or to any Deliverable or any Intellectual Property Right therein. Contractor hereby
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appoints the State as Contractor's attorney-in-fact with full irrevocable power and authority to take any such
actions and execute any such documents if Contractor refuses, or within a period deemed reasonable by the
State otherwise fails, to do so.

A) 2.263 OWNERSHIP OF HOSTING ENVIRONMENT.

B) AS BETWEEN THE STATE AND CONTRACTOR, CONTRACTOR IS, AND WILL REMAIN, THE
SOLE AND EXCLUSIVE OWNER OF ALL RIGHT, TITLE AND INTEREST IN AND TO THE
HOSTING ENVIRONMENT, INCLUDING ALL INTELLECTUAL PROPERTY RIGHTS THEREIN.

C) 2.263 RIGHTS IN DATA
The State is the owner of all data made available by the State to the Contractor or its agents, Subcontractors
or representatives under the Contract, including but not limited to all Item Data supplied by the State to
Contractor. The Contractor will not use the State’s data for any purpose other than providing the Services or
Deliverables, nor will any part of the State’s data be disclosed, sold, assigned, leased or otherwise disposed of
to the general public or to specific third parties or commercially exploited by or on behalf of the Contractor. No
employees of the Contractor, other than those on a strictly need-to-know basis, shall have access to the
State’s data. Contractor will not possess or assert any lien or other right against the State’s data. Without
limiting the generality of this Section, the Contractor must only use personally identifiable information as strictly
necessary to provide the Services and must disclose the information only to its employees who have a strict
need-to-know the information. The Contractor must comply at all times with all laws and regulations applicable
to the personally identifiable information.

The State may use the data provided by the Contractor for any purpose. The State will not possess or assert
any lien or other right against the Contractor’s data. Without limiting the generality of this Section, the State
may use personally identifiable information only as strictly necessary to utilize the Services and must disclose
the information only to its employees who have a strict need to know the information, except as provided by
law. The State must comply at all times with all laws and regulations applicable to the personally identifiable
information. Other material developed and provided to the State remains the State’s sole and exclusive

property.

(dd)2.270 _State Standards

A) 2.271 EXISTING TECHNOLOGY STANDARDS
The Contractor must adhere to all existing standards as described within the comprehensive listing of the
State’s existing technology standards at http://www.michigan.gov/dmb/0,4568,7-150-56355-108233--,00.html.

B) 2.272 ACCEPTABLE USE POLICY
To the extent that Contractor has access to the State computer system, Contractor must comply with the
State’s Acceptable Use Policy, see http://michigan.gov/cybersecurity/0,1607,7-217-34395 34476---,00.html.
All Contractor employees must be required, in writing, to agree to the State’s Acceptable Use Policy before
accessing the State system. The State reserves the right to terminate Contractor’s access to the State system
if a violation occurs.

C) 2.273 SYSTEMS CHANGES
Contractor is not responsible for and not authorized to make changes to any State systems without written
authorization from the Project Manager. Any changes Contractor makes to State systems with the State’s
approval must be done according to applicable State procedures, including security, access and configuration
management procedures.
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D) 2.274 ELECTRONIC RECEIPT PROCESSING STANDARD
All electronic commerce applications that allow for electronic receipt of credit/debit card and electronic check
(ACH) transactions must be processed via the Centralized Electronic Payment Authorization System (CEPAS).

2.280 RESERVED N/A

(ee) 2.290 Environmental Provision

A) 2.291 ENVIRONMENTAL PROVISION
Energy Efficiency Purchasing Policy: The State seeks wherever possible to purchase energy efficient
products. This includes giving preference to U.S. Environmental Protection Agency (EPA) certified ‘Energy
Star’ products for any category of products for which EPA has established Energy Star certification. For other
purchases, the State may include energy efficiency as one of the priority factors to consider when choosing
among comparable products.

Environmental Purchasing Policy: The State of Michigan is committed to encouraging the use of products
and services that impact the environment less than competing products. The State is accomplishing this by
including environmental considerations in purchasing decisions, while remaining fiscally responsible, to
promote practices that improve worker health, conserve natural resources, and prevent pollution.
Environmental components that are to be considered include: recycled content and recyclables; energy
efficiency; and the presence of undesirable materials in the products, especially those toxic chemicals which
are persistent and bioaccumulative. The Contractor should be able to supply products containing recycled and
environmentally preferable materials that meet performance requirements and is encouraged to offer such
products throughout the duration of this Contract. Information on any relevant third party certification (such as
Green Seal, Energy Star, etc.) should also be provided.

Hazardous Materials: For the purposes of this Section, “Hazardous Materials” is a generic term used to
describe asbestos, ACBMs, PCBs, petroleum products, construction materials including paint thinners,
solvents, gasoline, oil, and any other material the manufacture, use, treatment, storage, transportation or
disposal of which is regulated by the federal, state or local laws governing the protection of the public health,
natural resources or the environment. This includes, but is not limited to, materials the as batteries and circuit
packs, and other materials that are regulated as (1) “Hazardous Materials” under the Hazardous Materials
Transportation Act, (2) “chemical hazards” under the Occupational Safety and Health Administration standards,
(3) “chemical substances or mixtures” under the Toxic Substances Control Act, (4) “pesticides” under the
Federal Insecticide Fungicide and Rodenticide Act, and (5) “hazardous wastes” as defined or listed under the
Resource Conservation and Recovery Act.

(@) The Contractor shall use, handle, store, dispose of, process, transport and transfer any material
considered a Hazardous Material according to all federal, State and local laws. The State shall provide a
safe and suitable environment for performance of Contractor’s Work. Before the commencement of
Work, the State shall advise the Contractor of the presence at the work site of any Hazardous Material to
the extent that the State is aware of the Hazardous Material. If the Contractor encounters material
reasonably believed to be a Hazardous Material and which may present a substantial danger, the
Contractor shall immediately stop all affected Work, notify the State in writing about the conditions
encountered, and take appropriate health and safety precautions.

(b) Upon receipt of a written notice, the State will investigate the conditions. If (a) the material is a
Hazardous Material that may present a substantial danger, and (b) the Hazardous Material was not
brought to the site by the Contractor, or does not result in whole or in part from any violation by the
Contractor of any laws covering the use, handling, storage, disposal of, processing, transport and transfer
of Hazardous Materials, the State shall order a suspension of Work in writing. The State shall proceed to
have the Hazardous Material removed or rendered harmless. In the alternative, the State shall terminate
the affected Work for the State’s convenience.

(c) Once the Hazardous Material has been removed or rendered harmless by the State, the Contractor shall
resume Work as directed in writing by the State. Any determination by the Michigan Department of
Community Health or the Michigan Department of Environmental Quality that the Hazardous Material has
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either been removed or rendered harmless is binding upon the State and Contractor for the purposes of
resuming the Work. If any incident with Hazardous Material results in delay not reasonable anticipatable
under the circumstances and which is attributable to the State, the applicable SLAs for the affected Work
will not be counted in a time as mutually agreed by the parties.

(d) If the Hazardous Material was brought to the site by the Contractor, or results in whole or in part from any
violation by the Contractor of any laws covering the use, handling, storage, disposal of, processing,
transport and transfer of Hazardous Material, or from any other act or omission within the control of the
Contractor, the Contractor shall bear its proportionate share of the delay and costs involved in cleaning
up the site and removing and rendering harmless the Hazardous Material according to Applicable Laws to
the condition approved by applicable regulatory agency(ies).

Labeling: Michigan has a Consumer Products Rule pertaining to labeling of certain products containing
volatile organic compounds. For specific details visit http://www.michigan.gov/deqg/0,1607,7-135-3310 4108-
173523--,00.html

Refrigeration and Air Conditioning: The Contractor shall comply with the applicable requirements of
Sections 608 and 609 of the Clean Air Act (42 U.S.C. 7671g and 7671h) as each or both apply to this contract.

Environmental Performance: Waste Reduction Program - Contractor shall establish a program to promote
cost-effective waste reduction in all operations and facilities covered by this contract. The Contractor's
programs shall comply with applicable Federal, State, and local requirements, specifically including Section
6002 of the Resource Conservation and Recovery Act (42 U.S.C. 6962, et seq.).

(ff) 2.300 RESERVED N/A

(99)2.310 Software Warranties

A) 2311 PERFORMANCE WARRANTY
The Contractor represents and warrants that Deliverables, after Final Acceptance, will perform and operate in
compliance with the requirements and other standards of performance contained in this Contract (including all
descriptions, specifications and drawings made a part of the Contract) for the term of the Contract. In the
event of a breach of this warranty, Contractor will promptly correct the affected Deliverable(s) at no charge to
the State.

B) 2.312 NO SURREPTITIOUS CODE WARRANTY
The Contractor represents and warrants that no copy of licensed Software provided to the State contains or will
contain any Self-Help Code or any Unauthorized Code as defined below. This warranty is referred to in this
Contract as the “No Surreptitious Code Warranty.”

As used in this Contract, “Self-Help Code” means any back door, time bomb, drop dead device, or other
software routine designed to disable a computer program automatically with the passage of time or under the
positive control of a person other than the licensee of the software. Self-Help Code does not include Software
routines in a computer program, if any, designed to permit an owner of the computer program (or other person
acting by authority of the owner) to obtain access to a licensee’s computer system(s) (e.g. remote access via
modem) for purposes of maintenance or technical support.

As used in this Contract, “Unauthorized Code” means any virus, Trojan horse, spyware, worm or other
Software routines or components designed to permit unauthorized access to disable, erase, or otherwise harm
software, equipment, or data; or to perform any other such actions. The term Unauthorized Code does not
include Self-Help Code. Unauthorized Code does not include Software routines in a computer program, if any,
designed to permit an owner of the computer program (or other person acting by authority of the owner) to
obtain access to a licensee’s computer system(s) (e.g. remote access via modem) for purposes of
maintenance or technical support.

95




o
CONTRACT #071B3200099 ‘

In addition, Contractor will use up-to-date commercial virus detection software to detect and remove any
viruses from any software prior to delivering it to the State.

C) 2313 CALENDAR WARRANTY
The Contractor represents and warrants that all software for which the Contractor either sells or licenses to the
State of Michigan and used by the State prior to, during or after the calendar year 2000, includes or shall
include, at no added cost to the State, design and performance so the State shall not experience software
abnormality and/or the generation of incorrect results from the software, due to date oriented processing, in the
operation of the business of the State of Michigan.

The software design, to insure calendar year rollover compatibility, shall include, but is not limited to: data
structures (databases, data files, etc.) that provide 4-digit date century; stored data that contain date century
recognition, including, but not limited to, data stored in databases and hardware device internal system dates;
calculations and program logic (e.g., sort algorithms, calendar generation, event recognition, and all
processing actions that use or produce date values) that accommodates same century and multi-century
formulas and date values; interfaces that supply data to and receive data from other systems or organizations
that prevent non-compliant dates and data from entering any State system; user interfaces (i.e., screens,
reports, etc.) that accurately show 4 digit years; and assurance that the year 2000 shall be correctly treated as
a leap year within all calculation and calendar logic.

D) 2.314 THIRD-PARTY SOFTWARE WARRANTY
The Contractor represents and warrants that it will disclose the use or incorporation of any third-party software
into the Deliverables. At the time of Delivery, the Contractor shall provide in writing the name and use of any
Third-party Software, including information regarding the Contractor’s authorization to include and utilize such
software. The notice shall include a copy of any ownership agreement or license that authorizes the
Contractor to use the Third-party Software.

E) 2.315 PHYSICAL MEDIA WARRANTY
Contractor represents and warrants that each licensed copy of the Software provided by the Contractor is free
from physical defects in the media that tangibly embodies the copy. This warranty does not apply to defects
discovered more than (30) thirty days after that date of Final Acceptance of the Software by the State. This
warranty does not apply to defects arising from acts of Excusable Failure. If the Contractor breaches this
warranty, then the State shall be entitled to replacement of the non-compliant copy by Contractor, at
Contractor’s expense (including shipping and handling).

(hh)2.320 Software Licensing

2.321 LICENSE OF IBS SYSTEM

Grant of Licenses
A. During the term of this Contract, the State hereby grants to Contractor the limited, non-exclusive, non-
transferable and nonassignable right and license, to reproduce, adapt, display, or copy the IBS System
and any related Future Enhancements in Source Code or Object Code form, for the sole purpose of (i)
developing and implementing any Future Enhancements, (ii) developing and implementing the
Authentication Process, and (iii) providing the required Hosting Services.

B. During the term of this Contract, the State hereby grants to Contractor the limited, non-exclusive, non-
transferable and nonassignable right and license, to use the IBS System and any related Future
Enhancements in Object Code form only, solely for Contractor's internal business purposes in the
United States, which shall be limited to the following:

1. Inthe normal course of Contractor’'s business which includes item development, administration
of assessments (online and print), scoring and reporting activities.
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2. In cases where Contractor is requested to only provide services for the hosting of assessment
items and maintenance, Contractor will ensure that Contractor has received prior written
approval from the State before providing such services. If approved, the State will grant the
requesting party a limited, non-exclusive, non-transferable and nonassignable right and license,
to use the IBS System and any related Future Enhancements for the sole purpose of receiving
hosting and maintenance services from Contractor. Contractor will pay the State a mutually
agreed upon value (in cash or in-kind services) in exchange for the State granting the
requesting party such license.

C. Upon expiration of the Contract, the State hereby grants Contractor a perpetual, nonexclusive,
nontransferable and nonassignable license (i) to use and modify the IBS System and any Future
Enhancements in Source Code form to create Derivative Works and (ii) to use, manufacture,
reproduce, have reproduced, sublicense, market and distribute the Derivative Works in Object Code
form. The license granted in this Subsection C shall not commence until expiration of the Contract, and
is contingent on the following conditions being met:

1. Contractor shall have spent an aggregate of $5,001,000 on all Services and Deliverables upon
Contract expiration; or

2. If Contractor has spent less than an aggregate of $5,001,000 on all Services and Deliverables
upon Contract expiration, then Contractor shall have paid the State in full, in readily available
funds, the difference between the $5,001,000 and the actual amount spent by Contractor for all
Services and Deliverables under the Contract.

D. Upon early termination of the Contract pursuant to Section 2.152 (Convenience), Section 2.154 (Non-
Appropriation) or 2.156 (Approvals Rescinded), the State hereby grants Contractor a perpetual,
nonexclusive, nontransferable and nonassignable license (i) to use and modify the IBS System and any
related Future Enhancements in Source Code form to create Derivative Works and (ii) to use,
manufacture, reproduce, have reproduced, sublicense, market and distribute the Derivative Works in
Object Code form. The license granted in this Subsection C shall not commence until termination of
the Contract, and is contingent on the following conditions being met:

1. Contractor shall have paid the State in full, in readily available funds, any remaining credit
balance from the State’s initial credit of $3,080,462.50.

Restrictions and Requirements of Use
A. Except as expressly provided in this Section 2.321, no other license or right in the Source Code or IBS
System is granted to Contractor under this Contract directly or by implication or otherwise. Without
limiting the generality of the foregoing and notwithstanding anything to the contrary in this Contract,
Contractor may not:

1. Remove any copyright notice, proprietary information notices, or other notice (collectively,
“Copyright Notice”) provided by the State, including, without limitation, any Copyright Notice
contained in the Source Code provided by the State; or

2. Assign, sublicense, lease, or in any other way transfer or disclose the Source Code or IBS
System to any third party, including, without limitation: (i) to any customers; (ii) to independent
contractors or developers; or (iii) as part of the Future Enhancements, unless specifically
authorized in writing; or

3. Utilize the Source Code or IBS System in a manner to prepare, draft, or assist third parties in
preparing or drafting software that is similar to the IBS System subject to this IBS System
License that is intended for sale, license, or distribution to others (whether that distribution be for
profit or free) in a manner that would compete directly or indirectly with the State’s products; or
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4. Reproduce or use any part of the Source Code, Object Code, or IBS System except as provided
in this Contract; or

5. Reproduce, modify, decompile, reverse engineer, disassemble, or otherwise reduce the IBS
System to a human-readable form.

6. The restrictions set forth in Section shall apply equally to attempts to perform the restricted
activities, regardless of whether or not any such attempt is successful.

Confidentiality and Security
A. Contractor agrees and acknowledges that the Source Code and the IBS System are: (i) proprietary to
the State; (i) of significant value to the State; (iii) not publicly available; (iv) contain trade secrets of the
State; and (v) constitutes the confidential information of the State. Contractor shall comply with the
following restrictions on use of the Source Code or IBS System and shall maintain the Source Code in
accordance with the following security procedures:

1. Contractor shall use commercially reasonable measures to preserve the security and
confidentiality of the Source Code including, without limitation, securing the network, server,
hard drives, and other media on which the Source Code is stored or maintained.

2. Contractor shall limit access to the Source Code to its employees who have a need to access
the Source Code for the purposes of exercising Contractor’s rights under this Contract. No
employee may have access to the Source Code unless and until: (i) he or she has been
apprised of and acknowledges the confidential and proprietary nature of the Source Code; (ii)
has been trained with respect to the procedures designed to preserve its confidentiality; (iii) and
is subject to a binding and enforceable obligation neither to use the Source Code (other than for
purposes expressly permitted by this Contract) nor to disclose such Source Code to any person
or entity other than a person similarly authorized to access the Source Code.

3. Contractor shall conduct periodic reviews to ensure compliance with the foregoing security
requirements. The State shall have the right to conduct a review of Contractor on Contractor’s
premises to ensure compliance with the foregoing security restrictions, including an inspection
of the Contractor’s records and agreement maintained by Contractor pursuant to subsection 2
above, provided that the State provides at least three (3) business days prior written notice.

4. Contractor shall be jointly and severally responsible for any violation of any of the confidentiality
obligations set forth in this Contract by any of its employees, contractors, and third parties acting
on its behalf.

5. Contractor acknowledges and agrees that the State will suffer irreparable damage in the event
of a breach by Contractor of the terms of this Section of the Contract and that the State will be
entitled to injunctive relief (without the necessity of posting a bond or proving actual damages) in
the event of any such breach.

Warranty Disclaimer
A. No warranty of any kind is being provided by the State, including, without limitation, any warranty that
the IBS System and Source Code shall be free from defects in design, material, or workmanship.
Contractor acknowledges that the IBS System and Source Code are of such complexity that they may
have inherent defects. Contractor bears the entire risk regarding the quality and performance of the
IBS System and Source Code.

B. CONTRACTOR ASSUMES TOTAL RESPONSIBILITY FOR THE USE OF THE IBS SYSTEM AND
SOURCE CODE, AND THE IBS SYSTEM AND SOURCE CODE ARE PROVIDED ON AN “AS-IS”
BASIS. TO THE MAXIMUM EXTENT PERMITTED BY LAW, THE IBS SYSTEM AND SOURCE
CODE ARE PROVIDED WITHOUT WARRANTIES OF ANY KIND, EITHER EXPRESS OR IMPLIED,
AND WHETHER ARISING UNDER LAW OR FROM COURSE OF PERFORMANCE, COURSE OF
DEALING, OR USAGE OF TRADE (COLLECTIVELY, “STATE DISCLAIMED WARRANTIES”),
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INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE. ALL SUCH WARRANTIES
ARE HEREBY EXPRESSLY EXCLUDED BY THE STATE AND FOREVER WAIVED BY LICENSEE.
NO ADVICE OR INFORMATION GIVEN BY THE STATE SHALL CREATE A WARRANTY OR
OBLIGATION OF THE STATE.

C. Inthe event that any of the State Disclaimed Warranties cannot be disclaimed or waived under
applicable law, Contractor’s sole and exclusive remedy for breach of such Disclaimed Warranty will be
the replacement of the IBS System and Source Code, at no additional cost to Contractor.

D. As stated above, the State does not warrant that the IBS System and Source Code do not infringe any
patents, copyrights, or proprietary rights of a third party. If the IBS System or Source Code becomes
the subject of a claim of infringement of a copyright, patent or other proprietary right, the State may, at
its sole discretion: (1) obtain the right for the Contractor to continue using the IBS System and Source
Code; (2) replace or modify the IBS System to make it non-infringing; or (3) withdraw the IBS System
from the market with no further liability to the Contractor. The State shall not have any liability
whatsoever for any claim of copyright or patent infringement or other proprietary right violations when
such claims are based on Contractor’s use of a Derivative Works of the IBS System.

Effect of Termination of Contract
A. Upon termination of the Contract for any reason other than those specified in Section 2.152

(Convenience), Section 2.154 (Non-Appropriation) or Section 2.156 (Approvals Rescinded), all licenses
granted under this Section shall immediately and automatically also terminate, and within ten (10) days
after such termination, Contractor shall cease and desist all use of the IBS System, any and all
Deliverables and Derivative Products and shall return to the State all full or partial copies of the IBS
System, Deliverables and Derivative Products in Contractor’s possession or under its control not
required by Contractor to perform any Transition Services.

Termination of IBS System License
A. The State may immediately terminate the IBS System Licenses granted under this Section if Contractor
shall have receivership, insolvency, dissolution, liquidation, or similar proceedings (including without
limitation the calling of a meeting of creditors of Contractor) instituted against it or a substantial part of
its assets, and such proceedings shall not be dismissed within sixty (60) days.

B. The State may immediately terminate the IBS System Licenses granted under this Section in the event
of a merger or sale of all or substantially all of the assets of Contractor to a third party without the
consent of the State. However, Contractor shall notify the State in advance of any such pending
merger or sale and the State shall have thirty (30) days to consent or refuse to consent. Consent shall
not be unreasonably withheld. However, any person or entity who merges with or acquires all or
substantially all of the assets of Contractor must agree to abide by and comply with all of the terms and
conditions of this Contract. It is mutually agreed that if said successor fails to comply with the terms
and conditions of this Contract, the State may consider said successor to be in breach of this Contract.

A) 2.323 LICENSE OF HOSTING ENVIRONMENT
During the term of this Contract and any transition period required by this Contract, Contractor hereby grants to
the State a nonexclusive, royalty-free, irrevocable right and license throughout the world to access and use the
Hosting Environment in connection with the Hosting Services. The State may grant sublicenses in all or any of
the foregoing to State authorized service providers solely to enable such service providers to perform services
for the State in connection with the Hosting Services.

B) 2.325 PRE-EXISTING MATERIALS FOR CUSTOM SOFTWARE DELIVERABLES
Neither Contractor nor any of its Subcontractors shall incorporate any preexisting materials (including standard
software) into Custom Software Deliverables or use any pre-existing materials to produce Custom Software
Deliverables if such pre-existing materials will be needed by the State in order to use the Custom Software
Deliverables unless (i) such pre-existing materials and their owners are identified to the State in writing and (ii)
such pre-existing materials are either readily commercially available products for which Contractor or its
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Subcontractor, as the case may be, has obtained a license (in form and substance approved by the State) in
the name of the State, or are materials that Contractor or its Subcontractor, as the case may be, has the right
to license to the State and has licensed to the State on terms and conditions approved by the State prior to
using such pre-existing materials to perform the Services.

(i) 2.330 Source Code Package
)
A) 2.331 DEFINITION
“Source Code Package” shall mean:
(@) A complete copy in machine-readable form of the Source Code and executable code of all Deliverables
and the resulting maodified IBS System, including any updates or new releases of the IBS System;
(b) A complete copy of any existing design documentation and user documentation, including any updates or
revisions; and/or
(c) Complete instructions for compiling and linking every part of the Source Code into executable code for
purposes of enabling verification of the completeness of the Source Code. Such instructions shall include
precise identification of all compilers, library packages, and linkers used to generate executable code.

B) 2.322 DELIVERY OF SOURCE CODE TO STATE
Contractor shall deliver the Source Code Package on a bi-annual basis to the DTMB. Notwithstanding the
foregoing, if the State requires delivery of the Source Code Package on a more frequent basis, or on a
specified date, then, upon written request of the State, Contractor shall deliver the Source Code Package to
the DTMB on the date specified in the State’s written request. The DTMB contact person for receiving the
Source Code Package is listed below:

Jon Rogozinski

Information Technology Manager, DTMB
Hannah Building

608 West Allegan St.

Lansing, MI 48909
RogozinskiJ@michigan.gov

Phone: (517) 241-6868

C) 2.333 SOURCE CODE INTO ESCROW
In the event the State deems it necessary to enter into an escrow contract, then upon written request of the
State, Contractor shall enter into an escrow contract on commercially reasonable terms subject to the
provisions of this Contract within (30) thirty days of the State’s written request. Contractor shall deliver the
Source Code Package to the named escrow agent, pursuant to the escrow contract.

D) 2.334 VERIFICATION
The State reserves the right at any time, but not more than twice a year, either itself or through a third party
contractor, upon thirty (30) days written notice, to seek verification of the Source Code Package.

E) 2.335 ESCROW FEES
If the State and Contractor enter into an escrow contract, the State will pay all fees and expenses charged by
the escrow agent.

F) 2.336 OWNERSHIP

The State is and will be the sole and exclusive owner of all right, title and interest in and to the Deliverables,
the IBS System and all related Source Code, including all Intellectual Property Rights therein.
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Article 11l Appendix A — Business/Technical Requirements
# | Requirement
General Solution

1. Contractor shall provide operational hosting and management of the IBS System, 24x7x365,
except for agreed upon scheduled maintenance.

2. Contractor shall host and maintain the system with an uptime of 98%, except for scheduled
maintenance agreed upon with the State.

3. The Contractor shall be responsible for installation and support of all software necessary for the
operation of the IBS System.

4, The Contractor shall be responsible for the procurement, installation and support of all hardware
necessary for the operation of the IBS System

5. The Contractor shall be responsible for the procurement, installation and support of the operating
system, database and associated software related to the IBS System. The Contractor shall not be
responsible for maintaining State owned systems that import and or export data with the IBS
System.

6. The Contractor shall provide direct support (technical and business help desk) to all end users
identified in section 1.104.A Section 3.

7. The Contractor will be responsible for complying with the eMichigan look and feel standards

8. The Contractor shall proactively update the application to remain current with latest browser
versions of Internet Explorer, Mozilla Firefox, Safari and Chrome
Telecom - Hardware - Software

9. The Contractor shall pay the cost of providing, maintaining and repairing all systems.

Telecom

10. | The Contractor shall provide a toll-free telephone number or a toll free number for Technical
Support and Help Desk.

Hardware

11. | The Contractor shall provide, own and support all hardware necessary for the setup and operation
of the IBS System.

12. | The Contractor shall be responsible for ongoing system configuration, performance tuning and
maintenance activities.

13. | The Contractor shall be responsible for capacity management including timely forewarning if the
growth exceeds capacity limitations.

14. | The Contractor shall be responsible for disk space management including archival, restoration,
space management, and performance monitoring.

15. | The Contractor shall be responsible for application database management to ensure integrity and
optimal performance of the database.

16. | The Contractor shall be responsible for server performance and system response time. The
system shall be able to support 1.5x the peak humber of concurrent users in order to provide
sufficient capacity for growth. The system shall also support 1.25x the peak transaction volume in
order to provide sufficient capacity for growth.

17. | Contractor shall host the IBS System on hardware, covered under manufacturer warranty.

18. | Contractor shall conduct hosting hardware refreshes so as not to impact IBS System performance
Or user access.

19. | The proposed system architecture must be designed to provide a highly available environment.

The solution should include virtualization, redundancy, fail-over, and load balancing of servers.
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20.

The Contractor’s solution shall provide the following environments for the IBS System —
Production, Training and QA (Quality Assurance).

21.

The Production Environment and Training Environment are permitted to share the same server
environment. QA must have separate hardware for all servers, except for the Media Server and
SAS servers.

22.

The State prefers the solution be hosted on servers dedicated to the IBS System. Shared servers
may be considered if the IBS System is co-hosted only with other applications that have equivalent
or more stringent security requirements.

Software

23.

The Contractor shall be responsible for installation and support of application software, operating
system and all related software necessary to run the IBS System.

24.

The Contractor shall provide, at their expense, any and all licenses needed for the operation of the
IBS System.

25.

Contractor must update all necessary software patches in a timely manner for all software used to
successfully run the IBS System that will include but not limited to the Operating system, Database,
etc.

26.

The Contractor must use Microsoft compatible technologies in the hosting, development and
maintenance of the IBS System.

27.

Any changes to the hardware or software solution must be approved by the State of Michigan
DTMB, and follow required DTMB approval processes. This includes but is not limited to software
and hardware upgrades.

28.

The Contractor shall provide the State admin read-only access to all the tables and views on the
production database server upon the State’s request.

29.

The Production and QA environments may contain released and unreleased items, therefore the
Production and QA environments require the use of authorized users only.

30.

Only Released Items are permitted in the Training environment. Released Items are items that
have been placed in tests which have been administered.

Data Retention

31.

The Contractor shall not purge data from the production database unless requested by the State.

Data Conversion

32.

Contractor will be responsible for uploading the IBS System data to the target environment
database.

Disaster Recovery

33.

The Contractor shall provide a disaster recovery plan and environment for server hosting facilities
and the IBS System, including application and database servers.

System Backup and Recovery

34.

The Contractor shall provide for a full backup of the IBS System including database, application
and web servers.

35.

The production servers shall be backed up fully on a weekly basis and incrementally on a daily
basis. Backup data shall be retained for at least 30 days or as required by the BAA.

36.

The system shall have the ability to allow for continued use of the system during backup.

37.

The system shall use transactional log files to provide point-in-time recovery of data to the last
completed transaction.

38.

Upon failure, the contractor shall ensure that complete system is restored to its previous
operational status within (4) hours after initiation of recovery process.

39.

The Contractor shall maintain secure, off-site backup of the data and application.

Technical Support and Help Desk
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40. | Call hold-times will not exceed three minutes.

41. | Answering machine service shall be available when help desk is not able to respond after three
minutes of hold-time.

42. | All calls will be returned within 15 minutes.

Hosting Center

43. | The hosting sites shall have a physical environment plan including but not limited to UPS
protection, backup power, temperature control, LAN, WAN and phone.

44, | The IBS System will be hosted on servers that are within the continental United States. Data must
not travel outside of the Continental United States. None of the data should be stored outside the
U.S, including backups and or any copies of the data.

45. | The State’s prefers the solution be hosted on a dedicated server. Shared servers may be
considered if the IBS System is co-hosted only with other applications that have equivalent or more
stringent security requirements.

Security

46. | Contractor shall protect the network from unauthorized or improper access by using firewall and
intruder detection software.

47. | The Contractor's Network Administration shall monitor, log and report all intrusion attempts.

48. | The Vendor shall provide controlled access to the physical site.

Technical Support and Help Desk

49. | The Contractor shall maintain a log of all calls made to the helpdesk and fully document the
complaints and problems reported.

50. | The Contractor will update the log immediately, at the date and time an end-user places the call to
the Help Desk.

Reporting Issues to the BAA
51. | The contractor shall report all operational issues and system failures to the State’s project

managers within two hours or as required by the BAA. Examples include equipment failures,
delays due to unexpected overloads etc.
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@) Appendix B — Authentication Requirements
The IBS System currently uses customized commercial software to authenticate users on the IBS System.
The authentication software allows users to access multiple State tools with a single user ID and password.
This custom authentication solution cannot be used in the IBS System hosted by the Contractor. Therefore,
the Contractor must develop and implement a new Authentication Process for the IBS System when it is
hosted in the Contractor’s environment (the “Authentication Process”).

# Requirement
State of Michigan Active Directory Password Standard (Policy 1335.00.20)
1 Password length must have minimum of eight characters
2 Password must not be based on the user's account nhame
3 Last ten previous passwords cannot be reused
4 Password cannot be changed more than once within a day
5 Maximum password age is 90 days
6 Password must meet three out of the following four criteria:

1. atleast one upper case character (A-2)

2. atleast one lower case character (a-z)

3. atleast one numerical character (0-9)

4. at least one special character (for example, $#,%)

7 Account Lockout Threshold = 5 Invalid Attempts

8 Account Lockout Duration = 30 minutes
9 Reset Lockout Counter after = 30 minutes
10 Password Recovery shall follow industry standard best practices (For e.g. CAPTCHA) to minimize

vulnerabilities against automated hacking scripts.

System Administration

11 The system will have a role for system administrator to maintain system settings and user account information.

12 The system interface for Authentication will integrate with the IBS System interface for Authorization.

13 The system will require the completion of user profile information to establish a user account.

14 The system must allow administrators to clear the responses to user’s security questions. The administrators
cannot see the answers, only clear them.

15 The system must allow administrators to reset a user’s passwords.

16 The system counter for the following will be able to be set by a system administrator:

e password length
password expirations
lockout periods

reset period

Security question length

17 User Profile Security Questions will not be viewable to the System Administrator.

18 System will provide the ability to inactive/reactivate a user.

19 System will provide reports to show:

Users — active and inactive

Users that logged in during a specified period

Users that have not logged for a specific period of time.
Password Change Report

Failed attempt report

Those locked out after they exceeded attempt

Those locked out during a specified timeframe
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20 The System will have a standard naming convention for User accounts.
e The user account names must be unique
e The current system uses the text preceding the ‘@’ in the email address. If that is not a unique ID, it
appends a number after the text, starting at the number 1, or the next available number. Itis not a
requirement to maintaining this naming convention; however, the historical data mapping must be
preserved in the new system.
21 The System Administrator will have the means of reviewing User requests to become a user of the Application

(request originated from a public user)

e the system administrator can reject the request, along with a reason, and the user will receive a notification

e the system administrator can accept the request, and assign the user a role, and the user will receive a
notification which allows them to create a user profile

Password Recovery and System Security

22 Users who have successfully answered the security question shall receive an email containing the link to the

page which will allow creation of a new password.

e The link shall be valid only for 24 hours.

e The link shall contain a unique identifier for verification purposes by the system. If the user doesn’t return
with the link enclosed in the email, the password change shall be denied.

23 The system will provide a means for a user to request a lost user ID by entering their email address and
answering a minimum of one security question. If the user fails to answer the first question, one additional
security question will be presented to the user.

24 The system will provide a means for users to recover a lost password by answering a minimum of one security
question. If the user fails to answer the first question, one additional security question will be presented to the
user.

25 The system will allow users to reset their passwords by answering a minimum of one security question. If the
user fails to answer the first question, one additional security question will be presented to the user.

26 Store Password and Answer to security questions as encrypted value.

27 Validation of Security Questions will not be case sensitive or have leading or trailing spaces to the answer
phrase.

28 The system must record the following attempts for validation

e Login date/time

e Validation Status (successful/unsuccessful)
e Account ID that was passed in

e Capture source IP Address

User Profile Administration

29 The system will have a login page with the following elements:
e User Name
e User Password (masked entry)
e Ability to request a Forgotten User ID
e Ability to request a Forgotten Password
e Ability to request access to the IBS System
e Contact information for support
30 The following will be required information to create a user profile and account;
e First Name
e Last Name
e Email. Email address must be unique (no other user account, active or inactive, can have this email
address, system must have some validation for the entry (example, must have the ‘@’ symbol in the text
box with preceding and trailing text.)
e Responses to 3 Unique Security Questions
e Password. Require the user to specify the same password in two different text boxes. The password
entry must be masked.
e  Work Phone Number
31 The following will be required information to create a user profile and account:
e Email (secondary email)
32 The system will provide a list of defined security questions to choose from when setting up their user profile.
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33

When a user’s email address is changed, the system will send an email to the user’s old email address
notifying them that their email address has been updated.

Authentication User Interface

34 The user will be presented with the following options upon successful authentication:
e View/Edit User Profile
e Change Password

35 Upon successfully authentication, if the user account is in a password expiration status, the user will be
required to change their password before allowing the use of the application.

Migration of Item Bank User Accounts
36 The User Accounts must maintain their demographic information and role in the new authentication system
37 The user passwords will not be able to migrate to the system. Therefore, the vendor should propose a solution

for providing authorization of the migrated users into the new system.

Out of Scope
The User Interface will not have the ability to edit/add/delete/inactive System Security questions. The security
guestions will be stored in the database. The list of questions will be provided by DTMB to the Contractor.

Authorization
The following Autharization functionality currently exists in the IBS System and is listed for informational
purposes only.

Once a user is authenticated, the user ID is passed to the IBS System for authorization. The IBS System
maintains a user ID to Role relationship which will continue in the vendor hosted IBS System. Users are

granted

rights based on the rights defined for the Role. Following is a list of the current Roles which will be

maintained in the vendor hosted IBS System:

Item
Item

Bias

Development Lead
Content Lead

Writer Team Leader
Writer

Context Author

and Sensitivity Committee (BSC) Facilitator

BSC Member

Content Advisory Committee (CAC) Facilitator
CAC Member

Field Review Lead
Field Reviewer
Composition Lead
Media Designer
Compositor

Editor

Renderer

Reviewer

Translator

Operational Psychometrician
Lead Psychometrician
Psychometric Validator
Executive

System Administrator
Data Management
DBA

Developer

User Administrator
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(b) Appendix C — Staffing Plan Matrix and Organization Chart

Measurement Incorporated Project Team

Nelson Androes
Vice President, Information

Technology
Jose Biggers
Project Manager Katie Dugan
Advisory Project Manager
Eric Lewis Travis Wicker
Director of Network Enterprise Architect
Operations
Michael Stone Ryan Hutcherson Jennifer Graham Lisa Roberts Drew McDaniel Rebecca McAdams
Senior Application Senior Application Senior Technical Writer Quality Assurance Busingss Analyst Call Center Manager
Developer Developer Analyst

* Red indicates key personnel
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(c) Appendix E - Cost Tables

Please refer to Section 1.601 Costs and Payment

Table 1: IBS System Migration and Production Ready

Milestone Estimated State’s % of Cost Acceptance Criteria:
Hours Project Cost
IBS System Migration # 850 100% $63,750.00 See Section 1.104 A.1 and
Appendices A and B
Production Ready and # 2,950 53% $117,263.00 See Section 1.104 A.1 and
Authentication Process Appendices A and B
Total: # 3,800 $ 181,013.00

Table 2: Hosting and Maintenance

Annual Hosting and Hosting

Maintenance Maintenance Cost ($) Acceptance Criteria:

First Year $ 214,000 1.103, 1.302, 104A.5 and Appendix A, B
Second Year $ 120,000 1.103, 1.302, 104A.5 and Appendix A, B
Third Year $ 124,000 1.103, 1.302, 104A.5 and Appendix A, B
Fourth Year $ 127,000 1.103, 1.302, 104A.5 and Appendix A, B
Fifth Year $ 131,000 1.103, 1.302, 104A.5 and Appendix A, B
Sixth Year $ 135,000 1.103, 1.302, 104A.5 and Appendix A, B
Total $ 851,000.00

Table 3: Staff Hours

Hourly Rate Hourly Rate Hourly Rate

Staffing Category Years 1 and 2 Years 3 and 4 Years 5 and 6
Vice President, Information Technology $0 $0 $0
Project Manager $85 $90 $95
Advisory Project Manager $70 $75 $80
Director of Network $90 $95 $100
Operations

Senior Application $85 $90 $95
Developer
Application Developer $70 $75 $80
Business Analyst $70 $75 $80
Quality Assurance Analyst $70 $75 $80
Enterprise Architect $95 $100 $105
Senior Technical Writer $60 $65 $70

Call Center Manager ** $45 $50 $55

**The Call Center Manager bill rate includes the call center manager and two call center representatives.

108



o
CONTRACT #071B3200099 ‘

Notes:
1. Hourly rates provided in Table 3 are not-to-exceed rates for the duration of the Contract. “Estimated

Hours” and “Extended Price” are non-binding. The State will utilize the firm fixed fully loaded hourly rates
detailed above for each staff that will be used as fixed rates for responses to separate statements of

work.
2. Contractor and the State agree that a Future Enhancement is mutually beneficial and the cost of the work

would be shared. However, in no case shall the State’s percentage be greater than 53%.
3. The State reserves the right to add money for additional Future Enhancements and Services under this

Contract as-needed.
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