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SECTION 1

APPLICABLITY

These Subscription Services for Critical Connect will be governed by the terms and
conditions in Schedule H — Subscription Services Schedule in addition to the Standard

Contract Terms in State of Michigan Contract No. 190000001544 dated October 1, 2019,
as amended.

For these Critical Connect subscription services only, the Wind Down notice provision in
Schedule H, Section 4.8 is changed to six (6) months’ notice.

(This space is intentionally blank)
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SECTION 2

SYSTEM DESCRIPTION

2.1 EXECUTIVE SUMMARY

To achieve MPSCS’ goal of providing interoperability across disparate systems for
the purposes of Statewide communications and beyond, Motorola Solutions is
pleased to provide this proposal for ASTRO Connectivity Service (Backhaul as a
Service) configured with Critical Connect. The solution provided in this proposal
creates a platform by which MPSCS can establish a Statewide Enterprise Critical
Connect infrastructure with the capability for expansion and use by local agencies,
broadband push-to-talk providers, and multi-state regional collaborations. Critical
Connect provides MPSCS centralized management of system interoperability with
capability for future expansion and growth.

Motorola Solutions’ ASTRO Connectivity Service (ACS) configured with Critical
Connect solution enables cloud-based interoperability between different networks,
agencies, and application to eliminate barriers and unify communications. This real-
time exchange of voice, data, video, messaging, location, and enhanced intelligence
between inter- jurisdictional agencies leads to more detailed intelligence and more
informed response, regardless of device or network.

The value of Motorola Solutions’ ASTRO Connectivity Service (ACS) configured with
Critical Connect grows as more agencies connect, encouraging interagency
cooperation through data sharing and system interoperability. For member
agencies, the enhanced collaboration and increased efficiency available through
Critical Connect reduce the distraction of managing a complex communication
center and enable users to focus their attention and resources on critical operations.

Motorola Solutions’ ASTRO Connectivity Service configured with Critical Connect
enables the real-time exchange of voice, data, video, messaging, location, and
enhanced intelligence between inter-jurisdictional agencies. This service package is
specifically designed to encourage interagency cooperation through data sharing
and system interoperability, while providing versatility, ease of use, and peace of
mind.

Critical Connect requires a backhaul connection from MPSCS Site 1102 in Lansing
to the Motorola Solutions Data Centers. This connection is included in this offering
via Motorola Solution’s ASTRO Connectivity Service. The connection is fully
managed and maintained by Motorola Solutions. Please refer to Section 4 of this
proposal for details of the ASTRO Connectivity Service.

The use of the features in the “Critical Connect” application is specifically dependent
on the communications from the Motorola Solutions ASTRO 25 Wave Radio
Gateway software to the Critical Connect software located at the Critical Connect
data center. The ASTRO 25 Connectivity Service is only offered and available to
ASTRO 25 systems that provide Public Safety Radio Services. The service is
designed specifically to enable the use of Motorola Solutions information based
applications including Critical Connect with Wave Communicator, and other cloud
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and hosted applications provided by Motorola Solutions, including potential future
addons such as Smart Connect, Smart Locate, Smart Programming. The service is
not designed to support non Motorola Solutions ASTRO 25 or Application voice or
data.

2.2 CRITICAL CONNECT SOLUTION DESCRIPTION

The Critical Connect solution is centered on the following elements:

o Ease of Use — A single, secure ISSI connection provides standards-based
interoperability, reducing both the cost and complexity of interoperable PTT
communications. The cloud-based interface connects multiple agencies and
locations to provide a unified operating picture.

¢ Flexible & Scalable — Allows users to quickly set up and scale connections from
a directory of agencies and broadband PTT carriers. Interoperable connections
are easy to maintain and can grow in terms of capacity, unique connections,
features, and future services, allowing the solution to quickly evolve over time.

o Versatility — Supports multiple types of communications, such as ASTRO 25 to
ASTRO 25 communications and ASTRO 25 to carrier-integrated broadband
push-to-X (talk, messaging, and mapping).

ASTRO 25 ASTRO 25 ASTRO 25 Other

Connected Devices
& other Apps

Data
Services

LR (U=

Carrier 1 Carrier 1 Carrier 1

Figure 2-1: Motorola Solutions Carrier-Integrated Broadband PTT

Critical Connect grants users access to the following features to improve
coordination and agency response:

¢ Talkgroup Linking — Administrators can link local and remote talkgroups to
provide voice interoperability with enhanced capabilities like sharing of group IDs,
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user IDs, and emergency calls and alerts. Up to eight (8) talkgroups can be
linked per connection, and the type of talkgroups that can be linked include radio
local and remote talkgroups, broadband PTT local, and remote talkgroups.

¢ Manual Roaming — Administrators can enable manual roaming by linking home
and foreign talkgroups through the Critical Connect Portal using the talkgroup
linking feature. Home radio users must be programmed and allowed in the
foreign systems being visited. Manual roaming requires the user to change the
channel to affiliate with the foreign system.

¢ Automatic Roaming — Automatic Roaming enables a radio roaming into a
foreign system to continue talking with its home talkgroup without having to
change channels. There is no intervention required by an administrator in the
Critical Connect Portal to enable this feature. This capability is only setup and
configured during Critical Connect onboarding.

¢ Architecture — Critical Connect is hosted in a highly-secured, geographically
separated dual cloud datacenters. All traffic leaving a customer’s premises is
encrypted using AES-256.

¢ Redundancy - Critical Connect offers multiple levels of redundancy. At the
cloud, by default we have in-data center redundancy in addition to geo-
redundancy if a data center is lost. At MPSCS Site 1102, Motorola Solutions has
proposed redundant WRGs with Cryptr units. For backhaul redundancy. Motorola
Solutions proposes ASTRO Connectivity Service (ACS) that includes LTE
backup for connecting to the Motorola Solutions Data Centers.

Local Redundant WRGs - No DSR - Local Redundant ISGWs Iss|
MSI DATA CENTER1 | B2

GW & PoC
Servers

Redundant link (optical fiber link)

MSI DATA CENTER 2

__Fjﬁ}@f -~

GW & PoC
Servers

Figure 2-2: Local Redundant WRGs — No DSR - Local Redundant ISGWs
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2.21

2.2.2

2.2.3

2.2.4

2.2.5

Sensitive Data Encryption

The ASTRO 25 system is configured with end-to-end encryption by including the
WRG Cryptr at Site 1102. The Cryptr will encrypt and decrypt audio on the ASTRO
25 system. Once the traffic traverses into the Cloud through the Internetworking
Firewall; however, the data is protected with FIPS-compliant validated cryptography
(AES-256). Traffic from the ASTRO 25 system to the Motorola Solutions Data Center
will utilize an encrypted TLS connection.

Restricted Traffic

The Internetworking Firewall isolates the Radio Network Infrastructure (RNI) and
Customer Enterprise Network (CEN) from potentially dangerous Internet traffic. The
firewall only allows sessions to the Critical Connect UGW which were initiated by the
Critical Connect Site Link.

Secure Access

The Critical Connect Site Link connects to the Critical Connect WRG by using an
encrypted link. The Critical Connect LMP also uses certificate and passphrase
authentication.

On the subscriber side, the connection to the Critical Connect Site Link is also
encrypted and certificate-authenticated. Each Call Grant conveys a new key, and
Session Traversal Utilities for NAT (STUN) is used to detect traversals.

P25 ISSI (LMR-LMR Interoperability)

The Critical Connect features will support LMR to LMR communication utilizing the
ISSI interface. The ISSI interface enables the home LMR systems linking or patching
of talkgroups with other foreign LMR systems. Emergency Alert and Emergency
Calling as well as Radio Unit IDs are all transferred between compatible systems.

Critical Connect ISSI Features

Talkgroup linking/patching.

Manual Roaming.

Automatic Roaming.

P25 Encryption with Critical Connect AES-256 keys.
P25 Encryption End-to-End for LMR.

NOTE: Motorola Solutions is in the planning stages of P25 CAP ISSI interoperability testing
Critical Connect. Testing will be conducted through accredited product testing services
provided by Compliance Testing LLC. Testing is expected to be completed the first half of
2021.

Site Link Interface (LMR-BB)

The newly released Critical Connect Site Interface is an enhanced add-on for Critical
Connect that would enable PTT functions between LMR ASTRO systems and
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2.2.6

2.2.7

Broadband networks, as well as establish end-to-end connectivity for future add-on
services. Critical Connect Site Interface would allow MPSCS users to:

¢ Send and receive private calls between broadband users and ASTRO 25 users.

¢ Send and receive emergency alarms between the ASTRO 25 system and
broadband users.

¢ Group Regrouping including Supergroup Call (applicable to LMR to BB and BB to
BB, not to LMR to LMR).

Using the site interface on an ASTRO 25 system, Motorola Solutions Broadband
PTT subscribers can be registered as home users on the ASTRO 25 system
providing a tighter integration between ASTRO and broadband PTT users. The
broadband devices must be configured in the Provisioning Manager. The site
interface offers scalable dynamic re-grouping (i.e., super-grouping LMR to BB and
BB to BB), talkgroup priority controls, and private calling for home broadband PTT
subscribers. Just as with ISSI, this connection is encrypted End-to-End with the use
of the Cryptr unit with AES and the WRG to UGW is encrypted through TLS.

An LMR Multicast Proxy (LMP) is added to the Zone Core servers to convert
between unicast (for the cloud) and multicast (for the P25 radio system) between the
Zone Controller and the Universal Gateway in the cloud.

ASTRO Connectivity Service configured with Critical Connect
Capacity

A main and redundant Wireless Radio Gateway (WRG) has been proposed. The
WRG supports 50 simultaneous LMR to LMR (ISSI) talkgroup calls. The WRG can
be expanded by adding up to three (3) more virtualized WRGs (installed on the
proposed WRG server) to support a total of 200 simultaneous LMR to LMR (ISSI)
talkgroup calls. Security Update Service for WAVE is in development; target
release is second quarter 2021.

Site Link Interface supports up to 2000 Broadband subscribers per Virtualized Wave
Radio Gateway. Additionally, Land Mobile Proxies (LMPs) have been included to
support Broadband to LMR calls. The LMPs are installed on the existing Core VMS
servers, VMS01 and VMSO02. One (1) LMP is included to support 27 simultaneous
Broadband to LMR (FDMA) calls or 36 simultaneous Broadband to LMR (TDMA)
calls. Up to four (4) LMPs can be deployed on the system for a total of 108
simultaneous Broadband to LMR (FDMA) calls or 144 simultaneous Broadband to
LMR TDMA calls or a combination of both. The additional LMPs would be installed
on VMSO07 and VMSO08 servers which are included.

Critical Connect Portal

Through the Critical Connect portal, users have access to a variety of management

tools and capabilities, as well as a map of internal and external talkgroups—different
types of talkgroups, such as ASTRO 25 radio and broadband, are supported. Users

have the ability to remove or reject pre- approved talkgroups as necessary.

Through the Critical Connect portal, Motorola Solutions’ Link Manager enables
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interoperability across broadband PTT talkgroups and LMR talkgroups, providing
secure, web-based access to broadband talkgroups and LMR talkgroups that are
part of an agency’s configuration. Users can dynamically link one or more broadband
and LMR talkgroups (up to eight talkgroups per connection or tile). The Critical
Connect Portal also allows users to share a talkgroup outside of their agency to other
agencies, using an “Invite-Approve-Reject” model in these situations. Talkgroups
shared outside of an agency are viewed as external talkgroups. Agency
administrators can create a talkgroup link across internal as well as external agency
talkgroup. See Figure 2-6.

a4 Patch Manager

At TALKGROUPS + W PATCHES

BB dF 6567

Figure 2-6: Critical Connect Portal’s Patch Manager Screen

2.3  ADDITIONAL CRITICAL CONNECT INTERFACES

The Critical Connect platform is equipped with multiple interfaces allowing it to bridge
different disparate radio systems and Motorola Solutions’ Broadband PTT solutions.
Land Mobile Radio users are able to connect to multiple different types of systems
across multiple boundaries with one connection to Critical Connect.

231 Radio-over-IP (ROIP) Link

Included in the premium package, is the
Radio-Over-IP (RolP) access. RolP allows
an ASTRO 25 customer using Critical
((( ))) Connect to link non-standard based radio
é Critical systems such as analog radio sites, non-
Connect g

ASTRO®25 RolP

o~ - ASTRO trunked and conventional sites, and
DMR type systems with their home radio
talkgroups.

|
&

|0
—e

RolP provides basic voice and PTT control
‘ (COR signaling) that is converted into an

accessible talkgroup by Critical Connect and

can be linked (patched) to other talkgroups.
WAVE CC
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To enable this feature, Critical Connect customers must license the RolP link feature
and procure the RolP gateways from Cubic Vocality or one of its dealerships.

Critical Connect uses third-party RolP gateways to support this functionality. Today,
we use the Cubic Vocality RolP Gateway. Using Cubic’s Vocality RolP gateway,
users can connect a donor radio or control station’s 4-wire* interface and convert it
into a secure IP-based radio talkgroup that will show up in the Critical Connect
Portal as another talkgroup.

The Vocality RolP gateway uses a secure TLS AES-256 connection to Critical
Connect, providing a secure IP connection for radio communications. Once the
talkgroup is available in the portal, it can be linked with other resources such as P25
talkgroups and/or Broadband PTT talkgroups.

With the Vocality RolP gateway, up to four talkgroups per gateway can be configured
to connect to Critical Connect.

* Motorola Solutions recommends using donor radios or control stations that providle COR
signaling for the best user experience. Most mobile radios do this but typically portable
radios do not provide a COR signal.

23.2 MOTOTRBO Link
® MotoTRB! Included in the premium package is
e i MOTOTRBO Link access. MOTOTRBO
access grants ASTRO 25 customers of
((( ,)) Critical Connect the access to radio
A Critical users of MOTOTRBO systems like K-12
c school systems, universities, utilities and
onnect ST . .
public civilian systems relying on this
/ technology. Critical Connect customers
Lo l will be able to link P25 and MOTOTRBO
—"T —— talkgroups easily through the use of the
Critical Connect Portal. This connection
can also be expanded to include
Broadband PTT.
The MOTOTRBO link interface is
compatible with several different flavors
of MOTOTRBO such as Capacity Plus,
Link Capacity Plus, Capacity Max and IP
Site Connect.
WAVE
To enable this feature, Critical Connect
customers must license the MOTOTRBO link feature and MOTOTRBO customers
must procure the TRBO WRG gateway through the “bring your own gateway” offered
by commercial dealers.
2.3.3  Datanterface

Critical Connect leverages the ASTRO 25 IMW interface to bring additional bridged
data capabilities to APX, APX NEXT and Motorola Solutions’ broadband PTT
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2.3.4

24

devices. This interface to your existing IMW or the redundant IMW is included and
will provide you with the ability to add data capabilities described below. These data
capability services are available for use through CAD and dispatch applications®.

Text messaging
Presence*
Affiliation*®
Location services*

*Upcoming 2021 services and applications.

Presence and Location licenses for the IMW are required as the agencies are added.
Costs to add these licenses would be quoted at the time, and the costs are
dependent on the number of agency users being added (one license per user).
Location services requires the transport and display of locations coordinates to end
user agency’s mapping application. CAD or Command Central Aware are two
applications that are available for displaying location. Costs for each agency are
dependent on their mapping application and require a REST interface to the IMW.

APX Next and Broadband devices will report their location over the LTE network into
the Cloud. APX radios reporting their location over the ASTRO 25 radio system
would require Enhanced Data operation on the ASTRO 25 radio system to support
location reporting.

Gateway-to-Gateway Interface

Motorola and MPSCS will discuss the viability of establishing a gateway-to-gateway
interface in the future, with the required network security stack, to support
connectivity to Critical Connect by the locals without requiring dedicated ACS
connections during the DDP process.

WAVE PTT SOLUTION OVERVIEW

To offer greater flexibility and allow agencies to implement a device-agnostic and
carrier-independent policy for push-to-talk (PTT) communications, Motorola Solutions
offers WAVE integration to Critical Connect customers.

As part of the implementation of this solution, Motorola Solutions will host a
workshop for collaboration with MPSCS to define the customer onboarding and
migration process.

WAVE is a cloud-based solution that enables interoperable PTT across devices,
networks, and locations. Users receive instant, reliable PTT that extends
communications beyond the coverage provided by an LMR system. With easy
installation and straightforward provisioning of new users, WAVE can easily scale
and adapt as needs evolve. Costs are kept predictable with a low monthly
subscription, offering reliable and budget-friendly unified communications. This
simplified pricing structure consists of a monthly, per-user plan with broadband and
LMR interoperability.

WAVE enhances your Critical Connect solution with the following benefits:

e Enables ASTRO 25 to broadband PTT WAVE communications, leveraging the
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latest broadband LTE and Wi-Fi nationwide coverage to support varying
communications needs.

Eliminates communication barriers between agencies by enabling virtual
connections, as communication needs arise.

On-demand fleet-maps provide flexible communications that adapt to changing
needs.

Critical Connect offers inter-agency group voice communication between ASTRO
25 radios and broadband mobile devices.

WAVE offers users the following capabilities:

Group Call — Talkgroup participants (including both LMR and WAVE users,
WAVE-only users, and LMR-only users) can make group calls using any WAVE
application. Users select the talkgroup, push-to-talk, and the talkgroup can hear
the speaker’s transmission and can reply. Talkgroups and assigned participants
are created and managed by the WAVE Central Administration Tool.

Individual Private Call — Make private calls between two WAVE users. A user
selects the person they wish to call from a contact list available within the
application and can communicate with a simple button press.

Text Messaging — Send and receive group text messages with other WAVE
users in a talkgroup.

Multimedia Sharing — Share images or videos from the gallery or directly from
the camera. Users can share with other users or a group, and can view received
videos and photos, play or save to their device. Users’ history saves media to
view when they login. Live Streaming available at an additional monthly rate.

Location — Users can see where WAVE group members are located on a map.

Voice Message Pre-Recorded or Record-and-Send — Users can record a
message that can be sent to a group or to a contact. Voice messages can be
played back by users at any time.

Persistent Threaded History on Client — Users can see the history of text
messages and PTT events for group or private calls even if they log out and log
back in. Events that happened while they were logged out will be pushed down to
the client so that they are caught up.

PTT from Lock Screen — Users can quickly PTT from a device’s lock screen
without having to unlock the device or go through the application. This is
exclusive to Android devices.

Headset Integrations — Wired or Bluetooth headsets can be used to respond
hands-free in any situation.

WAVE users engage with two different, interoperable clients: the WAVE Mobile
Client and WAVE Dispatch Client. Each client grants access to enhanced WAVE
PTT features, as shown in the table below.

(This space is intentionally blank)
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WAVE Mobile

Table 2-1: Enhanced WAVE PTT Features

WAVE PTT Plus

WAVE Dispatch

WAVE Dispatch Plus

Application

PTT (Private and Group
Calling).

Presence and Alerts.

Secure Messaging and
Multimedia.

Location & Mapping
Services.

Administrator and User-
managed Contacts /
Groups.

Integrated Web-based
Broadband Dispatch
Console.

PTT (Private and Group
Calling).

Presence and Alerts.

Secure Messaging and
Multimedia.

Location & Mapping
Services.

Administrator and User-
managed Contacts /
Groups.

Integrated Web-based
Broadband Dispatch
Console.

Emergency Services.

User Check and
Monitor.

Ambient and Discreet
Listening.

Large Talkgroup Size
(3000).

Application
PTT (Private and Group
Calling).
Presence and Alerts.

Secure Messaging and
Multimedia.

Location & Mapping
Services.

Administrator and User-
managed Contacts /
Groups.

Integrated Web-based
Broadband Dispatch
Console.

PTT (Private and Group
Calling).

Presence and Alerts.

Secure Messaging and
Multimedia.

Location & Mapping
Services.

Administrator and User-
managed Contacts
/Groups.

Integrated Web-based
Broadband Dispatch
Console.

Emergency Services.
User Check and
Monitor.

Ambient and Discreet
Listening.

Large Talkgroup Size
(3000).

Dynamic Area
Talkgroups.

MC Streaming Video.

(This space is intentionally blank)
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Figure 2-7: Examples of PTT Call Ready Radio Screen, Active Emergency, and
Location Services Screen
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WAVE is compatible with Android and iOS devices over 3G, 4G, and Wi-Fi networks
globally, providing hardware flexibility to fit different customer setups.
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Figure 2-8: Example of the WAVE Dispatch Screen
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241 WAVE Administration Portal

WAVE’s Central Administration Tool (CAT) helps administrators manage user
contacts and talkgroups. The WAVE Administration Portal allows users to manage
PTT user profiles and permissions, talkgroups, and external users.

o PTT Users Management: Allows users to manage the PTT user profile such as
name, email ID, and permission type.

o Talkgroups Management: Allows users to manage talkgroups including,
assigning avatar, talkgroup scanning, supervisory override, permission to the
talkgroup members for call initiation, and receive and in call accessibility. There
are three types of talkgroups that users can manage: standard, dispatch, and
broadcast groups.

o External Users Management: Allows users to manage users external to the
corporation.

¢ Interop Connections Management: Allows users to manage the connections
between Critical Connect and PTT.

o User Sets: Allows users to manage the user sets to PTT Users, Talkgroups, or
Integrated Users.

Talkgroups
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Figure 2-9: Example of the WAVE CAT Screen
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2.5 INFRASTRUCTURE UPDATES

Further changes are required at the UNC and the Provisioning Manager to
implement Critical Connect. A summary of the required changes are listed below.
For a detailed step by step explanation of the procedures see Addendum 2.

Configure the WAVE Oncloud System Under Foreign System Configuration.
Configure the Foreign Systems Configuration in the UNCW.

Configure the Registration Lifetime In the UNCW.

Configure the Foreign System Frequency Band Plan in the UNCW.
Configure the Foreign Site Configuration in the UNCW.

Configure Adjacent Sites.

Approve Job in UNC.

Verify and Distribute from The Provisioning Manager.

Distributing Home Zone Maps and Conventional Home Zone Maps.
Configure System DNS for The Foreign System IP On The Active Director.
Verify Connectivity Between ISGW and The Foreign System.

Verify DNS Resolution.

Subscriber Programming.

2.6 RESPONSIBILITY MATRIX

IE = Motorola Integration Engineer
Market Team = Motorola Market Team

ST = Motorola System Technologist

Responsibilities

Create and Maintain Project Workbook. IE
Assign Market PM as single point of contact. Market Team / MPSCS
Provide Customer Support representatives with the proper information to

A . MPSCS
assist in Tier 1 support issues.
Create Deployment Schedule. IE / Market Team
Schedule Weekly Project Calls. IE
Verify VMS for LMP installed. Field Eng/ ST
Verify Internetworking Firewall. Field Eng /ST
Order HW/SW/License required. Market Team
Design and collaborate with MPSCS on a Network plan and IP schema Field Eng / ST
for CC deployment.
Complete Field Questionnaire and Config workbook. Field Eng/ ST
Provide a dedicated VLAN for Critical Connect off of existing WAVES5000

MPSCS

subnet.
Update LAN Switch config. Field Eng /ST
Remove existing demo WRG server and Cryptr at site 1102 and relocate .
to the Lab with assistance from MPSCS. Field Eng / ST/MPSCS
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‘ Responsibilities Team
WRG and Cryptr Physical Install / cabling; Qty 2. Field Eng/ ST
Additional Rack Unit space will be needed for accommodating the ACS

equipment. Adequate space is available for additional equipment at MPSCS
MPSCS Site 1102.

Provide adequate electrical power in proper phase and voltage at sites. MPSCS
“Eﬂgsete Critical Connect LMP and Internetworking Firewall Installation Field Eng / ST
Load Key to Cryptr. Field Eng/ ST
Provide Remote Access to WRG Server for IE Team. Field Eng /ST
Configure Qty (2) WRGs. IE
Create a WAVE OnCloud account and provision WAVE OnCloud users. IE
Provision Test TGs and Subscribers for Functional Test / ATP. IE
Create Patching for Functional Test / ATP. IE

Verify WRG - LMP Integration.

IE/ Field Eng / ST

Perform Functionality Test.

IE / Field Eng/ ST

Perform ATP Dry Run.

IE/ Field Eng / ST

Execute ATP with MPSCS.

IE / Field Eng/ ST/

MPSCS
Obtain the list of TGs and Users from MPSCS. Market Team / MPSCS
MotoPatch MPSCS
Provision TGs and Users for close out. IE
Obtain the list of Portal Admin users from MPSCS. Market Team / MPSCS
Provision Portal Admin users. IE

Provide navigation resources for on-boarding process.

IE/MPSCS/PM

Provide training for Corporate App Tool (CAT), Patch Portal and WAVE
app usage.

IE/MPSCS

Transition to CSM / Support Team.

Market Team

(This space is intentionally blank)




do
Added via CN 2, Effective July 1, 2021 MA# 190000000886 i

SECTION 3

CRITICAL CONNECT -
STATEMENT OF WORK FOR
INSTALLATION AND
ONBOARDING

This Statement of Work (SOW) is an integral part of the Subscription Services
Agreement for the Critical Connect Services entered into by Motorola Solutions, Inc.
(Motorola Solutions) and MPSCS (“Agreement”) and will be governed by the terms
and conditions in the Agreement. If there is a conflict between the terms of the
Agreement and the terms of this SOW, the terms of this SOW will govern.

This SOW describes the activities required in deploying a redundant enablement
server (also called a Critical Connect WAVE Radio Gateway Server ["WRG Server])
on an ASTRO 25 customer premises, connecting the WRG Server to Critical
Connect, and connecting the WRG Server to the ISSI Gateway (“ISGW”)/ASTRO 25
Core as well as the redundant RNI-DMZ firewall connections and the HA core setup.
This SOW is an integral part of the Subscription Services Agreement for
interoperability services.

3.1 CONTRACT

3.1.1  Contract Award (Milestone)

MPSCS and Motorola Solutions execute the Agreement and both parties receive all
the necessary documentation.

3.1.2  Contract Administration

Motorola Solutions Responsibilities

e Assign a Project Manager as the single point of contact with authority to make
project decisions.

e Assign resources necessary for project implementation.

¢ Schedule the project kickoff meeting with MPSCS.

MPSCS Responsibilities

e Assign a Project Manager as the single point of contact with authority to make
project decisions.

e Assign other resources necessary to ensure completion of project tasks for which
MPSCS is responsible.
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3.2

3.21

3.3
3.3.1

Completion Criteria

¢ Both Motorola Solutions, Inc. and MPSCS assign all required resources.
e Project kickoff meeting is scheduled.

CONTRACT DOCUMENT REVIEW

Review Contract Document

Motorola Solutions Responsibilities

o Meet with the MPSCS project team.

o Review SOW, Project Schedule, and Acceptance Test Plans, and update the
contract documents accordingly.

o Establish and review interfaces supplied by Motorola Solutions that define the
connection between the MPSCS ISGW (ASTRO 25 Core), WRG Servers, and Critical
Connect in Motorola Solutions data center.

e Submit network topology and configuration to MPSCS for approval.

MPSCS Responsibilities
e The MPSCS'’s key project team participants attend the meeting.

¢ Make timely decisions, according to the Service Deployment Project Schedule.

Completion Criteria

¢ Agreement between Motorola Solutions and MPSCS on updates to contract
documentation.

e Updated contract documentation, which may include updated SOW, Project
Schedule, Network Topology, and Acceptance Test Plans.

ORDER PROCESSING

Process Equipment List

Motorola Solutions Responsibilities

o Validate Equipment List by checking for valid model numbers, versions,
compatible options to main equipment, and delivery data.

e Create Ship Views, to confirm with MPSCS the secure storage location(s) to
which the equipment will ship.

— Ship Views are the mailing labels that carry complete equipment shipping
information, which direct the timing, method of shipment, and ship path for
ultimate destination receipt.

Create equipment orders.

e Reconcile the equipment list(s) to the Contract.
e Procure third-party equipment if applicable.

MPSCS Responsibilities
e Approve shipping location(s).
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3.3.2

Completion Criteria

Motorola Solutions will verify that the equipment list contains the correct model
numbers, version, options, and delivery data.

Install Enablement Server (WRG) Server Equipment

Motorola Solutions Responsibilities

Provide for the installation of redundant WRG Servers and associated network

equipment that will interface with the following network connections:

— ISGW Gateway and External Critical Connect Servers.

All equipment will be installed employing a standard of workmanship consistent

with Motorola Solutions R56 installation standards and in compliance with

applicable National Electrical Code (NEC), EIA, Federal Aviation Administration

(FAA)/Transport Canada, and FCC standards and regulations/Industry Canada.

Remove existing WRG Server and Cryptr box from demo equipment at 1102 and

relocate to the Lab for MPSCS to use.

Receive and inventory all equipment.

Bond the supplied equipment to the existing site ground system in accordance

with Motorola Solutions R56 standards.

Coordinates the receipt of the equipment with MPSCS’s designated contact, and

inventory all equipment.

Provide the R56 requirements for space, power, grounding, HVAC, and

connectivity requirements at each site.

Motorola Solutions will perform installation tasks on site as outlined in the Method

of Procedures (MOP).

— NOTE: Manual and Automatic Roaming functionality requires additional
configuration through the ASTRO provisioning manager that is not covered
under the Critical Connect onboarding services.

+ MPSCS will use the provisioning manager and be able to implement the
required configuration updates with guidance from the Motorola Solutions’
ASTRO team. These necessary changes were addressed in the above
System Description.

MPSCS Responsibilities

MPSCS agrees to provide rack space and power at MPSCS Site 1102 site

location as part of the deployment of the Critical Connect Service.
Rack & Power QTY R/U Depth Power Plug
Requirements

HP Server 2 2 48” 15A/Unit NEMA 5-15p

Cryptr 4 1 8” .3A/Unit NEMA 5-15p

— NOTE: Additional Rack Unit space will be needed for accommodating the
ACS equipment. Motorola Solutions assumes adequate space is available for
additional equipment at MPSCS Site 1102.

Additional MPSCS Responsibilities

Provide secure storage for the Motorola Solutions provided equipment at a
location central to the site.
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3.4

3.4.1

¢ Coordinate the receipt of the equipment with Motorola Solutions and inventory all
equipment.

e Provide access to the sites, as necessary.

¢ Provide adequate electrical power in proper phase and voltage at sites.

¢ Confirm that there is adequate utility service to support the new equipment and
ancillary equipment.

o Ensure that each site meets the R56 standards for space, grounding, power,
HVAC, and connectivity requirements.

¢ Provide site owners/managers with written notice to provide entry to sites
identified for Motorola Solutions personnel.

e Provide IT support, as needed, during project implementation.

e MPSCS is responsible for providing broadband devices with broadband service
and ASTRO 25 radios for Functional Acceptance Testing.
— NOTE: Subscriber radio programming and services are not included. If

required, a separate quote can be provided upon request.

e MPSCS is responsible for assigning a representative to witness system

acceptance testing.

FUNCTIONAL ACCEPTANCE TESTING

Motorola Solutions, Inc. will provide an Acceptance Test Plan (ATP) based upon
the Critical Connect Services being onboarded. The ATP will outline the testing
procedures and acceptance criteria required to demonstrate ‘normal operation’ of
the Critical Connect services.

Perform Functional Testing

Functional acceptance testing will occurs in four(4) phases in a series of agile
sprints as follows:

e Phase 1 - LMR to LMR functional acceptance testing using the
P25 ISSI connection described in section 2.2.4.

e Phase 2- LMR to broadband functional acceptance testing using
the Site-Link Interface described in section 2.2.5.

e Phase 3 — Broadband to functional acceptance testing.
o Phase 4 — Aware client functional acceptance testing.

Motorola and MPSCS will determine the optimal installation plan for the
necessary equipment and network modifications to support the functional
acceptance testing for each phase during the DDP process.

Functional acceptance testing for Phase 1 will include testing of the redundant
wireless network link to ensure that link performs as expected with respect to
latency and timing.
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3.4.2

3.5

Motorola Solutions Responsibilities

¢ Motorola Solutions will perform Functional Acceptance Testing of the procedures
outlined in the ATP.

MPSCS Responsibilities
¢ Witness the functional Acceptance Testing.

Completion Criteria

Successful completion and MPSCS approval of the functional testing

¢ A Field Functional Test will be performed after completing the on-site installation
and setup of the WRG Servers, and necessary configuration for Broadband to
ASTRO 25 and ASTRO 25 to ASTRO 25 Interoperability.

System Acceptance Test Procedures (Milestone)

¢ Successful demonstration of functional tests outlined above to the MPSCS users
participating in the testing will constitute successful system acceptance by the
MPSCS. The acceptance criteria is 100% passing of the tests outlined in the
ATP, inclusive of specific tests to ensure CAP compliance, and witnessed by
MPSCS.

NOTE: ATP must be scheduled within the month following the successful
implementation of Critical Connect. Failure to execute the ATP
within this timeframe will constitute successful system acceptance by the
MPSCS.

Dependencies and Assumptions

o MPSCS responsibilities are outlined in this SOW above. All MPSCS
responsibilities must be met after the contract signing and prior to the start of the
installation on the MPSCS site.

o If any of the MPSCS responsibilities are not met, start and/or completion of the
installation activity and service start date would be delayed. Motorola Solutions,
shall not be responsible for any delays or non-performance caused by MPSCS
failing to meet MPSCS responsibilities.

o If extraordinary delay is caused in start and/or completion of installation and
setup of the site equipment is caused because of not meeting any of the MPSCS
responsibilities, modification of implementation schedule will be required.

PROJECT SCHEDULE

Motorola Solutions understands the importance and priority for MPSCS to have the
Critical Connect solution operational for their public safety customers. It is also in
Motorola Solutions’ best interest to move as quickly as possible in reaching a
successful deployment of the proposed solution. A final schedule will be reviewed
and agreed upon jointly with the MPSCS team at the Detailed Design Review.
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SECTION 4

CRITICAL CONNECT -
STATEMENT OF WORK FOR
REQUEST FULFILLMENT

4.1 AGREEMENT

This Statement of Work (SOW) is an integral part of the Subscription Services
Agreement for the Critical Connect Services entered into by Motorola Solutions, Inc.
(Motorola Solutions) and MPSCS (“Agreement”) and will be governed by the terms
and conditions in the Agreement. If there is a conflict between the terms of the
Agreement and the terms of this SOW, the terms of this SOW shall prevail.

4.2 REQUEST FULFILLMENT BY SERVICE DESK

Request Fulfillment is a service, as defined herein, available to the MPSCS with a
Critical Connect subscription managed by Motorola Solutions. Request Fulfillment
enables users of Critical Connect to request support services as set out in this SOW
(“Fulfillment Services”). MPSCS or its authorized Critical Connect users (“‘Users”)
may request the Fulfillment Services through Request Fulfillment.

The objectives of Request Fulfillment Service are as follows:

¢ Provide a mechanism for users of the Critical Connect Services to request and
receive Fulfillment Services set forth in this SOW.

e Provide information to the MPSCS and Users about the availability of Fulfillment
Services and the pre-defined approval and qualification procedures for obtaining
them.

o Assist with general information or questions.

4.2.1 Service Desk

Motorola Solutions has established a service desk to monitor, escalate, provide
dispatch assistance, and fulfill service requests (“Service Desk”).

The Service Desk provides a single point of contact for Users of Critical Connect on
a day-to—day, 24x7 basis. The Service Desk handles all incidents and service
requests, using specialized, proprietary software tools and methodologies to log and
manage all such events.

The primary goal of the Service Desk is to provide incident resolution and restoration
of service to ‘normal operation’ as demonstrated during the functional acceptance
testing. Restoration of service may involve fulfilling a service request or handling
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relevant queries about a service process that is needed to allow Critical Connect
services to return to normal operation.

The Service Desk contributes to an integrated service management approach
through:

Answering MPSCS or User phone requests regarding Critical Connect service
issues in accordance with the timeline metrics set forth in the Customer Support
Plan (CSP). The CSP is an integral part of this SOW and once agreed upon by
the parties, will be automatically incorporated into this SOW.

Responding to phone calls regarding Fulfillment Service, Critical Connect, and/or
security matters relating to the Fulfilment Services.

Receiving and responding to emails on matters regarding reported issues or
requested services.

Monitoring and receiving MPSCS or User incident tickets.

Verifying, analyzing, and validating reported issues.

Performing initial impact analysis of reported incidents.

Opening, issuing, or updating corresponding incident tickets, as appropriate.
Escalate to the next level of support within the period of time set forth in the CSP,
if required.

4.2.2  Fulfillment Service Process Descriptions

Request Fulfillment utilizes the following process:

Receive Service Request — Requests are submitted through a pre—defined
process agreed upon by Motorola Solutions and the MPSCS in the Customer
Support Plan (CSP). The CSP is an integral part of this SOW and once agreed
upon by the parties will be automatically incorporated into this SOW.

Logging and Validation — Service Requests are logged with a Service Request
record created at the Service Desk with relevant information and a description of
the request.

Categorization and Prioritization — Service Requests are categorized by type and
nature, and prioritized in relation to other new and existing requests to determine
the sequence in which they will be fulfilled. Priority is determined based on
severity, level of effort, benefit to the organization and urgency to the requestor.
Review and Authorization — Service Requests are reviewed for categorization,
prioritization, and User profiles to determine the correct level of agreed upon
authorization. Requests also may have functional and/or financial impacts which
are factors considered during authorization.

Execution and Closure — Service Requests are routed to the appropriate
fulfillment team. The fulfillment team follows documented procedures for fulfilling
the request. Certain requests, such as questions or inquiries, may be completed
by the Service Desk, acting as first-line support, while other Service Requests
are forwarded to specialist groups and/or suppliers for fulfillment.

4.2.3  Roles and Responsibilities

Motorola Solutions Responsibilities

Make available all Service Desk contact options and contact information.
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4.3

4.3.1

4.3.2

¢ Modify existing Customer Support Plan.

¢ Respond to requests in accordance with the pre—defined severity levels set forth
in the CSP.
Log, validate, categorize and prioritize all received requests.

e Manage and fulffill service requests.

MPSCS Responsibilities

e Provide all relevant and accurate information requested by Motorola Solutions in
order to develop a CSP or modify an existing one.

e Collaborate with Motorola Solutions to document service request and approval

process.

Ensure Users are notified about the request process and required authorizations.

Contact Motorola Solutions, as necessary, with service requests.

Ensure appropriate requests are pre—authorized, as required.

Cooperate with Motorola Solutions and perform all acts and provide all

information in a timely manner that is necessary to enable Motorola Solutions to

respond to service requests.

e Support closure of request as requested by the Service Desk.

e Obtain any third-party consents for Motorola Solutions to provide the
FulfilmentService, if applicable.

CRITICAL CONNECT TECHNICAL SUPPORT

This SOW introduces the Technical Support service which is part of Service
Delivery Management for Critical Connect. The objective of Technical Support is to
provide administrative support of the Critical Connect Service.

Fulfillment Service Description

Motorola Solutions Critical Connect Technical Support provides support calls for
technical requests and incidents from authorized points of contact from MPSCS to
help MPSCS in resolving issues.

Technical Support standard operating hours are 8/5/5, Monday through Friday. Calls
can be made to the Motorola Solutions Help Desk 24x7; however, only Severity 1
(total service outage) issues will be addressed by Technical Support outside of
standard operating hours. Please refer to the CSP for severity definitions and
associated target service response windows.

Roles and Responsibilities

Motorola Solutions Responsibilities

Provide Technical Support 8/5/5, Monday through Friday.

¢ Receive Technical Support request at the Service Desk and categorize.

o Verify access request for User authenticity and the legitimate right to access the
service being requested.

¢ Define problem based on the following parameters:
— Critical Connect Server Connection issue.
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4.4

4.5

4.5.1

— Internet Connectivity verification.

— Password Reset.

— Verify with MPSCS the proper functioning of the Critical Connect service
based on troubleshooting steps performed.

MPSCS Responsibilities

Designate authorized personnel as Administrators.

o Reference the CSP for appropriate severity levels and call routing procedures.

¢ Provide Motorola Solutions Customer Support representatives with the proper
information to assist in Tier 1 support issues.

e MPSCS to provide a dedicated VLAN for Critical Connect off of the existing
WAVES000 subnet.

¢ Verify with Motorola Solutions the proper functioning of Critical Connect based on
troubleshooting steps performed.

¢ Obtain third party consents, as necessary for Motorola Solutions to provide the
Fulfilment Service.

INFRASTRUCTURE HARDWARE REPAIR

Motorola Solutions provides a hardware repair service for identified infrastructure
equipment supplied by Motorola Solutions. A Motorola Solutions authorized Repair
Depot manages the repair of Motorola Solutions supplied equipment, as well as
coordinating the equipment repair logistics process. The Critical Connect application
software will reside on redundant HP DL380 servers. Any hardware related support
issues with the HP server will be directed to HP via the Motorola Solutions SSC
Service Desk (Call Center Operations Team). Each HP DL380 server will have (2)
Motorola Crypters (used for encryption on both ISSI and SLI).

CRITICAL CONNECT ON-SITE SUPPORT

Motorola Solutions’ On-Site Support service is triggered during the initial support
process if it is determined that an on-site technical representative is needed to
access error logs or address issues with the Critical Connect WAVE Radio Gateway
(WRG) hardware. The Motorola Solutions On-Site Support service provides incident
management and technical service support to enable on-site incident resolution
relating to the Critical Connect WAVE Radio Gateway (WRG) hardware. The On-Site
Support is delivered in conjunction with a third-party services provider (On-Site
Service Provider). The On-Site Service Provider is responsible for providing On-Site
Support through the On-Site Support to ensure strict compliance with committed
response and resolution times outlined in the CSP.

On-Site Support Description

The Motorola Solutions Service Desk will dispatch an On-Site Service Provider and
then provide support to maintain contact with the On-Site Service Provider until
system restoral.

Once dispatch is issued and received, the On-Site Service Provider will respond to
the MPSCS location based on pre-defined severity levels set forth in the CSP.
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4.5.2

4.5.3

Motorola Solutions Technical Support will provide support and maintain contact with
the On-Site Service Provider until system restoral and incident closure occurs. The
On-Site Service Provider will be required to provide incident status updates on a
predefined basis to allow tracking of incident status.

As part of the On-Site Support service delivery, a detailed On-Site Support service
process will be designed and developed according to MPSCS’ needs and policies
and documented in the CSP. The On-Site Support service process provides the
required procedures to ensure standardized methods are used both reactively and
proactively to resolve deviations from normal operations.

Scope

On-Site Support is available in accordance with Severity Level Definitions and
Response Time Commitments listed in the CSP.

Roles and Responsibilities

Motorola Solutions Responsibilities

¢ Respond to dispatch request as required by the On-site Support Service process.

o Ensure the required service personnel have access to the MPSCS sites as
needed.

e Servicer will perform the following on-site activities:

— Run diagnostics on the server or network equipment.

— Replace defective server or network equipment as required.

— On-site servicer ensures that faulty server or network equipment is sent for
repair with associated Return Merchandise Authorization (RMA).

— Provide materials, tools, documentation, physical planning manuals,
diagnostic/test equipment, and any other requirements necessary to perform
the maintenance service.

— If a third-party vendor is needed to restore the system, the Servicer will
accompany that vendor onto MPSCS’s premises as needed.

— Escalate the incident to the appropriate next level of support upon expiration
of defined response times.

— Notify Service Desk that the incident is resolved.

— Notify MPSCS of case status as defined by the CSP.

— Provide On-Site Support activity reports to MPSCS if requested.

MPSCS Responsibilities

¢ Contact Motorola Solutions, as necessary, to request On-Site Support.

¢ Provide Motorola Solutions with the following pre-defined MPSCS information
and preferences for inclusion in the CSP.
— Case notification preferences and procedure.
— Repair verification preference and procedure.
— Escalation procedure forms.

e Submit changes in any information supplied in the CSP to the Service Delivery
Manager (SDM).

e Allow servicers access to facilities and equipment.
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o Verify with the Service Desk that restoration is complete or system is functional, if
required by repair verification preference provided by the MPSCS.

o Cooperate with Motorola Solutions and perform all acts that are reasonable or
necessary to enable Motorola Solutions to provide these Fulfillment Services.

(This space is intentionally blank)
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SECTION §

ASTRO 25 CONNECTIVITY
SERVICES

5.1 OVERVIEW

Motorola Solutions’ ASTRO® 25 Connectivity Service provides network backhaul to
support the MPSCS’ mission-critical ASTRO 25 communications. The backhaul
connection will link the ASTRO 25 core site at 1102 with the Motorola Solutions
hosted Data Centers to support the Critical Connect feature. The ASTRO 25
Connectivity Service removes the complexity of multi-vendor management for the
ASTRO 25 radio network and backhaul by establishing a fully-managed end-to-end
backhaul service. The connection can be provisioned with additional bandwidth as
new features are added.

Motorola Solutions will provide and install equipment to support the backhaul
service, as described in Section 5.3.6: ASTRO 25 Connectivity Service Sites and
Equipment. In addition to providing the backhaul equipment and services, Motorola
Solutions will maintain and manage network availability, as described in this
Statement of Work. Services in the SOW are delivered by Motorola Solutions and its
partners.
This Statement of Work (“SOW?”), including all of its subsections and attachments is an
integral part of the Managed Services Agreement (“Agreement”) or other signed agreement
between Motorola Solutions, Inc. (“Motorola Solutions”) and the Customer (“MPSCS”), and
is subject to the terms and conditions set forth in the existing Maintenance and Service
Agreement.

5.2 PREREQUISITES

The ASTRO 25 Connectivity Service is integrated with existing ASTRO 25 service
packages when proposed to connect ASTRO 25 infrastructure. The ASTRO 25
Connectivity Services will use the existing infrastructure Maintenance and Service
package that is currently in place. The ASTRO 25 Connectivity Service to MPSCS’
ASTRO 25 infrastructure core will be automatically canceled if MPSCS cancels their
ASTRO 25 service package.

The use of the features in the “Critical Connect” application is specifically dependent
on the communications from the Motorola ASTRO 25 Wave Radio Gateway software
to the Critical Connect software located at the Critical Connect data center. The
ASTRO 25 Connectivity Service is only offered and available to ASTRO 25 systems
that provide Public Safety Radio Services. The service is designed specifically to
enable the use of Motorola Solutions information based applications including Smart
Connect, Smart Locate, Critical Connect with Wave Communicator, and other cloud
and hosted applications provided by Motorola Solutions. The service is not designed
to support non Motorola Solutions ASTRO 25 or Application voice or data.
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5.3

5.3.1

5.3.2

5.3.3

The ASTRO 25 Connectivity service does not require separate service packages to
support cloud-hosted Motorola Solutions software products like Cirrus Central
Management. The ASTRO 25 Connectivity Service is available to support cloud-
hosted applications purchased from Motorola Solutions by MPSCS.

PRODUCT AND INSTALLATION

Scope

Motorola Solutions will provide and manage connectivity service between MPSCS’
ASTRO 25 core site 1102 as noted in Section 5.3.6: ASTRO 25 Connectivity
Service Sites and Equipment.

Motorola Solutions Responsibilities

Motorola Solutions will fulfill the following responsibilities to provide the ASTRO 25
Connectivity Service:

¢ Provide equipment noted in Section 5.3.6: ASTRO 25 Connectivity Service Sites
and Equipment to establish connectivity between MPSCS’ network elements and
MPSCS 1102 site noted in the same table.

¢ Install equipment supplied by Motorola Solutions. Installation period can be within
45 business days from the time Motorola Solutions receives and processes the
order. A final installation schedule will be reviewed and agreed upon jointly with
MPSCS to combine the Critical Connect SOW at the Detailed Design Review.

¢ When available and approved by MPSCS, Motorola Solutions may use MPSCS-
owned or MPSCS-managed resources at no additional cost to Motorola Solutions.

o Cooperate with MPSCS to schedule the implementation of the ASTRO 25
Connectivity Service.

e Coordinate the activities of any Motorola Solutions subcontractors necessary to
provide this service.
Administer safe work procedures for installation.

e Assist MPSCS with operating and using the system during cutover.

¢ Motorola Solutions may, in our own discretion, choose to modify the backhaul
design. These changes will result in equivalent or improved capacity, cost,
reliability, or availability.

MPSCS Responsibilities

MPSCS will fulfill the following responsibilities to provide the ASTRO 25 Connectivity
Service:

e Ensure that Site 1102 meets space, grounding, power, and connectivity
requirements for equipment installation.

¢ Obtain all licensing, site access, or permitting required for project
implementation.
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Provide a dedicated delivery point, such as a warehouse, for receipt, inventory,
and storage of equipment prior to delivery to the site(s) if requested by Motorola
Solutions.

Ensure existing sites or equipment locations have sufficient space available for
the system, as specified by Motorola Solutions™ R56 Standards and Guidelines
for Communication.

Ensure that existing sites or equipment locations have adequate electrical power
in the proper phase, in the proper voltage, and with necessary site grounding to
support the requirements of the equipment provided with the ASTRO 25
Connectivity Service.

Perform any location upgrades or modifications.

Obtain and maintain approved local, State, or Federal permits necessary for
installing and operating the proposed equipment.

Provide any required system interconnections not specifically included in the
ASTRO 25 Connectivity Service. Links provided by the ASTRO 25 Connectivity
Service are outlined in Section 5.3.6: ASTRO 25 Connectivity Service Sites and
Equipment.

Perform work that is necessary to complete the project and is outside the scope
of the installation services provided by Motorola Solutions.

MPSCS shall provide access and accommodations to install wireless LTE back
up.

MPSCS will notify Motorola Solutions of any maintenance that may affect the
operating status of the Managed Devices using a Customer Maintenance Change
Management Request via the Helpdesk or MyView Portal. Examples of
maintenance activities include: powering down the site, a Motorola Solutions’
managed device, or a third-party Network Terminating Unit, or resetting,
recabling, or moving equipment components.

If a Motorola Solutions representative visits the MPSCS Site or works remotely, at
MPSCS’ request, to investigate an issue with the Connectivity services, and the
Motorola Solutions representative determines the Connectivity Services are
functioning properly or is prevented from resolving the issue because MPSCS did
not provide access or reasonable assistance, MPSCS will be charged at
published or negotiated time and material rates.

In the event Motorola Solutions agrees to manage any of MPSCS’ equipment
components and determines that those components need to be upgraded before
Motorola Solutions can manage them, MPSCS will need to perform any upgrades
required to support Motorola Solutions’ management. Potential upgrades that
might be necessary include: upgrades for Managed Device Enhanced Features,
end-of-life conditions, and the like. Motorola Solutions will manage those MPSCS
equipment components after the necessary upgrade is complete.

Upon Motorola Solution’s request, MPSCS or designated field service technician
will reboot the Managed Devices, provide the LED light statuses of the third-party
provider Network Terminating Unit where applicable, verify equipment power,
verify that cables are securely connected, and insert a loopback plug.
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5.3.4  Availability Commitment

Service Level Availability Objectives

Motorola Solutions’ ASTRO 25 Connectivity Service includes service level
objectives, calculated using a standard formula. Active network sites during the
reporting period will only be monitored for availability when active, so Motorola
Solutions will not factor mobile sites not in active use into availability calculations.
Motorola Solutions will monitor service availability 24 hours a day, 7 days a week.

Availability Calculation

For the ASTRO 25 Connectivity Service, Motorola Solutions will provide MPSCS with
availability metrics for sites. ASTRO 25 Connectivity Service availability is the
percentage of time that the circuit is available within a given calendar month.

Motorola Solutions will determine connection availability individually for each of the
MPSCS’ ASTRO 25 Connectivity Service connections. Availability is calculated
monthly by computing the total number of Critical priority incident outage minutes in
a calendar month and dividing that by the total number of minutes in a 30-day
calendar month. Availability is calculated after a Critical incident ticket is opened. If
the site has backup connectivity, this is factored into the availability calculation. The
formula for computing availability is as follows:

Availability (%) = (1 — (Total minutes of site Hard Outage per month + Number of days in
month x 24 hours/day x 60 minutes/hour) ) x 100.

Table 4-1 provides Motorola Solutions’ availability commitment for the backhaul link
The row below contains the backhaul link specifications including the committed
Service Level Agreement, as well as the targeted Service Level Objective.

Table 4-1: ASTRO 25 Connectivity Service Level

Site Type Link Link Handoff Hardware @ Wireless Service Service
Count | Access (NID to SRX) (per link) Backup Level Level
(Mb) (VRF) Agreement Objective
ASTRO Core 2 100/1000 | 1000 — LC Fiber | SRX1500 Yes 99.5% 100%
(Primary) (Critical
Connect)
Outages

Availability is influenced by multiple factors, including network design, equipment,
backhaul, and environmental factors. This section defines outage types, and how
they factor into service availability calculations.

Hard Outage

A hard outage, classified as a Priority 1 incident, is a complete loss of Motorola
Solutions-provided backhaul connectivity, during which MPSCS cannot use the
service and is prepared to release it for immediate testing. Motorola Solutions factors
hard outages into availability calculations.

Any delay, act, or omission by MPSCS or a third-party other than a Motorola
Solutions-selected local access provider, that causes or extends an outage is
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excluded from the availability calculation. In addition, periods of service degradation,
such as slow data transmission, where a Priority 1 trouble ticket has not been
opened with Verizon and MPSCS has not released its Service for immediate testing

Planned Outages

Planned outages are pauses in service delivery that Motorola Solutions can notify
MPSCS of in advance, with a scheduled time for when the outage will end. If a
planned outage exceeds the time that was predicted by 10% of the time scheduled,
then the outage will be included as an agenda item for discussion at the next
meeting between Motorola Solutions and MPSCS. Motorola Solutions and MPSCS
will re-categorize the outage during the meeting. Motorola Solutions does not include
planned outages in connectivity availability calculations.

Force Majeure

An outage resulting from an incident categorized as Force Majeure is not included in
availability calculations, but Motorola Solutions will provide continuous commercially
reasonable effort to restore system components affected by a Force Majeure event.

Availability Exclusions

The following items are excluded from Motorola Solutions’ availability calculations:

o Periods of Soft Outage, during which MPSCS is able to use the ASTRO 25
Connectivity Service, and is not prepared to release the service for immediate
testing.

e Sites installed for less than one full calendar month.

e Customer Premises Equipment (“CPE”) not under Motorola Solutions 24/7
monitoring coverage.

e Sites with wireless primary access.

e MPSCS sites with wireless backup access, where wireless signal strength does
not meet wireless signal strength guidelines as required by Motorola Solutions.

5.3.5  Service Priority Levels

This section provides descriptions of the Service Priority Levels associated with
incident handling and availability measurements.

Table 4-2: ASTRO 25 Connectivity Service Priority Levels

Priority Criteria Primary Link Secondary
Response Link

Times Response
Times

Priority 1 | Hard Outage. The ASTRO 25 Connectivity Monitored 24/7. |8x5
(Critical) [ Service is completely inoperable or degraded | Response within

to the extent that it is unusable by the 15 minutes.
Customer. Restoration in
The Customer is prepared to release the 3.5 hours.

service for immediate testing.
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Priority Criteria Primary Link Secondary
Response Link
Times Response
Times

Priority 2 | ASTRO 25 Connectivity Service performance |Monitored 24/7. | 8x5
(High) is degraded, but the Customer is able to use | Response within

the Service. 15 minutes.

Incidents are assigned this priority if the Restoration in

Customer is not prepared to release the 3.5 hours.

service for immediate testing.
Priority 3 | A problem is affecting an ASTRO 25 Monitored 24/7. |8x5
(Medium) | Connectivity Service component, and that Response within

problem does not impact service functionality |15 minutes.

or availability. Restoration in

3.5 hours.

Priority 4 | Customer’s requests that do not impact the Monitored 24/7. | 8x5
(Low) ASTRO 25 Connectivity Service, such as a Response within

Customer request for an incident report 15 minutes.

Service incidents not covered by Critical, High, | Restoration in

or Medium priority. 3.5 hours.

Scheduled maintenance.

5.3.6

ASTRO 25 Connectivity Service Sites and Equipment

Table 4-3 describes sites included in the proposed backhaul design, notes their
location, and lists the critical solution equipment provided for them.

Table 4-3: ASTRO 25 Connectivity Service Interconnected Site Locations

Site Name

Site Address

Major Equipment

MPSCS 1102 7200 N. Canal Rd. SRX1500 — Router
Dimondale, M| 48917

MPSCS 1102 7200 N. Canal Rd. AER2200 — Cradlepoint
Dimondale, MI 48917 modem

MPSCS 1102 7200 N. Canal Rd. Telco Network Interface
Dimondale, M| 48917 Device

MPSCS 1102 7200 N. Canal Rd. Verizon Overture 1400
Dimondale, MI 48917

MPSCS 1102 7200 N. Canal Rd. AT&T Ciena Switch
Dimondale, M| 48917

Motorola will provide, at no charge, local access (provided by Vesta Solutions, a wholly owned
subsidiary of Motorola Solutions, Inc.) until September 30, 2022. After that period, local access must
be made available by MPSCS for use with ASTRO 25 Connectivity Service. Any subsequent services

relying on ASTRO 25 Connectivity Service will not function without local access.
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5.4
5.4.1

5.4.2

5.4.3

5.4.4

5.4.5

5.4.6

AVAILABILITY REPORTS

Description of Service

Motorola Solutions will track the availability of MPSCS’ ASTRO 25 Connectivity
Service components using standardized availability reports, and will take actions to
maintain network availability at committed levels based on those reports. Motorola
Solutions automatically collects and collates availability data from network
elements,and uses that data to determine system health and if any maintenance or
improvements are needed. Trend analysis can indicate capacity, availability or
reliability issues before they significantly affect services.

Scope

Each month, Motorola Solutions will create and distribute a network availability
report to compare with availability levels described in Availability Commitment.

This service includes the following tasks:

o Data Collection—Availability data is remotely collected and stored for reporting
purposes.

¢ Data Reporting—A suite of availability reports is generated and uploaded to
MyView Portal.

Inclusions

Availability reports will be provided for Motorola Solutions-provided site connections
included as part of the ASTRO 25 Connectivity Service.

Motorola Solutions Responsibilities

o Collect availability data through defined interfaces.

e Provide the availability reports within MyView Portal.

¢ Provide a Motorola Solutions point of contact to questions MPSCS has about the
findings or service reports provided by Motorola Solutions.

Limitations and Exclusions

¢ Availability degradation is excluded from Motorola Solutions availability target
objectives if that degradation results from MPSCS deciding to delay or not take
necessary actions. Motorola Solutions will amend availability calculations
accordingly.

MPSCS Responsibilities

¢ Designate an authorized reporting contact to work with Motorola Solutions to
address any questions.

¢ When necessary, perform corrective actions identified by Motorola Solutions’
project team as outside the scope of Motorola Solutions’ responsibilities.




do

Added via CN 2, Effective July 1, 2021 MA# 190000000886 ‘

9.5

5.5.1

5.5.2

5.5.3

5.5.4

BACKHAUL EVENT MONITORING

Description of Service

Backhaul Event Monitoring provides real-time end-to-end event monitoring and fault
isolation for ASTRO 25 Connectivity Service backhaul components and links. A set
of sophisticated tools support remote detection and classification of events on
MPSCS’ backhaul network. When an event is detected, Motorola Solutions will
determine the status of impacted backhaul links and engage with other service
teams as needed to isolate the cause and resolve the incident. Motorola Solutions
will respond to incidents based on priority level. Priority and response information is
available in Service Priority Levels.

Backhaul Event Monitoring is incorporated into the interface Motorola Solutions’ uses
for Backhaul Event Monitoring, establishing a single process for MPSCS

Scope

Backhaul Event Monitoring is available 24 hours a day, 7 days a week. Motorola
Solutions’ tools and processes for monitoring ASTRO 25 radio networks will be
leveraged to monitor the backhaul endpoints effectively, and to provide a consistent
monitoring experience if receiving both services. Incidents that are generated by the
monitoring service will be handled in accordance with the times and priorities as
defined in Service Priority Levels.

Inclusions

Backhaul Event Monitoring is provided for the links and equipment listed in ASTRO
25 Connectivity Service Sites and Equipment.

Motorola Solutions Responsibilities

e Use concurrent connectivity through the network connection established to
support Backhaul Event Monitoring.

o Verify connectivity and event monitoring after system installation is complete.

¢ Monitor backhaul links continuously 24 hours per day, 7 days per week.

o Create incident tickets when necessary. Identify and classify the link associated
with the incident. Gather information to perform the following:

— Characterize the issue.
— Determine a plan of action.
— Assign and track the incident to resolution.

o Remotely access MPSCS’ backhaul to perform remote diagnosis and fault
isolation as permitted by MPSCS pursuant to MPSCS Responsibilities.

e Dispatch MPSCS'’ field service technician designated in the CSP when
necessary, and maintain communications with MPSCS until the incident is
resolved. Provide updates in accordance with the agreed frequency, until
resolution.
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5.5.5

5.5.6

Limitations and Exclusions

e Monitoring excludes Customer Enterprise Network (“CEN”) components.

e Additional support charges beyond the contracted service rates may apply if
Motorola Solutions determines that system faults were caused by MPSCS
making changes to critical system parameters.

e Motorola Solutions is not responsible for system faults or deficiencies that are
caused by changes or modifications to the system not performed by Motorola
Solutions.

MPSCS Responsibilities

e Provide Motorola Solutions with continuous remote access to enable the
monitoring service.

¢ Provide continuous utility service to any Motorola Solutions backhaul equipment
installed or used at the MPSCS’ premises to support delivery of the service.
MPSCS agrees to take reasonable due care to secure the Motorola Solutions
equipment from theft or damage while on MPSCS’ premises.

e Prior to contract start date, provide Motorola Solutions with pre-defined
information necessary to complete a CSP, including:

— Incident notification preferences and procedure.
— Repair verification preference and procedure.
— Database and escalation procedure forms.

e Submit changes in any information supplied to Motorola Solutions and included
in the CSP to the Customer Support Manager (“CSM”).

¢ Notify the CMSO when MPSCS performs any activity that impacts the backhaul
components. Activity that impacts the backhaul components may include, but is
not limited to: installing software or hardware upgrades, performing upgrades to
the network, renaming elements or devices within the network, and taking down
part of the system to perform maintenance.

¢ Allow Motorola Solutions’ field service technician, designated in the CSP, access
to equipment, including any connectivity or monitoring equipment, if remote
service is not possible.

¢ Allow Motorola Solutions’ field service technician, designated in the CSP, access
to remove Motorola Solutions-owned monitoring equipment upon cancellation of
service.

e Provide Motorola Solutions with all MPSCS-managed passwords required to
access the MPSCS’ system upon request, when opening a request for service
support, or when needed to enable response to a technical issue.

e Pay additional support charges above the contracted service agreements that
may apply if it is determined that backhaul faults were caused by the MPSCS
making changes to critical system parameters without written agreement from
Motorola Solutions.

e Cooperate with Motorola Solutions and perform reasonable or necessary acts to
enable Motorola Solutions to provide these services.

e Acknowledge that incidents will be handled in accordance with the times and
priorities as defined in Service Priority Levels.
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5.6

5.6.1

5.6.2

5.6.3

5.6.4

REMOTE TECHNICAL SUPPORT

Description of Service

Motorola Solutions’ Remote Technical Support service provides telephone
consultation for technical issues that require ASTRO 25 Connectivity Service
backhaul knowledge and troubleshooting capabilities. As with ASTRO 25 incidents,
the CMSO Service Desk will respond to ASTRO 25 Connectivity Service incidents.

Scope

The CMSO Service Desk is available via telephone 24 hours per day, 7 days per
week, and 365 days per year to receive and log requests for technical support.
Remote Technical Support service is provided in accordance with the assigned
priority. ASTRO 25 Connectivity Service priority levels are defined in Service Priority
Levels. Any unresolved incidents will be escalated to Motorola Solutions engineering
and Original Equipment Manufacturers (“OEM”) for further assistance.

Motorola Solutions Responsibilities

¢ Maintain availability of the Motorola Solutions CMSO Service Desk via telephone
(800-MSI-HELP) 24 hours per day, 7 days per week, and 365 days per year to
receive, log, and classify MPSCS requests for support.

¢ Respond to requests for service in accordance with incident priority levels defined
in Service Priority Levels.

¢ Provide caller a plan of action outlining additional requirements, activities, or
information required to achieve restoral/fulfillment.

¢ Maintain communication with MPSCS in the field as needed until resolution of the
incident.

e Coordinate technical resolutions with agreed upon third-party vendors, as
needed.

e Escalate support issues to additional Motorola Solutions technical resources, as
applicable.

o Determine, in its sole discretion, when an incident requires more than the Remote
Technical Support services described in this SOW and notify MPSCS of an
alternative course of action.

Limitations and Exclusions

The following activities are outside the scope of the Remote Technical Support
service:

e Customer training.

¢ Remote Technical Support for network transport equipment or third-party
products not sold by Motorola Solutions.

¢ Any maintenance and/or remediation required as a result of a virus or unwanted
cyber intrusion.




do

Added via CN 2, Effective July 1, 2021 MA# 190000000886

5.6.5

5.7

5.7.1

5.7.2

MPSCS Responsibilities

e Submit changes in any information supplied in the CSP to the Customer Support
Manager (“CSM”).

¢ Contact the CMSO Service Desk to engage the Remote Technical Support
service when needed, providing the necessary information for proper entitlement
services. This information includes, but is not limited to, the name of contact,
name of Customer, system ID number, site(s) in question, and a brief description
of the problem that contains pertinent information for initial issue classification.

¢ Maintain suitably trained technical resources familiar with the operation of
MPSCS’ system to provide field maintenance and technical maintenance
services for the system.

Supply suitably skilled and trained on-site presence when requested.

e Validate issue resolution in a timely manner prior to close of the incident.

¢ Acknowledge that incidents will be handled in accordance with the committed
response times in Service Priority Levels.

e Cooperate with Motorola Solutions, performing acts that are reasonable or
necessary to enable Motorola Solutions to provide Remote Technical Support.
These actions include, but are not limited to, providing System IP information,
local hardware logs, software versions, and MPSCS change management
information.

ON-SITE RESPONSE

Motorola Solutions’ On-site Response service provides incident management and
escalation for on-site technical service requests. The service is delivered by Motorola
Solutions’ Centralized Managed Support Operations (“CMSQ”) organization in
cooperation with a local service provider.

Description of Service

The Motorola Solutions CMSO Service Desk will receive the MPSCS’ request for on-
site service.

The CMSO Dispatch Operations team is responsible for opening incidents,
dispatching on-site resources, monitoring issue resolution, and escalating as needed
to ensure strict compliance to committed response times.

The dispatched field service technician will travel to MPSCS'’s location to restore the
system based on priority levels defined in Service Priority Levels.

Motorola Solutions will manage incidents as described in this SOW. The CMSO
Service Desk will maintain contact with the field service technician until incident
closure.

Scope

On-site Response is available as needed to support the availability described
in Availability Commitment.
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5.7.3  Inclusions
On-site Response is provided for hardware included with ASTRO 25 Connectivity
Service.
5.7.4  Motorola Solutions Responsibilities

5.7.5

Receive service requests.

Create an incident when service requests are received. Gather information to

characterize the issue, determine a plan of action, and assign and track the

incident to resolution.

Dispatch a field service technician, as required by Motorola Solutions’ standard

procedures, and provide necessary incident information.

Provide the required personnel access to relevant MPSCS information, as

needed.

Motorola Solutions designated field service technician will perform the following

on-site:

— Run diagnostics on the component.

— Perform physical fault restoration and hardware maintenance to restore
component functions.

— Provide materials, tools, documentation, physical planning manuals,
diagnostic and test equipment, and any other material required to perform the
maintenance service.

— If a third-party vendor is needed to restore the system, the vendor can be
accompanied onto MPSCS’ premises.

— If required by MPSCS'’ repair verification in the Customer Support Plan
(“CSP”), verify with the MPSCS that restoration is complete or system is
functional. If verification by MPSCS cannot be completed within 20 minutes of
restoration, the incident will be closed and the field service technician will be
released.

— Escalate the incident to the appropriate party upon expiration of a response
time.

Close the incident upon receiving notification from MPSCS or Motorola Solutions

on-site service technician, indicating the incident is resolved.

Notify MPSCS of incident status, as defined in the CSP and Service

Configuration Portal (“SCP”):

— Open and closed.

— Open, assigned to the Motorola Solutions field service technician, arrival of
the servicer technician on-site, delayed, or closed.

Provide incident activity reports to MPSCS, if requested.

MPSCS Responsibilities

Contact Motorola Solutions, as necessary, to request service.

Prior to start date, provide Motorola Solutions with the following pre-defined
Customer information and preferences necessary to complete CSP:

— Incident notification preferences and procedure.

— Repair verification preference and procedure.

— Database and escalation procedure forms.
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5.8

5.8.1

5.8.2

5.8.3

¢ Submit changes in any information supplied in the CSP to the Customer Support
Manager (“CSM”).

e Provide the following information when initiating a service request:
— Assigned system ID number.
— Problem description and site location.
— Other pertinent information requested by Motorola Solutions to open an

incident.

e Provide field service technician with access to equipment.

e Supply spare or FRU, as applicable, in order for Motorola Solutions to restore the
system.

¢ Maintain and store software needed to restore the system in an easily accessible
location.

e Maintain and store proper system backups in an easily accessible location.

¢ |If required by repair verification preference provided by MPSCS, verify with the
CMSO Service Desk and dispatch that restoration is complete or system is
functional.

e Cooperate with Motorola Solutions and perform reasonable or necessary acts to
enable Motorola Solutions to provide these services.

¢ In the event that Motorola Solutions agrees to provide On-site Response to
MPSCS-provided third-party elements, MPSCS agrees to obtain and provide
applicable third-party consents or licenses to enable Motorola Solutions to
provide the service.

SOFTWARE UPDATES

Description of Service

Each quarter, Motorola Solutions will provide relevant Original Equipment
Manufacturer (“OEM”) software patches for backhaul equipment included as part of
the ASTRO 25 Connectivity Service. These patches will update equipment when
required to maintain compatibility with components or will address security
vulnerabilities.

Scope

Motorola Solutions will update network components when it determines it is
necessary to maintain the ASTRO 25 Connectivity Service, and will provide security
updates as needed to address identified security vulnerabilities.

Software Updates follow Motorola Solutions’ defined change management process
to avoid potential disruption. Once an OEM software update is available, Motorola

Solutions initiates the change process to define the update’s impact and work with

MPSCS to schedule its implementation.

Inclusions

Motorola Solutions will provide relevant software patches and updates as provided
by OEMs based on a schedule mutually agreed by the parties.
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5.8.4  Motorola Solutions Responsibilities

¢ Provide relevant software and security patches to MPSCS when provided by the

OEM.
Notify MPSCS if an update will require network downtime to implement.

[}
¢ Work with MPSCS to schedule installation of disruptive software patches.

5.8.5 Limitations and Exclusions

¢ Motorola Solutions does not provide warranties on software updates. Warranties
on software updates, if available, will be provided directly by the OEM.

5.8.6  MPSCS Responsibilities

Work with Motorola Solutions to schedule installation of disruptive software patches.

(This space is intentionally blank)
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SECTION 6

EQUIPMENT LIST

MOTOROLA SOLUTIONS-PROVIDED EQUIPMENT

NOMENCLATURE

DESCRIPTION

UNIT LIST DISC PRICE

(USD)

(USD)

EXT DISC
PRICE (USD)

MOTOROLA SOLUTIONS-PROVIDED EQUIPMENT TOTAL

SQMO01SUMO323 ASTRO MASTER SITE $0.00 $0.00 $0.00

CA03517AB ADD: CORE EXPANSION $0.00 $0.00 $0.00

CA03586AB* ADD: DYNAMIC $40,000.00(  $30,000.00/  $30,000.00
TRANSCODING

CA03511AB ADD: HIGH 98.000.00
AL ABILITY DATA $98, $73,500.00 | $73,500.00

T8639 JUNIPER FIREWALL $3,200.00 $2,400.00/  $4,800.00
APPLIANCE

CLN1868 2930F 24-PORT $2,500.00 $1,875.00)  $7,500.00
SWITCH

CLN1866 FRU: 1M DAC $200.00 $150.00 $600.00
CABLE

SQMO1SUMO273A MASTER SITE $0.00 $0.00 $0.00
CONFIGURATION

CA03713AA ADD: CRITICAL $8,000.00 $6,000.00  $12,000.00
CONNECT LMP

CAG2629AB ADD: EXPAND 7.16 M $0.00 $0.00 $0.00
CORE

SQMO01SUMO284C WAVE RADIO GATEWAY | $15,000.00|  $11,250.00|  $22,500.00
SERVER HARDWARE

SQMO1SUMO0292A CRYPTR $1,875.00 $1,406.25|  $5625.00

CA02066AA ADD: AC LINE CORD, $0.00 $0.00 $0.00
NORTH AMERICA

CA02954AA ADD: SECURE $3,250.00 $2437.50|  $9,750.00
OPERATION

CA02933AA ADD: ASTRO AES 256, $1,800.00 $1,350.00)  $5,400.00
DES-OFB, ADP
ENCRYPTION KIT

DLN8009 FRE: DL380 G10 HC $28,000.00(  $21,000.00/  $21,000.00
128GH DAS4X1

EXT LIST

TOTAL

EXT DISC
TOTAL

*HA line item (redundancy option) - includes the redundant CEN LAN switch, RNI-DMZ switch and firewall, PDG, GGSN.

$256,900 |

*The Dynamic Transcoding line item above provides qty 2 Core Servers (VMS07 & VMS08). The servers can be
used to expand the call capacity of the Critical Connect solution when needed and support Dynamic Transcoding in
Zone 1 for TDMA operation.

$192,675
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MOTOROLA SOLUTIONS DROPSHIP EQUIPMENT

DESCRIPTION UNIT LIST EXT DISC
PRICE

(USD)

PDU, 5A BREAKERS, 10A BREAKERS $3,174 $2,856

SECTION 7

PROFESSIONAL SERVICES

Motorola Solutions has proposed professional services that include, but are not
limited to, the following:

Project Management

Assign resources, create and maintain project workbook, schedule
project kickoff meeting, record and distribute project status meeting
minutes, unified communications, complete assigned project tasks
according to the project schedule, manufacture Motorola Solutions and $73,236
non-Motorola Solutions equipment necessary for system based on ’
equipment order, submit project milestone completion documents, obtain
TGs, Users, Portal Admin users, execute final project acceptance,
transition to service, travel and expenses

Engineer & System Technologist

Project Administration, review and present the system design and
operational requirements for the solution, unified communications,
present equipment layout plans and system design drawings, create
equipment order and reconcile to contract, verify VMS for LMP installed,
verify internetworking firewall, design network plan, remove existing
demo WRG and Cryptr and relocate to the Lab, assist with WRG

o ! . $120,645
physical install, provide the R56 requirements for space, power,
grounding, and connectivity requirements, perform preliminary audit of
installed equipment to ensure compliance with requirements and R56
standards, load key to cryptr, note any required changes for inclusion in
the “as-built” system documentation, perform functionality test, perform
ATP, cutover punchlist, final documentation, travel and expenses

Motorola Services

Warranty wrap, onsite, equipment freight, and redundant WRG services $70,651
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SECTION 8

TRAINING

Motorola Solutions will have a webinar for training on how to navigate the Critical
Connect portal and Broadband portal as part of the onboarding process. Free
courses on LXP (outlined below) for the Critical Connect portal.

Training Course Hyperlink
Number

Critical Connect
Critical Connect Portal Training | PSA0032 | https://learning.motorolasolutions.com/online/59957enus
WAVE
WAVE App Overview PSA0004 | https://learning.motorolasolutions.com/search?t=psa0004
WAVE Dispatch Overview PSA0017 | https://learning.motorolasolutions.com/search?t=psa0017
WAVE Interoperability to PSA1051 | https://learning.motorolasolutions.com/search?t=psa1051
MOTOTRBO
WAVE Administrator PSA2001 | https://learning.motorolasolutions.com/search?t=psa2001

(This space is intentionally blank)
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SECTION 9

BACKHAUL AS SERVICE
WITH CRITICAL CONNECT

9.1 MPSCS ENTERPRISE OPTIONS (REQUIRED)

9.1.1 Initial Setup/One time Costs (*Totals from Sections 6 & 7)

Up Front/One Time Costs for Any Options

Equipment $195,532
Professional Services $264,531
TOTAL: $460,063

**Initial Setup/One Time Costs will be invoiced to MPSCS upfront within
30 days of receiving a Delivery Order or Notice to Proceed (NTP).

9.1.2  Single Link (with Wireless Backup)

SINGLE Link Service w/Critical Connect

$12,695/month

ASTRO 25 Connectivity Managed Service with
100 Mbps local access ($4,775).*

Critical Connect ENTERPRISE: ($5,000).
Simultaneous Talk Paths- 10 ($200/ea).

API Data Messaging — ($200/100 subscribers).
Wave Subscribers: 50 ($13/ea).

Wave Dispatch: 1 ($70) .

* Motorola will provide, at no charge, local access (provided by Vesta Solutions,
a wholly owned subsidiary of Motorola Solutions, Inc.) until September 30, 2022.
After that period, local access must be made available by MPSCS for use with
ASTRO 25 Connectivity Service. Any subsequent services relying on ASTRO 25
Connectivity Service will not function without local access.
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9.2

AVAILABLE FOR PURCHASE TO STATEWIDE AGENCIES
AND END USERS:

Critical Connect Options

$200/month One (1) Talk Path for Critical Connect

Each Talk Path accommodates one active voice transmission independent of the number
of Talkgroups used. Additional Talk Paths may be purchased from Motorola Solutions by
the State of Michigan, Municipalities, or Broadband Push-to-Talk providers to increase
the number of simultaneous active voice transmissions.

$200/month/100 Data AP| - MESSAGING
subscribers

$200/month/100 Data API - LOCATION
subscribers

WAVE Subscribers/Dispatch:

$650/month (50) Wave PTX Safeguard Mobile Subscriptions

$70/month Wave PTX Safeguard Web based console
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93  SUMMARY

9.3.1 Annual Cost

Oct 23 Oct‘25 Oct‘26 Oct‘27 Oct‘28
Sep ‘24 | Sept ‘25 | Sept ‘26 Sept ‘27 Sept28 Sept-‘29

Oct 22
Sep ‘23

Single Link: One- Oct 21
ASTRO 25 Connectivity Managed = Time Sep ‘22
Service with 100Mbps local access Costs
and wireless backup*

10 Talkpaths

100 Messaging Subscribers
50 Wave ?ubscrlbers $152.340
1 Wave Dispatch

TOTAL

$192,368 | $193,606 | $194,843 |$1,953,801

$192,404

$191,237

$187,936 | $189,004

One Time Costs:

Equipment/Prof Services
* Motorola will provide, at no charge, local access (provided by Vesta Solutions, a wholly owned subsidiary of Motorola Solutions, Inc.) until September

30, 2022. After that period, local access must be made available by MPSCS for use with ASTRO 25 Connectivity Service. Any subsequent services
relying on ASTRO 25 Connectivity Service will not function without local access.
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MPSCS ASTRO LIFECYCLE

Michigan's Public Safety Communication System (MPSCS) Continued System Updates, Equipment Maintenance and Upgrades, and Ancillary System Products

Component

SCHEDULE B- PRICING

MAINTENANCE AND SUPPORT PRICING

October 1, 2019 October 1, 2020 October 1, 2021 October 1, 2022 October 1, 2023 October 1, 2024 October 1, 2025 October 1, 2026 October 1, 2027 October 1, 2028

TOTAL

System Upgrade Agreement Il (SUAII) $4,666,781.89| $5,119,186.80 $5,570,726.31| $5,900,187.68| $6,460,906.70| $6,502,411.06| $6,545,043.90| $6,589,066.01| $6,634,415.11| $6,681,002.78 $60,669,728.24
Security Update Services (SUS) $100,785.87 $103,809.45 $106,923.73 $118,189.84 $121,735.54 $125,387.60 $135,019.65 $139,070.24 $143,242.35 $147,539.62 $1,241,703.89
Technical Support (TS) $252,878.41 $260,464.76 $268,278.70 $296,546.12 $305,442.50 $314,605.77 $338,773.22 $348,936.41 $359,404.51 $370,186.64 $3,115,517.03
OPSOC $34,839.75 $35,884.94 $36,961.49 $40,855.97 $42,081.65 $43,344.10 $46,673.71 $48,073.92 $49,516.14 $51,001.63 $429,233.31
Business Relationship Manager $260,000.00 $267,800.00 $275,834.00 $284,109.02 $292,632.29 $301,411.26 $310,453.60 $319,767.21 $329,360.22 $339,241.03 $2,980,608.62

Critical Connect

MPSCS PREMIER **

True Up 10-01-21 to 09-30-29 integrations $78,584.00 $468,079.00 $686,603.00 $705,746.00 $725,536.00 $745,917.00 $766,904.00 $788,518.00 $4,965,887.00
Critical Connect $95,040.00 $95,040.00 $95,040.00 $95,040.00 $95,040.00 $95,040.00 $95,040.00 $95,040.00 $760,320.00
Astro Connectivity Managed Service $57,300.00 $57,300.00 $57,300.00 $57,300.00 $57,300.00 $57,300.00 $57,300.00 $57,300.00 $458,400.00
System Upgrade Agreement Il (SUAII) $35,596.00 $36,664.00 $37,764.00 $38,897.00 $40,064.00 $41,266.00 $42,503.00 $272,754.00
Security Update Services (SUS) INCLUDED INCLUDED INCLUDED INCLUDED INCLUDED INCLUDED INCLUDED INCLUDED

PremierOne CAD
PremierMDC
Upgrade - Hardware / Software / Services

$106,678.14

$109,878.36

$119,812.29

$123,406.92

$127,108.85

$135,644.68

$139,714.22

$143,905.79

$148,222.50

$1,154,371.75

$162,778.86

$150,358.48

$154,869.30

$171,187.28

$176,322.96

$181,612.64

$195,563.48

$201,430.32

$207,472.88

$213,696.68

$1,815,292.88

$142,848.92

$142,848.92

$153,301.28

$153,301.28

$153,301.28

$160,269.52

$160,269.52

$160,269.52

$160,269.52

$1,386,679.76

MPSCS Lab Lab as a Service (5 Year Agreement) || $655,000.00] $674,650.00] $694,890.00|  $715,736.00 $73720800f [ [ [ | $3,477,484.00

GRAND TOTAL

$5,478,064.78

$6,842,031.49

$7,419,554.81

$8,247,158.48

$9,078,168.84

$9,192,136.56| $8,592,977.76| $8,692,244.85

$8,794,490.52

$8,899,678.40

$81,236,506.48
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Schedule H
Subscription Services Schedule

This Subscription Services Schedule (this “SSS”) is governed by the State of Michigan Contract No.
190000001544 dated October 1, 2019, as amended (“Primary Agreement”), entered into between
Motorola Solutions, Inc. and the State of Michigan (“Customer”). Capitalized terms used in this SSS,
but not defined herein, will have the meanings set forth in the Primary Agreement.

1. Subscription Services.

1.1. Scope. This SSS governs Customer’s purchase of Subscription Services (and, if set forth in
an Authorizing Document, as defined in Section 5.1 of Schedule A of the Primary Agreement, related
services) from Motorola and provides additional and/or different terms and conditions that govern
the sale of Subscription Services. This SSS will be subject to, and governed by, the terms of the
Primary Agreement. To the extent there is a conflict orinconsistency between the terms and
conditions of the SSS and an associated Authorizing Document, the terms and conditions of the
Authorizing Document will take precedence over the SSS. Additional Subscription Services-specific
Addenda or other terms and conditions may apply to certain Subscription Services, where such terms
are provided or presented to Customer.

1.2. Definitions. Capitalized terms used in this SSS shall have the following meanings:

1.2.1. “Authorized Users” shall mean persons authorized by the Customer to access and use the
subscription services, subject to the maximum number of users specified in the applicable
Statement of Work.

1.2.2. “Customer Contact Data” shall mean data Motorola collects from Customer, its Authorized
Users, and their end users for business contact purposes.

1.2.3. “Customer Data” shall mean data, information, and content, including images, text, videos,
documents, audio, telemetry and structured data base records, provided by, through, or on
behalf of Customer, its Authorized Users, and their end users through the use of the
Subscription Services. Customer Data does not include Customer Contact Data, Service
Use Data, or information from publicly available sources or other Third-Party Data or
Contractor Data;

1.2.4. “Customer-Provided Equipment” shall mean certain components, including equipment
and software, not provided by Motorola that may be required for use of the Subscription
Services.

1.2.5. “Motorola-Provided Equipment” shall mean hardware provided by Motorola and not
purchased by Customer under this SSS.

1.2.6. “Feedback” shall mean comments or information, in oral or written form, given to Motorola
by Customer or Authorized Users, including their end users, in connection with or relating to
the Subscription Services, products or services.

1.2.7. “Contractor Data” shall mean data owned or licensed by Motorola;

1.2.8. “Authorizing Documents” shall have the meaning set forth in the Primary Agreement,
Schedule A.
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1.2.9. “Process” or “Processing” shall mean any operation or set of operations which is
performed on personal information or on sets of personal information, whether or not by
automated means, such as collection, recording, copying, analyzing, caching, organization,
structuring, storage, adaptation, or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.

1.2.10. “Service Use Data” shall mean data generated by Customer’s use of the Subscription
Services or by Motorola’s support of the Subscription Services, including personal information,
location, monitoring and recording activity, product performance and error information, activity
logs and date and time of use;

1.2.11.“Subscription Services” shall mean hosted software-as-a-service provided to Customer,
and other software which is either preinstalled on Motorola-Provided Equipment or installed on
Customer-Provided Equipment and licensed to Customer by Motorola on a subscription basis.

1.2.12.“Subscription Software” shall mean software which is either preinstalled on Motorola-
Provided Equipment orinstalled on Customer-Provided Equipment and licensed to Customer
by Motorola on a subscription basis associated with the Subscription Services.

1.2.13.“Third-Party Data” shall mean information obtained by Motorola from publicly available
sources or its third party content providers and made available to Customer through the
Subscription Services.

2. Delivery of Subscription Services.

2.1. Delivery. During the applicable Subscription Term (as defined below), Motorola will provide
to Customer the Subscription Services set forth in an Authorizing Document, in accordance with the
terms of this SSS. Motorola will provide Customer advance notice (which may be provided
electronically) of any planned downtime. Delivery will occur upon Customer’s receipt of credentials
required for access to the Subscription Services or upon Motorola otherwise providing access to the
Subscription Services. If agreed upon in an Authorizing Document, Motorola will also provide
Services related to such Subscription Services.

2.2. Modifications. Motorola may modify the Subscription Services, any associated recurring
Services and any related systems so long as their functionality (as described in the applicable
Authorizing Document) is not materially degraded. Documentation for the Subscription Services may
be updated to reflect such modifications. For clarity, new features or enhancements that are added
to any Subscription Services may be subject to additional Fees.

2.3. User Credentials. If applicable, Motorola will provide Customer with administrative user
credentials for the Subscription Services, and Customer will ensure such administrative user
credentials are accessed and used only by Customer's employees with training on their proper
use. Customer will protect, and will cause its Authorized Users to protect, the confidentiality and
security of all user credentials, including any administrative user credentials, and maintain user
credential validity, including by updating passwords. Customer will be liable for any use of the
Subscription Services through such user credential (including through any administrative user
credentials), including any changes made to the Subscription Services or issues or user impact
arising therefrom. To the extent Motorola provides Services to Customer in order to help resolve
issues resulting from changes made to the Subscription Services through user credentials, including
through any administrative user credentials, or issues otherwise created by Authorized Users, such
Services will be billed to Customer on a time and materials basis, and Customer will pay all invoices
in accordance with the payment terms provided under the Primary Agreement.

2.4. Beta Services. If Motorola makes any beta version of a software application (“Beta Service”)
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available to Customer, Customer may choose to use such Beta Service at its own discretion,
provided, however, that Customer will use the Beta Service solely for purposes of Customer’s
evaluation of such Beta Service, and for no other purpose. Customer acknowledges and agrees that
all Beta Services are offered “as-is” and without any representations or warranties or other
commitments or protections from Motorola. Motorola will determine the duration of the evaluation
period for any Beta Service, in its sole discretion, and Motorola may discontinue any Beta Service at
any time. Customer acknowledges that Beta Services, by their nature, have not been fully tested and
may contain defects or deficiencies.

2.5. Motorola-Provided Equipment Title. Unless Customer is purchasing Equipment pursuant to
the terms in the Primary Agreement and unless stated differently in this SSS or in the Authorizing
Documents, title to any Motorola-Provided Equipment provided to Customer in connection with the
Subscription Services remains vested in Motorola at all times. Any sale of Equipment pursuant to
this SSS will be governed by the terms and conditions set forth in the Primary Agreement.

3. Subscription Software License, Restrictions, and Obligations.

3.1.  Subscription Software License. Subject to Customer’s and its Authorized Users’ compliance
with this SSS, including payment terms, Motorola hereby grants Customer and its Authorized Users
a limited, non-transferable, non-sublicenseable, and non-exclusive license to use the Subscription
Software identified in an Authorizing Document, and the associated Documentation, solely for
Customer’s internal business purposes. The foregoing license grant will be limited to use in the
territory and to the number of licenses set forth in an Authorizing Document (if applicable), and will
continue for the applicable Subscription Term. Customer may access, and use the Subscription
Software only in Customer’s owned or controlled facilities, including any authorized mobile sites;
provided, however, that Authorized Users using authorized mobile or handheld devices may also log
into and access the Subscription Services remotely from any location. No custom development work
will be performed under this Addendum.

3.2 End User Licenses. Notwithstanding any provision to the contrary in this SSS, certain
Subscription Software is governed by a separate license, EULA, or other agreement, including terms
governing third-party software, such as open source software, included in the Subscription Software.
Except to the extent prohibited by law, Customer and its Authorized Users will comply with such
additional license agreements. Prior to the use of a particular Subscription Service, Customer has the
right to review additional license agreements applicable to Subscription Software. Motorola will use
commercially reasonable efforts to: (i) determine whether any open source or third-party licensed
software is provided under a Subscription Service; (ii) identify the open source or third-party licensed
software and provide Customer a copy of the applicable open source or third-party software license
(or specify where that license may be found); and, (iii) provide Customer a copy of the open source
software source code, without charge, if it is publicly available.

3.3  Customer Restrictions. Customers and Authorized Users will comply with the applicable
Documentation and the copyright laws of the United States and all other relevant jurisdictions in
connection with their use of the Subscription Services. Customer will not, and will not allow others
including the Authorized Users, to make the Subscription Software and Subscription Services
available for use by unauthorized third parties, including via a commercial rental or sharing
arrangement; reverse engineer, disassemble, or reprogram software used to provide the
Subscription Software or Subscription Services or any portion thereof to a human-readable form;
modify, create derivative works of, or merge the Subscription Software or software used to provide
the Subscription Software or Subscription Services with other software; copy, reproduce, distribute,
lend, or lease the Subscription Software, Subscription Services or Documentation for or to any third
party; take any action that would cause the Subscription Software, software used to provide the
Subscription Services, or Documentation to be placed in the public domain; use the Subscription
Software or Subscription Services to compete with Motorola; remove, alter, or obscure, any
copyright or other notice; share user credentials (including among Authorized Users); use the
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Subscription Software or Subscription Services to store or transmit malicious code; or attempt to
gain unauthorized access to the Subscription Software, Subscription Services or its related systems
or networks.

3.4  Customer-Provided Equipment. Customer will be responsible, at its sole cost and expense,
for providing and maintaining the Customer-Provided Equipment in good working order. Customer
represents and warrants that it has all rights in Customer-Provided Equipment to permit Motorola to
access and use the applicable Customer-Provided Equipment to provide the Subscription Services
under this SSS, and such access and use will not violate any laws or infringe any third-party rights
(including intellectual property rights). Customer (and not Motorola) will be fully liable for Customer-
Provided Equipment, and Customer will immediately notify Motorola of any Customer-Provided
Equipment damage, loss, change, or theft that may impact Motorola’s ability to provide the
Subscription Services under this SSS, and Customer acknowledges that any such events may cause
a change in the Fees or performance schedule under the applicable Authorizing Document.

3.5 Non-Motorola Content. In certain instances, Customer may be permitted to access, use, or
integrate Customer or third-party software, services, content, and data that is not provided by
Motorola (collectively, “Non-Motorola Content”) with or through the Subscription Services. If
Customer accesses, uses, or integrates any Non-Motorola Content with the Subscription Services,
Customer will first obtain all necessary rights and licenses to permit Customer’s and its Authorized
Users’ use of the Non-Motorola Content in connection with the Subscription Services. Customer will
also obtain the necessary rights for Motorola to use such Non-Motorola Content in connection with
providing the Subscription Services, including the right for Motorola to access, store, and process
such Non-Motorola Content, and to otherwise enable interoperation with the Subscription Services.
Customer represents and warrants that it will obtain the foregoing rights and licenses prior to
accessing, using, or integrating the applicable Non-Motorola Content with the Subscription Services,
and that Customer and its Authorized Users will comply with any terms and conditions applicable to
such Non-Motorola Content. If any Non-Motorola Content require access to CustomerData (as
defined below), Customer hereby authorizes Motorola to allow the provider of such Non- Motorola
Content to access Customer Data, in connection with the interoperation of such Non- Motorola
Content with the Subscription Services. Customer acknowledges and agrees that Motorola is not
responsible for, and makes no representations or warranties with respect to, the Non-Motorola
Content (including any disclosure, modification, or deletion of Customer Data resulting from use of
Non-Motorola Content or failure to properly interoperate with the Subscription Services). If Customer
receives notice that any Non-Motorola Content must be removed, modified, or disabled within the
Subscription Services, Customer will promptly do so. Motorola will have the right to disable or remove
Non-Motorola Content if Motorola believes a violation of law, third-party rights, or Motorola’s policies
is likely to occur, or if such Non-Motorola Content poses or may posea security or other risk or
adverse impact to the Subscription Services, Motorola, Motorola’s systems, or any third party
(including other Motorola customers). Nothing in this Section will limitthe exclusions set forth in
Section 33 —Infringement, Indemnification and Remedies of the Primary Agreement.
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4 Term.

4.1 Subscription Terms. The duration of Customer’s subscription to the Subscription Services
and any associated recurring Services ordered under this SSS (or the first Subscription Services or
recurring Service, if multiple are ordered at once) will commence upon delivery of such Subscription
Services (and recurring Services, if applicable) and will continue for a twelve (12) month period or
such longer period identified in an Authorizing Document (the “Initial Subscription Period”).
Following the Initial Subscription Period, Customer’s subscription to the Subscription Services and
any recurring Services will automatically renew for additional twelve (12) month periods or longer if
agreed to by the parties (each, a “Renewal Subscription Year”), unless either Party notifies the
other Party of its intent not to renew at least thirty (60) days before the conclusion of the then-current
Subscription Term. (The Initial Subscription Period and each Renewal Subscription Year will each
be referred toherein as a “Subscription Term”.) Motorola may increase Fees prior to any Renewal
Subscription Year. In such case, Motorola will notify Customer of such proposed increase no later
than thirty (30) days prior to commencement of such Renewal Subscription Year. Unless otherwise
specified in the applicable Authorizing Document, if Customer orders any additional or subsequent
Subscription Services or recurring Services under this SSS during an in-process SubscriptionTerm,
the subscription for each such additional or subsequent Subscription Services or recurring Service
will (a) commence upon delivery of such Subscription Services or recurring Service, and continue
until the conclusion of Customer’s then-current Subscription Term (a “Partial Subscription Year”),
and (b) automatically renew for Renewal Subscription Years thereafter, unless either Party notifies
the other Party of its intent not to renew at least thirty (30) days before the conclusion of the then-
current Subscription Term. Thus, unless otherwise specified in the applicable Authorizing Document,
the Subscription Terms for all Subscription Services and recurring Services hereunder will be
synchronized.

4.2 Term. The term of this SSS (the “SSS Term”) will commence upon the effective date of the
Contract Change Notice, and will continue until the expiration or termination of all Subscription Terms
under this SSS, unless this SSS or the Primary Agreement is earlier terminated in accordance with
the terms of the Primary Agreement.

4.3 Termination. Notwithstanding the termination provisions of the Primary Agreement, Motorola
may terminate this SSS (or any Addendum or Authorizing Document hereunder), orsuspend delivery
of Subscription Services or Services, upon 30 days’ notice to Customer if Customer breaches
Section 3 — Subscription Software License and Restrictions of this SSS,or any other provision
related to Subscription Services terms of service, Subscription Software license scope, or other
terms set forth in an Addendum or Authorizing Document, and fails to remedy or cure the breach
within the 30 day notice period. Notwithstanding the termination provision in this Schedule or of the
Primary Agreement, Motorola may suspend delivery of Subscription Servicesif it determinesthat
Customer’s use of the Subscription Services poses, or may pose, a security or other risk or adverse
impact to any Subscription Services, Motorola, Motorola’s systems, or any third party (including other
Motorola customers). Customer acknowledges that Motorola may have made a considerable
investment of resources in the development, marketing, and distribution of the Subscription Services
and Documentation, and that Customer’s breach of this SSS may result in irreparable harm to
Motorola for which monetary damages may be inadequate. If Customer breaches this SSS, in
addition to termination, Motorola will be entitled to seek all available remedies at law or in equity
(including immediate injunctive relief).

4.4  Return of Discount. If Customer is afforded a discount in exchange for a term commitment
longer than one-year, early termination by Customer will result in an early termination fee,
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representing a return of the discount off of list price.

4.5 Credits. If a subscription is terminated for any reason prior to the end of the SubscriptionTerm
and Customer has prepaid said subscription, Motorola agrees the Customer may be entitled to a
credit equal to the amount of the subscription paid in advance but not yet used or consumed.

4.6 The following shall apply to the Subscription Service for Critical Connect, if applicable:

4.6.1 Service Tiers. The Customer can upgrade the service to higher tiers or downgrade to
a lower tier. Additionally, the Customer can stack multiple tiers together (additional setup fees may
be required if upgrading to higher capacity levels). When theCustomer performs a tier upgrade or
downgrade, the service term will be reset and a new three (3) year Critical Connect Term will
commence.

4.6.2 Port Restrictions. The Motorola on-premise gateway utilizes an ISSI connection and
port. This connection is to be used only by the Motorola on-premise gateway in accordance with this
service. Use of this ISSI connection and port with any other non- approved gateway is strictly
prohibited.

4.7  Suspension of Services. Motorola may terminate or suspend any Subscription Services or
Services under an Authorizing Document if Motorola determines: (a) the related Subscription
Software license has expired or has terminated for any reason; (b) the applicable Subscription
Services is being used on a Customer provided hardware platform, operating system, or version that
is not approved by Motorola; (c) Customer fails to make any payments when due.

4.8 Wind Down of Subscription Services. In addition to the termination rights in the Primary
Agreement, Motorola may terminate any Authorizing Document and Subscription Term, in whole or
inpart, in the event Motorola plans to cease offering the applicable Subscription Services to
customers upon sixty (60) days’ notice unless otherwise stated in the applicable SOW.

4.9  Wind Effect of Termination or Expiration. Upon termination for any reason or expiration of the
Primary Agreement, this SSS, an Addendum, or an Authorizing Document, Customer and the
Authorized Users will return or destroy (at Motorola’s option) all Motorola Materials and Motorola’s
Confidential Information in their possession or control and, as applicable, provide proof of such
destruction. If Customer has any outstanding payment obligations under this SSS, such payment
obligations will be paid by Customer in accordance with the Primary Agreement. Notwithstanding
the reason for termination or expiration, Customer must pay Motorola for Subscription Services
already delivered.

5 Payment.

5.1 Payment. Unless otherwise provided in an Authorizing Document (and notwithstanding the
provisions of the Primary Agreement), Customer will prepay an annual subscription Fee set forth in
an Authorizing Document for each Subscription Services and associated recurring Service, before
thecommencement of each Subscription Term. For any Partial Subscription Year, the applicable
annual subscription Fee will be prorated based on the number of months in the Partial Subscription
Year. The annual subscription Fee for Subscription Services and associated recurring Services may
include certain one-time Fees, such as start-up fees, license fees, or other fees set forth in an
Authorizing Document.

5.2 No Price Guarantee. Notwithstanding any language to the contrary, the pricing and Fees
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associated with this SSS will not be subject to any most favored pricing commitment or other
similar low price guarantees.

5.3 Taxes. The Fees do not include any excise, sales, lease, use, property, or other taxes,
assessments, duties, or regulatory charges or contribution requirements (collectively, “Taxes”), all
of which will be paid by Customer, except as exempt by law, unless otherwise specified in an
Authorizing Document. If Motorola is required to pay any Taxes, Customer will reimburse Motorola
forsuch Taxes (including any interest and penalties) within thirty (30) days after Customer’s receipt
of an invoice, unless Customer furnishes Motorola applicable tax-exemption certificates. Customer
will be solely responsible for reporting the Subscription Services for personal property tax purposes,
and Motorola will be solely responsible for reporting taxes on itsincome and net worth.

5.4 Invoicing. The invoicing and payment terms under the Primary Agreement apply.

5.5 License True-Up. Annually, Motorola will have the right to conduct an audit of total user
licenses credentialed by Customer for any Subscription Services during a Subscription Term, and
Customerwill cooperate with such audit. If Motorola determines that Customer’s usage of the
Subscription Services during the applicable Subscription Term exceeded the total number of
licenses purchasedby Customer, Motorola may invoice Customer for the additional licenses used by
Customer, pro- rated for each additional license from the date such license was activated, and
Customer will pay such invoice in accordance with the payment terms in the Primary Agreement.

6 Liability.

6.1 ADDITIONAL EXCLUSIONS. SUBSCRIPTION SERVICES ARE NOT COVERED BY THE
WARRANTY PROVISION IN SECTION 23 OF THE PRIMARY AGREEMENT. IN ADDITION TO
THE EXCLUSIONS IN SECTIONS 32, 33 AND SECTION 34 LIMITATION OF LIABILITY AND
DISCLAIMER OF DAMAGES AS SET FORTH IN THE PRIMARY AGREEMENT, AND
NOTWITHSTANDING ANY PROVISION OF PRIMARY AGREEMENT TO THE CONTRARY,
MOTOROLA WILL HAVE NO LIABILITY FOR (A) INTERRUPTION OR FAILURE OF
CONNECTIVITY, VULNERABILITIES, OR SECURITY EVENTS UNLESS CAUSED SOLELY BY
MOTOROLA; (B) DISRUPTION OF OR DAMAGE TO CUSTOMER'S OR THIRD PARTIES’
SYSTEMS, EQUIPMENT, OR DATA, INCLUDING DENIAL OF ACCESS TO USERS, OR
SHUTDOWN OF SYSTEMS CAUSED BY INTRUSION DETECTION SOFTWARE OR
HARDWARE; (C) AVAILABILITY OR ACCURACY OF ANY DATA AVAILABLE THROUGH THE
SUBSCRIPTION SOFTWARE OR SERVICES, OR CUSTOMER’S INTERPRETATION, USE, OR
MISUSE THEREOF; (D) TRACKING AND LOCATION-BASEDSERVICES UNLESS DAMAGES
ARE CAUSED BY MOTOROLA; (E) BETA SERVICES; (F) CUSTOMER DATA, INCLUDING ITS
TRANSMISSION TO MOTOROLA;(G) CUSTOMER-PROVIDED EQUIPMENT, NON-MOTOROLA
CONTENT, THE SITES, OR THIRD-PARTY EQUIPMENT, HARDWARE, SOFTWARE, DATA, OR
OTHER THIRD-PARTY MATERIALS, OR THE COMBINATION OF SUBSCRIPTION SERVICES
WITH ANY OF THE FOREGOING; (H) LOSS OF DATA OR HACKING UNLESS CAUSED SOLELY
BY MOTOROLA,; (I) MODIFICATION OF SUBSCRIPTION SERVICES BY ANY PERSON OTHER
THAN MOTOROLA; (J) RECOMMENDATIONS PROVIDED IN CONNECTION WITH THE
SUBSCRIPTION SERVICES; (K) DATA RECOVERY SERVICES ORDATABASE MODIFICATIONS
UNLESS CAUSED BY MOTOROLA; OR (L) CUSTOMER'S OR ANY AUTHORIZED USER’S
BREACH OF THIS SSS OR MISUSE OF THE SUBSCRIPTION SERVICES.

6.2 Voluntary Remedies. Motorola is not obligated to remedy, repair, replace, or refundthe
purchase price for the disclaimed or excluded issues in the PrimaryAgreement or Section 6.1 —
Additional Exclusions above, but if Motorola agrees to provide Services to help resolve such
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issues, Customer will pay Motorola for its reasonable time and expenses, including by paying
Motorola any Fees set forth in an Authorizing Document for such Services, if applicable.

7 Proprietary Rights; Data; Feedback.

71 Motorola Materials. Customer acknowledges that Motorola may use or provide Customer
with access to software, tools, data, and other materials, including desigis, utilities, models,
methodologies, systems, and specifications, which Mdorola has developed or licensed from third
parties (including any corrections, bug fixes, enhancements, updates, modifications, adaptations,
translations, de-compilations, disassembilies, or derivative works of the foregoing, whether made by
Motorola or another party) (collectively, “Motorola Materials”). The Subscription Services, Contractor
Data, Third-Party Data, and Documentation, are considered Motorola Materials. Except when
Motorola has expressly transferred title or other interest to Customer by way of an Authorizing
Document or under the Primary Agreement, the Motorola Materials are the property of Motorola or
its licensors, and Motorola or its licensors retain all right, title and interest in and to the Motorola
Materials (including, all rights in patents, copyrights, trademarks, trade names, trade secrets, know-
how, other intellectual property and proprietary rights, and all associated goodwill and moral rights).
For clarity, this SSS does not grant to Customer any shared development rights in or to anyMotorola
Materials or other intellectual property, and Customer agrees to execute any documents and take
any other actions reasonably requested by Motorola to effectuate the foregoing. Motorola and its
licensors reserve all rights not expressly granted to Customer, and no rights, other than those
expressly granted herein, are granted to Customer by implication, estoppel or otherwise. Customer
will not modify, disassemble, reverse engineer, derive source code or create derivative works from,
merge with other software, distribute, sublicense, sell, or export the Subscription Services or other
Motorola Materials, or permit any third party to do so.

7.2 Ownership of Customer Data. Customer retains all right, title and interest, including
intellectual property rights, if any, in and to Customer Data. Motorola acquires no rights to Customer
Data except those rights granted under this SSS including the right to Process and use the Customer
Data as set forth in Section 7.3 — Processing Customer Data below and in other applicable Addenda.
The Parties agree that with regard to the Processing of personal information which may be part of
Customer Data, Customer is the controller and Motorola is the processor, andmay engage sub-
processors pursuant to Section 7.3.3 — Sub-processors.

7.3 Processing Customer Data.

7.3.1 Motorola Use of Customer Data. To the extent permitted by law, Customer grants
Motorola and its subcontractors a right to use Customer Data and a royalty-free, worldwide, non-
exclusive license to use Customer Data (including to process, host, cache, store, reproduce, copy,
modify, combine, analyze, create derivative works from such Customer Data and to communicate,
transmit, and distribute such Customer Data to third parties engaged by Motorola (if Motorola
provides Customer Data to a third party that is not a Permitted Subcontractor, such Customer Data
will be anonymized) to (a) perform Services and provide Subscription Services under this SSS, (b)
analyze the Customer Data to operate, maintain, manage, and improve Motorola products and
services, and (c) create new products and services from anonymized Customer Data. Customer
agrees that this SSS, along with the Documentation, are Customer’s complete and final documented
instructions to Motorola for the processing of Customer Data. Any additional or alternate instructions
must beagreed to according to the Change Order process. Customer represents and warrants to
Motorola that Customer’s instructions, including appointment of Motorola as a processor or sub-
processor, have been authorized by the relevant controller.




P
Added via CN 2, Effective July 1, 2021 MA# 190000000886 ‘

7.3.2 Collection, Creation, Use of Customer Data. Customer further represents and warrants
that the Customer Data, Customer’s collection, creation, and use of the Customer Data (including
in connection with the Subscription Services), and Motorola’s use of such Customer Data in
accordance with this SSS, will not violate any laws or applicable privacy notices or infringe anythird-
party rights (including intellectual property and privacy rights). Customer also represents and
warrants that the Customer Data will be accurate and complete to the best of its knowledge, and
that Customer has obtained all required consents, provided all necessary notices, and met any other
applicable legal requirements with respect to collection and use (including Motorola’s and its
subcontractors’ use) of the Customer Data as described in this SSS.

7.3.3 Sub-processors. Customer agrees that Motorola may engage sub-processors who in
turn may engage additional sub-processors to Process data in accordance with this SSS. When
engaging sub-processors, Motorola will enter into agreements with the sub-processors to bind them
to data processing obligations as required by this Schedule and the Primary Agreement or to the extent
required by law.

7.4 Data Retention and Deletion. Except for anonymized Customer Data, as described above, or
as otherwise provided under this SSS, Motorola will delete all Customer Data following termination
or expiration of this SSS, the applicable Addendum, or Authorizing Document, with such deletion to
occur no later than ninety (90) days following the applicable date of termination or expiration, unless
otherwise required to comply with applicable law. Any requests for the exportation or download of
Customer Data must be made by Customer to Motorola in writing before expiration or termination,
subject to Section 17.7 — Notices of the Primary Agreement. Motorola will have no obligation to retain
such Customer Data beyond expiration or termination unless the Customer has purchased extended
storage from Motorola through a mutually executed Authorizing Document.

7.5 Service Use Data. Customer understands and agrees that Motorola may collect and use
Service Use Data for its own purposes, including the uses described below. Motorola may use
Service Use Data to (a) operate, maintain, manage, and improve existing and create new products
and services, (b) test products and services, (c) to aggregate Service Use Data and combine it with
that of other users, and (d) to use anonymized or aggregated data for marketing, research or other
business purposes. Only anonymized Service Use Data may be disclosed to third parties that are
not Permitted Subcontractors. It is Customer’s responsibility to notify Authorized Users of Motorola’s
collection and use of Service Use Data andto obtain any required consents, provide all necessary
notices, and meet any other applicable legalrequirements with respect to such collection and use,
and Customer represents and warrants to Motorola that it has complied and will continue to comply
with this Section.

7.6 Third-Party Data and Contractor Data. Contractor Data and Third-Party Data may be
available to Customer through the Subscription Services. Customer and its Authorized Users may
use Contractor Data and Third-Party Data as permitted by Motorola and the applicable Third-Party
Data provider, as described in an Authorizing Document or Subscription Services-specific
Addendum. Unless expressly permitted in the applicable Addendum, Customer will not, and will
ensure its Authorized Users will not: (a) use the Contractor Data or Third-Party Data for any purpose
other thanCustomer’s internal business purposes; (b) disclose the data to third parties; (c) “white
label” such data or otherwise misrepresent its source or ownership, or resell, distribute, sublicense,
or commercially exploit the data in any manner; (d) use such data in violation of applicable laws; (e)
remove, obscure, alter, or falsify any marks or proprietary rights notices indicating the source, origin,
or ownership of the data; or (f) modify such data or combine it with Customer Data or other data or
use the data to build databases. Additional restrictions may be set forth in the applicable Addendum.
Any rights granted to Customer or Authorized Users with respect to Contractor Data or Third-Party
Data will immediately terminate upon termination or expiration of the applicable Addendum,
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Authorizing Document, or this SSS. Further, Motorola or the applicable Third-Party Data provider
may suspend, change, or terminate Customer’s or any Authorized User’s access to Contractor Data
or Third-Party Data if Motorola or such Third-Party Data provider believes Customer’s or the
Authorized User’s use of the data violates this SSS, applicable law or Motorola’sagreement with the
applicable Third-Party Data provider. Upon termination of Customer’s rights to use any Contractor
Data or Third-Party Data, Customer and all Authorized Users will immediately discontinue use of
such data, delete all copies of such data, and certify such deletion to Motorola. Notwithstanding any
provision of this SSS to the contrary, Motorola will have no liability for Third- Party Data or Contractor
Data available through the Subscription Services. Motorola and its Third- Party Data providers
reserve all rights in and to Contractor Data and Third-Party Data not expressly granted in an
Addendum or Authorizing Document.

7.7  Feedback. Any Feedback provided by Customer is entirely voluntary, and will not create
any confidentiality obligation for Motorola, even if designated as confidential by Customer. Motorola
may use, reproduce, license, and otherwise distribute and exploit the Feedback without any
obligation or payment to Customer or Authorized Users and Customer represents and warrants that
it has obtained all necessary rights and consents to grant Motorola the foregoing rights.

7.8 Improvements; The Parties agree that, notwithstanding any provision of this SSS or Primary
Agreement to the contrary, all fixes, modifications and improvements to the Subscription Services
conceived of or made by or on behalf of Motorola that are based either in whole or in part on the
Feedback, Customer Data, or Service Use Data (or otherwise) are the exclusive property of Motorola
and all right, title and interest in and to such fixes,modifications or improvements will vest solely in
Motorola. Customer agrees to execute any written documents necessary to assign any intellectual
property or other rights it may have in such fixes, modifications or improvements to Motorola.

8 Security.

8.1 Industry Standard. Motorola will maintain industry standard security measures to protect the
Subscription Services from intrusion, breach, or corruption. During the term of this SSS, if the
Subscription Services enables access to Criminal Justice Information (“CJI”), as defined by the
Criminal Justice Information Services Security Policy (“CJIS”), Motorola will provide and comply with
a CJIS Security Addendum.

8.2 Background checks. Motorola will require its personnel that access CJI to submit to a
background check based on submission of FBI fingerprint cards.

8.3  Customer Security Measures. Customer is independently responsible for establishing and
maintaining its own policies and procedures and for ensuring compliance with CJIS and other
security requirements, that may apply and are outside the scope of the Subscription Services
provided. Customer must establish and ensure compliance with access control policies and
procedures, including password security measures. Further, Customer must maintain industry
standard security measures. Motorola disclaims any responsibility or liability whatsoever for the
security or preservation of Customer Data or Customer Contact Data once accessed or viewed by
Customeror its representatives. Motorola further disclaims any responsibility or liability whatsoever
that relates to or arise from Customer's failure to maintain industry standard security measures and
controls, including but not limited to lost or stolen passwords. Motorola reserves the right to terminate
the Subscription Services if Customer’s failure to maintain or comply with industry standard security
and control measures negatively impacts the Subscription Services or Motorola’sown security
measures.
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8.4 Breach Response Plan. Both parties will maintain and follow a breach response plan
consistent with the standards of their respective industries.

9 General Provisions.

9.1  Third-Party Benéeficiaries. This SSS is entered into solely between, and may be enforced only
by, the Parties. Each Party intends that this SSS will not benefit, or create any right or causeof
action in or on behalf of, any entity other than the Parties.

9.2 Cumulative Remedies. Except as specifically stated in this SSS, all remedies provided for
in this SSS will be cumulative and in addition to, and not in lieu of, any other remedies available to
either Party at law, in equity, by contract, or otherwise. Except as specifically stated in this SSS, the
election by a Party of any remedy provided for in this SSS or otherwise available to such Party will
not preclude such Party from pursuing any other remedies available to such Party at law, in equity,
by contract, or otherwise.

9.3 Audit; Monitoring. Motorola will have the right to monitor and audit use of the Subscription
Services, which may also include access by Motorola to Customer Data and Service Use Data.
Customer will provide notice of such monitoring to its Authorized Users and obtain any required
consents, including individual end users, and will cooperate with Motorola in any monitoring or audit.
Customer will maintain during the Subscription Term, and for two (2) years thereafter, accurate
records relating to any Authorized Users under this SSS to verify compliance withthis SSS. Motorola
or a third party (“Auditor”’) may inspect Customer’s and, as applicable, Authorized Users’ premises,
books, and records during normal business hours. Motorola will pay expenses and costs of the
Auditor, unless Customer is found to be in violation of the terms of this SSS, in which case
Customer will be responsible for such expenses and costs not to exceed $100,000, Customer will
have no obligation to pay audit expenses and costs for the License True-Up under Section 5.5 of
this SSS.

9.4  Survival. The following provisions will survive the expiration or termination of this SSS for
any reason: Section 4 — Term; Section 5 — Payment; Section 6.1 — Additional Exclusions;
Section 7 — Proprietary Rights; Data, Feedback, Section 8 — General Provisions, and where
the context of any section indicates an intent that such section shall survive the term of this SSS,
then such section shall survive.
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SECTION 1

ON PREM ASTRO 25 LAB AS A
SERVICE SOLUTION (LAAS)

1.1 OVERVIEW

Public safety agencies and state officials in every city are in constant search for the best and most
cost-effective solution to address the complexities involved in protecting and serving their
communities. An advanced, secure and reliable communications system is vital to their mission.
Lives often depend on calls getting through to the right person at the right time, so that a fast and
coordinated response can be put into action.

Land mobile radio (LMR) system management has grown especially complex over the past two
decades, as the system becomes more [P-based. LMR systems must seamlessly interact and connect
with applications, software and broadband networks—all of which are moving targets. With
unprecedented interoperability, cybersecurity and performance requirements, keeping pace with
evolving system capabilities and IP-based technology can be a time-consuming and expensive
undertaking.

Mitigating SW/HW/Updates compatibility risk is an important part of a system operator’s focus,
hence verification and validation testing is an important part of maintaining high availability and
performance standard of a large complex statewide P25 system as MPSCS. A test lab environment
requires investment and maintenance to ensure it is fit for purpose as new SW and HW features are
tested.

Fortunately, there is an option.

1.2 THE SOLUTION

Motorola’s Managed Services ASTRO 25 Lab as a service (LaaS)is a service that provides an on
premise ASTRO 25 M3 core, provided through an annual fee.

This service is aimed at customers that do not want to take on additional complexity and incur the
capital costs to purchase and maintain a lab environment. Motorola stands behind the lab core by

providing a complete and current solution including all software and hardware upgrades, security
updates and service maintenance.

The provisioning, configuration, verification and validation testing of the HW/SW will be the
responsibility of the MPSCS operations staff. Motorola will provide a dedicated lab technical
resource to support verification and validation activities.

1.2.1 P25 Laa$S Solution:

e ASTRO P25 lab, HW/SW of the non-production test core will be aligned with the MPSCS
production system
e New features can be installed and tested on-prem in a non-production environment
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e An SUAII included as part of the solution will ensure that the SW/HW is upgraded and refreshed
to align with the MPSCS production system.

Technical support from Motorola Solutions

Security and new systems updates are regularly patched.

Dedicated LaaS located on premise at MPSCS and available 24X7

System Technologist dispatched onsite 8X5 business days for maintenance related issues.

8x5 business days’ local service support for ongoing core maintenance

The on-premise lab is owned and maintained by Motorola Solutions. It enables an “evergreen”
platform by refreshing network core components to keep the system supported and enhancing the
system with new SW features as they become available. (Additional system expansion for SW
features or HW not included) Additionally, Motorola Solutions manages critical component health
and provides service support and onsite maintenance services.

The Benefits

Customers benefit from a wide range of services:

SERVICE | BENEFIT |
ON Premise ASTRO P25 LaaS at Allows hands on testing by MPSCS network engineers to
the MPSCS Lab facilities perform HW/SW verification and validation testing of new

features on a non-production system. This will expedite the
introduction of new value-added services for MPSCS

users.

LaaS system in alignment with the LaaS will remain aligned with the SW release level and

production network active features of the production system

Predictable payment structure that is | A predictable annual fee for the test core, frees up capital

paid annually. to be spent on other network expansions.

Embedded Maintenance Motorola Solutions’ managed service framework provides

Services system maintenance duties.

Network Security Regularly available software and services to protect and

Services secure the network

Continual Technology Motorola Solutions implements planned technology refresh

Refresh to the ASTRO 25 LaaS solution to keep it current and
supported through the embedded SUAII

Tactical Exercises MPSCS operations team can enable and execute

emergency response plans for hurricane exercises and
other emergency response events

Staff Training and development Allows a sandbox environment for training and
development of MPSCS operational staff

Onsite Lab Technical Resource A lab technical resource that will provide day to day
support for lab verification and validation activities.

P25 ASTRO LaaS BASE SOLUTION
The LaaS will include qty 2 Virtual Management Servers (VMS)

2 Core Lan Switches, 2 Core Edge Routers,

2 Core Mediation Switches (Zone core Protection)
TRAK Timing Server

One GGSN (for Data)

March 3, 2020 Michigan's Public Safety Communications System
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Enablement Server

Syslog Server

1 Intrusion Detection Service
Intelligent Middleware Server (IMW)
CEN switch and Firewall
Internetworking Firewall

Set of HW spares.

The following management application software will be included and supported on the redundant
core VMS servers:

Unified Network Configuration (UNC)
Security Partitioning

Provision Manager

Unified Event Manager (UEM)
Firewall Manager

Backup and Recovery (BAR)
Air Traffic Interface (ATIA)
Zone Statistics

Zone Watch

Email Alerting

Zone Historical Reports
Affiliation User Reports

Radio Control Manager (RCM)

A Network Manager Client Workstation (Z2 Mini) with 19’ Monitor is included to support the above
management applications. The client may be located in the Test Lab room or in the NCC room.

The LaaS provides:

1. Current network features as defined below

2. |NEW network features for testing purposes as defined below, for MPSCS consideration

1. The LaaS will include and align to the CURRENT Network features:

— ASTRO FDMA Trunking Operation License
— ASTRO FDMA Site Licenses Qty 3

—  MCC7500 Console Operator Licenses Qty 5
— 500 Radio User License

— Classic Data P25 Trunked Site Qty3

— 700/800 Mixed Site Operation

Aligning with the CURRENT network, an Intelligent Middleware (IMW) server is included on the
LaaS to enable testing of Data applications and interfaces to desired applications such as GPS
Location and Personnel Accountability. The IMW will be equipped with the following licenses

e 100 Presence Licenses
e 100 Location Licenses

The LaaS will include Core Backhaul Switches capable of supporting Ethernet connected RF Sites or
Console Sites. Note that RF site(s) and Console sites are not included. Also note that the existing
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MCC7500E Operator Position will remain in the Test Lab for use on the LaaS. Licenses to upgrade
the existing Operator Position to 160 Radio Resources have been included.

A Firewall and DMZ Switch has also been included to support a CEN to test applications that require
interfacing outside the Motorola RNI into the State of MI network.

1. New Solutions included for testing purposes

The LaaS also includes the following NEW network features for MPSCS consideration and testing:

Phase 2 TDMA Trunking Operation License

Phase 2 TDMA Trunking Site License (Qty3)

Phase 2 TDMA Trunking Dynamic Talkgroup assignment Site License Qty 3
Dynamic Transcoder

Transcoded Simultaneous Calls (Qty 5)

Trunked Enhanced Data Operation License

Enhanced Data Trunked Site Qty 3

500 Enhanced Trunked Data User Licenses

MCC7500 Console Group Text Licenses Qty 5

Group Services (includes the below items)

— 500 Radio Alias Group Download User Licenses with User Login Alias Update
— 50 Talkgroup Text Messaging Licenses

— 10 Console Group Text Licenses

500 Location on PTT User Licenses

Fire Personnel Accountability

Geo Select

Northbound Interface

Dynamic Frequency Blocking

LaaS IMW includes the following licenses to test NEW functionality:

e 100 Group Management Licenses
e 100 Messaging Licenses

The following Spares have also been included:

FRE: DL380 G10 HD
DAS

DL380 Power Supply
2930F 48 Port Switch
2930F 24 Port Switch
Mini GBIC

Fiber Cable

The proposed LaaS has also been provisioned to support the following features and operation:

SmartConnect

SmartLocate

ViQi

Cirrus (Cloud based Network Management)
Command Central Aware

March 3, 2020 Michigan's Public Safety Communications System
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Internetworking Firewall (qty 2) are included to provide secure connectivity to support the above
features.

Clarification 1: License ID's for the G Series site controller and the Base Radio;, Those are no
charge licenses that are attached to those equipment, site controller and the GTR base station. You
already have that equipment and so no need to add those licenses again. That equipment can be
connected to the Lab Test core.

Clarification 2: MSI is providing one CSSI license with the LaaS. Once the Critical Connect Demo
is complete and MPSCS purchases Critical Connect, the demo Critical Connect System will go into
lab facility and can be used as the ISSI interface. The Lab will at that point have the ISSI and CSSI to
test non-Mototrola systems. The use of Critical Connect services will still be required to purchase
monthly subscriptions as outlined in the pricing section of this proposal.

Exclusions:

RF site(s), devices, consoles and associated support are not included as part of this solution.

INSTALLATION REQUIREMENTS

Motorola Solutions will install and configure the Test Core in the Lab based upon the agreed-to floor
plans. A cabinet/rack drawing for the new Lab equipment is included. All equipment will be installed
in a neat and professional manner, employing a standard of workmanship consistent with Motorola
Solutions’ R56 installation standards and in compliance with applicable standards and regulations.

MPSCS Responsibilities

e Provide assistance and access to MSI personnel to offload and move equipment to the second
floor Lab location

e Provide adequate floor space for the new equipment and cabinets/racks as shown in the attached
rack/cabinet drawing. Ensure 3 feet of clearance in front and back of each rack/cabinet. If
required, remove or relocate any existing equipment, and utilities to create space for new
equipment.

e Ensure a single point system ground, of ten (10) ohms or less, is available in the Lab room and
make available a grounding tie point within ten (10) feet of the-Motorola-supplied equipment
cabinets.

e Supply and install required circuits described below in the existing electrical distribution panel
and wire to Motorola supplied cabinets. Ensure AC feed input power is sized to support the
additional circuits required below.

— Provide Qty 2 30 amp 120V AC circuits per cabinet and wire to AC Edge PDU’s in each
cabinet.

— Provide adequate power to the Aware Client

— Provide additional circuits for future equipment that may be added in the Lab. A mutually
acceptable number will be determined jointly between MPSCS and MSI.

e Provide UPS backup power for the new LaaS equipment sized to meet total power draw as shown
on the cabinet/rack drawing.

On Prem ASTRO 25 Lab as a Service Solution
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Provide long term generator backup power to backup new LaaS equipment.

Provide a dedicated owner or point of contact for the Lab to work with the MSI resource

Provide dedicated internet connectivity, which would be used for either security patching,
software updates and/or cloud service testing. The connectivity that is being used in site 1102

should be sufficient.

Figure 1-1: Master Rack Diagram

Two 30AMP circuits required per
cabinet wired to AC Edge device.

Total Power Draw (120V AC)
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1.4 COMMANDCENTRAL AWARE PRODUCT DESCRIPTION

CommandCentral Aware provides a complete operating picture, integrating intelligence in the
command center to remotely assist officers in the field. CommandCentral Aware can create a
situational awareness front through consolidation of disparate systems and data such as radio
locations into a single interface with the ability to expand data sources when the agency is ready to
include incidents from CAD, camera feeds, alerts and voice.

The CommandCentral Aware package proposed for the Test Lab supports monitoring location of GPS
enabled portable and mobile radios in a single map view. The Aware package is a cloud based
solution offering the ability to view this map anywhere and on multiple device types; workstation,
laptop, smartphone, or tablet. A single workstation Aware client has been included to be located in
the Lab.

CommandCentral Aware also has the ability to connect to Computer Aided Dispatch (CAD), Call
Handling, Video Management Systems (VMS), Automatic License Plate Reader (ALPR) and other
software platforms, enhancing incident response by integrating these multiple disparate systems into a
unified public safety workflow. CommandCentral Aware provides the ability to correlate information
and events across these types of multiple systems; radio, video surveillance, sensors, alarms,
analytics, CAD, Records, and Mapping/GPS location.

The ability to interface to these different types of data sources and information would enable your
member agencies to monitor activity from anywhere, act with necessary context, collaborate without
distraction, respond quickly to escalating incidents, enhance response with real time video, streamline
video management and agency workflows.

The capability for these other systems can be added to the proposed Aware package in the future
when desired for testing and validation.

More detail on the package included is described below.
The CommandCentral Solution design for the MPSCS Lab project includes the following:

CommandCentral Aware Location Software Solution:

Licenses for CommandCentral Aware Location on PTT (Qty. 10)
AccuWeather service

Agency ESRI Data Sets Integration

Location

— Inter/Intra-Agency Group configuration

— IMW Software Upgrade

— IMW licenses including: location, presence and group management
Man-down alerts and emergency button

e Emergency Alerts: APX radio button press, man-down and vehicle impact

Hardware Components:
e One (1) CloudConnect server hardware

Professional Services Includes:

e Field Engineering for installation and integration of the CloudConnect server. and configuration
of the CommandCentral Aware application.

On Prem ASTRO 25 Lab as a Service Solution
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o CommandCentral Aware on-line training through the Motorola Learning Management System
(LMS).

1.5 MAPPING DESCRIPTION

CommandCentral Aware provides the consolidated, map-based common operating picture needed to
enhance decision-making at any part of your operation. You can view all of your location-based data
together, on a single map display.

Geospatial Event Mapping - See up to 3000 unit/device locations (only 10 radio locations will be
mapped for this Lab project), field personnel status and location, open-source data alerts, sensors and
more, visualized on a map that can be customized with any of your agency’s other data layers.

Event Monitors - Personnel status and location, open source data alerts, visualized on a map (i.e. Esri
online, Esri server, or static map layers) that can be modified with any of your agency’s other data
layers.

Geographical Information System (GIS) Integration - Map display utilizes Esri ArcGIS online or
ArcGIS Server map services provided by the Customer.

Data Layer Panel - Each data layer source can be shown or hidden based on selecting or deselecting it
in the data layer panel.

Event Information Display - Details associated with each icon on the map can be viewed in an event
information display upon clicking the icon.

1.6 LOCATION ON PTT DESCRIPTION

CommandCentral Aware maps GPS enabled land mobile radios (ASTRO 25 radios). The location
solution supports the following capabilities:

e User & Resource Location - All available agency sources of location information and related
metadata are ingested from land mobile radio (LMR) devices to pinpoint the location for vehicles
and responders.

e Affiliation of Users, Devices and Units - A user can be affiliated with multiple devices (both
broadband and LMR). Multiple users and their devices can be affiliated with a unit.

e Location on PTT and On Request.
e Location on Emergency (emergency button press and man down).

e Stale Location or Not Reporting Indication.

1.7 LOCATION ON PTT FEATURES

The chart below will help you to better understand the capabilities that your agency can leverage
when using the CommandCentral Aware Map to track your unit’s location. This chart highlights the
Location-on-PTT Offer for CommandCentral Aware. Location-on-PTT is a subscription based offer
that is easily deployed with any up-to date ASTRO® P25 system.

March 3, 2020 Michigan's Public Safety Communications System
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LMR LOCATION

LOCATION ON DEMAND OR REQUEST

LOCATION ON PTT

AFFILIATION OF USERS, DEVICES, UNITS, GROUPS

WORKFLOW CONFIGURATION
EMERGENCY ALERTS (APX BUTTON PRESS, MAN DOWN,
VEHICLE IMPACT)

ESSENTIAL SERVICE
ASTRO 25 RESPONDER LOCATION

AGENCY ESRIDATA SETS INTEGRATION

Figure 1-2: LoPTT Features

1.8  GEOGRAPHIC INFORMATION SYSTEM (GIS) DATA SET
INTEGRATION

CommandCentral Aware integrates with your hosted GIS data sets from Esri ArcGIS Server or
ArcGIS online. The geospatial information contained within these data sets are core to the overall
visualization of the intelligent map display. This adds to the common operating picture to enhance
workflow details driven by geography and metadata contained within these data sets.

Esri’s powerful geospatial engine within CommandCentral Aware is used to automatically invoke
spatial queries to inform the user of nearby items, refine geographic boundaries and focus attention on
location to orientate those responding. Utilizing the geospatial processing induces an intelligent
driven analysis and help to eliminate additional noise on the map to not distract from the concentrated
area of concern.

Example data sets may include (but not limited to):

e The ability to refine the data displayed based on geographic area defined per user (i.e. by Area,
Beat, Sector, Precinct, Zone, Quadrant).
Find nearby entities by predefined distance (i.e. closest responder to an emergency event).

e Determining road blockades caused by traffic jams, flooded roadways, or barricades.

On Prem ASTRO 25 Lab as a Service Solution
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SECTION 2

LAAS SERVICES

2.1 SERVICES OVERVIEW

Motorola will support to ensure the LaaS is operating at optimal levels and available for MPSCS to
perform testing activities. The proposed offering consists of the following specific services:

Technical Support.

Network and Security Update Services (SUS)
System Upgrade Service (SUAII)

Annual Preventative Maintenance.
Maintenance related onsite support

These services will be delivered to MPSCS through the combination of local service personnel and a
centralized team within our Solutions Support Center (SSC), which operates on a 24 x 7 x 365 basis;
The collaboration between these service resources, all of who are experienced in the maintenance of
mission-critical networks, will enable a swift analysis of any network issues, an accurate diagnosis of
root causes, and a timely resolution and return to normal network operation.

22  TECHNICAL SUPPORT

Centralized support will be provided by Motorola Solutions’ support staff, located at our Service
Desk and Solutions Support Center (SSC). These experienced personnel will provide direct service
and technical support through a combination of Service Desk telephone support, technical
consultation and troubleshooting through the SSC. Motorola Solutions will provide Service Desk
response as a single point of contact for all support issues, including communications between
MPSCS, third-party subcontractors and manufacturers, and Motorola Solutions. When MPSCS's
personnel call for support, the Service Desk will record, track, and update all Service Requests,
Change Requests, and Service Incidents using our Customer Relationship Management (CRM)
system. The Service Desk is responsible for documenting MPSCS's inquiries, requests, concerns, and
related tickets; tracking and resolving issues; and ensuring timely communications with all
stakeholders based on the nature of the incident.

As tickets are opened by the Service Desk, issues that require specific technical expertise and support
will be routed to our Solutions Support Center (SSC) system technologists for Technical Support,
who will przovide telephone consultation and troubleshooting capabilities to diagnose and resolve
infrastructure performance and operational issues.

Motorola Solutions’ recording, escalating, and reporting process applies ISO 90001 and TL 9000-
certified standards to the Technical Support calls from our contracted customers, reflecting our focus
on maintaining mission-critical communications for the users of our systems.

2.3  SECURITY UPDATE SERVICE (SUS)

The proposed Security Patch Installation Service will provide MPSCS with pre-tested security updates, pre-tested
and installed by Motorola ST on MPSCS's LaaS system. When appropriate, Motorola Solutions will make these
updates available to outside vendors in order to enable them to test each patch, and will incorporate the results of

On Prem ASTRO 25 Lab as a Service Solution
20-PS-102275

@ Motorola Solutions LaaS Services 2-1



Michigan's Public Safety Communications System
March 3, 2020

those third-party tests into the updates before installation on MPSCS's network. Once an update is fully tested and
ready for deployment in MPSCS's system, Motorola Solutions will locally install it onto MPSCS's system, and
notify MPSCS that the patch has been successfully installed. /n general, MSI would be responsible for the
network security of the new LaaS but expect to work with MPSCS personnel on governance, process and protocol.
To our knowledge the lab does not have internet access at this point but we are asking for it in order to perform
off premise patching, updates and upgrades (when possible), therefore at this point all updates and patching is
on-premise until we get internet access to perform it remotely. MSI is proposing to do remote security patching
(Moto-patch) and will work with MPSCS on the final methodology, process, schedule and any bandwidth
requirements. If there are any recommended configuration changes, warnings, or workarounds, Motorola
Solutions will provide detailed documentation along with the updates on the website.

24  SYSTEM UPGRADE SERVICE (SUAII)

With our proposed Network Updates Service through the SUAII program, Motorola Solutions
commits to sustain MPSCS's ASTRO 25 system through a SUAII program of software and hardware
updates aligned with the Live Production system and the ASTRO 25 platform lifecycle. Motorola’s
service and upgrade operations team is committing to upgrade the Lab system 6 months prior to the
live sytem being upgraded. This assumes these upgrade discussions are happening a minimum of 8
months prior to the live system being upgraded and the new system upgrade is available. This
comprehensive approach to technology sustainment will ensure that MPSCS has access to the latest
available standard features, as well as the opportunity to incorporate optional features through the
purchase of hardware and/or software licenses. Updates and expansion of system components will
optimize the availability of repair services, and will enable MPSCS to add RF sites, dispatch
positions, data subsystems, network management positions, and other elements to increase capacity
and processing capability.

Motorola Solutions will minimize any interruption to system operation during each network update
in cooperation with MPSCS's personnel.

2.5 PREVENTIVE MAINTENANCE

Annual Preventive Maintenance Service provides proactive, regularly scheduled operational testing
and alignment of infrastructure and network components to ensure that they continually meet original
manufacturer specifications. Certified field technicians perform hands-on examination and
diagnostics of network equipment on a routine and prescribed basis.
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2.6 NETWORK HARDWARE REPAIR

Motorola provides a hardware repair service for all of the Motorola and select third-party
infrastructure equipment supplied by Motorola. The Motorola authorized Repair Depot manages and
performs the repair of Motorola supplied equipment as well as coordinating the equipment repair
logistics process.

2.7 MAINTENANCE ONSITE SUPPORT

On-site repairs and network preventative maintenance will be provided by authorized local field
services delivery personnel, who will be dispatched from and managed by the Solutions Support
Center.

On-Site Support provides local, trained and qualified technicians who will arrive at MPSCS's location
upon a dispatch service call to diagnose and restore the communications network. This involves
running diagnostics on the hardware or Field Replacement Unit (FRU) in order to identify defective
elements, and replacing those elements with functioning ones. The system technician will respond to
the MPSCS's location in order to remedy equipment issues based on the impact of the issue to overall
system function.

Core Master Site Tasks* Lead Assistance
Responsibility

Verification Testing of Products Chosen by MPSCS MPSCS MSI
Validation Testing of Products Chosen by MPSCS MPSCS MSI
Core Configuration, provisioning and programming MSI MPSCS
Technical Support Service Desk 7X24 MSI

Security Update Service MSI

Network Patch Management MSI

Preventive Maintenance MSI

Field Technical Maintenance MSI

System Enhancement Releases (SER) MSI

= SUA Il - Up to one system upgrade every two years MSI

= Core SMA/Software Maintenance Agreement

= Core Hardware Refresh

= Core Upgrade Related HW/SW Implementation

*RF site(s), devices, consoles are not included as part of this solution.
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SECTION 3

LAB

Michigan's Public Safety Communications System

AS A SERVICE (LAAS)

TECHNICAL RESOURCE

3.1 OVERVIEW

Provide oversight and lead the product, software and feature testing in collaboration with Michigan’s
Public Safety Communications System (MPSCS) team members. Below is a general overview of the
position:

In cooperation and collaboration with MPSCS, lead and set up the future testing procedures,
approval processes and documentation requirements for both Motorola Solutions (MSI) and
MPSCS

In cooperation with both MPSCS and MSI personnel, establish, document  and update overall
MPSCS and MSI technical network and architectural diagrams and drawings for the current
system (as-builts) and what the future state of the system may need to be for proper growth and
capacity requirements.

Prioritize the testing of features, software, technology, updates, upgrades and equipment
replacement with MSI and MPSCS personnel

Actively partner, communicate and collaborate with MSI field teams to ensure they are updated
on roadmap and testing priorities, progress and approval of products, services and
technologies.MSI field teams include but  not limited to:

— Pre and Post sale engineering teams
— System Technologists

— Project Management

— Product teams

— Service teams

Partner with MSI internal research and development (R&D), systems integration testing (SIT)
and product teams and provide MPSCS voice of customer (VOC)  feedback for product
development and rollout.

Work closely with the following MPSCS/State of Michigan teams to establish technology
roadmap and VOC priorities:

— Engineering Team

— Software/Data  Team

— Architectural and Network Team
— Radio Programing Team

— Network Control Center Team

— Field Services Teams

— Cyber Security Team

Have an overall understanding of the MSI products, services and technologies currently on the
MPSCS.
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— Land Mobile Radio (LMR) System and Landscape

—  Premier One(P1)/Computer Aided Dispatch (CAD)

— Backhaul - Nokia

— Third party partners such as NICE, Genesis, MCM, CompassCom, Kodiak, WAVE,

e Train and participate in classes, forums and/or training to understand the future products,
technology, software and services

— Land Mobile Radio (LMR) System and Landscape
— Premier One(P1)/Computer Aided Dispatch (CAD)
— Backhaul - Nokia
—  Third party partners such as NICE, Genesis, MCM, CompassCom, Kodiak, WAVE,
o MPSCS will have final approval of this resource and will participate in the interview process.

3.1.1  Specific Duties

e Carry out and actively participate / support tests / trials, integration tests, certification tests,
diagnostic tests, etc.

e Assist and advise MPSCS personnel in setting up tests and trials to validate new features and
functionality to be performed on the Test core prior to deploying on the production system.

e Act as the Field technical resource during SUAII upgrades performed by Motorola Upgrade
Operations.

e Participate in response and restoral to remediate functional issues with the test core.

e Support the design and deploy test benches (e. g. Key Performance Index measurement - KPI)
e Report development / technical advice / task assistance / trials

e Act as technical link between Motorola Solutions and MPSCS (question, etc.).

e Serve as focal point & catalyst for the resolution of product and system problems in complex
communications and information systems

e Develop new methods to improve performance, ease of installation, diagnostics, quality, and
cycle time of complex systems

e Technical support to engineering and expertise. (If required)

e Perform preventative maintenance routines to ensure proper system operation with focus on trend
analysis and documentation of results

3.1.2  Skills

e [Expertise in configuration and testing ("pre staging / staging").

e Special skills and knowledge in the fields of radio communication (P25), and related fields
(electromagnetic propagation and microwave links, VHF, UHF, and microwave radio
technologies.) Familiarity with [IP/MPLS, Telephony-TolP.

e Must have knowledge of R.F. systems, such as transmitters, receivers, and antenna networks

e  Must be highly computer literate with proficiency in MS Word, Excel, Powerpoint, Outlook or
Gmail, and Access
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Must demonstrate knowledge in standard telephony and dedicated data circuits, as well as
knowledge of packet switching techniques including MPLS.

Training and extensive experience in configuring and testing computer networking equipment
(routers, hubs, switches, etc.).

Experience with logging recording systems, RF interfaces, wired/wireless communications
systems and/or networking equipment

Unique combinations of both multi-site RF communications system and/or computer/networking
skills are required.

Must demonstrate knowledge and experience in LAN/WAN networks, network administration
and management

Must be able to work with and update technical drawings as well as provide technical drawings as
needed

The ideal candidate must demonstrate systems experience and have a minimum of 4 years of
related experience with the following equipment:

Motorola Base Stations (STR series, GTR series, Quantar, etc.)

Centracom Consoles (Gold Elite, MCC7500, MCC7100)

- Nokia Microwave BackhaulComputer IP Networks and Configuration

Experience working with RF Infrastructure Technologies to include Motorola SmartZone,
, Console Systems, ASTRO25  Trunked equipment is strongly preferred

The Candidate must have skills in the use of various communications test equipment including:

— Communication System Analyzers

— Ethernet Link test sets

— T1 Test Sets

— TIMS (Transmission Impairment Measurement Set)
— Digital RF Power Meter

Must be capable of installation of server hardware/OS and software infrastructure and
troubleshooting to resolve system/application related issues.

Applicants must be proficient with Microsoft Office products and Motorola Radio Programming
Software suite.

Must have excellent communications skills and always present a professional image.
Must have a current, valid driver’s license.

Must be able to obtain background clearance as required by government customer

3.1.3 Education/Experience

Engineering degree, or technical school certification, or military training.
2 or more years of MPSCS engineering experience
Ideally the individual should have or be pursuing at least one network certification:

—  Network+
— CCNA
— NRSI
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— Related certification Network + (or similar) certification.
o Eight years’ technical work experience.

e Training and experience in the configuration, testing, and optimization of current Motorola two-
way radio subscribers and infrastructure.
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SECTION 4

PROPOSAL PRICING

Motorola pricing is based on a complete system solution. The addition or deletion of any component(s) may subject the
total system price to modifications.

4.1 PROPOSAL SUBSCRIPTION PRICING

Year 1 Year 2 Year 3 ‘ Year 4 Year 5

LaaS Annual Fee $655,000 $674,650| $694,890 $715,736 $737,208

5. MSPCS Review

Motorola will provide to the State's MPSCS reports and data as requested. MPSCS Subject Matter Experts
(SME's) will meet annually to review the progress and the volume of lab simulations that have been conducted
to ascertain that the program is working as intended. Motorola will work with the State to implement any
changes determined to be necessary to make this program viable.
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Revised via CN 1, Effective September 25, 2020

MA# 190000001544

Lo

{D

Michigan’s Public Safety Communications System (MPSCS) Continued System Updates, Equipment Maintenance
and Upgrades, and Ancillary Systems Products

Component

October 1, 2019

October 1, 2020

SCHEDULE B - PRICING

October 1, 2021

October 1, 2022

October 1, 2023

October 1, 2024

October 1, 2025

October 1, 2026

October 1, 2027

October 1, 2028

System Upgrade Agreement Il (SUA 1) $4,666,751.89 $5,119,186.80 $5,570,726.31 $5,900,187.68 $6,460,906.70| $6,502,411.06 $ 6,545,043.90 $ 6,589,066.01 $ 6,634,415.11] $6,681,002.78| §60,669,728.24
Security Update Services (SUS) $100,785.87 $103,809.45 $106,923.73 $118,189.84 $121,735.54|  $125,387.60 $135,019.65 $139,070.24 $143,242.35 $147,539.62| 51,241,703.89
MPSCS ASTRO |Technical Support (TS) $252,878.41 S 260,464.76 3 268,278.70 $296,546.12 $305,442.50| TP314,605.77 $338,773.22 $348,936.41 $359,404.51 $370,186.64| $3,115,517.03
LIFECYCLE |OPSOC $34,839.75 $35,884.94 $ 36,961.49 $40,855.97 $42,081.65 $43,344.10 $46,673.71 $48,073.92 $49,516.14 $51,001.63 $429,233.31
Business Relationship Manager (BRM) $ 260,000.00 $ 267,800.00 $275,834.00 $284,109.02 §292,632.23| 530141126 $310,453.60 $319,767.21 §329,360.22 $339,241.03|  52,980,608.62
TOTAL §5,315,285.92 $5,787,145.95 $6,258,724.23 $6,639,888.63 $7,222,798.68 $7,287,159.79 $7,375,964.08 $7,444,913.79 | §7,515,938.33 $7,588,971.70 $ 68,436,791.09
PremierOne CAD $106,678.14 $109,878.36 $119,812.29 $123,406.92| $127,108.85 $135,644.68 $139,714.22 § 143,905.79 $148,222,50| 51,154,371.75
MPSCS PremierMDC $162,778.86 $150,358.48 $154,869.30 $171,187.28 $176,322.96 $181,612.64 $195,563.48 $201,430.32 $207,472.88 $213,696.68] 51,815,292.88
PREMIER** Upgrade - Hardware [ Software / Services $142,848.92 $142,848.92 $153,301.28 $153,301.28 $153,301.28 $160,269.52 S 160,269.52 $160,269.52 $160,269.52| $1,386,679.76
TOTAL 5162,778.86 $399,885.54 % 407,596.58 $444,300.85 5$453,031.16|  $462,022.77 $491,477.68 4 501,414.06 4511,648.19 $522,188.70| 5 4,356,344.39
MPSCS Lab  |Lab as A Service (5 Year Agreement) $ 655,000.00 $ 674,650.00 4 694,850.00 $715,736.000  $737,203.00 $3,477,484.00
TOTAL 4 655,000.00 % 674,650.00 % 694,890.00 $715,736.00 4$737,208.00 $3,477,484.00
GRAND TOTAL $5,478,064.78 $6,842,031.49 $7,340,970.81 $7,779,079.48 $8,391,565.84 4 8,486,390.56 $7,867,441.76 $7,946,327.85 $8,027,586.52 $8,111,160.40 §76,270,619.48
MPSCS Credit #1 - System Manager ($154,291.00) ($154,291.00)
Existing Credit #2 - WAVE Activation Fee ($1,814.40) ($1,814.40)
Credits Credit #3 - WAVE Hosting (% 6,900.00) (% 6,900.00)
Credit #4 - Subscriber Activation ($53,750.00) ($53,750.00)
GRAND TOTALS OF CREDITS (5 216,755.40) (5 216,755.40)

o

CAD Workstations NOT included in pricing




STATE OF MICHIGAN PROCUREMENT

DTMB Central Procurement Services

525 W. Allegan Street, 15t Floor NE
Lansing, MI 48933

NOTICE OF CONTRACT
NOTICE OF CONTRACT NO. 190000001544

between

THE STATE OF MICHIGAN

and

Motorola Solutions, Inc Kate Jannereth DTMB

500 W. Monroe St. 517-881-1031

Chicago, IL 60661 jannerethk@michigan.gov

Valerie Hiltz DTMB

Rich Uslan

616-438-1942 517-249-0459

CONTRACTOR

hiltzv@michigan.gov

rich.uslan@motorolasolutions.com

CV0016903

CONTRACT SUMMARY

DESCRIPTION: Michigan’s Public Safety Communications System (MPSCS) Continued System Updates, Equipment,
Maintenance and Upgrades, and Ancillary Systems Products

INITIAL EFFECTIVE DATE | INITIAL EXPIRATION DATE | 'NITAL VAU ABLE Eﬁﬂﬁé;'(cs’)"N%ﬁrTEEDB;ESORVE
October 1, 2019 December 31, 2029 None December 31, 2029
PAYMENT TERMS DELIVERY TIMEFRAME
Net 45 As per Delivery Order
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
P-card (] Payment Request (PRC) [] Other Yes [] No
MINIMUM DELIVERY REQUIREMENTS
N/A

MISCELLANEOUS INFORMATION

This Master Agreement Serves as an Order with regard to Maintenance and Support, for services as
indicated in Schedule A, Section 4.1.A Price Terms and Section 5.1.A.1 Authorizing Document, and per
terms, conditions and specifications of this contract.

For all other Products and Services THIS IS NOT AN ORDER. Orders will be placed directly by the State
Agency via the authorized document, established in Schedule A, Section 5.1.A.2 Authorizing Documents,
and per terms, conditions and specification of this contract.

ESTIMATED CONTRACT VALUE AT TIME OF EXECUTION $99,900,000.00




CONTRACT NO. 190000001544

FOR THE CONTRACTOR:

Motorola Solutions, Inc.
Company Name

Authorized Agent Signature

Authorized Agent (Print or Type)

Date

FOR THE STATE:

Signature

Jared Ambrosier, Enterprise Sourcing Director
Name & Title

DTMB, Central Procurement Services
Agency

September 26, 2019
Date
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STATE OF MICHIGAN

STANDARD CONTRACT TERMS

Michigan’s Public Safety Communications System (MPSCS)
Continued System Updates, Equipment Maintenance and Upgrades,
and Ancillary Systems Products

This STANDARD CONTRACT (“Contract”) is agreed to between the State of Michigan (the
“State”) and Motorola Solutions, Inc. (“Contractor” or “Motorola”), a Delaware corporation. This
Contract is effective on October 1, 2019 (“Effective Date”), and unless terminated, expires on
December 31, 2029.

1. Definitions. For the purposes of this Contract, the following terms have the
following meanings:

“Accept” has the meaning set forth in Section 20.
“Acceptance” has the meaning set forth in Section 20.

“Affiliate” of a Person means any other Person that directly or indirectly, through
one or more intermediaries, controls, is controlled by, or is under common control
with, such Person. For purposes of this definition, the term “control” (including the
terms “controlled by” and “under common control with”) means the direct or
indirect ownership of more than fifty percent (50%) of the voting securities of a
Person.

“Allegedly Infringing Materials” has the meaning set forth in Section 34.

‘Business Day” means a day other than a Saturday, Sunday or other day on
which the State is authorized or required by Law to be closed for business.

“Business Owner” is the individual appointed by the agency buyer to (a) act as
the agency’s representative in all matters relating to the Contract, and (b) co-sign
off on notice of Acceptance. The Business Owner will be identified in the
Statement of Work.

“Change” has the meaning set forth in Section 5.
“Change Notice” has the meaning set forth in Section 5.

“Change Proposal” has the meaning set forth in Section 5.
“Change Request’ has the meaning set forth in Section 5.

“Confidential Information” has the meaning set forth in Section 38.a.
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“Configuration” means State-specific changes made to the Software without
Source Code or structural data model changes occurring.

“Contract”’ has the meaning set forth in the preamble.

“Contract Activities” refers to the includes the Services, Deliverables, delivery
of commodities, or other contractual requirements set forth in Schedule A —
Statement of Work, including any subsequent Statement(s) of Work, that the
Contractor agrees to provide and the State agrees to purchase pursuant to the
terms of this Contract.

“Contract Administrator” is the individual appointed by each party to (a)
administer the terms of this Contract, and (b) approve any Change Notices under
this Contract. Each party’s Contract Administrator will be identified in the
Statement of Work.

“Contractor” has the meaning set forth in the preambile.

“Contractor’s Bid Response” means the Contractor’s proposal submitted in
response to the State’s requests to obtain Contract Activities.

“Contractor Personnel” means all employees of Contractor or any Permitted
Subcontractors involved in the performance of Services hereunder.

“‘Deliverables” means all materials, including, but not limited to Software,
Documentation, written materials and commodities, that Contractor is required to
or otherwise does provide to the State under this Contract and otherwise in
connection with any Services, including all items specifically identified as
Deliverables in Schedule A - Statement of Work.

‘Dispute Resolution Procedure” has the meaning set forth in Section 54.

‘Documentation” means all generally available documentation relating to the
Software, including all user manuals, operating manuals and other instructions,
specifications, documents and materials, in any form or media, that describe any
component, feature, requirement or other aspect of the Software or Hosted
Services (as defined in Schedule D), including any functionality, testing,
operation or use thereof.

‘“DTMB” means the Michigan Department of Technology, Management and
Budget.

“Effective Date” has the meaning set forth in the preamble.

‘Equipment” means the hardware components that the State purchases from
Contractor under this Contract.

“Fees” means collectively all fees collected by the Contractor pursuant to the
terms of this Contract.
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‘Financial Audit Period” has the meaning set forth in Section 41.
‘Force Majeure” has the meaning set forth in Section 53.
‘HIPAA” has the meaning set forth in Section 46.

“Intellectual Property Rights” means all or any of the following: (a) patents,
patent disclosures, and inventions (whether patentable or not); (b) trademarks,
service marks, trade dress, trade names, logos, corporate names, and domain
names, together with all of the associated goodwill; (c) copyrights and
copyrightable works (including computer programs), mask works and rights in
data and databases; (d) trade secrets, know-how and other confidential
information; and (e) all other intellectual property rights, in each case whether
registered or unregistered and including all applications for, and renewals or
extensions of, such rights, and all similar or equivalent rights or forms of
protection provided by applicable Law in any jurisdiction throughout the world.

“Key Personnel” means any Contractor Personnel identified as key personnel in
Schedule A — Statement of Work.

‘Law” means any statute, law, ordinance, regulation, rule, code, order,
constitution, treaty, common law, judgment, decree or other requirement or rule
of any federal, state, local or foreign government or political subdivision thereof,
or any arbitrator, court or tribunal of competent jurisdiction.

“‘Loss or Losses” means all losses, damages, liabilities, deficiencies, claims,
actions, judgments, settlements, interest, awards, penalties, fines, costs or
expenses of whatever kind, including reasonable attorneys' fees and the costs of
enforcing any right to indemnification hereunder and the cost of pursuing any
insurance providers.

“‘Maintenance Release” means any update, upgrade, release or other adaptation
or modification of the Software, including any updated Documentation, that
Contractor may generally provide to its licensees from time to time during the
Term, which may contain, among other things, error corrections, enhancements,
improvements or other changes to the user interface, functionality, compatibility,
capabilities, performance, efficiency or quality of the Software.

“‘New Version” means any new version of the Software that the Contractor may
from time to time introduce and market generally as a distinct licensed product,
as may be indicated by Contractor's designation of a new version number.

“‘Permitted Subcontractor” has the meaning set forth in Section 13.
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“Person” means an individual, corporation, partnership, joint venture, limited
liability company, governmental authority, unincorporated organization, trust,
association or other entity.

“Pricing” means any and all fees, rates and prices payable under this Contract,
including pursuant to any Schedule or Exhibit hereto.

“Pricing Schedule” means the schedule attached as Schedule B, setting forth
the Fees, rates and Pricing payable under this Contract.

“Project Manager” is the individual appointed by each party to (a) monitor and
coordinate the day-to-day activities of this Contract, and (b) for the State, to
cosign off on its notice of Acceptance of the Deliverables. Each party’s Project
Manager will be identified in the Statement of Work.

‘Representatives” means a party's employees, officers, directors, partners,
shareholders, agents, attorneys, successors and permitted assigns.

“Software” means Contractor’'s software set forth in the Statement of Work, and
any Maintenance Releases or New Versions provided to the State and any
Configurations made by or for the State pursuant to this Contract, and all copies
of the foregoing permitted under this Contract and the License Agreement.

“Services” means any of the services Contractor is required to or otherwise does
provide under this Contract, Schedule A - Statement of Work, Schedule C -
Software Terms for On-site Hosting (if applicable), and Schedule E — Contractor
Hosted Software and Services (if applicable).

“Source Code” means the human readable source code of the Software to which
it relates, in the programming language in which the Software was written,
together with all related flow charts and technical documentation, including a
description of the procedure for generating object code, all of a level sufficient to
enable a programmer reasonably fluent in such programming language to
understand, build, operate, support, maintain and develop modifications,
upgrades, updates, adaptations, enhancements, new versions and other
derivative works and improvements of, and to develop computer programs
compatible with, the Software.

“Site” means the physical location designated by the State in, or in accordance
with, this Contract or the Statement of Work for delivery or installation of the
Contract Activities.

“State” means the State of Michigan.
“State Data” has the meaning set forth in Section 37.

“State Materials” means all materials and information, including equipment,
documents, data, know-how, ideas, methodologies, specifications, software,




P
MA# 190000001544 ‘

content and technology, in any form or media, directly or indirectly provided or
made available to Contractor by or on behalf of the State in connection with this
Contract.

“Statement of Work™ means any statement of work entered into by the parties
and attached as a schedule to this Contract. The initial Statement of Work is
attached as Schedule A, and subsequent Statements of Work shall be
sequentially identified and attached as Schedules A-1, A-2, A-3, etc.

“Stop Work Order” has the meaning set forth in Section 28.

“Term” has the meaning set forth in the preamble.

“Third Party” means any Person other than the State or Contractor.
“Transition Period” has the meaning set forth in Section 32.

“Transition Responsibilities” has the meaning set forth in Section 32.
“‘Unauthorized Removal’ has the meaning set forth in Section 15.
‘Unauthorized Removal Credit” has the meaning set forth in Section 15.
“Warranty Period” means the periods set forth in Section 23.

“Work Product” Refers to any data compilations, reports, and other media,
materials, or other objects or works of authorship created or produced by the
Contractor as a result of an in furtherance of performing the services required by
this Contract.

Duties of Contractor. Contractor must perform the Services and provide the
Deliverables described in Schedule A — Statement of Work. An obligation to
provide delivery of any commodity is considered a service and is a Contract
Activity.

Contractor must furnish all labor, equipment, materials, and supplies necessary for
the performance of the Contract Activities, and meet operational standards, unless
otherwise specified in Schedule A.

Contractor must also be clearly identifiable while on State property by wearing
identification issued by the State, and clearly identify themselves whenever making
contact with the State.

Statement(s) of Work. Contractor shall provide the Contract Activities pursuant to
Statements of Work entered into under this Contract. No Statement of Work shall
be effective unless signed by each party’s Contract Administrator. The term of each
Statement of Work shall commence on the parties' full execution of the Statement
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of Work and terminate when the parties have fully performed their obligations. The
terms and conditions of this Contract will apply at all times to any Statements of
Work entered into by the parties and attached as a schedule to this Contract. The
State shall have the right to terminate such Statement of Work as set forth in
Sections 29 and 30. Contractor acknowledges that time is of the essence with
respect to Contractor’s obligations under each Statement of Work and agrees that
prompt and timely performance of all such obligations in accordance with this
Contract and the Statements of Work is strictly required.

Statement of Work Requirements. Each Statement of Work may include the
following: (a) names and contact information for Contractor's Contract
Administrator, Project Manager and Key Personnel; (b) names and contact
information for the State’s Contract Administrator, Project Manager and Business
Owner; (c) a detailed description of the Services to be provided under this Contract,
including any training obligations of Contractor; (d) a detailed description of the
Deliverables to be provided under this Contract; and (e) a detailed description of
all State Resources, if any, required to complete the Implementation Plan, if such
a Plan is necessary.

Change Control Process. The State may at any time request in writing (each, a
“Change Request”) changes to the Statement of Work, including changes to the
Contract Activities (each, a “Change”). Upon the State’s submission of a Change
Request, the parties will evaluate and implement all Changes in accordance with
this Section 5. No Change will be effective until the parties have executed a
Change Notice. Except as the State may request in its Change Request or
otherwise in writing, Contractor must continue to perform its obligations in
accordance with the Statement of Work pending negotiation and execution of a
Change Notice. Contractor will use commercially reasonable efforts to limit any
delays or Fee increases from any Change to those necessary to perform the
Change in accordance with the applicable Change Notice. Contractor may, on its
own initiative and at its own expense, prepare and submit its own Change Request
to the State. However, the State will be under no obligation to approve or otherwise
respond to a Change Request initiated by Contractor.

Notices. All notices and other communications required or permitted under this
Contract must be in writing and will be considered given and received: (a) when
verified by written receipt if sent by courier; (b) when actually received if sent by
mail without verification of receipt; or (c) when verified by automated receipt or
electronic logs if sent by facsimile or email.

If to State: If to Contractor:
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Motorola Solutions, Inc.
500 W. Monroe St.

37" Floor

Attn: Legal Department
Chicago, IL 60661

Valerie Hiltz

525 W. Allegan St, 1st Floor, NE
PO Box 30026 Lansing,

MI 48913

hiltzv@michigan.gov
517-249-0459

Performance Guarantee. Contractor must always have financial resources
sufficient, in the opinion of the State, to ensure performance of the Contract and
must provide proof upon request. The State may require a performance bond (as
specified in Schedule A) if, in the opinion of the State, it will ensure performance
of the Contract. If State requires a performance bond, Contractor may make a
corresponding adjustment to its pricing to cover the costs of the bond.

Insurance Requirements. Contractor must maintain the insurances identified
below and is responsible for all deductibles. All required insurance must: (a) protect
the State from claims that may arise out of, are alleged to arise out of, or result
from Contractor's or a subcontractor's performance; (b) be primary and
noncontributing to any comparable liability insurance (including self-insurance)
carried by the State; and (c) be provided by a company with an A.M. Best rating of
"A-" or better, and a financial size of VII or better.

Required Limits

Additional Requirements

Commercial General Liability Insurance

Minimum Limits:

$1,000,000 Each Occurrence Limit
$1,000,000 Personal & Advertising
Injury Limit $2,000,000 General
Aggregate Limit
$2,000,000
Operations

Products/Completed

Deductible Maximum:
Contractor shall be solely responsible
for Deductible.

Contractor must have their policy
endorsed to add “the State of
Michigan, its departments,
divisions, agencies, offices,
commissions, officers,
employees, and agents” as
additional insureds using
endorsement CG 20 10 04 13, or
both CG 2010 04 13and CG 2037
04 13.
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Umbrella or Excess Liability Insurance

Contractor must have their policy

Minimum Limits:
follow form.

$5,000,000 General Aggregate

Total Commercial Liability limits may
be evidenced in any combination of
Primary and Umbrella or Excess
Liability.

Additional insurance requirements are continued on page 11.

10
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Automobile Liability Insurance

Minimum Limits:
$1,000,000 Per Accident

Contractor must have their policy:
(1) endorsed to add “the State of

Michigan, its departments,
divisions, agencies, offices,
commissions, officers,
employees, and agents” as

additional insureds; and (2)

include Hired and Non-Owned
Automobile coverage.

Workers' Compensation Insurance

Minimum Limits:
Coverage according to applicable laws
governing work activities.

Waiver of subrogation, except
where waiver is prohibited by law.

Employers Liabil

ity Insurance

Minimum Limits:

$500,000 Each Accident

$500,000 Each Employee by Disease
$500,000 Aggregate Disease.

Professional Liability (Errors and Omissions) Insurance, including
Privacy and Security Liability (Cyber Liability)

Minimum Limits:
$3,000,000 Each Occurrence
$3,000,000 Annual Aggregate

Professional Liability (Errors and
Omissions) Insurance policy
shall include the following
coverage “E&O-MPL-Primary
includes coverage for
Professional and Technology
Based Services, Technology
Products, Information Security
and Privacy and Multimedia and
Advertising Liability.”

If any of the required policies provide claims-made coverage, the Contractor must:
(a) provide coverage with a retroactive date before the effective date of the contract
or the beginning of Contract Activities; (b) maintain coverage and provide evidence
of coverage for at least three (3) years after completion of the Contract Activities;

11
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10.

and (c) if coverage is cancelled or not renewed, and not replaced with another
claims-made policy form with a retroactive date prior to the contract effective date,
Contractor must purchase extended reporting coverage for a minimum of three (3)
years after completion of work.

Contractor must: (a) provide insurance certificates to the Contract Administrator,
containing the agreement or delivery order number, at Contract formation and
within 20 calendar days of the expiration date of the applicable policies; (b) require
that subcontractors maintain the required insurances contained in this Section; (c)
notify the Contract Administrator within 5 business days if any insurance is
cancelled; and (d) waive all rights against the State for damages covered by
insurance where permitted. Failure to maintain the required insurance does not
limit this waiver.

This Section is not intended to and is not to be construed in any manner as waiving,
restricting or limiting the liability of either party for any obligations under this
Contract (including any provisions hereof requiring Contractor to indemnify, defend
and hold harmless the State).

Administrative Fee and Reporting. Contractor must pay an administrative fee of
1% on all payments made to Contractor under the Contract including transactions
with the State (including its departments, divisions, agencies, offices, and
commissions with the exception of sales to the MPSCS office or reimbursements
from the MPSCS office), MIDEAL members, MPSCS members provided they are
MIiDEAL members, and other states (including governmental subdivisions and
authorized entities). Administrative fee payments must be made by check payable
to the State of Michigan and mailed to:

Department of Technology, Management and Budget
Cashiering

P.O. Box 30681

Lansing, MI 48909

Contractor must submit an itemized purchasing activity report, which includes at a
minimum, the name of the purchasing entity and the total dollar volume in sales.
Reports should be mailed to MiDeal@michigan.gov.

The administrative fee and purchasing activity report are due within 30 calendar
days from the last day of each calendar quarter.

Extended Purchasing Program. This contract is extended to MiDEAL and

MPSCS members. MiDEAL members include local units of government, school
districts, universities, community colleges, and nonprofit hospitals. A current list of

12
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1.

12.

MIDEAL members is available at www.michigan.gov/mideal. Upon written
agreement between the State and Contractor, this contract may also be extended
to other states (including governmental subdivisions and authorized entities).
MPSCS members are those members who have registered with and are
recognized as users on the MPSCS by DTMB MPSCS.

If extended, Contractor must supply all Contract Activities at the established
Contract prices and terms. The State reserves the right to impose an administrative
fee and negotiate additional discounts based on any increased volume generated
by such extensions.

Contractor must submit invoices to, and receive payment from, extended
purchasing program members on a direct and individual basis.

Independent Contractor. Contractor is an independent contractor and assumes
all rights, obligations and liabilities set forth in this Contract. Contractor, its
employees, and agents will not be considered employees of the State. No
partnership or joint venture relationship is created by virtue of this Contract.
Contractor, and not the State, is responsible for the payment of wages, benefits
and taxes of Contractor's employees and any subcontractors. Prior performance
does not modify Contractor’s status as an independent contractor.

Intellectual Property Rights. Contractor hereby acknowledges that the State is
and will be the sole and exclusive owner of all right, title, and interest in the Work
Product produced as part of the Contract Activities, and all associated intellectual
property rights, if any. In general, Work Product constitutes works made for hire as
defined in Section 101 of the Copyright Act of 1976. To the extent any Work
Product, and related intellectual property do not qualify as works made for hire
under the Copyright Act, Contractor will, and hereby does, immediately on its
creation, assign, transfer and otherwise convey to the State, irrevocably and in
perpetuity, throughout the universe, all right, title and interest in and to the Work
Product, including all intellectual property rights therein. Contractor also irrevocably
waives any and all claims Contractor may have now or hereafter have in any
jurisdiction to so called “moral rights” or rights of droit moral with respect to the
Work Product. If Contract Activities includes the purchase or use of software, such
purchase, use, or access to Software shall be subject to Schedules C and D of
this Contract.

Contractor is neither developing nor creating any intellectual property under this

Agreement, and any such work performed by Contractor will be performed under
a separate, mutually agreed upon development agreement.

13
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13.

14.

15.

Subcontracting. Contractor will not, without the prior written approval of the State,
which consent may be given or withheld in the State’s sole discretion, engage any
Third Party to perform Services. The State’s approval of any such Third Party (each
approved Third Party, a “Permitted Subcontractor”’) does not relieve Contractor
of its representations, warranties or obligations under this Contract. Without limiting
the foregoing, Contractor will: (a) be responsible and liable for the acts and
omissions of each such Permitted Subcontractor (including such Permitted
Subcontractor's employees who, to the extent providing Services or Deliverables,
shall be deemed Contractor Personnel) to the same extent as if such acts or
omissions were by Contractor or its employees; (b) name the State a third party
beneficiary under Contractor’'s Contract with each Permitted Subcontractor with
respect to the Services; (c) be responsible for all fees and expenses payable to,
by or on behalf of each Permitted Subcontractor in connection with this Contract,
including, if applicable, withholding of income taxes, and the payment and
withholding of social security and other payroll taxes, unemployment insurance,
workers' compensation insurance payments and disability benefits; and (d) notify
the State of the location of the Permitted Subcontractor and indicate if it is located
within the continental United States.

Staffing. Contractor is solely responsible for all Contractor Personnel and for the
payment of their compensation, including, if applicable, withholding of income
taxes, and the payment and withholding of social security and other payroll taxes,
unemployment insurance, workers’ compensation insurance payments and
disability benefits. The State’s Contract Administrator may require Contractor to
remove or reassign personnel by providing a notice to Contractor.

Key Personnel. If, in the sole discretion of the State, Key Personnel are required
to complete the Contract Activities, such Key Personnel shall be identified in
Schedule A - Statement of Work. The State has the right to recommend and
approve in writing the initial assignment, as well as any proposed reassignment or
replacement, of any Key Personnel. Before assigning an individual to any Key
Personnel position, Contractor will notify the State of the proposed assignment,
introduce the individual to the State’s Project Manager, and provide the State with
a resume and any other information about the individual reasonably requested by
the State. The State reserves the right to interview the individual before granting
written approval. In the event the State finds a proposed individual unacceptable,
the State will provide a written explanation including reasonable detail outlining the
reasons for the rejection.

Contractor will not remove any Key Personnel from their assigned roles on this
Contract without the prior written consent of the State. The Contractor’'s removal
of Key Personnel without the prior written consent of the State is an unauthorized
removal (“Unauthorized Removal’). An Unauthorized Removal does not include

14
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16.

17.

18.

replacing Key Personnel for reasons beyond the reasonable control of Contractor,
including illness, disability, leave of absence, personal emergency circumstances,
resignation, or for cause termination of the Key Personnel’s employment. Any
Unauthorized Removal may be considered by the State to be a material breach of
this Contract, in respect of which the State may elect to terminate this Contract for
cause under Section 29.

It is further acknowledged that an Unauthorized Removal will interfere with the
timely and proper completion of this Contract, to the loss and damage of the State,
and that it would be impracticable and extremely difficult to fix the actual damage
sustained by the State as a result of any Unauthorized Removal. Therefore,
Contractor and the State agree that in the case of any Unauthorized Removal in
respect of which the State does not elect to exercise its rights under Section 29,
Contractor will issue to the State an amount set forth in Schedule A — Statement
of Work (each, an “Unauthorized Removal Credit”).

Background Checks. Pursuant to Michigan law, all agencies subject to IRS Pub.
1075 are required to ask the Michigan State Police to perform fingerprint
background checks on all employees, including Contractor and Subcontractor
employees, who may have access to any database of information maintained by
the federal government that contains confidential or personal information,
including, but not limited to, federal tax information. Further, pursuant to Michigan
law, any agency described above is prohibited from providing Contractors or
Subcontractors with the result of such background check. For more information,
please see Michigan Public Act 427 of 2018. Upon request, Contractor must
perform background checks on all employees and subcontractors and its
employees prior to their assignment. The scope is at the discretion of the State and
documentation must be provided as requested. Contractor is responsible for all
costs associated with the requested background checks. The State, in its sole
discretion, may also perform background checks.

Assignment. Contractor may not assign this Contract to any other party without
the prior approval of the State, which will not be unreasonably withheld. Upon
notice to Contractor, the State, in its sole discretion, may assign in whole or in part,
its rights or responsibilities under this Contract to any other party. If the State
determines that a novation of the Contract to a third party is necessary, Contractor
will agree to the novation and provide all necessary documentation and signatures.

Change of Control. Contractor will notify within 30 days of any public
announcement, or otherwise once legally permitted to do so, the State of a change
in Contractor’s organizational structure or ownership. For purposes of this
Contract, a change in control means any of the following: (a) a sale of more than
50% of Contractor’s stock; (b) a sale of substantially all of Contractor’s assets; (c)

15
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19.

20.

21,

a change in a majority of Contractor’'s board members; (d) consummation of a
merger or consolidation of Contractor with any other entity; (e) a change in
ownership through a transaction or series of transactions; (f) or the board (or the
stockholders) approves a plan of complete liquidation. A change of control does
not include: 1) any consolidation or merger effected exclusively to change the
domicile of Contractor, or 2) any transaction or series of transactions principally for
bona fide equity financing purposes; or 3) any acquisition that does not materially
change control or ownership.

In the event of a change of control, Contractor must require the successor to
assume this Contract and all of its obligations under this Contract.

Ordering. Contractor is not authorized to begin performance until receipt of
authorization as identified in Schedule A.

Acceptance. Contract Activities are subject to inspection and testing by the State
within fifteen (15) business days of the State’s receipt of them (“State Review
Period”), unless otherwise provided in Schedule A. If the Contract Activities are
not fully accepted by the State, the State will notify Contractor by the end of the
State Review Period that either: (a) the Contract Activities are accepted but noted
deficiencies must be corrected; or (b) the Contract Activities are rejected. If the
State finds material deficiencies, it may: (i) reject the Contract Activities without
performing any further inspections; (ii) demand performance at no additional cost;
or (iii) terminate this Contract in accordance with Section 29, Termination for
Cause.

Within 10 business days from the date of Contractor’s receipt of notification of
acceptance with deficiencies or rejection of any Contract Activities in accordance
with this Contract, Contractor must cure, at no additional cost, the deficiency and
deliver unequivocally acceptable Contract Activities to the State. If acceptance with
deficiencies or rejection of the Contract Activities impacts the content or delivery
of other non-completed Contract Activities, the parties’ respective Program
Managers must determine an agreed to number of days for re-submission that
minimizes the overall impact to the Contract. However, nothing herein affects,
alters, or relieves Contractor of its obligations to correct deficiencies in accordance
with the time response standards set forth in this Contract.

If Contractor is unable or refuses to correct the deficiency within the time response
standards set forth in this Contract, the State may cancel the order in whole or in
part. The State, or a third party identified by the State, may perform the Contract
Activities and recover the difference between the cost to cure and the Contract
price.

Delivery. Contractor must deliver all Contract Activities F.O.B. destination, within
the State premises with transportation and handling charges paid by Contractor,

16
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22,

23.

unless otherwise specified in Schedule A. All containers and packaging become
the State’s exclusive property upon acceptance.

Risk of Loss and Title. Until final acceptance, title and risk of loss or damage to
Contract Activities remains with Contractor. Title to software will not pass to State
at any time under any circumstances. Contractor is responsible for filing,
processing, and collecting all damage claims. The State will record and report to
Contractor any evidence of visible damage. If the State rejects the Contract
Activities, Contractor must remove them from the premises within 10 calendar days
after notification of rejection. The risk of loss of rejected or non-conforming
Contract Activities remains with Contractor. Rejected Contract Activities not
removed by Contractor within 10 calendar days will be deemed abandoned by
Contractor, and the State will have the right to dispose of it as its own property.
Contractor must reimburse the State for costs and expenses incurred in storing or
effecting removal or disposition of rejected Contract Activities.

Warranty Period. The warranty period, if applicable, for Contract Activities is a
fixed period commencing on the date specified in Schedule A or below in this
Section.

23.1 EQUIPMENT WARRANTY. During the Warranty Period, Contractor warrants
that the Equipment under normal use and service will be free from material
defects in materials and workmanship. If System Acceptance is delayed
beyond six (6) months after shipment of the Equipment by events or causes
beyond Contractor’s control, this warranty expires eighteen (18) months after
the shipment of the Equipment.

23.2 SOFTWARE WARRANTY. Except as described in the Schedule E and
unless otherwise stated in the Software License Agreement, during the
Warranty Period, Contractor warrants the Software in accordance with the
warranty terms set forth in the Software License Agreement and the
provisions of this Section that are applicable to the Software. If System
Acceptance is delayed beyond six (6) months after shipment of the
Contractor Software by events or causes beyond Contractor’s control, this
warranty expires eighteen (18) months after the shipment of the Contractor
Software. Nothing in this Warranty provision is intended to conflict or
modify the Software Support Policy. In the event of an ambiguity or
conflict between the Software Warranty and Schedule E, the Schedule
E governs.

23.3 EXCLUSIONS TO EQUIPMENT AND SOFTWARE WARRANTIES. These

warranties do not apply to: (i) defects or damage resulting from: use of the
Equipment or Software in other than its normal, customary, and authorized
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23.4

23.5

manner; accident, liquids, neglect, or acts of God; testing, maintenance,
disassembly, repair, installation, alteration, modification, or adjustment not
provided or authorized in writing by Contractor; State’s failure to comply with
all applicable industry and OSHA standards; (ii) breakage of or damage to
antennas unless caused directly by defects in material or workmanship; (iii)
Equipment that has had the serial number removed or made illegible; (iv)
batteries (because they carry their own separate limited warranty) or
consumables; (v) freight costs to ship Equipment to the repair depot; (vi)
scratches or other cosmetic damage to Equipment surfaces that does not
affect the operation of the Equipment; and (vii) normal or customary wear
and tear.

SERVICE WARRANTY. During the Warranty Period, Contractor warrants
that the Services will be provided in a good and workmanlike manner and will
conform in all material respects to the applicable Statement of Work.
Services will be free of defects in materials and workmanship for a period of
ninety (90) days from the date the performance of the Services are
completed. State acknowledges that the Deliverables may contain
recommendations, suggestions or advice from Contractor to State
(collectively, “recommendations”). Contractor makes no warranties
concerning those recommendations, and State alone accepts responsibility
for choosing whether and how to implement the recommendations and the
results to be realized from implementing them.

WARRANTY CLAIMS. To assert a warranty claim, State must notify
Contractor in writing of the claim before the expiration of the Warranty Period.
Upon receipt of this notice, Contractor will investigate the warranty claim. If
this investigation confirms a valid Equipment or Software warranty claim,
Contractor will (at no additional charge to State) repair the defective
Equipment or Contractor Software or replace it with the same or equivalent
product or, as an option of last resort, refund the price of the defective
Equipment or Contractor Software. These actions will be the full extent of
Contractor’s liability for the warranty claim (in conjunction with the State’s
right to terminate this Contract for breach, where applicable, and any remedy
set forth in the Service Level Agreement). In the event of a valid Services
warranty claim, State’s sole remedy (in conjunction with the State’s right to
terminate this Contract for breach and any remedy set forth in the Service
Level Agreement) is to require Contractor to re-perform the nonconforming
Service or to refund the fees paid for the non-conforming Service. If this
investigation indicates the warranty claim is not valid, then Contractor may
invoice State for responding to the claim on a time and materials basis using
Contractor’s then current labor rates. Repaired or replaced product is
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warranted for the balance of the original applicable warranty period. All
replaced products or parts will become the property of Contractor.

23.6 ORIGINAL END USER IS COVERED. These express limited warranties are
extended by Contractor to the original user purchasing the System or
Services for commercial, industrial, or governmental use only, and are not
assignable or transferable.

23.7 DISCLAIMER OF OTHER WARRANTIES. THESE WARRANTIES ARE
THE COMPLETE WARRANTIES FOR THE EQUIPMENT AND
CONTRACTOR SOFTWARE PROVIDED UNDER THIS AGREEMENT
AND ARE GIVEN IN LIEU OF ALL OTHER WARRANTIES. CONTRACTOR
DISCLAIMS ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS
OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF
MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE.

Terms of Payment. Invoices must conform to the requirements communicated
from time-to-time by the State. All undisputed amounts are payable within 45 days
of the State’s receipt. Contractor may only charge for Contract Activities performed
as specified in Schedule A or a mutually agreed upon and executed Change
Notice. Invoices must include an itemized statement of all charges. The State is
exempt from State sales tax for direct purchases and may be exempt from federal
excise tax, if Services purchased under this Agreement are for the State’s
exclusive use. All prices are exclusive of taxes, and Contractor is responsible for
all sales, use and excise taxes, and any other similar taxes, duties and charges of
any kind imposed by any federal, state, or local governmental entity on any
amounts payable by the State under this Contract.

The State has the right to withhold payment of any disputed amounts until the
parties agree as to the validity of the disputed amount. The State will notify
Contractor of any dispute within a reasonable time. Payment by the State will not
constitute a waiver of any rights as to Contractor’s continuing obligations, including
claims for deficiencies or substandard Contract Activities. Contractor’s acceptance
of final payment by the State constitutes a waiver of all claims by Contractor
against the State for payment under this Contract, other than those claims
previously filed in writing on a timely basis and still disputed.

The State will only disburse payments under this Contract through Electronic
Funds Transfer (EFT). Contractor must register with the State at
http://www.michigan.gov/SIGMAVSS to receive electronic fund transfer payments.
If Contractor does not register, the State is not liable for failure to provide payment.
Without prejudice to any other right or remedy it may have, the State reserves the
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right to set off at any time any amount then due and owing to it by Contractor
against any amount payable by the State to Contractor under this Contract.

Payment Disputes. The State may withhold from payment any and all payments
and amounts the State disputes in good faith, pending resolution of such dispute,
provided that the State: (a) timely renders all payments and amounts that are not
in dispute; notifies Contractor of the dispute prior to the due date for payment,
specifying in such notice: (i) the amount in dispute; and (ii) the reason for the
dispute set out in sufficient detail to facilitate investigation by Contractor and
resolution by the parties; (b) works with Contractor in good faith to resolve the
dispute promptly; and (c) promptly pays any amount determined to be payable by
resolution of the dispute.

Contractor shall not withhold any Contract Activities or fail to perform any obligation
hereunder by reason of the State's good faith withholding of any payment or
amount in accordance with this Section 25 or any dispute arising therefrom.

Liquidated Damages. Liquidated damages, if applicable, will be assessed as
described in Schedule A. Amounts due the State as liquidated damages may be
set off against any Fees payable to Contractor under this Contract, or the State
may bill Contractor as a separate item and Contractor will promptly make payments
on such bills.

Stop Work Order. The State may suspend any or all activities under the Contract
at any time. The State will provide Contractor a written stop work order detailing
the suspension. Contractor must comply with the stop work order upon receipt.

Within 90 calendar days, or any longer period agreed to by Contractor, the State
will either: (a) issue a notice authorizing Contractor to resume work, or (b) terminate
the Contract or delivery order. The State will not pay for Contract Activities,
Contractor’s lost profits, or any additional compensation during a stop work period.

Termination for Cause. The State may terminate this Contract for cause, in whole
or in part, if Contractor, as determined by the State: (a) endangers the value,
integrity, or security of any location, data, or personnel; (b) becomes insolvent,
petitions for bankruptcy court proceedings, or has an involuntary bankruptcy
proceeding filed against it by any creditor; (c) engages in any conduct that may
expose the State to liability; (d) breaches any of its material duties or obligations;
or (e) fails to cure a breach within the time stated in a notice of breach. Any
reference to specific breaches being material breaches within this Contract will not
be construed to mean that other breaches are not material.

If the State terminates this Contract under this Section, the State will issue a
termination notice specifying whether Contractor must: (a) cease performance
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immediately, or (b) continue to perform for a specified period. If it is later
determined that Contractor was not in breach of the Contract, the termination will
be deemed to have been a Termination for Convenience, effective as of the same
date, and the rights and obligations of the parties will be limited to those provided
in Section 30, Termination for Convenience.

The State will only pay for amounts due to Contractor for Contract Activities
performed by Contractor on or before the date of termination, subject to the State’s
right to set off any amounts owed by the Contractor for the State’s reasonable
costs in terminating this Contract. The Contractor must pay all reasonable costs
incurred by the State in terminating this Contract for cause, including administrative
costs, attorneys’ fees, court costs, transition costs, and any costs the State incurs
to procure the Contract Activities from other sources.

Termination for Convenience. The State may immediately terminate this
Contract in whole or in part without penalty and for any reason, including but not
limited to, appropriation or budget shortfalls. The termination notice will specify
whether Contractor must: (a) cease performance of the Contract Activities
immediately, or (b) continue to perform the Contract Activities in accordance with
Section 31, Transition Responsibilities. If the State terminates this Contract for
convenience, the State will pay all reasonable costs for State approved Transition
Responsibilities in addition to any amounts owed to Contractor for shipped
equipment and services performed through the date of termination.

Effect of Termination. Upon and after the termination or expiration of this Contract
or one or more Statements of Work for any or no reason: (a) Contractor will be
obligated to perform all Transition Responsibilities specified in Section 32; (b) all
licenses granted to Contractor in State Data will immediately and automatically
also terminate. Contractor must promptly return to the State all State Data not
required by Contractor for its Transition Responsibilities, if any; (c) Contractor will:
(i) return to the State all documents and tangible materials (and any copies)
containing, reflecting, incorporating, or based on the State’s Confidential
Information; (ii) permanently erase the State’s Confidential Information from its
computer systems; and (iii) certify in writing to the State that it has complied with
the requirements of this Section 31 in each case to the extent such materials are
not required by Contractor for Transition Responsibilities, if any.

Transition Responsibilities. Upon termination or expiration of this Contract for
any reason, Contractor must, for a period of time specified by the State (not to
exceed 3 Years, “Transition Period”), provide all reasonable transition assistance
requested by the State, to allow for the expired or terminated portion of the Contract
Activities to continue without interruption or adverse effect, and to facilitate the
orderly transfer of such Contract Activities to the State or its designees. Such
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transition assistance may include, but is not limited to: (a) continuing to perform
the Contract Activities at the established Contract rates; (b) taking all reasonable
and necessary measures to transition performance of the work, including all
applicable Contract Activities, training, equipment, software, leases, reports and
other documentation, to the State or the State’s designee; (c) taking all necessary
and appropriate steps, or such other action as the State may direct, to preserve,
maintain, protect, or return to the State all materials, data, property, and
confidential information provided directly or indirectly to Contractor by any entity,
agent, vendor, or employee of the State; (d) transferring title in and delivering to
the State all completed or partially completed deliverables prepared under this
Contract as of the Contract termination date, which does not include Software as
title to Software does not pass to the State at any time; and (e) preparing an
accurate accounting from which the State and Contractor may reconcile all
outstanding accounts (collectively, “Transition Responsibilities”). This Contract
will automatically be extended through the end of the transition period.

General Indemnification. Contractor must defend, indemnify and hold the State,
its departments, divisions, agencies, offices, commissions, officers, and
employees harmless, without limitation, from and against any and all actions,
claims, losses, liabilities, damages, costs, attorney fees, and expenses (including
those required to establish the right to indemnification), arising out of or relating to:
(@) any breach by Contractor (or any of Contractor's employees, agents,
subcontractors, or by anyone else for whose acts any of them may be liable) of
any of the promises, agreements, representations, warranties, or insurance
requirements contained in this Contract; (b) any bodily injury, death, or damage to
real or tangible personal property occurring wholly or in part due to action or
inaction by Contractor (or any of Contractor’'s employees, agents, subcontractors,
or by anyone else for whose acts any of them may be liable); and (c) any negligent,
willful or intentional acts or omissions of Contractor (or any of Contractor’s
employees, agents, subcontractors, or by anyone else for whose acts any of them
may be liable).

The State will notify Contractor in writing if indemnification is sought; however,
failure to do so will not relieve Contractor, except to the extent that Contractor is
materially prejudiced. Contractor must, to the satisfaction of the State, demonstrate
its financial ability to carry out these obligations.

The State is entitled to: (i) regular updates on proceeding status; (ii) participate in
the defense of the proceeding; (iii) employ its own counsel; and to (iv) retain control
of the defense if the State deems necessary. Contractor will not, without the State’s
written consent (not to be unreasonably withheld), settle, compromise, or consent
to the entry of any judgment in or otherwise seek to terminate any claim, action, or
proceeding. To the extent that any State employee, official, or law may be involved
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or challenged, the State may, at its own expense, control the defense of that
portion of the claim.

Any litigation activity on behalf of the State, or any of its subdivisions under this
Section, must be coordinated with the Department of Attorney General. An
attorney designated to represent the State may not do so until approved by the
Michigan Attorney General and appointed as a Special Assistant Attorney General.

Infringement Indemnification and Remedies. Contractor must indemnify,
defend and hold harmless the State, its departments, divisions, agencies, offices,
commissions, officers and employees, from and against all losses, liabilities,
damages (including taxes), and all related costs and expenses (including
reasonable attorneys’ fees and costs of investigation, litigation, settlement,
judgments, interest and penalties) incurred in connection with any action or
proceeding threatened or brought against the State to the extent that the action or
proceeding is based on a claim that any piece of equipment, software, commodity
or service manufactured by the Contractor or its subcontractors, or the operation
of the equipment, software, commodity or service, or the use or reproduction of
any documentation provided with the equipment, software, commodity or service
infringes any patent, copyright, or trademark of any person or entity.

In addition, should the equipment, software, commodity, or service, or its operation,
become or in the State’s or Contractor’s opinion be likely to become the subject of
a claim of infringement, the Contractor must at the Contractor’s sole expense (i)
procure for the State the right to continue using the equipment, software,
commodity or service or, if the option is not reasonably available to the Contractor,
(ii) replace or modify to the State’s satisfaction the same with equipment, software,
commodity or service of equivalent function and performance so that it becomes
non-infringing, or, if the option is not reasonably available to Contractor, (iii) accept
its return by the State with appropriate credits to the State against the Contractor’s
charges and reimburse the State for any losses or costs incurred as a
consequence of the State ceasing its use and returning it.

Notwithstanding the foregoing, the Contractor has no obligation to indemnify or
defend the State for, or to pay any costs, damages or attorneys’ fees related to,
any claim based upon (i) equipment developed based on written specifications of
the State; (ii) use of the equipment in a configuration other than implemented or
approved in writing by the Contractor, including, but not limited to, any modification
of the equipment by the State, if such modification or nonapproved use is the basis
for the claimed infringement; or (iii) the combination, operation, or use of the
equipment with equipment or software not supplied by the Contractor under this
Contract, unless the Documentation of Specifications refers to a combination with
such equipment or software (without directing the State not to perform such a
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combination or such combination achieves functionality described in the
Documentation or Specifications) and neither the Documentation or Specifications
directs the State not to perform such combination.

In no event will Contractor’s liability resulting from its indemnity obligation to the
State extend in any way to royalties payable on a per use basis or the State’s
revenues, or any royalty basis other than a reasonable royalty based upon revenue
derived by Contractor from State from sales or license of the infringing equipment,
software, commaodity or service.

Limitation of Liability and Disclaimer of Damages.

(@) Disclaimer of Damages. NEITHER PARTY WILL BE LIABLE,
REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT,
TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR
OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER
THIS
CONTRACT FOR CONSEQUENTIAL, INCIDENTAL, INDIRECT, OR
SPECIAL DAMAGES, INCLUDING WITHOUT LIMITATION LOST
PROFITS AND LOST BUSINESS OPPORTUNITIES.

(b)  Limitation of Liability. IN NO EVENT WILL EITHER PARTY’S AGGREGATE
LIABILITY TO THE OTHER PARTY UNDER THIS CONTRACT,
REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT,
TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR
OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER
THIS CONTRACT, EXCEED ONE AND ONE HALF (1.5) TIMES THE
MAXIMUM THE AGGREGATE CONTRACT PRICE. As used in this
clause, the term “Aggregate Contract Price” means the total price for the
initial Term and all renewal terms of this Contract.

(c) Exceptions. Subsections (a) (Disclaimer of Damages) and (b) (Limitation of
Liability) above, will not apply to: (i) Contractor’s obligation to indemnify
under Sections 33 and 34 of this Contract; (ii) any loss or claim to the extent
the loss or claim is covered by a policy of insurance maintained, or required
by this Contract to be maintained, by Contractor; and (iii) damages arising
from either party’s recklessness, bad faith, or intentional misconduct.

(d)  Nothing herein will be construed to waive any law regarding sovereign

immunity, or any other immunity, restriction, or limitation on recovery
provided by law.

NOTWITHSTANDING THE FOREGOING, IN NO EVENT WILL
CONTRACTOR'S AGGREGATE LIABILITY UNDER THIS CONTRACT
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WHEN CONTRACTING WITH MIiDEAL AND MPSCS MEMBERS (I.E.,
NOT THE STATE OR A STATE AGENCY), REGARDLESS OF THE FORM
OF ACTION, WHETHER IN CONTRACT, TORT, NEGLIGENCE, STRICT
LIABILITY OR BY STATUTE OR OTHERWISE, FOR ANY CLAIM
RELATED TO OR ARISING UNDER THIS CONTRACT, EXCEED THE
MAXIMUM AMOUNT OF FEES PAYABLE UNDER THE APPLICABLE
PROPOSAL/QUOTE OR STATEMENT OF WORK.

Disclosure of Litigation, or Other Proceeding. Contractor must notify the State
within 14 calendar days of receiving notice of any litigation, investigation,
arbitration, or other proceeding (collectively, “Proceeding”) involving Contractor, a
subcontractor, or an officer or director of Contractor or subcontractor, that arises
during the term of the Contract, including: (a) a criminal Proceeding; (b) a parole
or probation Proceeding; (c) a Proceeding under the Sarbanes-Oxley Act; (d) a
civil Proceeding involving: (1) a claim that might reasonably be expected to
adversely affect Contractor’s viability or financial stability; or (2) a governmental or
public entity’s claim or written allegation of fraud; or (e) a Proceeding involving any
license that Contractor is required to possess in order to perform under this
Contract.

State Data. All data and information provided to Contractor by or on behalf of the
State, and all data and information derived therefrom, is the exclusive property of
the State (“State Data”); this definition is to be construed as broadly as possible.
Upon request, Contractor must provide to the State, or a third party designated by
the State, all State Data within 10 calendar days of the request and in the format
requested by the State. Contractor will assume all costs incurred in compiling and
supplying State Data. No State Data may be used for any marketing purposes. If
Contractor is in possession of any State Data, it will comply with State policies and
procedures regarding Data Privacy and Information Security.

Non-Disclosure of Confidential Information. The parties acknowledge that each
party may be exposed to or acquire communication or data of the other party that
is confidential, privileged communication not intended to be disclosed to third
parties. The provisions of this Section survive the termination of this Contract.

a. Meaning of Confidential Information. For the purposes of this Contract, the term
“Confidential Information” means all information and documentation of a
party that: (a) has been marked “confidential” or with words of similar meaning,
at the time of disclosure by such party; (b) if disclosed orally or not marked
“confidential” or with words of similar meaning, was subsequently summarized
in writing by the disclosing party and marked “confidential” or with words of
similar meaning; and, (c) should reasonably be recognized as confidential
information of the disclosing party. The term “Confidential Information” does not
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include any information or documentation that was: (a) subject to disclosure
under the Michigan Freedom of Information Act (FOIA); (b) already in the
possession of the receiving party without an obligation of confidentiality; (c)
developed independently by the receiving party, as demonstrated by the
receiving party, without violating the disclosing party’s proprietary rights; (d)
obtained from a source other than the disclosing party without an obligation of
confidentiality; or, (e) publicly available when received, or thereafter became
publicly available (other than through any unauthorized disclosure by, through,
or on behalf of, the receiving party). For purposes of this Contract, in all cases
and for all matters, State Data is deemed to be Confidential Information.

. Obligation of Confidentiality. The parties agree to hold all Confidential
Information in strict confidence and not to copy, reproduce, sell, transfer, or
otherwise dispose of, give or disclose such Confidential Information to third
parties other than employees, agents, or subcontractors of a party who have a
need to know in connection with this Contract or to use such Confidential
Information for any purposes whatsoever other than the performance of this
Contract. The parties agree to advise and require their respective employees,
agents, and subcontractors of their obligations to keep all Confidential
Information confidential. Disclosure to a subcontractor is permissible where: (a)
use of a subcontractor is authorized under this Contract; (b) the disclosure is
necessary or otherwise naturally occurs in connection with work that is within
the subcontractor's responsibilities; and (c) Contractor obligates the
subcontractor in a written contract to maintain the State's Confidential
Information in confidence. At the State's request, any employee of Contractor
or any subcontractor may be required to execute a separate agreement to be
bound by the provisions of this Section.

. Cooperation to Prevent Disclosure of Confidential Information. Each party must
use its best efforts to assist the other party in identifying and preventing any
unauthorized use or disclosure of any Confidential Information. Without limiting
the foregoing, each party must advise the other party immediately in the event
either party learns or has reason to believe that any person who has had access
to Confidential Information has violated or intends to violate the terms of this
Contract and each party will cooperate with the other party in seeking injunctive
or other equitable relief against any such person.

. Remedies for Breach of Obligation of Confidentiality. Each party acknowledges
that breach of its obligation of confidentiality may give rise to irreparable injury
to the other party, which damage may be inadequately compensable in the form
of monetary damages. Accordingly, a party may seek and obtain injunctive
relief against the breach or threatened breach of the foregoing undertakings, in
addition to any other legal remedies which may be available, to include, in the
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case of the State, at the sole election of the State, the immediate termination
of
this Contract or any Statement of Work, in accordance with this Contract,
corresponding to the breach or threatened breach.

e. Surrender of Confidential Information upon Termination. Upon termination of
this Contract or a Statement of Work, in whole or in part, each party must, within
5 calendar days from the date of termination, return to the other party any and
all Confidential Information received from the other party, or created or received
by a party on behalf of the other party, which are in such party’s possession,
custody, or control; provided, however, that Contractor must return State Data
to the State following the timeframe and procedure described further in this
Contract. Should Contractor or the State determine that the return of any

Confidential Information is not feasible, such party must destroy the Confidential
Information and must certify the same in writing within 5 calendar days from the
date of termination to the other party. However, the State’s legal ability to destroy
Contractor data may be restricted by its retention and disposal schedule, in
which case Contractor’s Confidential Information will be destroyed after the
retention period expires.

38. Reserved.
39. Reserved.

40. Records Maintenance, Inspection, Examination, and Audit. The State or its
designee may audit Contractor to verify compliance with this Contract. Contractor
must retain and provide to the State or its designee and the auditor general upon
request, all financial and accounting records related to the Contract through the
term of the Contract and for 4 years after the latter of termination, expiration, or
final payment under this Contract or any extension (“Audit Period”). If an audit,
litigation, or other action involving the records is initiated before the end of the Audit
Period, Contractor must retain the records until all issues are resolved.

Within 30 calendar days of providing notice, the State and its authorized
representatives or designees have the right to enter and inspect Contractor's
premises or any other places during normal business hours where Contract
Activities are being performed, and examine, copy, and audit all directly pertinent
records related to this Contract. Contractor must cooperate and provide
reasonable assistance. Contractor books and records provided to State pursuant
to this provision shall not be used, duplicated or disclosed to any other third party
without the express written permission of Contractor. In no circumstances will
Contractor be required to create or maintain documents not kept in the ordinary
course of Contractor’'s business operations, nor will Contractor be required to
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disclose any information, including but not limited to product cost data, which it
considers confidential or proprietary. If any financial errors are revealed, the
amount in error must be reflected as a credit or debit on subsequent invoices until
the amount is paid or refunded. Any remaining balance at the end of the Contract
must be paid or refunded within 45 calendar days.

This Section applies to Contractor, any parent, affiliate, or subsidiary organization
of Contractor, and any subcontractor that performs Contract Activities in
connection with this Contract.

Warranties and Representations. Contractor represents and warrants: (a)
Contractor is the owner or licensee of any Contract Activities that it licenses, sells,
or develops and Contractor has the rights necessary to convey title, ownership
rights, or licensed use; (b) Contractor will perform the Contract Activities in a timely,
professional, safe, and workmanlike manner consistent with standards in the trade,
profession, or industry; (c) Contractor will meet or exceed the performance and
operational standards, and specifications of the Contract; (d) Contractor will
provide all Contract Activities in good quality, with no material defects; (e)
Contractor will not interfere with the State’s operations; (f) all Contract Activities
are delivered free from any security interest, lien, or encumbrance and will continue
in that respect; (g) Contractor must assign or otherwise transfer to the State or its
designee any manufacturer's warranty for the Contract Activities; (h) the Contract
Activities are merchantable and fit for the specific purposes identified in the
Contract; (i) the Contract signatory has the authority to enter into this Contract; (l)
all information furnished by Contractor in connection with the Contract fairly and
accurately represents Contractor's business, properties, finances, and operations
as of the dates covered by the information, and Contractor will inform the State of
any material adverse changes; (m) all information furnished and representations
made in connection with the award of this Contract is true, accurate, and complete,
and contains no false statements or omits any fact that would make the information
misleading; and that (n) Contractor is neither currently engaged in nor will engage
in the boycott of a person based in or doing business with a strategic partner as
described in 22 USC 8601 to 8606. A breach of this Section is considered a
material breach of this Contract, which entitles the State to terminate this Contract
under Section 29, Termination for Cause. If Contract Activities includes purchase,
use, or access to software, Contractor must agree to additional Warranties and
Representations found in Schedules C or D of this Contract, as applicable.

Conflicts and Ethics. Contractor will uphold high ethical standards and is
prohibited from: (a) holding or acquiring an interest that would conflict with this
Contract; (b) doing anything that creates an appearance of impropriety with respect
to the award or performance of the Contract; (c) attempting to influence or
appearing to influence any State employee by the direct or indirect offer of anything
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of value; or (d) paying or agreeing to pay any person, other than employees and
consultants working for Contractor, any consideration contingent upon the award
of the Contract. Contractor must immediately notify the State of any violation or
potential violation of these standards. This Section applies to Contractor, any
parent, affiliate, or subsidiary organization of Contractor, and any subcontractor
that performs Contract Activities in connection with this Contract.

Compliance with Laws. Contractor must comply with all applicable federal, state
and local laws, rules and regulations.

ADA Compliance. The State is required to comply with the Americans with
Disabilities Act of 1990 (ADA), and has adopted a formal policy regarding
accessibility requirements for websites and software applications. Contractor’s
Service Software must comply, where relevant, with level AA of the World Wide
Web Consortium (W3C) Web Content Accessibility Guidelines (WCAG) 2.0.

HIPAA Compliance. The State and Contractor must comply with all obligations
under HIPAA and its accompanying regulations, including but not limited to
entering into a business associate agreement, if reasonably necessary to keep the
State and Contractor in compliance with HIPAA.

Prevailing Wage. Contractor must comply with prevailing wage requirements, to
the extent applicable to this Contract.

Reserved.

Nondiscrimination. Under the Elliott-Larsen Civil Rights Act, 1976 PA 453, MCL
37.2101, et seq., the Persons with Disabilities Civil Rights Act, 1976 PA 220, MCL
37.1101, et seq., and Executive Directive 2019-09. Contractor and its
subcontractors agree not to discriminate against an employee or applicant for
employment with respect to hire, tenure, terms, conditions, or privileges of
employment, or a matter directly or indirectly related to employment, because of
race, color, religion, national origin, age, sex (as defined in Executive Directive
2019-09), height, weight, marital status, partisan considerations, any mental or
physical disability, or genetic information that is unrelated to the person’s ability to
perform the duties of a particular job or position. Breach of this covenant is a
material breach of this Contract.

Unfair Labor Practice. Under MCL 423.324, the State may void any Contract with
a Contractor or subcontractor who appears on the Unfair Labor Practice register
compiled under MCL 423.322.

29




P
MA# 190000001544 ‘

50.

51.

52.

53.

54.

Governing Law. This Contract is governed, construed, and enforced in
accordance with Michigan law, excluding choice-of-law principles, and all claims
relating to or arising out of this Contract are governed by Michigan law, excluding
choice-of-law principles. Contractor must appoint agents in Michigan to receive
service of process.

Non-Exclusivity. Nothing contained in this Contract is intended nor will be
construed as creating any requirements contract with Contractor. This Contract
does not restrict the State or its agencies from acquiring similar, equal, or like
Contract Activities from other sources.

Force Majeure. Neither party will be in breach of this Contract because of any
failure arising from any disaster or acts of god, or other event(s), that are beyond
their control and without their fault or negligence. Each party will use commercially
reasonable efforts to resume performance. Contractor will not be relieved of a
breach or delay caused by its subcontractors. If immediate performance is
necessary to ensure public health and safety, the State may immediately contract
with a third party.

Dispute Resolution. The parties will endeavor to resolve any Contract dispute in
accordance with this provision. The dispute will be referred to the parties'
respective Contract Administrators or Program Managers. Such referral must
include a description of the issues and all supporting documentation. The parties
must submit the dispute to a senior executive if unable to resolve the dispute within
15 business days. The parties will continue performing while a dispute is being
resolved, unless the dispute precludes performance. A dispute involving payment
does not preclude performance.

Litigation to resolve the dispute will not be instituted until after the dispute has been
elevated to the parties’ senior executive and either concludes that resolution is
unlikely or fails to respond within 15 business days. The parties are not prohibited
from instituting formal proceedings: (a) to avoid the expiration of statute of
limitations period; (b) to preserve a superior position with respect to creditors; or
(c) where a party makes a determination that a temporary restraining order or other
injunctive relief is the only adequate remedy. This Section does not limit the State’s
right to terminate the Contract.

Media Releases. News releases (including promotional literature and commercial
advertisements) pertaining to the Contract or project to which it relates must not
be made without prior written State approval, and then only in accordance with the
explicit written instructions of the State.
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55.

56.

57.

Website Incorporation. The State is not bound by any content on Contractor’s
website unless expressly incorporated directly into this Contract.

Schedules. All Schedules and Exhibits that are referenced herein and attached
hereto are hereby incorporated by reference. The following Schedules are
attached hereto and incorporated herein:

Schedule A Statement of Work

Schedule A, Attachment 1 SUAII Agreement

Schedule A, Attachment 2 SUS Agreement

Schedule A, Attachment 3 PremierOne Maintenance and Support
Agreement

Schedule A, Attachment 4 OPSOC Service Overview

Schedule A, Attachment 5 Technical Support

Schedule A, Attachment 6 Business Relationship Manger (BRM)

Schedule A, Attachment 7 Security Addendum

Schedule A, Attachment 8 Customer Support Plan

Schedule A, Exhibit 1 Quotations Sample Document

Schedule B Pricing and Fees

Schedule C Software Terms for On-site Hosting

Schedule D Software License Agreement for On-site
Hosting

Schedule E Software Support Policy

Schedule F Federal Provisions Addendum

Schedule G System Configuration

Entire Agreement and Order of Precedence. This Contract, which includes
Schedule A — Statement of Work, and schedules and exhibits which are hereby
expressly incorporated, is the entire agreement of the parties related to the
Contract Activities. This Contract supersedes and replaces all previous
understandings and agreements between the parties for the Contract Activities. If
there is a conflict between documents, the order of precedence is: (a) first, this
Contract, excluding its schedules, exhibits, and Schedule A — Statement of Work;
(b) second, Schedule A — Statement of Work as of the Effective Date; and (c) third,
schedules expressly incorporated into this Contract as of the Effective Date. NO
TERMS ON CONTRACTOR'S INVOICES, ORDERING DOCUMENTS,
WEBSITE, BROWSE-WRAP, SHRINK-WRAP, CLICK-WRAP, CLICK-THROUGH
OR OTHER NON-NEGOTIATED TERMS AND CONDITIONS PROVIDED WITH
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58.

59.

60.

ANY OF THE CONTRACT ACTIVITIES WILL CONSTITUTE A PART OR
AMENDMENT OF THIS CONTRACT OR IS BINDING ON THE STATE OR ITS
AUTHORIZED USERS FOR ANY PURPOSE. ALL SUCH OTHER TERMS AND
CONDITIONS HAVE NO FORCE AND EFFECT AND ARE DEEMED REJECTED
BY THE STATE, EVEN IF ACCESS TO OR USE OF THE CONTRACT
ACTIVITIES REQUIRES AFFIRMATIVE ACCEPTANCE OF SUCH TERMS AND
CONDITIONS.

Severability. If any part of this Contract is held invalid or unenforceable, by any
court of competent jurisdiction, that part will be deemed deleted from this Contract
and the severed part will be replaced by agreed upon language that achieves the
same or similar objectives. The remaining Contract will continue in full force and
effect.

Waiver. Failure to enforce any provision of this Contract will not constitute a waiver.
Survival. The provisions of this Contract that impose continuing obligations,
including warranties and representations, termination, transition, insurance

coverage, indemnification, and confidentiality, will survive the expiration or
termination of this Contract.
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STATE OF MICHIGAN

Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems Products

SCHEDULE A
STATEMENT OF WORK
CONTRACT ACTIVITIES

BACKGROUND

The Michigan’s Public Safety Communications System (MPSCS) was established in order to
provide for a unified, statewide radio communication system which may be utilized by all
emergency entities that wish to use it statewide.

There are currently over 1800 different emergency agencies that are members of this system.
This number is expected to increase as new counties and agencies come on board.

INTENT

This contract is the vehicle by which the State of Michigan, it's Agencies and MiDeal and/or
MPSCS members, may maintain, upgrade, and integrate into the public safety radio system
including software and hardware.

SCOPE

The Contractor shall provide all necessary management, personnel, equipment, tools,
materials, software, supervision, training, installation and other items, including but not limited
to, for the provision of:

A. Security Updates Services and System Upgrade Agreements inclusive of;
1. equipment maintenance and upgrades to ancillary system products; and

2. software necessary for the security, upgrade, upkeep and refresh of the
MPSCS. B. Tech Support.

C. Motorola brand P25 Two-Way Radios and other associated radio system hardware,
accessories and furniture which may be utilized for use on and compatible with the
MPSCS system.

D. Motorola brand non-P25 Two-Way Radios and other associated radio system
hardware, accessories and furniture which may be utilized for use outside of the
MPSCS system.

E. Future new technology and integration into, and the refresh of the MPSCS.
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REQUIREMENTS

1. General Requirements
A. This Master Agreement is established for use by the State of Michigan, and its MiDeal

and/or MPSCS members.

1. The Contractor agrees to make the same proposal terms and price, exclusive of
any possible rebates, incentives, freight and transportation fees, available to State
Agency, MiDeal and/or MPSCS members.

2. The State of Michigan will not incur any direct liability with respect to
specifications, delivery, payment, or any other aspect of purchases by MiDeal
and/or MPSCS members.

3. The Contractor will not include the costs, nor bill any State Agency or MiDeal
and/or MPSCS member for maintenance, security and/or support already covered
by the State under this contract.

. For integrations into the MPSCS network, this contract may only be utilized by

Michigan public safety entities who have executed an MPSCS pre-integration
agreement prior to final sale from contractor. The MPSCS Director reserves the right
to waive this step if deemed appropriate. This waiver will be provided in writing to the
entity and the Contractor. The Contractor will work directly and separately with the
MiDeal and/or MPSCS members concerning the placement of orders, deliveries,
disputes, invoicing and payment.

1. The State of Michigan will not be held liable for any costs or damages incurred by
the MiDeal and/or MPSCS member.

2. The State of Michigan will not be liable for any cost associates with work
established or products sold in MiDeal and/or MPSCS member contracts without
the prior written consent of the State.

3. The Contractor will not sell any solutions to be integrated into the MPSCS system
that have not been approved by MPSCS for use on the system.

The Contractor will comply with the MPSCS Technical Book of Standards which has
been provided to the Contractor by the Program Manager and will be updated as
necessary.

1.1. Deliverables, Products and Services

A.

B.

System Upgrades via System Upgrades Agreement (SUA 1l) See Schedule A,
Attachment 1.

Ongoing Security via Security Update Service (SUS). See Schedule A, Attachment
2

Equipment and Ancillary Products which will be categorized into the following
categories:
1. Mobile and Portable. Includes but are not limited to:

a. Mobile Radio- which is a fixed mount unit installed into a vehicle.

34




P
MA# 190000001544 ‘

2.

b. Portable Radio- which are personal radios
c. Consolette Radio- which are at dispatch centers or established for back up
using 120v

Fixed Stations. These are the large rack mounted radios located at radio tower
sites, and receivers.

Dropship. Includes non-Motorola manufactured equipment. These items may
include, but are not limited to:

a. Microwave Equipment

Antenna Systems

Site Shelters

Console Furniture

Third party hardware or software

©® oo o

Please Note: drop ship items may or may not be supported by the Contractor.
Please refer to quotations or proposals.

4. Consoles. Includes the 911 dispatch consoles.

N

ASTRO and SmartZone Equivalent. Includes the system infrastructure hardware,
software and software licenses, located at the system master sites, which run the
P25 Radio System.

Fixed Network Equipment. Includes all system infrastructure IP networking
hardware, including but not limited to:

a. Routers

b. Switches

c. Firewalls

Spare Parts. To repair any items sold.

Accessories and Aftermarket. Includes but is not limited to such items as: a. Belt
clips

a. Remote speaker mics

b. Batteries

PSA PremierOne (P1) /CAD P1 Mobile/PMDC. PSA stands for Public Safety
Applications and PremierOne (P1) is the Motorola product brand; CAD stands for
Computer Aided Dispatch, P1 Mobile is the vehicular CAD application, and PMDC

(Premier Mobile Data Computer) is a separate mobile application associated with
CAD. This category includes but is not limited to such items as:

a. CAD systems hardware and software

Records management software

Jail management software

Mobile applications including P1 Mobile and PMDC

a oo
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10.If a product is being discontinued or support will no longer be available, the
Contractor will provide to the State or MiDeal and/or MPSCS member notification
as to the changes.

D. Subsystems including but not limited to:

1. ASTRO25, See Attachment 1- SUAIl Agreement and Attachment 2- SUS
Agreement 2. Premier One PSA/CAD, See Attachment 3- PremierOne
Maintenance and Support Agreement 3. OPSOC, See Attachment 4- OPSOC
Service Overview 4. Tech Support. See Attachment 5- Technical Support

1.2. Motorola Warranties
Please see Standard Terms Section 23.

1.3. Third Party Warranties, Support and Maintenance

After the initial warranty period concludes for components sold under this contract but not
manufactured by the Contractor, the State and MiDeal and/or MPSCS members may elect to
contract directly with third party manufacturers for extended service coverage. If contracted
directly, consideration of impacts such as proper personnel certification, integration
complexities, and interdependence of components is highly recommended.

1.4. Recall Requirements and Procedures
Critical product notifications will be made via Contractor’'s Motorola Technical Note (MTN)
process.
A. MTN bulletins will be emailed to the State and MiDeal and/or MPSCS contacts who
register through the Technical Note portal at:

https://www.motorolasolutions.com/en_us/support/technical-notifications.html.
B. Requirements and procedures for each MTN will be included with the MTN notification.

1.5. Quality Assurance Program
A. Quality Assurance Plan. The Contractor will establish for each project a Quality

Assurance Plan (QAP) which will provide a framework for the successful
implementation and completion of projects from pre—sale through delivery of the final
solution and transition to on—going service and maintenance activities. The
Contractor’'s QAP may be refined as mutually agreed upon by the State and the
Contractor throughout this contract and for each specific project. In order to maintain
and assure quality, the following quality inspection points are identified:
1. System design review

2. System design documentation

3. Site development and construction
a. Civil work completed
b. Tower construction
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7.
8.

™o a0

Equipment shelter foundations
Equipment shelter installation
Grounding and bonding
Electrical installation

Equipment staging
Equipment inspection and inventory
Steps of inspection throughout the implementation process

a.
b.
C.
d.

Before installing electronic equipment
After installation of electronic equipment
Before installation of antennas

After installation of antennas

As-built documentation
Final acceptance

B. Quality Audits. The Contractor will perform quality audits on a regular basis which will
be conducted to verify that the project team is following prescribed processes and
procedures. The audits take into consideration the status and importance of the
processes and areas to be audited, as well as the results of any previous audits.

Documentation Reviews |Review of the project management Monthly

Quality Audit Purpose Planned Frequency

plan and other project documentation
to ensure documentation standards
are being followed.

Quality Audits Project deliverables subject to |Monthly
Quality Audits and Reviews:
Schedule

Risk Management Plan
Requirements Management Plan
Communications Management Plan

C. Quality Assurance Controls. Target project activities are controlled via the
assurance and control methods listed in the table below:

Activity Assurance / Control

System Design System Requirements Design Compliance to

Review requirements
Site Design Joint approval
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Additional quality assurance and control activities include:
1.

Project Management

S| Processes
Status Reports
Status Meetings
Project Schedule
Issue Tracking Log

Supervision
Assessments
Project Reviews
Sample Inspection

Civil Work/Site
Construction

Blueprints/Drawings
National and Local Codes
Motorola R56 Standards

Supervision
Sample Inspection

Grounding/Electrical/Pow
er Installation

Activity

Fixed Network Equipment
(FNE) Installation

Drawings/Requirements
National and Local Codes
Motorola R56 Standards

Target

System Design

Diagrams/Documentation
Optimization Procedures
Motorola R56 Standards

Supervision
Sample Inspection

Assurance / Control

Supervision
Sample Inspection

Mobile/Portable
Installation

Programming Templates
Installation Guides

Supervision
Sample Inspection
Installation Logs

System Acceptance

Coverage Testing

Functional Testing
Equipment Verification
Feature/Functionality Testing

Sample Inspection
Contract Review

Document Control. Key project documents will be controlled through a centralized
file repository. These documents have versioning control fields. Document control
entails appropriate naming and versioning of project documents, templates,

computer files, and other project artifacts to ensure their accuracy and relevance.

Factory Staging and Test. The Contractor will stage the State’s system,
components, and equipment in a controlled environment and will execute system
functionality tests prior to shipment,

Quality Reviews. Quality reviews will be scheduled to review the findings from
periodic audits. They are most often conducted in conjunction with formal project
meetings, whose audiences typically include members of the Contractor’s senior

management.
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4. Vendor Product and Service Quality. The Contractor’s Global Supplier organization
is responsible for identifying, vetting, and approving third-party providers of
products and services. This organization reviews supplier business plans,
processes, and performance on an annual or semi-annual basis, as needed.

D. Quality Policy. The Contractor has committed to ensure that the effectiveness of the
quality management system continually evolves, as technology and needs evolve, to
meet the highest level of requirements and expectations.

1.6. Incentives
Contractor may, at its discretion, offer special incentives.

1.7. Specific Standards
A. IT Policies, Standards and Procedures (PSP)

Contractors are advised that the State has methods, policies, standards and
procedures that have been developed over the years. Contractors are expected to
provide proposals that conform to State IT policies and standards. All services and
products provided as a result of this contract must comply with all applicable State IT
policies and standards. Contractor is required to review all applicable links provided
below and state compliance in their response.

Public IT Policies, Standards and Procedures (PSP):
https://www.michigan.gov/dtmb/0,5552,7-358-82547 56579 56755---,00.html

B. Acceptable Use Policy
To the extent that Contractor has access to the State’s computer system, Contractor
must comply with the  State’'s  Acceptable Use Policy, see
http://michigan.gov/dtmb/0,4568,7-150-56355 56579 56755---,00.html. All
Contractor Personnel will be required, in writing, to agree to the State’s Acceptable
Use Policy before accessing the State’s system. The State reserves the right to
terminate Contractor’s access to the State’s system if a violation occurs.

C. ADA Compliance
The State is required to comply with the Americans with Disabilities Act of 1990
(ADA), and has adopted a formal policy regarding accessibility requirements for
websites and software applications. The State is requiring that Contractor’s proposed
Solution, where relevant, to level AA of the World Wide Web Consortium (W3C) Web
Content Accessibility Guidelines (WCAG) 2.0. Contractor may consider, where
relevant, the W3C’s Guidance on Applying WCAG 2.0 to Non-Web Information and
Communications Technologies (WCAG2ICT) for non-web software and content. The
State may require that Contractor complete a Voluntary Product Accessibility
Template for WCAG 2.0 (WCAG 2.0 VPAT) or other comparable document for the
proposed Solution.
http://www.michigan.gov/documents/dmb/1650.00 209567 7.pdf?20151026134621
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1.8. Access Control and Audit

The Contractor’s solution may integrate with the State’s IT Identity and Access Management
(IAM) environment as described in the State of Michigan Digital Strategy
(http://www.michigan.gov/dtmb/0,5552,7-150-56345 56351 69611-336646--,00.html), which
consist of:

A. MlLogin/Michigan Identity, Credential, and Access Management (MICAM)

An enterprise single sign-on and identity management solution based on IBM’s
Identity and Access Management products including, IBM Security Identity Manager
(ISIM), IBM Security Access Manager for Web (ISAM), IBM Tivoli Federated Identity
Manager (TFIM), IBM Security Access Manager for Mobile (ISAMM), and IBM
DataPower, which enables the State to establish, manage, and authenticate user
identities for the State’s Information Technology (IT) systems.

B. MiLogin Identity Federation
Allows federated single sign-on (SSO) for business partners, as well as citizen-based
applications.

C. MILogin Multi Factor Authentication (MFA, based on system data classification
requirements)

Required for those applications where data classification is Confidential and Restricted
as defined by the 1340.00 Michigan Information Technology Information Security
standard (i.e. the proposed solution must comply with PHI, PCI, CJIS, IRS, and other
standards).

D. MiLogin Identity Proofing Services (based on system data classification requirements)
A system that verifies individual’s identities before the State allows access to its IT
system. This service is based on “life history” or transaction information aggregated
from public and proprietary data sources. A leading credit bureau provides this service.

To integrate with the SOM MILogin solution, the Contractor’s solution must support HTTP
Headers based SSO, or SAML, or OAuth or OpenlID interfaces for the SSO purposes.

1.14 SUITE Documentation

In managing its obligation to meet the above milestones and deliverables, the Contractor is
required to utilize the applicable State Unified Information Technology Environment (SUITE)
methodologies, or an equivalent methodology proposed by the Contractor.

2. Service Levels

2.1. Time Frames
A. The Contractor will acknowledge requests for quotations within 5 business days.
B. Timelines for deliveries shall be established in the individual DO’s.

2.2. Delivery
Delivery will be expected to be made within the time frame and to the location agreed upon in
the Delivery Order.
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2.3. Installation
Installation will be expected within the timeframe and at the location agreed upon in the
Delivery Order. Installation will be considered complete as per Section 7, Acceptance.

2.4. Technical Support
See Attachment 8, Technical Support.

2.6. Training
Training will be addressed in the statement of work for each individual project or upgrade as
they occur, as necessary, and as established in the Delivery Order.

2.7. Reporting

The Contractor must submit the following reports, upon request, in a format acceptable to the
State.

A. To the Program Manager:

1. Monthly Executive Status
Monthly Sales Activity
Project and Integration status

List of Equipment deployed on the MPSCS inclusive of model numbers, assigned
serial numbers, and warranty status.

List of Equipment, including serial numbers, covered under the SUA
6. List of Equipment, including serial numbers, covered under the SUS

LN

g

B. To the Contract Administrator:
1. Quarterly Line item Sales Report inclusive of quantities and pricing.

C. To the MiDeal Coordinator:
1. As established in Standard Terms, Section 9 Administrative Fee and Reporting.

2.8. Meetings

The Contractor’s Key Personnel will attend any meetings the State deems appropriate at the
State’s request.

2.9. Duplication of Services.

The Contractor will ensure that no State Agency or MPSCS member is being sold or is
paying for services that are already incorporated as part of this agreement or work that
MPSCS provides to its members.

41




P
MA# 190000001544 ‘

2.10. Service Level Agreements (SLA’s)

Subject to Section 52 of this Contract, for work performed by Contractor as part of services
rendered under this agreement, the Contractor will meet the requirements and service levels
established in this contract.

The State recognizes that the MPSC system is managed and maintained by State of
Michigan personnel and therefore SLA credits will not be assessed in cases where at least
one of the following procedures have been performed: DDP sign-off, acceptance testing
and/or lab testing.

Service Level Credits may only be assessed against those services that Motorola has
provided within the normal state of Michigan support.

Failure to meet the following SLA’s may result in the State’s assessing Service Credits:

A. The State of Michigan reserves the right to apply a service credit of $5,000 to the next
invoice when the Contractor has six (6) or more non-critical failures (severity levels 2, 3
and 4) that are unresolved or did not meet the response times laid out in the contract in
a one (1) month period.

B. The State of Michigan reserves the right to apply a service credit of $800.00 per hour,
to the next invoice when the Contractor does not resolve or meet the response
times or does not meet resolution times during a total failure (severity 1) specific to
Astro, with the total service credit not to exceed $140,000 per occurrence.

C. All credits, as referenced in A and B above, shall not exceed, in aggregate during the
term of the contract, $1,000,000,000.

RESPONSE TIME GOAL
Siverlty Description Response Time Resolution Time
evel
Severity | Total System Failure - | Telephone conference | Work around within 4 hours
1 occurs when the System is | within 1 Hour of initial verbal | of initial notification, and
not functioning and there is | notification, Continuously. resolution of the failure will
no workaround; such as a be developed and
Central Server is down or deployed within a
when the workflow of an timeframe established in
entire agency is not writing and mutually
functioning. This level is agreed to by MPSCS and
meant to represent a major Motorola for each incident.
ssue Ihat  results Systom MPSCS will be notified
Subsystem Product 0|" within 15 mlnute_s if the
critical fea’tures No ’work work a.round or final
' resolution plans change.
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RESPONSE TIME GOAL

Severity
Level

Description

Response Time

Resolution Time

around or immediate solution
is available.

A Motorola TSC Technician
will respond within one hour
of the request for support
being logged in the issue
management system.
Continual effort will be
maintained to restore the
system or provide a viable
workaround resolution.
Response provided 24 x 7.

Severity | Non-Critical Major Failure - | Telephone conference Resolution of the failure will
2 This error level occurs when | within 3 Business Hours of | occur within three (3) days
a major but non-critical initial verbal notification and resolution of the failure
element in the System is not | during normal (standard) will be developed and
functioning but that does not | business hours. Standard deployed within a
prohibit continuance of basic | Business Day - Monday timeframe established in
operations. There is usually | through Friday 8AM to writing and
no suitable work-around. 5PM, ET, excluding US mutually agreed to by
Note that this may not be Holidays. MPSCS and Motorola for
applicable to intermittent each incident.
problems. This level is
meant to represent a
moderate issue that limits a
Customer’s normal use of
the System, Subsystem,
Product or major non-critical
features.
Severity | Non-Critical Minor Failure- | Telephone conference Resolution of the failure will
3 Non-Critical part or | within 8 Business Hours of | occur within 10 days and

component failure occurs
when a System component
is not functioning, but the
System is still useable for its
intended purpose, or there is
a reasonable workaround.
This level is meant to
represent a minor issue that
does not preclude use of the
System, Subsystem,
Product, or critical features.

initial notification during
normal (standard) business
hours. Standard Business
Day- Monday through
Friday 8AM to 5PM,
excluding US Holidays.

resolution of the failure will
be developed and
deployed within a
timeframe established in
writing and

mutually agreed to by
MPSCS and Motorola for
each incident.
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RESPONSE TIME GOAL

Siventy Description Response Time Resolution Time
evel
Severity | Non-Critical Minor Failure- Telephone conference Resolution of the failure will
4 Non-Critical part or within two (2) Standard occur within 15 days and

component failure occurs Business Days of initial resolution of the failure will
when a System component | notification. Standard be developed and
is not functioning, but the Business Day - Monday deployed within a
System is still useable for its | through Friday 8AM to timeframe established in
intended purpose, or there 5PM, excluding US writing and
is a reasonable workaround. | Holidays. mutually agreed to by
This level is meant to MPSCS and Motorola for
represent a minor issue that each incident.
does not preclude use of the
System, Subsystem,
Product, or critical features.
Minor issues include but are
not limited to: cosmetic
issues, documentation
errors, general usage
questions, and product or
System Update requests.

3. Staffing

3.1. Key Personnel

A. Assignment and Removal
See Standard Terms Section 15. Key Personnel.
2. Contractor and the State agree that in the case of any Unauthorized Removal in
respect of which the State does not elect to exercise its rights under Standard
Terms Section 21, Contractor will issue to the State the corresponding credits set

1.

forth below (each, an “Unauthorized Removal Credit”):

a. For the Unauthorized Removal of any Key Personnel designated in the
applicable Statement of Work, the credit amount will be $25,000.00 per
individual if Contractor identifies a replacement approved by the State and
assigns the replacement to shadow the Key Personnel who is leaving for a
period of at least 30 calendar days before the Key Personnel’s removal.

b. If Contractor fails to assign a replacement to shadow the removed Key
Personnel for at least 30 calendar days, in addition to the $25,000.00 credit
specified above, Contractor will credit the State $833.33 per calendar day for
each day of the 30 calendar-day shadow period that the replacement Key
Personnel does not shadow the removed Key Personnel, up to $25,000.00
maximum per individual. The total
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Unauthorized Removal Credits that may be assessed per Unauthorized
Removal and failure to provide 30 calendar days of shadowing will not
exceed $50,000.00 per individual.

3. Contractor acknowledges and agrees that each of the Unauthorized Removal
Credits assessed under Subsection iii above is a reasonable estimate of and
compensation for the anticipated or actual harm to the State that may arise from
the Unauthorized Removal, which would be impossible or very difficult to
accurately estimate.

A. Identified Key Personnel
The Contractor must appoint the following Key Personnel to this master agreement
who will be responsible for interacting with the State and ensuring the contract and its
activities meet contract requirements.

1. Contractor Representative
The Contractor must appoint a Senior Account Manager who, acting as the
Contractor’s Representative, will be specifically assigned to State of Michigan
account, be knowledgeable on the contractual requirements, responsible for
handling contract changes and will respond to State inquires within 8 business
hours. The Contractor Representative or designee must be available for contact
between the hours of 8am to 5 pm Eastern.

For this contract the Contractor Representative is identified as:

Senior Account Manager

Rich Uslan

Attn: Legal Department 500

West Monroe St.

37t Floor

Chicago, IL 60661 616-438-1942
rich.uslan@motorolasolutions.com

2. Business Relationship Manager
The Contractor must appoint a Business Relationship Manager who, acting as the
Program Manager, will be specifically assigned and solely dedicated to the State of
Michigan account, be knowledgeable on the contractual requirements and will
respond to State inquiries regarding the Contract Activities, answering questions
related to ordering and delivery, etc. (the “Program Manager”). This individual will
respond to State inquiries within 8 business hours. The Business Relationship
Manager or designee must be available for contract between the hours of 8am to 5
pm Eastern.
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3.2. Non-Key Personnel

The Contractor must notify the Contract Administrator at least 10 business days before
removing or assigning non-key personnel. Non-Key Personnel for this contractor are
identified as:

Motorola CJIS Personnel Officer
Kim Bales

7237 Church Ranch Blvd Broomfield,
CO 80021
kimbales@motorolasolutions.com

3.3. Contract Administrator

The Contract Administrator for each party is the only person authorized to modify any terms
of this Contract, and approve and execute any change under this Contract (for the State a
“Contract Administrator”, for the Contractor a “Contractor Representative”):

For the State: For the Contractor:

Valerie Hiltz Rich Uslan

525 W. Allegan Street Attn: Legal Department 500

Lansing, MI 48833 West Monroe St.

hiltzv@michigan.gov 37" Floor

517-249-0459 Chicago, IL 60661 616-438-1942
rich.uslan@motorolasolutions.com

3.4. Program Manager

The Program Manager for each party will monitor and coordinate the day-to-day activities of
the Contract (for the State a “Program Manager”, for the Contractor a “Business
Relationship Manager”):

For the State: For the Contractor:

Kate Jannereth Robert Batis

7150 Harris Drive 7150 Harris Drive, Dimondale, Ml
Dimondale, M| 48821 48821

jannerethk@michigan.gov bob.batis@motorolasolutions.com
517-881-1031 (989) 682.4925

3.5. Organizational Chart
A. The Contractor will provide an overall organizational chart that details staff members,
by name and title, and subcontractors that will perform work related to this contract
within 10 business days of the execution of this contract.
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B. The Contractor will provide an updated Organization Chart within 10 business days as
requested by the Program manager or designee.

3.6. Utilization of Subcontractors
A. Any subcontractors will be bound by the terms of this contract. The State will not
accept billing from nor make direct payments to any subcontractor.

B. The Contractor will give the State 30 calendar days’ notice if it intends to replace any
subcontractor and provide the same information as required below.

C. Any subcontractor who will have access to the MPSCS, whether physically or
remotely, will provide to the Contractor a list of all employees who will be servicing this
contract. The Contractor will in turn provided this list to the Program Manger on an
annual basis or upon request.

D. The Contractor will provide to the Program Manager, annually, a list of preferred and
authorized Motorola Service Providers and authorized Manufacturers Representatives.

3.7. Security
A. The Contractor will comply with the MPSCS Security Authorization Access Process
and the NCC Site Access Procedure, copies of which will be provided to the
Contractor by the Program Manager and updated as necessary. Any subcontractors
will be bound by these same requirements.
B. See Attachment 3- PremierOne and Attachment 7- Security Addendum regarding CJIS
security requirements.

4. Pricing
A. Pricing for this contract is as established in Schedule B.

B. The State shall bear no costs for implementations or systems established by a MiDeal
and/or MPSCS member.

C. The State is tax exempt and will pay no taxes for products or services.

4.1. Price Term
A. Maintenance and Support Pricing is firm fixed for the entire length of the ten base
contract years for the items to follow.
System Upgrade Agreement Il

Security Update Services
Technical Support

Business Relationship Manager
OPSOC

PMDC Support
PremierOne PSA/CAD Support

N o bk b=
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B. The Discounts Off List will remain firm and fixed for the ten base contract years. The
equipment price list will be updated as published by the Contractor. See Section 4.3.
Electronic Catalog.

4.2. Price Changes
A. Adjustments to the SUAII and the SUS will be as negotiated. Negotiations will occur:
1. During year 4 to address system changes and new contracted integrations
scheduled for years six through ten; and

2. No later than 2.5 years prior to the contract term expiration in preparation for a new
contract.

B. If MiDeal and/or MPSCS members add or remove equipment from the system after the
Effective Date that will impact the SUAII or SUS pricing to the State, the Contractor’'s
Program Manager will meet with the MPSCS Program Manager to discuss the
changes and anticipated cost ramifications prior to quoting the MiDeal and/or MPSCS
members for the proposed changes within 10 business days.

1. MPSCS will review the proposed change cost against the budget and:

a. Confirm that the State can absorb the SUAII costs within the timeline indicated
by the Contractor

b. Confirm that the State will not be able to absorb the SUAII costs within the
timeline indicated by the Contractor but will include those costs at a future date.

c. A Change Notice will be executed to include the additional SUAII costs at the
agreed upon time.

2. If the State cannot absorb the additional SUAII costs within the proposed timeline
indicated by the Contractor, the Contractor will build into their quote to the MiDeal
and/or MPSCS members ‘s quote the costs to sustain their SUA Il until the agreed
upon time when the State can include those costs in their budget.

a. Change Notice will be executed to include the additional SUAII costs at the
agreed upon time in keeping with budget approval.

C. Should any of the scope be modified, the resulting price adjustments will be agreed
upon and will remain firm fixed for the duration of the base term.

D. The Contractor remains responsible for Contract Activities at the current price for all
orders received before the mutual execution of a Change Notice indicating the start
date of the new Pricing Period.

4.3 Electronic Catalog
The Contractor will provide access to the Motorola North America Product Catalog (PCAT).

A. This access will be read only.

B. The Contractor will provide the State with login credentials which will be utilized by the
State and the MPSCS members to audit and verify current product pricing against
which the Discounts Off List are placed.
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4.4 Format Required for Quotations.

A. Quotations for Systems. A professional quote will be required for equipment and
services that are for systems requiring significant systems integration/ professional
services. By providing quotes in this format, the Contractor provides a level of
documentation required by governmental entities for audit purposes.

1. These quotes must be provided on the Motorola letterhead or bear the Motorola
logo and shall include all the following elements:

a.

® oo o

—h

Title Page

Table of Contents

Cover Letter — Signed by the authorized Motorola representative
System Description — including equipment and technical diagrams

Statement of Work which provides description of how the system will be
implemented.

Warranty and maintenance information

Equipment list — detailed by line item including Motorola part number, quantity,
description, list price, and discounted price

1) Third party drop ship equipment will be broken out with line item pricing.

Professional Services List- detailed by line item including quantity, list price and
discounted price.

Training- Description of training included in this proposal, if applicable.

Pricing Summary — Subtotals of equipment and Professional Services that
mirrors the equipment list and pricing for install services.

Product Literature — if applicable

No additional terms or conditions, other than provided for in this contract are
allowed.

2. Quotations may be provided, at the discretion of the requestor in:

a.
b.

Hard copy via fax, US Postal Delivery, courier service or in person
PDF format via e-mail.

B. Quotations for Deliverables that are “Box Sales”. The Contractor may provide a
quote in a form format, for “Box Sales” which are those sales essentially for product
with minimal amount of professional services or system integration. The quotation form
must include all the elements of the sample Simple Quotation provided in Exhibit 1 to
Schedule A. No additional terms or conditions, other than provided for in this contract
are allowed.
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5. Ordering
5.1. Authorizing Document
A. The appropriate authorizing document for the Contract will be this Master Agreement
and/or a Delivery Order (DO) against this Master Agreement.

1. The following services, upgrades and maintenance are annually authorized with
this Master Agreement acting as the basis of the order. See Section 8.1.A. for
invoicing requirements:

a. System Upgrade Agreement Il (SUAII)

Security Update Services (SUS)
Technical Support

Business Relationship Manager
OPSOC

PMDC Support

g. PremierOne CAD Support

- ® o ovC

2. The appropriate authorizing document for all other contracted products or
deliverables will be a DO.

B. No verbal orders are acceptable or will be acknowledged by the State except as
follow:

1. P-Card purchases may be made as outlined in Section 8.2. below.

C. MiDeal and/or MPSCS Members may use the official written document of their
choosing referencing this Master Agreement.

5.2 Order Verification

The Contractor must have internal controls to identify and prevent abnormal orders, for
example orders for items other than quoted, of unusually large quantities or products not
normally purchased, and to ensure that individuals place orders through SIGMA for State of
Michigan orders or through the appropriate purchasing paths for MiDeal members.

6. Delivery

6.1. Delivery

Contractor will make delivery of equipment as required and specified in each Delivery Order
(DO).

6.2. Packaging and Palletizing
A. Shipments must be palletized whenever possible using manufacturer's standard 4-way
shipping pallets.
B. Sensitive electronic equipment, racks and servers will be per manufacturers
recommendation.
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6.3 Packing Slips
Packing slips must include product description including model numbers, assigned serial
numbers of equipment shipped and quantities of each.

7. Acceptance

7.1. Acceptance, Inspection and Testing
The State will use the following criteria to determine acceptance of the Contract
Activities: A. Phase Acceptance/Final Acceptance (Milestone) for quoted systems and
projects: Contract activities will be performed to a milestone schedule as established in
the Delivery order. Acceptance will be made on milestone basis.

1. Motorola will work with the State or MiDeal and/or MPSCS team to review and

accept each phase of the project as it is completed.

a. Unfinished work in a project phase must be recorded as a punch list item on the
phase acceptance document.

b. Punch list items that do not interrupt system operations will not prohibit the start
of the next phase of work.

c. Atthe end of the project, final acceptance is granted when all punch list items
are competed.

d. Provide diagrams and documentation for each phase as agreed upon.

e. The Contractor will document punch list items, track and report to the team their
progress in order to provide timely feedback on scope changes and document
lessons learned.

B. Acceptance for “Box Sale” equipment: Acceptance for “box sale” equipment, defined
as equipment sold outside of a system implementation, will be in keeping with
acceptance outlined in Standard Terms Section 20.

8. Invoice and Payment
8.1. Invoice Requirements
A. Annual services, upgrades and maintenance identified in Section 5.1.A.1. will be
automatically invoiced on an annual basis.
1. Any credits due to the State, based on the Managed Wave Broadband Solutions
MWS agreement will be shown on as a line item credit against these annual
charges.

B. Invoicing for products and deliverables ordered via a DO will be based on prices
established at time of order.
1. Invoices will not be submitted until:
a. Product has been delivered; or
b. Milestone Payment: Once the Contractor has completed a milestone.

C. All invoices submitted to the State must include:

a. date;
b. master agreement number and/or delivery order number;
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quantity;

description of the Contract Activities;
unit price; and

total price.

"0 00

8.2. Payment Methods
The State will make payment for Contract Activities via EFT. P-Card payment will be allowed

for orders.

9. Licensing Agreement
The Contractor must provide a copy of any applicable licensing agreement.
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems Products

ATTACHMENT 1 to SCHEDULE A
ASTRO 25 SYSTEM UPGRADE AGREEMENT II (SUA 1I)

1.0 Description of Service and Obligations
1.1 As system releases become available, the Contractor agrees to provide the State
with the software, hardware and implementation services required to execute up to
one system infrastructure upgrade in a two-year period for their ASTRO 25 system.
At the time of the system release upgrade, the Contractor will provide applicable
patches and service pack updates when and if available. Currently, The
Contractor’s service includes 3rd party SW such as
and any The Contractor software service packs
that may be available. The Contractor will only provide patch releases that have
been analyzed, pre-tested, and certified in a dedicated ASTRO 25 test lab to
ensure that they are compatible and do not interfere with the ASTRO 25 network
functionality.

1.2 The State will have, at its option, the choice of upgrading in either Year 1 or Year
2 of the coverage period. To be eligible for the ASTRO 25 SUA II, the ASTRO 25
system must be at system release 7.7 or later.

1.3 ASTRO 25 system releases are intended to improve the system functionality and
operation from previous releases and may include some minor feature
enhancements. At the Contractor’s option, system releases may also include
significant new feature enhancements that The Contractor may offer for purchase.
System release software and hardware shall be pre-tested and certified in The
Contractor’s Systems Integration Test lab.

1.4 The price quoted for the SUAII requires the State to choose a certified system
upgrade path from the list of System Release Upgrade Paths available to the State
as per the system release upgrade chart referenced and incorporated in Appendix
A. Should the State elect an upgrade path other than one listed in Appendix A, the
State agrees that additional costs may be incurred to complete the implementation
of the certified system upgrade. In this case, The Contractor agrees to provide a
price quotation for any additional materials and services necessary.

1.5 ASTRO 25 SUA Il entitles the State to past software versions for the purpose of
downgrading product software to a compatible release version.

53




P
MA# 190000001544 ‘

1.6 The following ASTRO 25 certified system release software for the following products

1.7

1.8

1.9

are covered under this ASTRO 25 SUA II:

1.6.1 Servers
1.6.2 Workstations

1.6.3 Firewalls

1.6.4 Routers

1.6.5 LAN switches

1.6.6 MCC 7XXX Dispatch Consoles

1.6.7 GTR8000 Base Stations

1.6.8 GCP8000 Site Controllers

1.6.9 GCM8000 Comparators

1.6.10 The Contractor Solutions Logging Interface Equipment
1.6.11 PBX switches for Telephone Interconnect

1.6.12 NICE and Verint Logging Solutions (if purchased)

Product programming software such as Radio Service Software (“RSS”),
Configuration Service Software (“CSS”), and The State Programming Software
(“CPS”) are also covered under this SUA II.

ASTRO 25 SUA Il makes available the subscriber radio software releases that are
shipping from the factory during the SUA Il coverage period. New subscriber radio
options and features not previously purchased by the State are excluded from
ASTRO 25 SUA |l coverage. Additionally, subscriber software installation and
reprogramming are excluded from the ASTRO 25 SUA Il coverage.

The Contractor will provide certified hardware version updates and/or replacements
necessary to upgrade the system with an equivalent level of functionality up to once
in a two-year period. Hardware will be upgraded and/or replaced if required to
maintain the existing feature and functionality as per Schedule A Section 4.2. Any
updates to hardware versions and/or replacement hardware required to support new
features or those not specifically required to maintain existing functionality are not
included. Unless otherwise stated, platform migrations such as, but not limited to,
stations, consoles, backhaul, civil, network changes and additions, and managed
services are not included.

1.10 The following hardware components, if originally provided by the Contractor, are

eligible for full product replacement when necessary per the system release
upgrade:
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1.10.1 Servers
1.10.2 Workstations
1.10.3 Routers
1.10.4 LAN Switches

1.11 The following hardware components, if originally provided by the Contractor, are
eligible for board-level replacement when necessary per the system release
upgrade. A “board-level replacement” is defined as any Field Replaceable Unit
(“FRU”) for the products listed below:

1.11.1 GTR 8000 Base Stations
1.11.2 GCP 8000 Site Controllers
1.11.3 GCM 8000 Comparators
1.11.4 MCC 7XXX Dispatch Consoles

1.12 The ASTRO 25 SUA |l does not cover all products. Refer to section 3.0 for
exclusions and limitations.

1.13 The Contractor will provide implementation services necessary to upgrade the
system to a future system release with an equivalent level of functionality up to once
in a two-year period. Any implementation services that are not directly required to
support the certified system upgrade are not included. Unless otherwise stated,
implementation services necessary for system expansions, platform migrations,
and/or new features or functionality that are implemented concurrent with the
certified system upgrade are not included.

1.14 As system releases become available, the Contractor will provide up to once in a
two-year period the following software design and technical resources necessary to
complete system release upgrades:

1.14.1 Review infrastructure system audit data as needed.

1.14.2 |dentify additional system equipment needed to implement a
system release, if applicable.

1.14.3 Complete a proposal defining the system release, equipment
requirements, installation plan, and impact to system users.

1.14.4 Advise the State of probable impact to system users during the actual
field upgrade implementation.

1.14.5 Program management support required to perform the certified system
upgrade.

1.14.6 Field installation labor required to perform the certified system upgrade.

1.14.7 Upgrade operations engineering labor required to perform the certified
system upgrade.
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1.15 ASTRO 25 SUA Il pricing is based on the system configuration outlined in
Schedule G System Configuration. This configuration is to be reviewed annually
from the contract effective date. Pricing may be adjusted, see Schedule A section
4.2.

1.16 The ASTRO 25 SUA Il applies only to system release upgrades within the ASTRO
25 7 .x platform.

1.17 The Contractor will issue Software Maintenance Agreement (“SMA”) bulletins on an
annual basis and post them in soft copy on a designated extranet site for The State
access. Standard and optional features for a given ASTRO 25 system release are
listed in the SMA bulletin.

2.0 Upgrade Elements and Corresponding Party Responsibilities
2.0 Upgrade Planning and Preparation: All items listed in this section are to be
completed at least 6 months prior to a scheduled upgrade.

2.0.1 The Contractor’s responsibilities
2.0.1.1 Obtain and review infrastructure system audit data as needed.
2.0.1.2 Identify additional system equipment needed to implement a system
release, if applicable.
2.0.1.3 Complete a proposal defining the system release, equipment
requirements, installation plan, and impact to system users.

2.0.1.4 Advise the State of probable impact to system users during the actual
field upgrade implementation.

2.0.1.5 Inform the State of high-speed internet connection requirements.

2.0.1.6 Assign program management support required to perform the certified
system upgrade.

2.0.1.7 Assign field installation labor required to perform the certified system
upgrade.

2.0.1.8 Assign upgrade operations engineering labor required to perform the
certified system upgrade.

2.0.1.9 Deliver release impact and change management training to the
primary zone core owners, outlining the changes to their system as a
result of the upgrade path elected. This training needs to be
completed at least 12 weeks prior to the scheduled upgrade. This
training will not be provided separately for user agencies who reside
on a zone core owned by another entity. Unless specifically stated in
this document, The Contractor will provide this training only once per
system.
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2.0.2 The State’s responsibilities

2.0.2.1 Contact the Contractor to schedule and engage the appropriate The
Contractor resources for a system release upgrade.

2.0.2.2 Provide high-speed internet connectivity at the zone core site(s) for use
by the Contractor to perform remote upgrades and diagnostics.
Specifications for the high-speed connection are provided in Appendix
C. High-speed internet connectivity must be provided at least 12
weeks prior to the scheduled upgrade. In the event access to a high-
speed connection is unavailable, The State may be billed additional
costs to execute the system release upgrade.

2.0.2.3 Assist in site walks of the system during the system audit when
necessary.

2.0.2.4 Provide a list of any FRUs and/or spare hardware to be included in the
system release upgrade when applicable.

2.0.2.5 Purchase any additional software and hardware necessary to
implement optional system release features or system
expansions.

2.0.2.6 Provide or purchase labor to implement optional system release
features or system expansions.

2.0.2.7 Participate in release impact training at least 12 weeks prior to the
scheduled upgrade. This applies only to primary zone core owners. It
is the zone core owner’s responsibility to contact and include any user
agencies that need to be trained or to act as a training agency for
those users not included.

2.1 System Readiness Checkpoint: All items listed in this section must be completed at
least 30 days prior to a scheduled upgrade.
2.1.1 The Contractor’s responsibilities
2.1.1.1 Perform appropriate system backups.
2.1.1.2 Work with the State to validate that all system maintenance is current.
2.1.1.3 Work with the State to validate that all available patches and
antivirus updates have been updated on the State’s system.

2.1.2 The State’s responsibilities
2.1.2.1 Validate system maintenance is current.
2.1.2.2 Validate that all available patches and antivirus updates to their system
have been completed.

2.2 System Upgrade
2.2.1 The Contractor’s responsibilities
2.2.1.1 Perform system infrastructure upgrade in accordance with the system
elements outlined in this SOW.
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2.2.2 The State’s responsibilities
2.2.2.1 Inform system users of software upgrade plans and scheduled
system downtime.
2.2.2.2 Cooperate with the Contractor and perform all acts that are reasonable
or necessary to enable the Contractor to provide software upgrade
services.

2.3 Upgrade Completion
2.3.1 The Contractor’s responsibilities
2.3.1.1 Validate all certified system upgrade deliverables are complete as
contractually required.
2.3.1.2 Deliver post upgrade implementation training to the State as needed, up
to once per system.
2.3.1.3 Obtain upgrade completion sign off from the State.

2.3.2 The State’s Responsibilities

2.3.2.1 Cooperate with the Contractor in efforts to complete any post upgrade
punch list items as needed.

2.3.2.2 Cooperate with the Contractor to provide relevant post upgrade
implementation training as needed. This applies only to primary zone
core owners. It is the zone core owner’s responsibility to contact and
include any user agencies that need to be trained or to act as a training
agency for those users not included.

2.3.2.3 Provide the Contractor with upgrade completion sign off.

3.0 Exclusions and Limitations
3.1 The parties agree that Systems that have non-standard configurations that have not
been certified by The Contractor Systems Integration Testing are specifically
excluded from the ASTRO 25 SUA Il unless otherwise agreed in writing by The
Contractor and included in this SOW.

3.2 The parties acknowledge and agree that the ASTRO 25 SUA Il does not cover
the following products:

= MCC5500 Dispatch Consoles

= MIP5000 Dispatch Consoles

= Plant/E911 Systems

= MOTOBRIDGE Solutions

= ARC 4000 Systems

= The Contractor Public Sector Applications Software (“PSA”)
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3.3

3.4

3.5

» Custom SW, CAD, Records Management Software

» Data Radio Devices

= Mobile computing devices such as Laptops

= Non-Motorola two-way radio subscriber products

» Genesis Products

= Point-to-point products such as microwave terminals and association multiplex
equipment

ASTRO 25 SUA Il does not cover any hardware or software supplied to the
State when purchased directly from a third party, unless specifically included in
this SOW.

ASTRO 25 SUA |l does not cover software support for virus attacks or other
applications that are not part of the ASTRO 25 system, or unauthorized modifications
or other misuse of the covered software. The Contractor is not responsible for
management of anti-virus or other security applications (such as Norton).

Upgrades for equipment add-ons or expansions during the term of this ASTRO 25
SUA Il are not included in the coverage of this SOW unless otherwise agreed to in
writing by the Contractor.

4.0 Special provisions

4.1

4.2

4.3

The State acknowledges that if its System has a Special Product Feature,
additional engineering may be required to prevent an installed system release
from overwriting the Special Product Feature. Upon request, The Contractor will
determine whether a Special Product Feature can be incorporated into a system
release and whether additional engineering effort is required. If additional
engineering is required, the Contractor will provide to the Program Manager a
quote for the change in scope and associated increase in the price for the ASTRO
25 SUA 11 with back up documentation and mutually agreed upon pricing
structure. If acceptable to the State, a change notice incorporating this change will
be written by the state and duly executed.

The State will only use the software (including any System Releases) in accordance
with the applicable Software License Agreement.

ASTRO 25 SUA Il services do not include repair or replacement of hardware or
software that is necessary due to defects that are not corrected by the system
release, nor does it include repair or replacement of defects resulting from any
nonstandard, improper use or conditions; or from unauthorized installation of
software.
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4.4 ASTRO 25 SUA Il coverage and the parties’ responsibilities described in this
Statement of Work will automatically terminate if the Contractor no longer supports
the ASTRO 25 7.x software version in the State’s system or discontinues the
ASTRO 25 SUA Il program; in either case, the Contractor will refund to The State
any prepaid fees for ASTRO 25 SUA Il services applicable to the terminated
period.

4.5 If the State cancels a scheduled upgrade within less than 12 weeks of the scheduled
on-site date, The Contractor reserves the right to charge the State a cancellation
fee equivalent to the cost of the pre-planning efforts completed by the Contractor
Solutions Upgrade Operations Team.

4.6 The SUA Il annualized price is based on the fulfillment of the ten-year contract.
If the State terminates, except if The Contractor is the defaulting party, the State
will be required to pay for the balance of payments owed on the most recent two
year upgrade, if a system release upgrade has been taken within the past two
years prior to the point of termination.

Appendix A — ASTRO 25 System Release Upgrade Paths

ASTRO System Certified Upgrade Paths
Release
Pre-7.14 Upgrade to Current Shipping Release
7.14 N/A 7.16*
7.15 7.16* 7.17.X*
7.16 N/A 7.18
7.17.X* N/A A.2019.1 (Planned)

*Available upgrade path, but not recommended due to the Software Support Policy

* Includes planned incremental releases

e The information contained herein is provided for information purposes only and
is intended only to outline the Contractor’s presently anticipated general
technology direction. The information in the roadmap is not a commitment or an
obligation to deliver any product, product feature or software functionality and
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the Contractor reserves the right to make changes to the content and timing of
any product, product feature or software release.

e The most current system release upgrade paths can be found in the most
recent SMA bulletin.

Appendix B - System Pricing Configuration

This configuration is to be reviewed annually from the contract effective date. See
Schedule G. System configuration. Changes in system configuration may result in a SUA
Il price adjustment.

Appendix C — High-Speed Connectivity

Specifications Connectivity Requirements

e The minimum supported link between the core and the zone is a full T1

e Any link must realize or a sustained transfer rate of 175 kBps / 1.4 Mbps or better,
bidirectional

e Interzone links must be fully operational when present
e Link reliability must satisfy these minimum QoS levels:
o Port availability must meet or exceed 99.9% (three nines) o Round trip
network delay must be 100 ms or less between the core and satellite
(North America) and 400 ms or less for international links o Packet loss
shall be no greater than 0.3%

o Network jitter shall be no greater than 2 ms
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

ATTACHMENT 2 to SCHEDULE A
ASTRO 25 SECURITY UPDATE SERVICE AGREEMENT

1.0 Description of Security Update Services

The Contractor shall maintain a dedicated vetting lab for each supported ASTRO release for the
purpose of pre-testing security updates. In some cases, when appropriate, The Contractor will
make the updates available to outside vendors, allow them to test, and then incorporate those
results into this offering. Depending on the specific ASTRO release and State options, these may
include updates to antivirus definitions,

The Contractor has no control over the schedule of releases. The schedule for the releases of
updates is determined by the Original Equipment Manufacturers (OEMSs), without consultation with
the Contractor. Antivirus definitions are released every week. Microsoft patches are released on a
monthly basis. The Contractor obtains and tests these updates as they are released. Other
products have different schedules or are released “as-required.” The Contractor will obtain and
test these updates on a quarterly basis.

SUS (Self- Installed) is the baseline offer. Sections describing the optional delivery methods and
reboot support service are only applicable if purchased.

SUS Delivery Methods

Download

Patch Delivery Method Responsibility

Installation Responsibility | Reboot Support

*Option
SUS (Self-Installed) State State

*Option
Remote SUS (Optional) m m A

On-Site Delivery of
SUS (Optional) m @ @
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Packages for L & M

Cores
On-Site
SuUs . Reboot
Packaes (Self Installed) RSUS Delglsgy of Support
Essential / + ,/ Optional
Advanced / + ‘/ ‘/ Optional Optional
Premier / / Optional Optional

1.1 SUS

Once tested, the Contractor will post the updates to a secured extranet website and send an email
notification to the State. If there are any recommended configuration changes, warnings, or
workarounds, the Contractor will provide detailed documentation along with the updates on the
website. The State will be responsible for the download and deployment of these updates to their
ASTRO System.

1.2 Remote Delivery of SUS (RSUS)

Remote Delivery of SUS. The Contractor’s dedicated staff remotely installs the required security
updates and operating system patches onto your radio network. Vulnerabilities from third party
software are addressed as soon as the validation of recommended patches is completed. The
Contractor will also provide reports outlining updates made for your team’s review and awareness.
Patch transfers are transparent to the end user. After the patches are transferred, a report is sent
out to inform the State which machines they will need to reboot the appropriate devices to enable
the new patches and antivirus definitions.

1.3 Reboot Support Delivery of SUS/RSUS

This optional enhancement provides support for rebooting impacted servers and workstations after
the patches have been downloaded/pushed and installed. Once installation is complete, The
Contractor will deploy trained technicians to reboot servers and workstations at the State
locations.

1.4 ON-SITE Delivery of SUS

For convenience, a trained technician will be contacted to provide the complete patching service.
At the State location, the technician will download patches, perform the required installation
services and coordinate the rebooting of servers and dispatch ops.

2.0 SUS Scope

A. Security Update Service supports the currently shipping Motorola ASTRO System Release
(SR) and will support 4 releases prior. The Contractor reserves the right to adjust which
releases are supported as business conditions dictate.
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B. SUS is available for any L or M core system in a supported release.

C. Systems that have non-standard configurations that have not been certified by the
Contractor Systems Integration and Testing (SIT) are specifically excluded from this
Service unless otherwise agreed in writing by the Contractor. Service does not include pre-
tested intrusion detection system (IDS) signature updates for IDS solutions as part of
SUS/RSUS. However,

D. Contractor will make vendor updates available via the secure SUS website. State is
responsible for all IDS licensing. Certain consoles, MOTOBRIDGE, MARVLIS, Symbol
Equipment, AirDefense Equipment, AVL, and Radio Site Security products are also
excluded. The Contractor will determine, in its sole discretion, the third-party software that
is supported as a part of this offering.
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The disk is then prepared, tested and vetted. The disk target release is by the last day of the
quarter.

3.0 The Contractor has the following responsibilities:

A. Obtain relevant 3rd party security updates as made available and supported from the
OEM’s. This includes antivirus definition, OEM vendor available/supported operating
systems patches,

The Contractor does not control when these updates are
released, but current release schedules are listed for reference:

B. Each assessment will consist of no less than 36 hours of examination time to evaluate
the impact each update has on the system.

C. Testing of updates to verify whether they degrade or compromise system functionality
on a dedicated ASTRO test system with standard supported configurations.

D. Address any issues identified during testing by working with the Contractor selected
commercial supplier and/or the Contractor product development engineering team. If a
solution for the identified issues cannot be found, the patch will not be posted on The
Contractor’s site.

m

Pre-test STIG recommended remediation when applicable.

Release all tested updates to the Contractor’s secure extranet site.

©

Include documentation for installation, recommended configuration changes, and
identified issues and remediation for each update release. H. Include printable labels
for States who download the updates to CD’s.

I. Notify State of update releases by email.

[

A supported SUS ASTRO release matrix will be kept on the extranet site for reference.

4.0 The State has the following responsibilities:

A. Provide the Contractor with pre-defined information prior to contract start date
necessary to complete a State Support Plan (CSP).

B. Submit changes in any information supplied in the State Support Plan (CSP) to the
State Support Manager (CSM).

Provide means for accessing pre-tested files (Access to the extranet website).

O 0O

Deploy pre-tested files to the State system as instructed in the “Read Me” text
provided.
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E. Implement recommended remediation(s) on the State system, as determined
necessary by State.

F. Upgrade system to a supported system release as necessary to continue service.

G. Adhere closely to the System Support Center (SSC) troubleshooting guidelines
provided upon system acquisition. A failure to follow SSC guidelines may cause the
State and the Contractor unnecessary or overly burdensome remediation efforts. In
such case, the Contractor reserves the right to charge an additional service fee for the
remediation effort.

H. Comply with the terms of the applicable license agreement between the State and the
non-Motorola software copyright owner.

5.0 Disclaimer

The Contractor disclaims any and all warranties with respect to pre-tested antivirus definitions,
database security updates, hypervisor patches, operating system software patches, intrusion
detection sensor signature files, or other 3 party files, express or implied. Further, the Contractor
disclaims any warranty concerning the non-Motorola software and does not guarantee that State’s
system will be error-free or immune to security breaches as a result of these services.
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems Products

ATTACHMENT 3 to SCHEDULE A
PremierOne ESSENTIAL MAINTENANCE AND SUPPORT AGREEMENT

PremierOne Maintenance and Support consists of the essential services for Public
Safety Applications (PSA) PremierOne Computer Aided Dispatch (P1CAD) and Premier
Mobile Data Computer (PMDC) which include Technical and Software Support, and
Software Maintenance and related hardware upgrades. The contract will include two (2)
hardware upgrade services with replacement and four (4) software upgrades/updates
which may be implemented in a timeline of the State’s choosing.

1.0 Technical and Software Support

A. The Contractor will provide technical support and software upgrades for On
Demand (OD) and Cumulative Update (CU) releases to apply defect resolutions
via phone support and leveraging remote access to the PremierOne system
located on the State’s network, delivered through a combination of centralized
resources within their Technical Support Center (TSC) collaborating with their
product development resources. Additionally, the Contactor can provide support
via email and via “My View” portal. The Contractor’'s Responsibilities: 1. Provide
availability to the Technical Support Center. See Section 1.0.B. Severity Level
Targets for all response times:

a. 24 hours a day, 7 days a week, every day of the year, to respond
to the State’s requests for Severity 1 support.

b. The Contractor will provide three options to access support
services:

1) Via Phone- Contactor’s Technical Support Center number is
2) Via E-mail. See
3) Via the MyView Portal

2. Respond initially to Incidents and Technical Service Requests in
accordance with the response times set forth in the Severity Level
Response Time Goals section of this document.

3. All calls received will be assigned the impact level in accordance with the
Severity Level Response Time Goals

4. Provide caller a plan of action outlining additional requirements, activities
or information required to achieve restoral/fulfillment.

5. Maintain communication with the State as needed until resolution of the
case.
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6. Coordinate technical resolutions with agreed upon third party vendors, as

needed.

Manage functionally escalated support issues to additional Contractor

technical resources, as applicable.

Determine, in its sole discretion, when a case requires more than the
Technical Support services described and notify the State of an alternative

course of action.

B. Severity Level Targets

Response Time Goals

The Contractor will meet the technical support response time goals

set forth in the table below:

RESPONSE TIME GOAL

Severity Description Response Time
Level

Severity 1 | Total System Failure - occurs when the System is not Telephone conference within
functioning and there is no workaround; such as a 1 Hour of initial verbal
Central Server is down or when the workflow of an entire | notification, Continuously.
agency is not functioning. This level is meant to
represent a major issue that results in an unusable
System, Subsystem, Product, or critical features. No
work around or immediate solution is available.

A Contractor TSC Technician will respond within one
hour of the request for support being logged in the issue
management system. Continual effort will be maintained
to restore the system or provide a workaround
resolution. Response provided 24 x 7.

Severity 2 | Non-Critical Major Failure - This error level occurs when | Telephone conference within
a major but noncritical element in the System is not 3 Business Hours of initial
func_:tioning put that doe; not prohibit coptinuance of verbal notification during
basic operations. There is usually no suitable
workaround. Note that this may not be applicable to normal
intermittent problems. This level is meant to representa | (standard) business hours.
moderate issue that limits a The State’s normal use of | Standard Business Day -
the System, Subsystem, Product or major non-critical Monday through Friday 8AM
features. to 5PM, ET, eXClUding us

Holidays.
Severity 3 | Non-Critical Minor Failure- Non-Critical part or | Telephone conference within

component failure occurs when a System component is
not functioning, but the System is still useable for its
intended purpose, or there is a reasonable workaround.
This level is meant to represent a minor issue that does
not preclude use of the System, Subsystem, Product, or
critical features.

8

Business Hours of initial
notification during normal
(standard) business hours.
Standard Business Day-
Monday through Friday 8AM
to 5PM, excluding US
Holidays.
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RESPONSE TIME GOAL

Severity Description Response Time
Level
Severity 4 | Non-Critical Minor Failure- Non-Critical part or Telephone conference

component failure occurs when a System component is
not functioning, but the System is still useable for its
intended purpose, or there is a reasonable workaround.
This level is meant to represent a minor issue that does
not preclude use of the System, Subsystem, Product, or
critical features.

Minor issues include but are not limited to: cosmetic
issues, documentation errors, general usage questions,
and product or System Update requests.

within two (2) Standard
Business Days of initial
notification. Standard
Business Day - Monday
through Friday 8AM to 5PM,
excluding US Holidays.

2. Severity Level Escalation
a. Once an issue is escalated to Engineering, the following table is
used as an Engineering resolution guideline for standard product

problems.

Escalation Policy- Severity Level 1

CRITICAL ACTION RESPONSIBILITY
Initial service request is placed. Support Analyst begins | Support Analyst
0 Hours working on problem and verifies / determines severity
level.
If a resolution is not identified within this timeframe, SA | Support Analyst
escalates to the Customer Support Manager who
2 Hours assigns additional resources. Email notification to Support Manager
Director of Customer Support and Director of System
Integration.
If a resolution is not identified within this timeframe, Support Manager
Customer Support Manager escalates to the Director of :
4H Customer Support and Director of System Integration to glrector of Customer
ours . " . e . upport
assign additional resources. Email notification to Vice
President of System Integration and Vice President Director of Systems
Customer Support. Integration
Support Manager
Director of Customer
If a resolution is not identified within this timeframe, Support
8 Hours Director of Customer Support escalates to Vice Director of Svstemns
President of System Integration, Vice President of Int i y
Support, and Account Team. ntegration
VP of System Integration
VP of Customer Support
If a resolution is not identified within this timeframe, Senior Management
Director of Customer Support escalates to Vice Support
President of System Integration, Vice President of
12 Hours Support, and Operations

Account Team, Senior Vice Presidents of Operations,

System Integration, Customer Support and Engineering.

Systems Integration

Engineering
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b. All Severity Level 1 problems will be transferred or dispatched

immediately to the assigned Contractor technical support
representative, to include notification to Contractor management
24x7. All other severity level problems logged after business hours
will be dispatched the next business morning.

C. Accessing Customer Support
1. Option 1- Toll-Free call to Contractor Technical Support Center for support

and updates at ||| N

a. Select phone option 4 for Contractor’s Public Safety Applications,

then option 2 for support related to Computer-aided Dispatch and
Mobile. From there selection option 2 for PremierOne Legacy
CAD/Mobile

Select phone option 4 for support related to Records / Jail
Management. From there select option 2 for PremierOne, Legacy
Records

Upon contact with the SSC/TSO personnel, the caller will
providethe name and phone number for the State contact and your
agency and Site ID

Providing a brief problem
description will assist in defining the severity level and determine
proper case routing to the appropriate Contractor Technical
Support Team Member. A unique tracking number will be provided
to your agency for future reference.

Generally, the State calling the toll-free 800 number will access
Applications Technical Support directly. For heavy call times or
after hours the caller will be directed to Contractor System Support
Call Center Operations. Once the logging process is complete the
State transferred directly to a Technical Support Analyst 24/7/365.

2. Option 2- Submit a ticket via Email Case Management for Security Levels
(3) three and (4) four only.

The State can request technical support by email. For many customers
who use their PDA as a means to open cases, email ticketing provides
additional flexibility for initiating cases. To properly process a ticket, the
message must be formatted exactly as described below:

a.

b.

Address Emailto: [

Subject: Type PSA Service Request and Brief Description of the
problem (This becomes the case title)

Body of the Email: Use the following template for the body of the
email. You can copy and paste from below, filling in the accurate
and specific needs of the request following the bold items listed:
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2) Product Type = followed by the product family type. Choose
from the following list:

3) Contact First Name = followed by your first name or the
name of the person you would like support personnel to
contact

4) Contact Last Name = followed by your last name or the
name of the person you would like support personnel to
contact.

5) Phone Number = followed by the area code and phone
number where the contact person may be reached

6) Severity Level = followed by either severity level 3 or 4. All
severity level one or two cases must be opened via the
tollfree customer support number

7) Problem Description = followed by a comprehensive
description of the problem

8) Send the message to the Contractor. You will receive an
email with your case number for future reference

d. IMPORTANT NOTE: Please note that use of certain special
characters, html signatures, or the inclusion of certain attachment
types may cause the originating email to be blocked by the
Contractor’s Proofpoint Protection Server as per Contractor
security policy. See the list of blocked attachments below:

"ade" or "adp" or ani" or "bas" or "bat" or "chm" or "cmd" or "com"
or "cpl" or "crt" or "exe" or "hlp" or "ht" or "hta" or "inf" or "ins" or
"isp" or "job" or "js" or "jse" or "Ink" or "mda" or "mdb" or "mde" or
"mdz" or "msc" or "msi" or "msp" or "mst" or "pcd" or "pif* or "reg" or
"rtf" or "scr" or "sct" or "shs" or "url" or "vb" or "vbe" or "vbs" or
"wsc" or "wsf" or "wsh" or "wmf" or "386" or "3gr" or "add" or "asp"

or "dbx" or "dIl" or "fon" or "ocx" or "shb" or "vxd" or "lib" or "sys”

e. If an email response including the new case number is not
received, or if you need to open a severity level one or two case,




P
MA# 190000001544 ‘

please contact the Contractor’'s Customer Support at-

_ for further assistance.

f. Sample Ticket Formatting:

3. Option 3- Case Management via MyView Portal.
MyView Portal provides actionable insights into your mission-critical
operations, giving you the knowledge to make data-driven decisions that
mitigate the risk of downtime and enhance system performance. With
Essential Service Package, MyView Portal gives you valuable system and
service information whenever you need it along with complete support
case/incident management from submission to close.

D. Security

The Contractor will maintain industry standard security measures to protect the
Solution from intrusion, breach, corruption, or other security risk.

1.

During the term of the Agreement, if the Solution enables access to
Criminal Justice Information (CJI), as defined by the most recent Federal
Bureau of Investigations Criminal Justice Information Services Security
Policy (CJIS) and the Michigan Administrative Rules, The Contractor will
provide and comply with the most recent FBI CJIS Security and the
Michigan Security Addendum. Any additional Security measure desired by

the State may be available for an additional fee.

The Contactor will require its personnel that have unescorted access to
unecrypted CJI or unescorted access to configure and maintain computer
systems and networks with direct access to CJl to undergo a state of
residency and national fingerprint-based background check and a

namebased check.

a. The background check will be administered by the State.
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b. These personnel will also be required to complete the appropriate
level of CJIS specific Security Awareness Training within six (6)
months of assignment and thereafter every two (2) years. The
Contractor will provide proof of completion to the State.

c. Each person must also sign the FBI CJIS Security Addendum and
provide a copy to the State.

The FBI CJIS Security Addendum, appended, is incorporated by reference
and made a part thereof as if fully appearing in Schedule A — Attachment
7.

The State is independently responsible for establishing and maintaining its
own policies and procedures and for ensuring compliance with FBI CJIS
Security Policy, the Michigan Security Addendum and other security
requirements that are outside the scope of the Service provided.

The State will establish and ensure compliance with access control
policies and procedures, including password security measures.

The State will maintain industry standard security and protective data
privacy measures.

Contractor Disclaimers:

e. The Contractor disclaims any responsibility or liability whatsoever
for the security or preservation of Customer Data or Solution Data
once accessed or viewed by the State or its representatives.

f. The Contractor disclaims any responsibility or liability whatsoever
for the State's failure to maintain industry standard security and
data privacy measures and controls, including but not limited to lost
or stolen passwords.

g. The Contractor reserves the right to terminate the Service if the
State’s failure to maintain or comply with industry standard security
and control measures negatively impacts the Service, Solution, or
Contractor’s own security measures.

E. Service Offerings

1.

2.

3.

The Contractors customer support organization will include a staff of
Support Analysts who are managed by Contractor Customer Support
managers and are chartered with the direct front-line support for the State.

A Support Analyst is a system technologist responsible for providing direct
or escalation support. A Support Analyst is sometimes referred to as a
Customer Support Analyst (“CSA”) or Technical Support Analyst (“TSA”)
or Technical Support Representative.

Contractor’s Levels of support are defined as follows:
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Level O Logging, dispatching and tracking service requests

Level 1 Selected 15t call support, triage and resolution

Level 2 Telephone and/or on-site support for normal technical requirements

Level 3 High-level technical support prior to Engineering escalation

Level 4 Engineering software code fixes and changes

4. Contactor's Technical Support Contacts
In addition to the toll-free number the following staff members are
available for escalation:

CONTACT PHONE NUMBER

Contractor Solutions System Support Center

Dave Wojtylko
Customer Support Manager

Phillip Askey
Technical Support Manager — Command &
Control (PSA) Applications

Brian Bullock
Account Executive, Manager

F. Limitations and Exclusions

The following activities are outside the scope of the Technical Support service,
but are available to remote Technical Support customers, such as the State, at
an additional cost, which will be quoted for consideration at the State’s request:

1. On-site visits /resources

2. System installations, upgrades, and expansions
3. Hardware replacement/exchange
4

. Contractor implementation or on-site upgrade services
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5. Proactive Solution Monitoring

G. The State’s Responsibilities:

2.0

1. Contact the Contractor’s Technical Support Center in order to engage the
Technical Support service, providing the necessary information for proper
entitlement services. Including but not limited to:

. the name of contact/name of the State,

a
b. system ID number,

o

site(s) in question, and

o

. brief description of the problem including pertinent information for
initial issue characterization.

2. Maintain suitable trained technical resources that provide technical
maintenance services to the system, and who are familiar with the
operation of that system.

3. Supply suitably skilled and trained on-site presence when requested by
the TSC.

4. Send validation to the Contractor within 24 hours of issue resolution prior
so that the case may be closed in a timely manner.

5. Cooperate with the Contractor and perform all acts that are reasonable or
necessary to enable the Contractor to provide the Technical Support.

6. If necessary, obtain at the State’s cost all third-party consents or licenses
required to enable the Contractor to provide the service.

7. Monitor SCOM alerts and notify TSC of any issues requiring technical
resolution.

Software Upgrades and Maintenance

As new PremierOne releases become available, the Contractor will provide the
State with the software required to execute an upgrade for their PremierOne
system. Remote upgrade services are included for On Demand (OD) and
Cumulative Upgrade (CU) releases that may be available. Standard Release
(SR)

installation labor services are not included. Software releases include any
Contractor software updates that may be available. The Contractor will only
provide releases that have been analyzed, pre-tested, and certified in a
dedicated PremierOne test lab to ensure application functionality.
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A. Definitions

1.

“‘Releases” means an Update or Upgrade to the Contractor Software and
are characterized as “On Demand Releases,” “Cumulative Updates,”
“Supplemental Releases,” “Standard Releases,” or “Product Releases.”
The content and timing of Releases will be at the Contractor’s sole
discretion.

A “Cumulative Update” is defined as a release of Contractor Software that
contains error corrections to an existing Standard Release that do not
affect the overall structure of the Contractor Software. Cumulative
Updates will be superseded by the next issued Cumulative Update.

A “Supplemental Release” is defined as an interim release of Contractor
Software that contains primarily error corrections to an existing Standard
Release and may contain limited improvements that do not affect the
overall structure of the Contractor Software. Depending on the State’s
specific configuration, a Supplemental Release might not be applicable.

A “Standard Release” is defined as a release of Contractor Software that
may contain product enhancements and improvements, such as new
databases, modifications to databases, or new servers, as well as error
corrections. A Standard Release may involve file and database
conversions, System configuration changes, hardware changes, additional
training, on-site installation, and System downtime. Standard Releases will
contain all the content of prior On Demand Releases and Cumulative
Updates that is reasonably available (content may not be reasonably
available because of the proximity to the end of the release cycle and
such content will be included in the next release).

A “Product Release” is defined as a release of Contractor Software
considered to be the next generation of an existing product or a new
product offering. If a question arises as to whether a Product offering is a
Standard Release or a Product Release, Contractor’s opinion will prevail,
provided that Contractor treats the Product offering as a new Product or
feature for its end user customers generally.

On Demand Releases are identified by the fifth character of the
fivecharacter release number, shown here as underlined: “1.2.0.4.a,”
Cumulative Updates by the fourth digit: “1.2.0.4.a,” Supplemental
Releases are identified by the third digit: “1.2.0.4.a,” Standard Releases
by the second digit: “1.2.0.4.a,” and Product Releases by the first digit:
“1.2.04.a”
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B. Scope:

1.

The PremierOne certified release software. Other products are not
included. See subsection 2.1.B. Limitations and Exclusions.

Software Maintenance applies only to software release upgrades within
the previous two releases from the current PremierOne version.

Contractor Response. Contractor will provide telephone and on-site
response to Central Site, defined as the State’s primary data processing
facility, and Remote Site, defined as any site outside the Central Site on
the PremierOne CAD and PremierMDC as part of this Agreement.

Remote Installation. At the State’s request the contractor will provide
remote installation advice or assistance for updates.

On-Site Software Correction. All support will be investigated and corrected
from the Contractor’s facilities. The Contractor will make the determination
whether on-site correction of any residual error is required and will take
appropriate action.

Reports. Service history reports and notifications will be available, upon
the State’s request, from the Contractor call tracking system.

a. To obtain access to service history reports and ticketing
notifications will request them from the Contractor’s Technical
Support Representative.

Compliance with Local, County, State and/or Federal Mandated Changes.
(Applies to Software and interfaces to those Products).

a. Compliance to local, county, state and/or federally mandated
changes, including but not limited to NCIC and state interfaces are
not part of the covered Services.

b. Federal and State mandated changes for IBR and UCR are
included in Contractor’s standard maintenance offering.

The State agrees to:

a. Contact the Contractor to schedule and engage the appropriate
Contractor resources to obtain resources for a PremierOne release
upgrade.

b. Purchase or provide any labor needed to implement system
release upgrades.

c. Purchase any additional hardware and software needed
toimplement any optional solution features or number of users/new
service expansions.
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d. Provide or purchase labor to implement optional solution features
or number of licenses/new service expansions.

e. Cooperate with the Contractor and perform all acts that are
reasonable or necessary to enable Contractor to provide software
upgrade services. C. Limitations and Exclusions:

1. Non-Standard configurations that have not been certified by Contractor
Systems Integrations Testing are specifically excluded from the
PremierOne SMA unless otherwise agreed in writing via Change Notice
by the Contactor and the State.

2. The PremierOne Software Maintenance does not include the following:

Contractor networks and infrastructure products

T o

Non- Motorola network and infrastructure products

Contractor Command Central Software

o o

Custom software or third-party application software

Data radio devices

Pl )]

Mobile computing devices such as laptops

Motorola and Non-Motorola two-way radio subscriber products

= Q@

Point-to-point products such as fiber, LAN/WAN, microwave
terminals and association multiplex equipment

PremierOne SMA does not cover any hardware or software
supplied by or to the State when purchased directly from a third
party, unless specifically included or added via Change Notice.

j. PremierOne SMA does not cover software support for virus attacks
or other applications that are not part of the PremierOne system, or
unauthorized modifications or other misuse of the covered
software. Contractor is not responsible for management of antivirus
or other security applications.

k. Upgrades for equipment add-ons or expansions during the term
ofthis PremierOne unless specifically included or added via Change
Notice.

D. Special Provisions:
1. The State will only use the software (including any System Releases) in
accordance with the applicable Software License Agreement.
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PremierOne SMA services do not include repair or replacement of
hardware or software that is necessary due to defects that are not
corrected by the system release, nor does it include repair or replacement
of defects resulting from any nonstandard, improper use or conditions; or
from unauthorized installation of software.

PremierOne SMA coverage and the parties’ responsibilities described
herein will automatically terminate if the Contractor no longer supports the
PremierOne software version in the State’s system or discontinues the
PremierOne SMA program; in either case, The Contractor will refund to
the State any prepaid fees for PremierOne Software Maintenance services
applicable to the terminated period.

If the State cancels a scheduled upgrade within less than 12 weeks of the
scheduled-on site date, the Contractor reserves the right to charge the
State a cancellation fee equivalent to the cost of the pre-planning efforts
completed by the Contractor Upgrade Operations Team.

The Software Maintenance annualized price is based on the fulfillment of
the 12-month term. If the State terminates, except if Contractor is the
defaulting party, the State will be required to pay for the balance of
payments owed if a system release upgrade has been taken prior to the
point of termination.

E. The State’s Responsibilities:

1.

Troubleshooting. The State will make every effort to triage issues
internally. If Contractor assistance is requested, the State will make all
reasonable efforts to assist in problem resolution. This may include
problem reproduction, answering questions, supplying data, etc.

Initiate Service Request Cases. Contact Contractor through authorized
tools and processes outlined in Section 1.0.C to initiate technical support
request case.

Assess Severity Level. Assist in assessing and assigning the initial and
the correct severity level per the severity level definitions found in Section
1.0.B.

Escalate Appropriately. Contact the Contractor to add information or make
changes to existing technical support cases or to escalate service
requests to Contractor management.

Maintenance on Hardware. The State will provide all on-site hardware
maintenance and service or is responsible for purchasing on-going
maintenance for 3rd party on-site hardware support unless third-party
support is already contracted with the Contractor.
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a. The State will contact the appropriate vendor directly for parts and
hardware service, if not purchased through the Contractor.

. VPN connectivity. Provide VPN connectivity and telephone access to
Contractor personnel.

. Operating System (“OS”) Upgrades. The State is responsible for any OS
upgrades to the System, except HP OS upgrades. Before installing OS
upgrades, the State will contact the Contractor to verify that a given OS
upgrade is appropriate and will not adversely impact the system.

. SCOM Monitoring. Monitor system for notifications sent by SCOM, resolve
related issues and/or contact the Contractor to open a case for technical
support assistance.

. Physical and Virtual Server Maintenance. Apply upgrades such as OS
patches, administrative tools and utilities. Maintain and upgrade software
that supports infrastructure applications. Perform periodic reboots and
ongoing performance tuning, hardware upgrades, and resource
optimizations as required.

10.Event Log Review. Review System and Application Event Logsperiodically

to identify any possible problems, and/or unrecognized or frequent errors.

11.Physical Workstation Maintenance. Perform periodic reboots and

ongoingperformance tuning, hardware upgrades, and resource
optimizations as required. Inspect physical equipment for damage or wear,
replace parts as per contractual agreement.

12.CAD Client Maintenance. Apply upgrades such as OS

patches,administrative tools and utilities. Maintain and upgrade software
that supports infrastructure applications (IE, Esri, etc.). Perform periodic
reboots and ongoing performance tuning, hardware upgrades, and
resource optimizations as required. Upgrade and maintain antivirus
software, appropriately configure and maintain exclusion list.

13.Mobile Client Maintenance. Apply upgrades such as OS

patches,administrative tools and utilities. Maintain and upgrade software
that supports infrastructure applications (IE, Esri, etc.). Perform periodic
reboots and ongoing performance tuning, hardware upgrades, and
resource optimizations as required. Upgrade and maintain antivirus
software, appropriately configure and maintain exclusion list. Configure
and maintain all products relevant to mobile network connectivity
(NetMotion, Verizon, VPN related products, etc.).

14. Third-Party Maintenance:
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a. .Net. Install, upgrade, configure, and maintain .net framework
software as per minimum requirements outlined by the Contractor.

b. Server. Install, upgrade, configure, and maintain all servers hosting
3rd party products that interface to Contractor products. See
Physical Server Maintenance section above for additional
explanation.

c. SQL. Install, upgrade, configure, and maintain MSSQL
application.Make resource optimization changes pertaining to best
practices as required by the Contractor.

d. SQL Express. Install, upgrade, configure, and maintain MSSQL
Express application. Make resource optimization changes
pertaining to best practices as required by the Contractor.

e. Unembedded Third-Party Licensing. Maintain and apply all
thirdparty licensing for products not specifically embedded within an
Contractor proprietary product.

15.DB Failover (Post 4.0). Perform and periodically test system
databasefailover via script or MSSQL tools.

a. Engage Contractor’s Support and provide supporting data for any
problems discovered. Perform and periodically test system disaster
recovery site failover via script provided by the Contractor.

b. Officially notify the Contractor of any plans to perform DR failover
with reasonable advance notice.

c. Engage Contractor Support and provide supporting data for any
problems discovered.

16. Data Purging. Perform regular file archival and purge as
necessary.Configure data purges compliant with government mandates
and internal retention protocols. Maintain adequate storage space to
ensure that retention of required data will not adversely impact the
MPSCS and Contractor Systems.

17.Storage Capacity Tracking and Maintenance. Monitor, maintain,
andconfigure system data storage components in accordance with
accepted standards and operational requirements as outlined by
Contractor. Act on any storage related SCOM natification in accordance
with the SCOM monitoring standards outlined above.

18. Temporary DB File Size Maintenance. Monitor system temporarydatabase
size and available storage. Act on any related SCOM notifications in
accordance with the SCOM monitoring standards outlined above.

19.RDW Maintenance. See Physical/Virtual Server above.
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20. Customer Reports. Build/Modify/Support all custom reports in a
mannerthat will not adversely impact RDW Server/Database functionality.
Custom reports are the sole responsibility of the creator and not supported
by the Contractor.

21.CAD/Mobile Client Install and Testing. Install, upgrade, and test P1
Software Updates (includes Standard, CU and ODs). Report and supply

data for any problems that are discovered with the software to the
Contractor for review and correction. Ensure that minimum
software/hardware requirements are met.

22.GIS Updates - PremierOne Map Maintenance.

a. Ensure validity and integrity of all GIS related data introduced to
the system.

b. Record modifications made to GIS files, and confirm expected
behavior within the PremierOne system.

c. Perform all server mapping updates, geoset transitions, and
distribute updated map files to CAD/Mobile clients.

24. Anti-Virus and Windows UAC. Install, configure, and upgrade chosenanti-
virus software.

a. Appropriately configure user account control settings in a manner
that ensures the files are accessible for system stability and
successful operation.

b. If system instability occurs after changing any system element
pertaining to UAC or AV, report changes to the Contractor.

c. If unexpected behavior is experienced while UAC or AV
areenabled, and does not occur after disabling UAC or AV, the
State will be responsible for diagnosing and correcting the issue.

d. Per the State’s request, the Contractor will make every reasonable
effort to test and verify specific anti-virus patches against a
replication of the State’s application if a problem cannot be
resolved internally.

25.System, Database, HD and Tape Backups. Perform and/or
ensuresuccessful completion of daily backup operations.

a. Ensure that all required system files and data are successfully
backed up to the appropriate media.

b. Monitor health of all backup related hardware, including but not
limited to HP tape library, recovery tapes, and disk drives.
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C.

Maintain and upgrade backup related software, such as HP
DataProtector.

Prior to performing system or database upgrades, create a backup
of the system and/or database to maintain a restoration point.

Ensure that PremierOne SSMS full and incremental database
backups completing successfully, report related SCOM notifications
to the Contractor.

26. Provisioning knowledge of the system. The State must ensure
thatadequate provisioning training and knowledge has been provided to
those authorized to access and/or make changes within PremierOne
Provisioning.

a.
b.

Provisioning changes should be tracked.

This information should be supplied to the Contractor to aid in
troubleshooting efforts should a problem be experienced.

The Contractor provides a tool to aid in provisioning
changeidentification, but changes should be tracked internally by
the State as a failsafe.

27.Records ACT. Only trained users of ACT should attempt to use ACT
tomaintain their system.

a.

New module creation, or existing module changes, should first be
completed and tested within a non-production environment.

Apply changes to the production environment by running a build-set
or importing the ash file(s).

All changes made in ACT should be tracked via the Contractor’s
supplied excel files.

These files must be made available upon request to aid in the
Contractor’s troubleshooting efforts.

ACT additions, changes, and maintenance is the sole responsibility
of the State.

28.Use of Deployment or All-In-One. Users of the deployment tool or AlOtool
must be appropriately trained and understand its operation fully.

a.

Deployment packages that are no longer necessary should be
purged.

The State is responsible for client deployment and should engage
Contractor support if a problem is discovered.

83




P
MA# 190000001544 ‘

29.
30.

31

32.

33.

34.

Tape and HD Backup Rotation. See Backup.

Gathering Issue Logs (Server and Client). Supply all requested logs
forproblems that need to be diagnosed and resolved. In some
circumstances, log automation will be implemented, however anything that
is not automatically gathered, and deemed necessary by the Contractor,
must be furnished. Absence of requested data may lead to case closure.

.Data Archiving. The State is responsible for all P1 Data Archival as

pertheir internal requirements and needs. Adequate storage space should
be maintained, and data must not be stored in a manner that adversely

impacts the PremierOne System or component operations.

Network Bandwidth and Stability. Install, monitor, and maintain
networksystems that provide stable operations and adhere to bandwidth
requirements to ensure the effective operation of the Contractor’s products
and related system components.

Remote Access. Upon successful completion of approved
backgroundcheck, the State will provide remote access to requesting
Contractor personnel for troubleshooting purposes. This includes, but is
not limited to, VPN account access, remote hosting, PremierOne domain
access, and access to all system elements that pertain to the operation of
the PremierOne CAD system and functionality.

User Access Control. See Anti-Virus.

35.Backup Power. Install and maintain backup power source to ensure

36.

theeffective operation of the PremierOne CAD System and all its
components in the event of a primary power source failure.

End User Training. Ensure that all end users of the Contractor’s products
are adequately trained to perform their duties and not cause harm or upset
of system functionality. The Contractor will offer additional training, if the
State deems necessary, for an additional cost.

37.Change Management. Notify the Contractor of any changes made to

thePremierOne CAD System, associated interfaces, related hardware,
software, network, or any other system element that may adversely impact
operation or system functionality.

3.0 Scope and Term of Services

A.

If the price for Services is based upon a per unit fee, such price will be
calculated on the total number of units of the Products that are licensed to
the State as of the beginning of the maintenance and support period. If,
during a maintenance and support period, the State acquires additional
Products that will be covered by this Agreement, the price for maintenance
and support services for the additional Products will be calculated and
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added to the total price either (1) if and when the maintenance and
support period is renewed or (2) immediately when the State acquires
additional Products, as determined by Contractor. Contractor may adjust
the price of the maintenance and support services at the time of a renewal
if it provides to State notice of the price adjustment at least forty-five (45)
days before the expiration of the maintenance and support period. If the
State notifies Contractor of its intention not to renew this Agreement as
permitted by Section 3.2 and later wishes to reinstate this Agreement, it
may do so with the State’s consent provided (a) the State pays to the
Contractor the amount that it would have paid if the State had kept this
Agreement current, and (b) the State ensures that all applicable
Equipment is in good operating conditions at the time of reinstatement.

When Contractor performs Services at the location of installed Products,
the State agrees to provide to the Contractor, at no charge, a
nonhazardous environment for work with shelter, heat, light, and power,
and with full and free access to the covered Products. The State will
provide all information pertaining to the hardware and software with which
the Products are interfacing to enable the Contractor to perform its
obligations under this Agreement.

All the State requests for covered Services will be made initially with the
call intake center.

Contractor will provide to the State Technical Support Services and
Releases as follows:

1. Contractor will provide Technical Support Services and correction of
Residual Errors during the PPM in accordance with the Exhibits. Any
Technical Support Services that are performed by Contractor outside the
contracted PPM and any Residual Error corrections that are outside the
scope will be billed at the then current hourly rates. The objective of
Technical Support Services will be to investigate specifics about the
functioning of covered Products and to determine whether there is a
defect in the Product. Technical Support Services will not be used in lieu
of training on the covered Products.

2. Contractor will provide to the State without additional license fees an
available Cumulative Update, Supplemental, or Standard Release for the
Contractor’'s PremierOne Applications after receipt of a request from the
State. The State must pay for any installation or other services and any
necessary Equipment or third party software or training provided by
Contractor in connection with Supplemental or Standard Releases. On
Demands and Cumulative Updates are designed to be delivered
remotely. Services for onsite delivery related to On Demands and
Cumulative Updates as requested by the State will be quoted at the time
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of the request. Any services will be performed in accordance with a
mutually agreed schedule.

. The Contractor will provide to the State an available Product Release
after receipt of a request from the State, but the State must pay for all
additional license fees, any installation or other services, and any
necessary Equipment provided by the Contractor in connection with such
Product Release. The Contractor’'s duty as described in this paragraph is
contingent upon the State’s then-current installation at the time of the
State’s request being within two (2) Standard Release versions of the
new Standard Release available for general release. Any services will be
performed in accordance with a mutually agreed schedule.

. Along with maintenance Software Releases, the Contractor will make
available new purchasable products, features and modules which are
separate and distinct from the mainstream PremierOne line of Products.
Newly released Products may have PremierOne as a pre-requisite and/or
share some portion of the PremierOne code base. The State is not
entitled to these products, features and modules, or upgrades to them
within this Maintenance and Support Agreement, if they have not
purchased the required licenses.

. As part of the Software development process the Contractor makes every
reasonable effort to lessen impact to the State operations. Any change to
existing functionality is done after thorough review of the State feedback
and with announcement of said change. When it's not technically feasible
to meet a particular requirement the Contractor will proactively
communicate the changes. Beyond these efforts Contractor does not
warrant that a Release will meet the State’s particular requirement, be
uninterrupted or error-free, be backward compatible, or that all errors will
be corrected. Errors addressed as part of the Software Release will be
corrected. Full compatibility of a Release with the capabilities and
functions of earlier versions of the Software may not be technically
feasible. If it is technically feasible, the Contractor will make available
services to integrate these capabilities and functions to the updated or
upgraded version of the Software, which services may be fee based.

. The Contractor's responsibilities under this Agreement to provide
Technical Support Services in accordance with the package selected by
the State and as further detailed in the statement of work, customer
support plan will be limited to the current Standard Release plus the two
(2) prior Standard Releases (collectively referred to in this section as
“Covered Standard Releases”). Notwithstanding the preceding sentence,
the Contractor will provide Technical Support Services for a Severity
Level 1 or 2 error concerning a Standard Release that precedes the
Covered Standard Releases unless such error has been corrected by a
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Covered Standard Release (in which case the State will need to have the
Standard Release that fixes the reported error installed or terminate this
Agreement as to the applicable Software).

. The Contractor’'s responsibilities under this Agreement to provide

Technical Support Services will be limited to the current Standard
Release concerning the following Software: Customer Service Request,
Case Management, Integration Framework, and Integration Framework
Express.

E. The maintenance and support Services described in this Agreement are the
only covered services. Unless Optional Technical Support Services are
purchased, these Services specifically exclude and Contractor will not be
responsible for:

1.

Any service work required due to incorrect or faulty operational
conditions, including but not limited to Equipment not connected directly
to an electric surge protector, or not properly maintained in accordance
with the manufacturer’s guidelines. Other services may be available for
an additional fee and will be addressed with an amendment to the
Agreement.

The repair or replacement of Products or parts resulting from failure of
the State’s facilities, State’s personal property and/or devices connected
to the System (or interconnected to devices) whether or not installed by
the State’s representatives.

The repair or replacement of Equipment that has become defective or
damaged due to physical or chemical misuse or abuse, the State’s
negligence, or from causes such as lightning, power surges, or liquids.

Any transmission medium, such as telephone lines, computer networks,
or the worldwide web, or for Equipment malfunction caused by such
transmission medium.

Accessories, custom or Special Products; modified units; or modified
Software.

The repair or replacement of parts resulting from the tampering by
persons unauthorized by the Contractor or the failure of the System due
to extraordinary uses.

Operation and/or functionality of the State’s personal property,

equipment, and/or peripherals and any application software not provided
by Contractor.
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10.

11.

12.

13.

14.

15.

16.

Services for any replacement of Products or parts directly related to the
removal, relocation, or reinstallation of the System or any System
component.

Services to diagnose technical issues caused by the installation of
unauthorized components or misuse of the System.

Services to diagnose malfunctions or inoperability of the
Softwarecaused by changes, additions, enhancements, or modifications
in the State’s platform or in the Software.

Services to correct errors found to be caused by the State-supplieddata,
machines, or operator failure.

Operational supplies, including but not limited to, printer paper,
printerribbons, toner, photographic paper, magnetic tapes and any
supplies in addition to that delivered with the System; battery
replacement for uninterruptible power supply (UPS); office furniture
including chairs or workstations.

Third-party software unless specifically listed on this Agreement.

Support of any interface(s) beyond Contractor-provided port or cable, or
any services that are necessary because third party hardware, software
or supplies fail to conform to the specifications concerning the Products.

Services related to the State’s failure to back up its data or failure to use
a UPS system to protect against power interruptions.

Any design consultation such as, but not limited to,
configurationanalysis, consultation with the State’s third-party
provider(s), and System analysis for modifications or Upgrades or
Updates which are not directly related to a Residual Error report. F. The
State hereby agrees to:

. Maintain any and all electrical and physical environments in accordance

with the System manufacturer’s specifications.

. Provide standard industry precautions (e.g. back-up files) ensuring

database security, per the State’s recommended backup procedures.

. Ensure System accessibility, which includes physical access to

buildings as well as remote electronic access. Remote access can be
stipulated and scheduled with the State; however, remote access is
required and will not be substituted with on-site visits or proxies if
access is not allowed or available.

. Appoint one or more qualified employees to perform System
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Administration duties, including acting as a primary point of contact to the
Contractor’s Technical Support organization for reporting and verifying
problems and performing System backup. At least one member of the
System Administrators group must have completed the Contractor’s End-
User training and System Administrator training (if available). The
combined skills of this System Administrators group includes proficiency
with: the Products, the system platform upon which the Products operate,
the operating system, database administration, network capabilities such
as backing up, updating, adding, and deleting System and user
information, and the client, server and stand alone personal computer
hardware. The System Administrator will follow the Residual Error
reporting process described herein and make all reasonable efforts to
duplicate and verify problems and assign a Severity Level according to
definitions provided herein. The State agrees to use reasonable efforts
to ensure that all problems are reported and verified by the System
Administrator before reporting them to the Contractor. The State will
assist the Contractor to confirm that errors are not the product of the
operation of an external system, data links between system, or network
administration issues. If a Severity Level 1 or 2 Residual Error occurs,
any State representatives may contact Contractor’'s Customer Support
by telephone, but the System Administrator must follow up with
Contractor’'s Customer Support as soon as practical thereafter.

5. In performing repairs under this Agreement, the Contractor may use
parts that are not newly manufactured but which are warranted to be
equivalent to new in performance. Parts replaced by Contractor will
become Contractor’s property.

6. The State will permit and cooperate with the Contractor so that the
Contractor may periodically conduct audits of the State’s records and
operations pertinent to the Services, Products, and usage of application
and database management software. If the results of any such audit
indicate that price has been understated, the Contractor may correct the
price and immediately invoice the State for the difference (as well as
any unpaid but owing license fees).

G. If the State replaces, upgrades, or modifies equipment, or replaces,
upgrades, or modifies hardware or software that interfaces with the covered
Products, the Contractor will have the right to adjust the price for the
Services to the appropriate current price for the new configuration.

H. The State agrees not to attempt or apply any update(s), alteration(s), or
change(s) to the database software without the prior approval of Contractor.

4.0 Hardware Upgrades
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Hardware necessary for proper PremierOne functionality will be updated twice (2)
during the contract at the intervals established by the State, all costs of which are
included in this contract.

5.0 Example List
*Covered products and quantities to be updated annually by June 1.

Product Description Qty
PremierOne Query Service Server License - with Basic Query State
Interface 1
PremierOne Reporting Service Server License 1

o PremierOne GIS Editing Client Plug-In License (for use with ESRI
PREMIERONE CAD ArcGIS Editor)

PremierOne CAD™ Server License (Primary)

PremierOne CAD™ Dispatch (CAD Client & Mapping)
PremierOne CAD™ Dispatch (CAD Client & Mapping) - SA 1172
E911 (Per Interface)

Spectracom Netclock Interface

Mobile Interface

TDD Interface

PTT & Emergency ID (Gold Elite Console)

PremierMDC™ Server (3001-3500 units)

MOTOROLA
INTERFACES

BN N = = N [ S N @2 B @) I I N N

PremierMDC™ Clients (501+ units) 650

PremierMDC™ In-house Client Software (additional copies) 24
PREMIERMDC™ -

PMDC-PCMCIA Flashcard Media (32MB) 10

State/NCIC/NLETS Interface (Included) 1

CAD Interface Development- CAD to Motorola API9A 1
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MAINTENANCE AND SUPPORT AGREEMENT 806 (Incorporated 372(A)) TERM: 10/1/2019-9/30/202
CUSTOMER: Michigan V Public Safety Communications System (MPSCS)

1.1 GENERAL INFORMATION

This document describes the scope of work involved in providing upgraded PremierOne
system software, and if specifically referenced, system hardware to support the Customer’s
upgrade to the latest generally available release of PremierOne application software,
hereinafter referred to as Lifecycle services, throughout the duration of the maintenance
and support period. The Lifecycle services are provided in accordance with the terms and
conditions of the Motorola Solutions Inc. Maintenance and Support Agreement
(“Agreement”).

Per the terms of the Agreement, when and if a Standard Release version becomes
available, Motorola will perform software upgrade services described in this Statement of
Work up to four (4) during the Term and will perform hardware upgrade services and
replacement hardware described in this Statement of Work to upgrade the system
hardware twice (2) during the Term and in combination with the installation of a Standard
Release, upon customer initiated request to the Customer Support organization. Upgrades
will be scheduled in order of receipt, based on resource availability.

Nothing in this Statement of Work is meant to supersede, replace or amend the terms and
conditions stated in the Motorola Solutions Inc. Maintenance and Support agreement.

1.2 UPGRADE SERVICES

Lifecycle Services are defined in scope as the labor services required to execute on the
planning, delivering, testing and training of Motorola Standard Releases of software to the
Customer when and if Standard Releases of software become available for those solutions
components identified in Exhibit A Description of Covered Products contained within the
Motorola Solutions, Inc. Maintenance and Support Agreement.

At the time of contracting, Motorola has identified the covered software products as follows:
¢ PremierOne Software inclusive of, where applicable,

* PremierOne CAD™ and PremierMDC™

Except for the upgrade that includes new system hardware, unless specifically noted here,
the existing hardware will be re-utilized with the upgraded PremierOne System software
when feasible. Should changes in hardware or additional hardware be required for the new
release, Motorola Solutions will notify Customer.

All upgrade activities will be coordinated and scheduled to occur at times that are mutually
agreeable to the Customer and Motorola. Scheduling of upgrade events will be completed
at a minimum of 30 business days prior to the commencement of upgrade activities.
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1.3 UPGRADE CONSIDERATIONS

The scope of work described herein is based on the following considerations:

1.

2.

oo

All parties recognize that the SOW is not necessarily formatted chronologically with
contractual obligations defaulting to the project schedule.

Only those interfaces covered under the terms of the Maintenance and Support
Agreement will be validated and or modified to ensure operational use with the upgraded
PremierOne System software. Supported interface functionality is that which is described
in the original interface specification document (ISD).

Prior to cutover, there may be periods of time during which interface functionality will not
be available for production operations while testing is conducted with the new hardware.
If the upgraded software version supports enhanced interface functionality that is desired
but not supported by the original interface, such enhanced functionality shall not be
available unless specifically included in the scope described herein.

CAD user interface (Ul) customization will be replicated from the current CAD UI.
Customer should be prepared to go to a “manual” mode during the periods of time when
operations are moving from the existing system to the upgraded system.

1.4 KICKOFF TELECONFERENCE

In order to finalize the project schedules and procedures, the upgrade event will be
initiated with a kickoff teleconference that includes key Customer and Motorola project
participants.

The objectives of this task are:

To introduce all project participants.

Review roles of key participants.

Review overall upgrade scope and objectives.

Review the list of interfaces.

Discuss client upgrade procedures and coordination.
Review resource and scheduling requirements.

Review and finalize project schedule with Customer.

Review operational readiness and resumption of use criteria.

Motorola Responsibilities

1.

RN

o

Assign a Project Manager that will direct Motorola’s efforts and serve as the primary
point of contact for the Customer.

Schedule and facilitate the kickoff teleconference.

Discuss GIS requirements, if applicable.

Maintain project communications with the Customer’s project manager.

Manage the efforts of Motorola project team and coordinate Motorola activities with the
Customer’s project team members.

Coordinate and oversee the installation of required additional hardware and all licensed
Motorola application software.
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1.5

1.5.1

7. Deliver product release documentation.

Customer Responsibilities

1. Designate a project manager who will direct Customer’s efforts and serve as the
primary point of contact for the Motorola Project Manager.

2. Provide input to the final project schedule dates.

3. Identify the efforts required of Customer staff and assign appropriate resources to
meet the Customer’s task requirements described in this Statement of Work.

4. Liaison and coordinate with other partner agencies, other governmental agencies and
the Customer’s vendors, contractors and common carriers, as applicable.

5. Provide all network infrastructures. Motorola makes no provision for cabling or capital

improvements to the installation environment and power consumption considerations

that may be required to support the PremierOne solution.

Maintain responsibility for connectivity to all external systems.

In the event modifications to 3" party systems to which PremierOne interfaces are

required to maintain or enhance interface functionality, Customer is responsible for

engaging and/or contracting with the 3 party and any associated costs associated to

effect such changes.

8. Act as liaison with all user agencies and other outside agencies, organizations and 3
party vendors, if/as necessary.

No

Completion Criteria
This task is considered complete upon conclusion of the Upgrade Kickoff Teleconference.

HARDWARE AND SOFTWARE UPGRADE IMPLEMENTATION

The objective of this task is to conduct activities required for the upgrade of the PremierOne
hardware and software. Motorola will procure and deliver the new system hardware and
software to the primary site.

The new system equipment will be installed at the primary site where it will be tested and
made available to the Customer for additional user testing and training. Upon
acknowledgement that testing and training has been successfully completed, users will
transition to the upgraded production system.

PremierOne Hardware and Software Upgrade

Motorola Responsibilities

1. Order hardware and software.

Stage system at Motorola facility.

Integrate and configure server and hardware components.

Backup and restore production database from existing system.

Ship system to Customer site.

Travel to perform installation tasks.

Configure interface connections, depending on connections Customer
makesavailable.

8. Remotely review new features and functions.

9. Remotely conduct provisioning and functionality upgrade training.

10. Provide remote support for up to ten (10) business days while Customer tests system.

NoO oA ®N
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Customer Responsibilities
1. Provide and make available (during business hours, 8:00am to 5:00pm) remote
connectivity and access to 3 party systems for initial testing of environment.

2. Perform testing on system (up to 10 business days).
3. Train users on new or changed features and functions.
4. The Customer will ensure all firmware and BIOS on all customer provided hardware

are at a currently supported level or the Customer may elect to contract with MSI for
the services to perform such updates.

1.5.2 Cutover to Production System

Motorola Responsibilities

1. Assist customer in developing cut-over plan to include plan for CAD and Mobile client
updates.

2. Perform final backup and transfer of CAD database to new system.

3. Test system and subsystem interfaces with production connections to validate
operation in accordance with the original ISDs.

4. Verify system readiness for Go-Live.

5. Support the transition of production operations to the upgraded system. Support will be
provided on the day of the upgrade and during business hours for two days following
the upgrade.

Customer Responsibilities

1. Provide and make available (during business hours, 8:00am to 5:00pm) the appropriate
lines for production testing of interfaces.

2. Acknowledge system readiness for production cutover.

3. Execute the plan to install upgraded client software on CAD workstations and mobile
devices.

4. Facilitate the transition of production operations to the upgraded primary system.

Completion Criteria

This task is considered complete when the production operations have transitioned to the
upgraded primary system.

1.5.3 Upgrade Completion
Completion of the upgrade will be acknowledged by the Customer upon production
operations of the upgraded software. The Customer will work with the support organization
to update existing cases that are resolved with the upgrade.
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems Products

ATTACHMENT 4 to SCHEDULE A

On Premise Security Operations Center (OPSOC) Service Overview
Motorola Solutions, Inc.’s (“Contractor”) On Premise Security Operations Center
(OPSOC) is a highly customizable and feature rich security information and event
management (SIEM) solution to allow local monitoring of security events of interest in
an ASTRO 25 system. The OPSOC solution is built on the Correlog ® SIEM correlation
server however, it is a unique software installation package developed for Motorola
Solutions, specifically designed and tuned for operation within an ASTRO 25 system.

Located within the network management subnet, the OPSOC server receives all
system generated syslog messages from the centralized syslog server as well as
simple network management protocol (SNMP) data from UEM. Messages are then
correlated into security threats and alerts which can be configured to automatically
generate administrator notifications, tickets for incident resolution and reporting.

OPSOC can be deployed within single zone or multi-zone system configurations. The
diagram below demonstrates a high-level architectural representation of OPSOC data
collection from within a multi zone environment.
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1.0. Description of OPSOC Services
The OPSOC service is made up of the following elements:

1.2. Server Integration
The OPSOC solution will be integrated into the ASTRO 25 network.
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2.0.

Scope

2.1. The Contractor’s Responsibilities:

A.

Provide, maintain, and replace when necessary, hardware and
software required for OPSOC to function correctly. HW and SW will
always be fully supported by the OEM and will not be in an end of life
situation.

Full integration of the OPSOC solution into the ASTRO 25 system.

Provide at the least, annual updates to the OPSOC application that
may include application, dashboard and correlation rule updates.
Updates may be more frequent should the need arise.

1. Note: State specific customization preservation cannot be

guaranteed when performing updates to the core

application. Motorola Solutions OPSOC technical support

staff will provide guidance on how to mitigate this risk.
Provide an update mechanism that requires the minimum amount of
downtime and end user input as possible.
Provide access to OPSOC technical support staff. 10 hours is
included annually for configuration and customization requests,
additional hours may be purchased.
OPSOC licensing is renewed annually. OPSOC technical support staff
shall prove licensing media to the State.

2.2. The State’s Responsibilities:

A.

@m

Any changes to the default dashboards or standard configuration shall
be carried out and maintained by the State. Detailed instruction
manuals are available as well as access to OPSOC technical support
staff to ensure that this can be carried out.

Utilize the system as frequently as possible to check for any security
events of interest or tickets that have been generated as a result of a
correlation rule match.

Investigate and close all security tickets generated in a timely manner,

utilizing the access to security analysts included with this service if
necessary.

. The State shall be responsible for application of licensing media on to

the OPSOC server.

Maintain log archives in accordance with local policy or compliance
requirements.

Maintain service in good standing.
Return all equipment if service is terminated.
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2.3 Disclaimer

The contractor disclaims any warranty and does not guarantee that customer’s
system will be error-free or immune to security breaches as a result of these

services.
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Michigan’s Public Safety Communications System (MPSCS) Continued System

1.1

Updates, Equipment Maintenance and Upgrades, and Ancillary Systems

Products

ATTACHMENT 5 TO SCHEDULE A
Technical Support

TECHNICAL SUPPORT STATEMENT OF WORK

The Contractor’s Technical Support service provides telephone consultation
for technical issues that require a high level of ASTRO 25 network
knowledge and troubleshooting capabilities. Remote Technical Support is
delivered through the Contractor’s Solutions Support Center (SSC) by a
staff of technical support specialists skilled in diagnosis and swift resolution
of infrastructure performance and operational issues.

A. Scope

Technical Support service is available Monday - Friday 8:00am - 5:00pm
Eastern time and 24 hours a day, 7 days a week for Critical and High
Priority Incidents. See Priority Level Response Goals Level Definitions
in Section 1.6 below.

1. Calls requiring incidents or service requests will be logged in
the Contractor’s Customer Relationship Management
(CRM) system.

2. The Contractor’s Technical Support Operations will assign
an impact level in accordance with the agreed Priority Level
Response Goals Level Definitions stated in Section 1.7 of
this document.

3. The Contractor will track the progress of each Incident from
initial capture to resolution. Motorola will advise and inform
the customer of the Incident progress and tasks that require
further investigation and assistance from the customer’s
technical resources.

4. The State will provide a suitably trained technical resource
that delivers maintenance and support to the MPSCS, and
who is familiar with the operation of that system.

5. The Contactor will provide technical consultants to support
the local resource in the timely closure of infrastructure,
performance and operational issues.
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B. Inclusions

Technical Support service will be delivered on all Contractor sold infrastructure
including third-party products.

C. Limitations and Exclusions

The following activities are outside the scope of the Technical Support service,
but are optional services that are available to remote Technical Support
customers at an additional cost:

1. Emergency on-site visits required to resolve technical issues that
cannot be resolved with the SSC working remotely with the local
customer technical resource.

2. Third party support for equipment not sold by Motorola.
a. System installations, upgrades, and expansions.
b. Customer training.

Hardware repair and/or exchange.

o o

Network security services.

o

Network transport management.
f. Motorola services not included in this statement of work.

g. Any technical support required as a result of a virus or unwanted
intrusion is excluded if the system is not protected against these
security threats by Motorola’s Pretested Security Update Service
when applicable.

D. The Contractor has the following responsibilities:

1. Provide availability to the Motorola Solution Support Center
24 hours a day, 7 days a week to respond to
State’s requests for Critical, High Priority Incidents. Refer to
Priority Level Response Time Goals, Section 1.6 for Medium,
Low response times.

2. Respond initially to Incidents and Technical Service Requests in
accordance with the response times set forth in the Priority
Level Response Time Goals, Section 1.6 of this document
and the Incident priority levels defined in the Priority Level
Definitions, Section 1.7 of this document.

3. Provide caller a plan of action outlining additional requirements,
activities or information required to achieve restoral/fulfillment.
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Maintain communication with the customer in the field as
needed until resolution of the Incident

. Coordinate technical resolutions with agreed upon third party

vendors, as needed.

Manage functionally escalated support issues to additional
Motorola technical resources, as applicable.

. Determine, in its sole discretion, when an Incident requires more

than the Technical Support services described in this SOW and
notify customer of an alternative course of action.

E. The State has the following responsibilities:

1.

Provide the Contractor with pre-defined information prior to
contract start date necessary to complete Customer Support
Plan (CSP).

Submit changes in any information supplied in the Customer
Support Plan (CSP) to the MPSCS NCC Manager.

Contact the SSC in order to engage the Technical Support
service, providing the necessary information for proper
entitlement services. Including but not limited to the name of
contact, name of customer, system ID number, site(s) in
question, and brief description of the problem including pertinent
information for initial issue characterization.

Maintain suitable trained technical resources that provide field
maintenance and technical maintenance services to the system,
and who are familiar with the operation of that system.

Supply suitably skilled and trained on-site presence when
requested by the SSC.

Validate issue resolution prior to close of the Incident in a timely
manner.

. Acknowledge that Incidents will be handled in accordance with

the times and priorities as defined in the Priority Level
Definitions, Section 1.6 and in the Priority Level
Response Time Goals, Section 1.7 section in this document.

Cooperate with the Contractor and perform all acts that are
reasonable or necessary to enable Motorola to provide the Technical
Support.
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9. Obtain at the State’s cost all third-party consents or licenses as
required, but not being provided by the Contractor, to enable the
Contractor to provide the Service.

F. Priority Level Definitions

The following Priority level definitions will be used to determine the
maximum response times of the Incidents:

Incident Definition
Priority

Critical Core:
Core server failures Core Link failure Sites/Subsites:
Entire Simulcast Not Wide Trunking
>= 33% of Sites/subsites down
(0]

High X Consoles:

Console positions down (>= 33%) Console Site Link Down X
Sites/Subsites:

< 33% of Sites/subsites down

>= 33% of channels down X
Conventional Channels:

>= 50% of conventional channels (CCGW) down X
Devices:
Site Router/switch, GPS server down

Medium Consoles:

Console positions down (< 33% at a site) Sites/Subsites:
< 33% of channels down

Conventional Channels:

0 Less than 50% of conventional channel down

Low Consoles:

Console positions down (< 33% at a site) Sites/Subsites:
< 33% of channels down

Conventional Channels:

] Less than 50% of conventional channel down

G. Technical Support Priority Level Response Goals
The response times are based on the defined Incident Priority levels as follows:

Incident Priority Response Time

Critical A Motorola SSC Technician will make contact with the customer technical
representative within one hour of the request for support being logged in the issue
management system. Continual effort will be maintained to restore the system or
provide a workaround resolution. Response provided 24 x 7.
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Incident Priority

Response Time

High

A Motorola SSC Technician will make contact with the customer technical
representative within four hours of the request for support being logged in the issue
management system. Continual effort will be maintained to restore the system or
provide a workaround resolution. Response provided 24 x 7.

Medium

A Motorola SSC Technician will make contact with the customer technical
representative within four hours of the request for support being logged at the issue
management system. Response provided 8 x 5 on standard business days, hours
which is normally Monday through Friday 8AM to 5PM, excluding US Holidays.

Low

A Motorola SSC Technician will make contact with the customer technical
representative within next business day of the request for support being logged at the
issue management system. Response provided 8 x 5 on standard business days,
which is normally Monday through Friday 8AM to 5PM, excluding US Holidays.
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

ATTACHMENT 6 to SCHEDULE A
Business Relationship Manager (BRM)

1. General Requirements

The Business Relationship Manager (BRM) (Employee) will be a qualified employee of
the Contactor who will meet the requirement and provide the services outlined in this
attachment.

A. The BRM will always remain the Contractor’'s employee even as they are
assigned to MPSCS.

B. The employee will at all time have authorization, under the applicable laws of the
United States, to perform paid work in the United States.

C. The assignment of a BRM to MPSCS does not constitute a partnership between the
Contractor and the State or an agent of the other party for any purpose.

1) Neither the State nor the Contractor will have the authority or power to bind
the other, to act as agent of the other, or to contract on behalf of the other or
to create a liability against the other in any way or for any purpose, except
with the express written consent of the other.

2. Obligations
A. The Contractor will:

1) Assign this employee to carry out the activities and functions as required
and hold the authorizations granted to them by MPSCS;

2) continue to pay Employee 100% of their salary and other benefits, in
accordance with the Contractor’s policies;

3) continue to reimburse Employee for all reasonable expenses incurred by
Employee that are authorized under Motorola Solutions' travel and expense
policies

4) comply with all applicable laws, statutes and regulations regarding the
Employee's employment; and

5) Will maintain all necessary insurance coverage for any liability to or on
behalf of Employee, as is generally the case for all other Contractor
employees.

B. The BRM is not entitled to enter into a written agreement on behalf of the
Contractor without the express prior written consent of the Contractor.
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C. The BRM will work a normal work week (40 hours per week) and may take
reasonable leave for statutory holidays and/or vacations.

D. The State will provide the BRM with adequate, sufficient, and appropriate facilities
and resources to enable them to perform the services. These facilities include but
are not limited to:

1) Workstation

Lockable walled office

Telephone

Facilities and/or Security access badges where appropriate and as needed
E-mail or access to an outside network

6) MPSCS network/peripherals access for use for project purposes

E. The State, during the term of this agreement and for a period of 24 months
following the termination of this agreement, will not, without the prior written
consent of the Contractor, directly or indirectly:

a. solicit, employ or retain, or cause another person or entity to solicit,
employ or retain, an Employee who is employed by the Contractor or
was employed by Contractor for the six (6) months preceding such
solicitation, hiring or retention;

b. encourage the BRM to devote all his or her business time to the
State; or

c. agree to hire or employ the Employee in question.

3. Confidentiality

The BRM may obtain and have access to confidential and proprietary information from
both the State and the Contractor and:

A.
B.

C.

This information remains confidential and exclusive to the parties;

All documents, plans, computer programs, specifications, files and any other written
or machine-readable work produced by the BRM for MPSCS or for the Contractor
shall belong to this part; and

The Contractor and the State will comply with all applicable data protection laws.

4. BRM Job Description The

BRM will:

A. Be the designated single point of contact for the State’s MPSCS, into the Contractor,

as well as the designated point of escalation throughout Motorola.

B. Have authority and functional line reporting structure within the Contractor’'s

organization to hold all the Contractor’s resources accountable.
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1)

2)
3)

4)

o)

Report directly to the Motorola Regional Sales Vice President in which the
State of Michigan falls within. Should the Motorola sales structure change, the
State of Michigan shall be notified in writing of 30 days prior of such changes
and the potential impact to the BRM role and the support for MPSCS.

Reports directly to the MPSCS Director

Convergence of the Contractor’s business functions under one statewide
program owner

Collaborating and aligning with regional, statewide and local Contractor
leadership and teams for one voice, one process and transparent
communications between the Contractor and the State’s MPSCS

Facilitate communications between the Contractor and MPSCS and
forecast major impacts to both organizations

C. Foster, develop and maintain strong and positive relationships with the State’s
MPSCS & the Contractor by:

1)

2)
3)

4)

5)

Providing ownership, accountability, leadership, vision and strategy
between all parties

Driving and owning process change to mutually benefit all parties

Hold both the Contractor and the State accountable for deliverables,
process, communications, resources, and commitments

Escalating and provide visibility regarding the State’s MPSCS challenges
and roadblocks to the Contractor through the State’s MPSCS
management and director.

Engage in all future Contractor and State add-on projects to help ensure
resources and commitments are being met from both the Contractor and
the State

D. Continuously drive and coordinate technology roadmap and interface, assisting with
Voice of the Customer (VOC) and keep the State informed of major technology
changes

1) Work internally with the Contractor’s stakeholders (sales, service, system

integration, software and product groups), and externally with MPSCS and
other related customers to:

a. Coordinate technology roadmap alignment.

b. Communicate the State’s MPSCS technology requirements and
deliverables

E. Align the State with the correct Motorola resources/SMEs as requested by the
MPSCS

F. Be informed of new solutions for feasibility, interoperability and sustainability
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G. Coordinate the verification and validation testing of applications and HW to adhere to
the State’s defined standards.

H. Coordinate with Motorola sales to ensure solutions sold can be integrated or
supported by the MPSCS. Further ensure resources assigned are delivering what is
required and expected by the partnership between the Contractor and State

[.  Will be a full-time resident in Michigan
J. Be onsite (Lansing MPSCS headquarters) minimum of 3 days a week.
1) Unless on PTO
2) Unless attending or engaged in training
3) Unless weather is hazardous for driving
4) Unless traveling for business or MPSCS meetings

5. Governance Model

To contribute to the success of the BRM initiative we propose the development of
the following governance approach to manage the MPSCS/MSI program.

For your consideration.

360° degrees of Delivery - A Governance Approach

Effective relationships are built on a 360° strategy encompassing both proactive and
reactive elements. Reactive elements enable effective management of tactical
concerns while Proactive elements enable strategic management.

The traditional Reactive elements are the mechanisms which support the day to day
delivery and respond when service issues are reported. These mechanisms drive
resolution and communication also serving as the foundation for continuous service
improvements and enhanced value. Call Centers, Service Desks and remote
automated monitoring are typical mechanisms to ensure service issues are
addressed and service maintained.

Proactive elements are equally essential and form the basis of the strategic
relationship and Partnership. A core component is an effective, well designed and
managed Governance approach. The term “Governance” takes on many forms
and when well constructed enables progressive levels of interaction, accountability,
and action. A key success factor at each level of governance is ensuring the
participants are enabled to make decisions and take actions aimed at delivering the
service and enhancing the partnership.

The Governance Pyramid

An effective view of good governance is the “Governance Pyramid.” The Pyramid
represents the increasing levels of management and an elevating view of oversight.
The pyramid is built on three tiers comprising:
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« Operational Governance,
« Programmatic Governance, and
- Executive Governance

This tiered approach enables delivery operations and issues to be focused at the
level best enabled to resolve, with effective escalation when necessary.

Executive
Governance

Partnership
Long Range

Programmatic Governance

Operational Performance and Measures

Planning cycle; near-term and annual

Review Programmatic issues, Actions and Service
Improvements

Problem
Management Mapagement

Operational Governance

The foundation of the governance pyramid is Operational Governance comprised
of the established mechanisms and processes delivering the services. Within each
process are local execution, governance, review and measurement mechanisms
that enable operational management to maintain service. A key success factor is the
ability to demonstrate to stakeholders and MPSCS that the committed services are
delivered to agreement and expectations. The cadence of Operational Governance
activities varies from process to process yet are well defined, documented, and
enabled. The make up of this governance tier is typically the execution delivery and
quality related managers accountable for the day to day operations. The vehicles for
participation are typically Forums or Governance Boards.

Programmatic Governance

Serving as a higher level oversight Programmatic Governance focuses on
reviewing the delivery of services and improving the service when gaps occur in
delivery. The general focus is on delivery themes such as performance reviews,
service improvement activities, and service enhancements which brings a more
holistic view across operations. This governance tier may also engage and manage
specific single delivery issues based on escalation or special sensitivity of the issue.
Being a more oversight function the cadence is typically monthly or quarterly based
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on the history of delivery and other management factors. The make up of this
governance tier is typically the senior managers over the delivery execution areas,
senior managers over shared, often referred to as “horizontal” or “cross functional”
support organizations, and internal relationship managers. Participation is carefully
designed to include the resources who are empowered to make critical decisions
and take specific actions. The vehicle for participation is typically a Forum or
Governance Board meeting.

Executive Governance

Essential to the relationship and governance over the pyramid is strong Executive
Governance. Focused particularly on the partnership and the strategic plans this
tier is designed to safeguard and maintain a healthy interaction among the top
decision makers. When necessary through escalation from the Programmatic
Governance tier Executive Governance may also engage in supporting resolution of
specific critical delivery issues or other concerns. As the ultimate decision makers
for both Partners the make up of this tier is typically critical and essential executive
level resources. The cadence of Executive Governance activities is typically semi-
annual so as to best align with both Partners internal planning and strategic cycles.
The vehicle for participation is typically a Forum or Governance Board meeting.
Additionally, mechanisms are established to allow for “off cycle” interactions to
address concerns and issues in a time effective manner.

Making Governance Operational

The most common and effective approach to making a governance framework
operational is to establish and agree upon a Governance Charter at the beginning
of the partnership. The Charter primarily addresses the Executive Governance while
referencing the governance tiers within the overall framework. The Charter defines
the agenda, cadence and specific participation for the Executive Governance
meetings, any communication and tracking mechanisms applicable, and general
Guiding Principles for the Executive Governance Forum. Best practice is to include
mechanisms for off cycle engagement in the event of major situations or issues
which best not be deferred to the normal cadence.

Summary

When effectively empowered, executed and managed the Governance approach
enhances both the delivery of services and the partnership. As a critical part of
good delivery the result is 360° degrees of delivery and Partnership.
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Michigan’s Public Safety Communications System (MPSCS) Continued
System

Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

ATTACHMENT 7 TO SCHEDULE A
Security Addendum

FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

The goal of this document is to augment the CJIS Security Policy to ensure adequate security
is provided for criminal justice systems while (1) under the control or management of a private
entity or (2) connectivity to FBI CJIS Systems has been provided to a private entity (contractor).
Adequate security is defined in Office of Management and Budget Circular A- 130 as “security
commensurate with the risk and magnitude of harm resulting from the loss, misuse, or
unauthorized access to or modification of information.”

The intent of this Security Addendum is to require that the Contractor maintain a security
program consistent with federal and state laws, regulations, and standards (including the CJIS
Security Policy in effect when the contract is executed), as well as with policies and standards
established by the Criminal Justice Information Services (CJIS) Advisory Policy Board (APB).

This Security Addendum identifies the duties and responsibilities with respect to the installation
and maintenance of adequate internal controls within the contractual relationship so that the
security and integrity of the FBI's information resources are not compromised. The security
program shall include consideration of personnel security, site security, system security, and
data security, and technical security.

The provisions of this Security Addendum apply to all personnel, systems, networks and
support facilities supporting and/or acting on behalf of the government agency.

1.00 Definitions

1.01 Contracting Government Agency (CGA) - the government agency, whether a
Criminal Justice Agency or a Noncriminal Justice Agency, which enters into an
agreement with a private contractor subject to this Security Addendum.

1.02 Contractor - a private business, organization or individual which has entered into
an agreement for the administration of criminal justice with a Criminal Justice
Agency or a Noncriminal Justice Agency.

2.00 Responsibilities of the Contracting Government Agency.
2.01 The CGA will ensure that each Contractor employee receives a copy of the
Security Addendum and the CJIS Security Policy and executes an
acknowledgment of such receipt and the contents of the Security Addendum.
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The signed acknowledgments shall remain in the possession of the CGA and
available for audit purposes. The acknowledgement may be signed by hand or
via digital signature (see glossary for definition of digital signature).

3.00 Responsibilities of the Contractor.

3.01 The Contractor will maintain a security program consistent with federal and state
laws, regulations, and standards (including the CJIS Security Policy in effect
when the contract is executed and all subsequent versions), as well as with
policies and standards established by the Criminal Justice Information Services
(CJIS) Advisory Policy Board (APB).

4.00 Security Violations.

4.01 The CGA must report security violations to the CJIS Systems Officer (CSO) and
the Director, FBI, along with indications of actions taken by the CGA and
Contractor.

4.02 Security violations can justify termination of the appended agreement.
4.03 Upon notification, the FBI reserves the right to:
a. Investigate or decline to investigate any report of unauthorized use;

b. Suspend or terminate access and services, including telecommunications links. The
FBI will provide the CSO with timely written notice of the suspension. Access and
services will be reinstated only after satisfactory assurances have been provided to
the FBI by the CGA and Contractor. Upon termination, the Contractor's records
containing CHRI must be deleted or returned to the CGA.

5.00 Audit

5.01 The FBI is authorized to perform a final audit of the Contractor's systems after
termination of the Security Addendum.

6.00 Scope and Authority

6.01 This Security Addendum does not confer, grant, or authorize any rights,
privileges, or obligations on any persons other than the Contractor, CGA, CJA
(where applicable), CSA, and FBI.

6.02 The following documents are incorporated by reference and made part of this
agreement: (1) the Security Addendum; (2) the NCIC 2000 Operating Manual;
(3) the CJIS Security Policy; and (4) Title 28, Code of Federal Regulations, Part
20. The parties are also subject to applicable federal and state laws and
regulations.

6.03 The terms set forth in this document do not constitute the sole understanding by
and between the parties hereto; rather they augment the provisions of the CJIS
Security Policy to provide a minimum basis for the security of the system and
contained information and it is understood that there may be terms and
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conditions of the appended Agreement which impose more stringent
requirements upon the Contractor.

6.04 This Security Addendum may only be modified by the FBI and may not be
modified by the parties to the appended Agreement without the consent of the
FBI.

6.05 All notices and correspondence shall be forwarded by First Class mail to:

Information Security Officer
Criminal Justice Information
Services Division, FBI 1000
Custer Hollow Road

Clarksburg, West Virginia 26306
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FEDERAL BUREAU OF INVESTIGATION
CRIMINAL JUSTICE INFORMATION SERVICES
SECURITY ADDENDUM

CERTIFICATION

| hereby certify that | am familiar with the contents of (1) the Security Addendum,
including its legal authority and purpose; (2) the NCIC Operating Manual; (3) the CJIS Security
Policy; and (4) Title 28, Code of Federal Regulations, Part 20, and agree to be bound by their
provisions.

| recognize that criminal history record information and related data, by its very nature,
is sensitive and has potential for great harm if misused. | acknowledge that access to criminal
history record information and related data is therefore limited to the purpose(s) for which a
government agency has entered into the contract incorporating this Security Addendum. |
understand that misuse of the system by, among other things: accessing it without
authorization; accessing it by exceeding authorization; accessing it for an improper purpose;
using, disseminating or re-disseminating information received as a result of this contract for a
purpose other than that envisioned by the contract, may subject me to administrative and
criminal penalties. | understand that accessing the system for an appropriate purpose and
then using, disseminating or re-disseminating the information received for another purpose
other than execution of the contract also constitutes misuse. | further understand that the
occurrence of misuse does not depend upon whether or not | receive additional compensation
for such authorized activity. Such exposure for misuse includes, but is not limited to,
suspension or loss of employment and prosecution for state and federal crimes.

Printed Name/Signature of Contractor Employee Date

Printed Name/Signature of Contractor Representative Date

Organization

and Title of Contractor Representative
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

ATTACHMENT 8 TO SCHEDULE A
Motorola Customer Support Plan for Technical Support, SUS and SUAII

The following table lists the revision history of this document. The information contained
in this document is subject to revision and is intended to be reviewed and updated
periodically.

TABLE OF CONTENTS

1. Introduction

2. Overview of Services

3. Warranty and/or Service Information
4. How to Obtain Services

5. Above Contract Services

6. Glossary of Terms

7. Severity Level Definitions

8. Customer Contacts

9. Service Call Proceedure

10. Site Summary

1. Introduction
Motorola has a corporate-wide standard in place which we refer to as 5NINES: SYSTEM
AVAILABILITY. Our ability to provide highly available, easy-to-use systems is critical to our
fundamental objective of total customer satisfaction and our position as a communications
industry leader. 5NINES, or 99.999% availability (no more than 5 minutes total downtime per
year), is the telephony standard to which all Motorola wireless systems aspire. We are committed
to a new design culture, ease of use and operational simplicity, robustness metrics, and common
platforms and network architecture.

The Terms and Conditions of your Agreement and all its other Exhibits will take precedence over
this Customer Support Plan. In case of any contradiction, please contact the Motorola
representative(s) below.

Customer Support Manager

Your Motorola Customer Support Manager provides coordination of support resources to
enhance the quality of service delivery and to ensure your satisfaction. The Customer Support
Manager (CSM) is responsible to oversee the execution of your support contract (maintenance or
warranty) by serving in the role of customer advocate. They serve as a point of contact for issue
resolution and escalation, monitoring of our contractual performance, providing review and
analysis of process metrics and fostering a relationship for continuous improvement with
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customers. Any changes to the information in this document should be communicated to your
Customer Support Manager as soon as possible.

Your Customer Support Manager is: Dave
Woitylko

Account Manager

Your Account Manager serves as your contact for information on new products and services,
expansion of communications to meet growth needs for your organization and ensure your
satisfaction.

Your Account Manager is: Rich

2. Overview of Services
This section briefly describes the services MPSCS will receive under your contract.

Technical Support

Technical Support is available 7 days a week, 24 hours a day for Severity 1 issues, as defined in
Section 7. The Motorola System Support Center's (SSC) staff will work with your local service
organization or technicians to handle questions related to your Motorola 2-way communications
system. The SSC's System Technologists may dial into a system to more clearly define a
problem and determine the area of failure in order to decide on the most suitable action plan. If
the problem is beyond the scope of the SSC's staff, they will contact key personnel who are
involved with the design, development, and manufacture of your communication products for
resolution.

Security Update Service

Security Update Service provides updates of the latest anti-virus definition, intrusion signature
files and OS Patches that have been pre-tested on a Motorola test system to ensure they do not
interfere with radio system functionality. Pre-tested updates will be made available as necessary,
however, an outbreak of malicious code that is deemed a significant threat to the Astro 25 radio
network will cause a priority test cycle to occur which will release anti-virus definition updates

System Upgrade Agreement Il (SUA II)

Motorolas System Upgrade Agreement (SUA 1l) is a comprehensive approach to technology
refreshment of the ASTRO 25 system, incorporating hardware, software and implementation
services required to update the ASTRO 25 system. SUA |l provides available system release
software for Motorola and third-party infrastructure products; radio subscriber units (if purchased),
product programming software, as well as commercial OS patch updates. As system releases
become available, Motorola agrees to provide the Customer with the software, hardware and
implementation services required to execute up to one system infrastructure upgrade in a
twoyear period for their ASTRO 25 system.
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3. Warranty and/or Service Agreement Information
Customer Number:
Billing Tag:
Service Agreement Information
Infrastructure Warranty Service Agreement number:
Fixed equipment Warranty start date: 10/1/2018 Fixed
equipment Warranty end date: 9/30/2019

4. How To Obtain Services

How to Obtain Technical Support

Action Information

Call the System Support Center.

Case created Caller will receive a Case number

Technical Support Response Times
RESPONSE*

Severity 1: Within 1 hour
Severity 2: Within 2 hours
Severity 3: Within 24 hours

* Severities Defined in Section 7

Problem Diagnosis & Issue Resolution The SSC's System Technologists may

dial into a system to more clearly define a
problem and determine the area of failure
in order to decide on the most suitable
action plan.

If the problem is beyond the scope of the
SSC's staff, they will contact key
personnel who are involved with the
design, development, and manufacture of
your communication products.

Case Closed
Upon resolution of the issue, the SSC will

close the Case.
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How to Obtain Security Update Service

Action

Information

Updates

Motorola will pre-test the latest security software updates and make
them available on the Motorola website upon successful completion
of testing.

High Priority Updates

Motorola will pre-test urgent anti-virus updates and make them
available on the Motorola website within 24 hours of commercial

supplier's updates being available.

Notification

Download Updates

Email notification confirming availability of

updates will be sent to: Security Contact: MPSCS

NCC

1.) Enter User ID

2.) Enter Your Password

Download pre-tested updates from the website (instructions for
downloading or obtaining updates are available on the
website)
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How to Obtain Software Upgrade Agreement Releases (SUA II)

Action Information

Receive Bulletins from Motorola Bulletins will be made available on the
Motorola Website on a bi-annual basis.

Contact your Motorola Customer They will then call the System Support Center
Support Manager or Customer at

Account Manager _o request the upgrade,

and open an Upgrade Case

Above Contract Services

Services that need to be performed that are not covered by the Agreement are considered
'above contract' and are billable to MPSCS. Any above contract work must be authorized or
work will not be billable and cannot be performed. Please refer to your Agreement for the
Statements of Work and Terms and Conditions for the services that MPSCS has purchased

The following person will be contacted for approval on above contract work:
Above Contract Customer P.O. Authorization: Name:
Pete Langenfeld
Phone: 517-284-4105
Email: langenfeldp@michigan.gov

6. Glossary of Terms and Acronyms

CASE NUMBER: The number assigned to a customer's request for service. The SSC Call
Center electronically tracks all Case Numbers to assure customer satisfaction.

CSM: Customer Support Manager
CSP: Customer Support Plan

ETA: Estimated time of arrival is an estimate of when the field technician will arrive at the
customer's site.

FRU (Field Replaceable Unit): A FRU is a Field Replaceable Unit which is any module or
board which can be removed from a piece of fixed equipment and exchanged with an
identical module or board.

IDO: Infrastructure Depot Operations

MOTOROLA LOCAL SERVICE PROVIDER: A Motorola authorized service provider or
a Motorola Field Technical Representative.

RA: Return Authorization needed by the System Support Center prior to sending equipment in
for repair.

RESPONSE: Response times are defined as having an on-site technician, a remote
systems technologist or a remote network specialist having taken assignment of the issue
and working on the system.
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RSC: Radio Support Center
RSS: Radio Service Software

SEVERITY: Each incoming call is assigned a severity level of Severity One, Two, or Three.
Severity levels determine the Response Time Commitments. See Section 7 for your Severity

Level definitions.

SSC: System Support Center

. Priority Level Definitions

Priority Level Matrix

Priority Level Problem Type (If applicable)

1. Critical Major System Failure Dispatched 7 x 24 x 365 days. 33% degraded

2. High Significant System Impairment Dispatched 8 x 5 Monday - Friday, standard
business days

3. Medium Technical Question = Upgrades or intermittent problems, System problems
presently being monitored Parts Question Technician is not on site, has questions
concerning a problem. Work to be performed at a later time. 8 x 5 Monday -
Friday, standard business hours

4. Low Scheduled Maintenance, Scheduled upgrades

8. CUSTOMER CONTACTS
Please contact CSM if any of the information provided below has changed.

Above Contract PO Authorization:
Pete Langenfeld 517-284-4105
langenfeldp@michigan.gov

Contacts for Service Escalations:
Josh Drazkowski 517-284-4068
drazkowskij@michigan.gov

Mark Sandberg 517-284-4086
sandbergm@michigan.gov

Customer Communications Director
Brad Stoddard 517-284-4101
stoddardb@michigan.gov
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9.Service Call Procedure for Fixed Infrastructure
Step | What you need to do: Information to Provide

Call the System Support Center.

Provide Your Customer Name
Type of Request

Provide System & Site ID #
Identify the Severity Level

Your Name and
Telephone Number

7 Description of the
Problem/Failure

| WIN |-

8 Record the Service Case Number provided to you by Motorola Call Center
Operations for service call tracking purposes.

If on site support is required to resolve the service request, the Motorola Call
Center Operations will dispatch the appropriate local field service provider.

To inquire on the Status of a Service Call...

1 Call Motorola Call
Center Operations
2 Provide Your Customer Name

Provide Type of Request

The Service Case number
4 assigned at the time the service
call was opened.

SEVERITY LEVELS
Standard Severity & Response Times
Level Response Definition
1 - Critical 4 hour Response System/site down or extremely degraded
2 - High 4 hour Response* Degraded system/site
3 - Medium 1 day Response* Non emergency, non user effecting
4 - Low 1 day Response* Scheduled Maintenance, Scheduled upgrades

*Standard Business Days, Mon-Fri 8:30 a.m. - 4:30 p.m.. Local Time, excluding Motorola holidays.
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10. Site Summary - (Technical Support Entitlement)

Tables start on following page.
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10. Site Summary Report (Technical Support Entitlement)
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

EXHIBIT 1 to SCHEDULE A
SAMPLE- SIMPLE QUOTATION FORM

@ MOTOROLA @
Date:
(Motorola office address goes here) Quote #:
Prepared By: (Motorola Sales Rep.) Phone: Fax: CUSTOMER #:
PREPARED FOR : (Customer Contact) Bill To Please Provide Shipto Please Provide
COMPANY : Address: Address:
PHONE :
FAX:
Equipment Details and Pricing
Qty. Model Description List Price Discount Price Total Price
Motorola APX6000Li Portable Radio
20 H9SUCFSPW6 N APX6000 700/800 MODEL 2.5 PORTABLE $ 220000 $ 1,606.00 $ 32,120.00
20 QA02756 ADD: 9600 TRUNKING OR 3600 DIGITAL TRUNKING $ 157000 § 1,146.10 | $ 2292200
20 QAD1749 ADD: ADVANCED SYSTEM KEY - SOFTWARE KEY $ = $ = $ 3
20 WPLN7080 APX 7000 IMPRES CG SU APX7000 USNA/CATA $ 12500 $ 8750 $ 1,750.00
20 PMINN4403 LIION IMPRES 2150MAH IP67 BATT $ 12500 § 8750 § 1,750.00
Installation Services
20 svco3 Radio programming & template generation $ 9500 $§ 9500 $ 1,800.00
QUOTE SUB TOTAL | $60.442.00 [

*All items are priced in accordance with the State of Michigan Radio Contract 07182200101
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Michigan’s Public Safety Communications System (MPSCS) Continued System Updates, Equipment Maintenance

Component

and Upgrades, and Ancillary Systems Products

SCHEDULE B - PRICING

MAINTENANCE AND SUPPORT PRICING

October 1,2019 October 1, 2020 October 1,2021 October1,2022 October1,2023 October1,2024 October1,2025 October1,2026 October1,2027 October1,2028

TOTAL

System Upgrade Agreement |1 (SUA II) $ 4,666,781.89 | $ 5119,186.80 [ $ 5,570,72631 [ $ 5,900,187.68 [ $ 6,460,906.70 [ § 6,502,411.06 | $ 6,545,043.90 [ § 6,589,066.01 [ $ 6,634,415.11 | $ 6,681,002.78 | § 60,669,728.24

Mpscs  foecurity Update Services (SUS) $ 10078587 |$  103,809.45[S 10692373 |6 118189.84[S 121735545 12538760 | S  135019.65[$ 13907024 [§ 14324235[S 147530.62 | S 1,241,703.89
asTRg [rechnical Support (TS) § 252878418 26046476 [$  26827870|$ 206546.12[S 305442508 31460577 S 33877322 [$ 34803641 (S 35940451[S 370186.64 |5 3,115517.03
UFECYCLE 12PSOC $ 3483975|$ 3588494 (S 3696149[$ 4085597 (S 42,08165(5 43344205  4667371[$ 48073925  49516.14[S 5100163 S 42923331
Business Relationship Manager (BRM) S 26000000 S  267,80000 [§  275834.00[$ 284100.02[S 292,63229[5 301411265 310453.60[S 31976721 [S 329360225 339,241.03| S 2,980,608.62

TOTAL $ 5315,285.91 [ $ 5787,145.95 | § 6,258,724.24 [ § 6,639,888.63 | § 7,222,798.67 | § 7,287,159.80 | § 7,375,964.08 [ & 7,444,913.79 | § 7,515,938.33 | § 7,588,971.70 | § 68,436,791.09
PremierOne CAD $106,678.14 |  $109,878.36 |  $119,812.29 |  $123,406.92 $127,10885 |  $135644.68 | $139,714.22 | $143,90579 |  $§148,222.50 | § 1,154,371.75

MPSCS  [PremierMDC S 162,7/886|$ 15035848 [$ 15486930 |$ 17118728 [S 176322965 18161264 |5 19556348 [ 201430325 207472.88[5  213,696.68 | 5 1,815292.88
PREMIER** [Upgrade - Hardware/Software/Services S 142,848.92|S 142,84892 |5 153301.28 | § 153301285  153,30128|5 160,26952 S 160,26052 S 160,269.52 |5 160,269.52 |5 1,386,679.76
TOTAL $ 162,778.86 S 39988554 | § 407,506.58 | § 44430085 |§ 453,031.16 | §  462,022.77 | $ 491,477.68 |§ 50141406 [$ 51164819 | $ 52218870 | § 4,356,344.39

GRAND TOTAL | $ 5478,064.77 | $ 6,187,031.49 | § 6,666,320.82 | $ 7,084,189.48 | § 7,675,829.83 | § 7,749,182.57 | § 7,867,441.76 | 5 7,946,327.85 [ § 8,027586.52 | § 8,111,160.40 | § 72,793,135.48

Credit #1 - System Manager $  (154,291.00) S (154,291.00)

MPSCS  [Credit #2 - WAVE Activation Fee S (1814.40) S (1,814.40)
Existing |Credit #3 - WAVE Hosting $ (6,900.00) S (6,900.00)
Credits  |Credit #4 - Subscriber Activation S (53,750.00) S (53,750.00)
GRAND TOTALS OF CREDITS $  (216,755.40) $  (216,755.40)]

** CAD Workstations NOT included in pricing
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DISCOUNT OFF LIST PRICING

Category Discount % off List **

Mobiles and Portables
Any Qty Any Configuration 25%
Gty 1-49 (Minimally Configured with TDMA, DES-OFB/AES, and Multi-Key) 30%
Gty 50-99 (Minimally Configured with TDMA, DES-OFB/AES, and Multi-Key) 35%
Qty 100+ (Minimally Configured with TDMA, DES-OFB/AES, and Multi-Key) 40%
Fixed Stations 25%
Dropship ™ 10%
Consoles 25%
ASTRO and SmartZone Equivalent 25%
Fixed Metwork Equipment ** 25%
Spare Parts ™ 25%
Accessories and Aftermarket *** 25%
PSAJICAD 20%
All other Motorola manufactured products not listed or becoming available for sale after 10/1/19 15%

# - Extended Warranty, where applicable, is not included
* - Applicable to products available for sale as of 10/1/13
** Defined as any non-Motorola product.

*** Defined as Motorola products.
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CATEGORY DESCRIPTIONS:

1. Mobile and Portable. Includes but are not limited to:
a. Mobile Radios- which is a fixed mount unit installed into a vehicle.

b. Portable Radios- which are personal radios
c. Consolette Radio- which are at dispatch centers or established for back up using 120v.

2. Fixed Stations. These are the large rack mounted radios located at radio tower sites, and receivers.

3. Dropship. Includes all items that the Contractor sells or distributes but has been manufactured by other companies.
These items include, but are not limited to;

a. Microwave Equipment

b. Antenna Systems

c. Site Shelters

d. Third party hardware or software

4. Consoles. Includes the 911 dispatch consoles.

5.  ASTRO and SmartZone. Includes the system infrastructure hardware, software and software licenses, located at the
system master sites, which run the P25 Radio System.

6. Fixed Network Equipment. Includes all system infrastructure IP networking hardware, including but not limited to: a.
Routers
b. Switches
c. Firewalls
7. Spare Parts. To repair any items sold.
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8.

9.

Accessories and Aftermarket. Includes but is not limited to such items as:
a.

b.
C.

Belt clips

Remote speaker mics
Batteries

PSA/CAD. PSA stands for Public Safety Applications and CAD stands for Computer Aided Dispatch. This category

includes but is not limited to such items as:
a.
b.

CAD systems software
Records management software
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

SCHEDULE C
SOFTWARE TERMS FOR ON-SITE HOSTING

1. Definitions. In addition to the definitions found in the Contract Terms, for the
purposes of this Contract, the following terms have the following meanings:

“Authorized Users” means all Persons authorized by the State to access and use
the Software under this Contract, subject to the maximum number of users specified
in the applicable Statement of Work.

‘Harmful Code” means any: (a) virus, trojan horse, worm, backdoor or other
software or hardware devices the effect of which is to permit unauthorized access to,
or to disable, erase, or otherwise harm, any computer, systems or software; or (b)
time bomb, drop dead device, or other software or hardware device designed to
disable a computer program automatically with the passage of time or under the
positive control of any Person, or otherwise prevent, restrict or impede the State's or
any Authorized User's use of such software.

“Integration Testing” has the meaning set forth in Section 4.2(c).

“‘Open-Source Components” means any software component that is subject to any
open-source copyright license agreement, including any GNU General Public
License or GNU Library or Lesser Public License, or other obligation, restriction or
license agreement that substantially conforms to the Open Source Definition as
prescribed by the Open Source Initiative or otherwise may require disclosure or
licensing to any third party of any source code with which such software component
is used or compiled.

“‘Open-Source License” has the meaning set forth in Section 2.3.

“‘Operating Environment” means, collectively, the platform, environment and
conditions on, in or under which the Software is intended to be installed and operate,
as set forth in the Statement of Work, including such structural, functional and other
features, conditions and components as hardware, operating software and system
architecture and configuration.

“Specifications” means the specifications for the Software set forth in the applicable
Statement of Work and, to the extent consistent with and not limiting of the
foregoing, the Documentation.

“State Materials” means all materials and information, including documents, data,
know-how, ideas, methodologies, specifications, software, content and technology,
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in any form or media, directly or indirectly provided or made available to Contractor
by or on behalf of the State in connection with this Contract.

“Support Services” means the software maintenance and support services
Contractor is required to or otherwise does provide to the State pursuant to
Contractor’s Maintenance and Support Schedule, as appended as Exhibit 1 to this
Schedule B.

“Technical Specification” means, with respect to any Software, the document
setting forth the technical specifications for such Software and included in the
Statement of Work.

“Testing Period” has the meaning set forth in Section 4.2(b).

“‘User Data” means all data, information and other content of any type and in any
format, medium or form, whether audio, visual, digital, screen, GUI or other, that is
input, uploaded to, placed into or collected, stored, processed, generated or output
by any device, system or network by or on behalf of the State, including any and all
data, analyses and other information and materials resulting from any use of the
Software by or on behalf of the State under this Contract, except that User Data
does not include the Software or data, information or content, including any GUI,
audio, visual or digital or other display or output, that is generated automatically
upon executing the Software without additional user input.

“‘Warranty Period” means the ninety (90) calendar-day period commencing on the
date of the State's Acceptance of the Software.

. License Grant and Restrictions.

2.1 Software License for Software Hosted On-site. Contractor hereby grants to the
State and its Authorized Users the right and license to use the Software and
Documentation in accordance with the terms and conditions of this Contract and
the License Agreement set forth in Schedule D (the “License Agreement”).

2.2 Use. The State will pay Contractor the corresponding Fees set forth in
Schedule B — Pricing and Fees, for all Authorized Users access and use of the
Software. Such Fees will be Contractor’s sole and exclusive remedy for any
excessive use of the Software.

2.3 Open-Source Licenses. Any use hereunder of Open-Source Components shall
be governed by, and subject to, the terms and conditions of the applicable
opensource license (“Open-Source License”). Contractor shall identify and
describe in an exhibit to the Statement of Work each of the Approved Open-
Source Components of the Software, and include an exhibit attaching all
applicable Open-Source Software Licenses or identifying the URL where these
licenses are publicly available.
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3. Software Implementation.

3.1 Implementation. Contractor will deliver, install, configure, integrate, and
otherwise provide and make fully operational the Software on or prior to the
applicable Milestone Date in accordance with the criteria set forth in the
Statement of Work.

3.2 Site Preparation. Unless otherwise set forth in the Statement of Work,
Contractor is responsible for ensuring the relevant Operating Environment is set
up and in working order to allow Contractor to deliver and install the Software on
or prior to the applicable Milestone Date. Contractor will provide the State with
such notice as is specified in the Statement of Work, prior to delivery of the
Software to give the State sufficient time to prepare for Contractor’s delivery and
installation of the Software. If the State is responsible for Site preparation,
Contractor will provide such assistance as the State requests to complete such
preparation on a timely basis.

4. Testing and Acceptance.

4.1 Pre-Delivery Testing by Contractor. Before delivering and installing the
Software, Contractor must:

(a) testthe Software to confirm that it is fully operable, meets all applicable
Specifications and will function in accordance with the Specifications and
Documentation when properly installed in the Operating Environment;

(b) scan the Software using industry standard scanning software and
definitions to confirm it is free of Harmful Code; and

(¢) remedy any Non-Conformity or Harmful Code identified and retest and
rescan the Software.

4.2 Acceptance Testing.

(a) Unless otherwise specified in the Statement of Work, upon installation of
the Software, Acceptance Tests will be conducted to ensure the Software
conforms to the requirements of this Contract, including the applicable
Specifications and Documentation.

(b) All Acceptance Tests will take place at the designated Site(s) in the
Operating Environment described in the Statement of Work, commence on
the Business Day following installation of the Software and be conducted
diligently for up to thirty (30) Business Days, or such other period as may be
set forth in the Statement of Work (the “Testing Period”). Acceptance
Tests will be conducted by the party responsible as set forth in the
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Statement of Work or, if the Statement of Work does not specify, the State,

provided that:

(i) for Acceptance Tests conducted by the State, if requested by the
State, Contractor will make suitable Contractor Personnel available to
observe or participate in such Acceptance Tests; and

(i) for Acceptance Tests conducted by Contractor, the State has the right
to observe or participate in all or any part of such Acceptance Tests.

Contractor is solely responsible for all costs and expenses related to
Contractor’s performance of, participation in, and observation of
Acceptance Testing.

(¢) Upon delivery and installation of any API, Configuration or Customization to
the Software under the Statement of Work, additional Acceptance Tests will
be performed on the modified Software as a whole to ensure full operability,
integration, and compatibility among all elements of the Software
(“Integration Testing”). Integration Testing is subject to all procedural and
other terms and conditions set forth in Section 4.

(d) The State may suspend Acceptance Tests and the corresponding Testing
Period by written notice to Contractor if the State discovers a material
NonConformity in the tested Software or part or feature of the Software. In
such event, Contractor will immediately, and in any case within ten (10)
Business Days, correct such Non-Conformity, whereupon the Acceptance
Tests and Testing Period will resume for the balance of the Testing Period.
If the material Non-Conformity cannot be corrected or fixed, then
Contractor will provide substitute Software that is functionally equivalent or
better, or as an option of last resort (only if the first two options are not
commercially reasonable), remove the Software and refund the State.

4.3 Notices of Completion, Non-Conformities, and Acceptance. Within fifteen (15)
Business Days following the completion of any Acceptance Tests, including any
Integration Testing, the party responsible for conducting the tests will prepare
and provide to the other party written notice of the completion of the tests. Such
notice must include a report describing in reasonable detail the tests conducted
and the results of such tests, including any uncorrected NonConformity in the
tested Software.

(a) If such notice is provided by either party and identifies any
NonConformities, the parties’ rights, remedies, and obligations will be as set
forth in Section 4.4 and Section 4.5.

148




e
MA# 190000001544 ‘

(b) If such notice is provided by the State, is signed by the State’s Business
Owner and Program Manager, and identifies no Non-Conformities, such
notice constitutes the State's Acceptance of such Software.

(c) If such notice is provided by Contractor and identifies no Non-Conformities,
the State will have thirty (30) Business Days to use the Software in the
Operating Environment and determine that the Software contains no
NonConformities, on the completion of which the State will, as appropriate:

(i) notify Contractor in writing of Non-Conformities the State has observed
in the Software and of the State’s non-acceptance thereof, whereupon
the parties’ rights, remedies and obligations will be as set forth in
Section 4.4 and Section 4.5; or

(i) provide Contractor with a written notice of its Acceptance of such
Software, which must be signed by the State’s Business Owner and
Program Manager.

4.4 Failure of Acceptance Tests. If Acceptance Tests identify any Non-
Conformities, Contractor, at Contractor’s sole cost and expense, will remedy all
such Non-Conformities and re-deliver the Software, in accordance with the
requirements set forth in the Statement of Work. Redelivery will occur as
promptly as commercially possible and, in any case, within thirty (30) Business
Days following, as applicable, Contractor’s:

(a) completion of such Acceptance Tests, in the case of Acceptance Tests
conducted by Contractor; or

(b) receipt of the State’s notice under Section 4.2(a) or Section 4.3(c)(i),
identifying any Non-Conformities.

4.5 Repeated Failure of Acceptance Tests. If Acceptance Tests identify any
NonConformity in the Software after a second or subsequent delivery of the
Software, or Contractor fails to re-deliver the Software on a timely basis, the
State may, in its sole discretion, by written notice to Contractor:

(a) continue the process set forth in Section 4.2;

(b) accept the Software as a nonconforming deliverable, in which case the
Fees for such Software will be reduced equitably to reflect the value of the
Software as received relative to the value of the Software had it conformed;
or

(¢) deem the failure to be a non-curable material breach of this Contract and

the Statement of Work and terminate this Contract for cause in accordance
with Section 29 of the Contract Terms.
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4.6 Acceptance. Acceptance (“Acceptance”) of the Software (subject, where

applicable, to the State’s right to Integration Testing) will occur on the date that
is the earliest of the State’s delivery of a notice accepting the Software under
Section 4.3(b), or Section 4.3(c)(ii).

. Training. Contractor shall provide training on all uses of the Software permitted
hereunder in accordance with the times, locations and other terms set forth in the
Statement of Work. Upon the State’s request, Contractor shall timely provide training
for additional Authorized Users or other additional training on all uses of the Software
for which the State requests such training, at such reasonable times and locations
and pursuant to such rates and other terms as are set forth in the Pricing Schedule.

. Support Services; Maintenance Releases; New Versions.

6.1

6.2

6.3

6.4

Support Services for On-Premise Software. If the Operating Environment for the
Software is internally hosted by the State, Contractor shall provide the State
with the Support Services described in the Maintenance and Support Schedule
attached as Exhibit 1 to this Schedule B. Such Support Services shall be
provided:

(a) Free of charge during the Warranty Period, it being acknowledged and
agreed that the License Fee includes full consideration for such Services
during such period.

(b) Thereafter, for so long as the State elects to receive Support Services for
the Software, in consideration of the State's payment of Support Services
Fees in accordance with the rates set forth in the Pricing Schedule.

Maintenance Releases. Provided that the State is current on its Support
Services Fees, during the Term, Contractor shall provide the State, at no
additional charge, with all Maintenance Releases, each of which will constitute
Software and be subject to the terms and conditions of this Contract.

New Versions. Provided that the State is current on its Support Services Fees,
during the Term, Contractor shall provide the State, at no additional charge, with
all New Versions, each of which will constitute Software and be subject to the
terms and conditions of this Contract.

EXCLUDED SERVICES.

Service excludes the repair or replacement of Equipment that has become
defective or damaged from use in other than the normal, customary, intended,
and authorized manner; use not in compliance with applicable industry
standards; excessive wear and tear; or accident, liquids, power surges, neglect,
acts of God or other force majeure events.
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Service excludes items that are consumed in the normal operation of the
Equipment, such as batteries or magnetic tapes.; upgrading or reprogramming
Equipment; accessories, belt clips, battery chargers, custom or special
products,

modified units, or software; and repair or maintenance of any transmission line,
antenna, microwave equipment, tower or tower lighting, duplexer, combiner, or
multicoupler. Motorola has no obligations for any transmission medium, such as
telephone lines, computer networks, the internet or the worldwide web, or for
Equipment malfunction caused by the transmission medium.

7. Software Representations and Warranties.
7.1 Contractor further represents and warrants to the State that:

(a) itis the legal and beneficial owner of the entire right, title and interest in and
to the Software, including all Intellectual Property Rights relating thereto;

(b) it has, and throughout the license term, will retain the unconditional and
irrevocable right, power and authority to grant and perform the license
hereunder;

(c) the Software, and the State's use thereof, is and throughout the license
term will be free and clear of all encumbrances, liens and security interests
of any kind;

(d) neither its grant of the license, nor its performance under this Contract does
or to its knowledge will at any time:

(i) conflict with or violate any applicable law;

(ii) require the consent, approval or authorization of any governmental or
regulatory authority or other third party; or

(iii) require the provision of any payment or other consideration to any third
party by the State;

(e) when used by the State or any Authorized User in accordance with this
Contract and the Documentation, the Software or Documentation as
delivered or installed by Contractor does not or will not:

(1) fail to comply with any applicable law;

(f) as provided by Contractor, the Software does not or will not at any time
during the license term contain any:

(i) Harmful Code; or
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7.2

(ii) Open-Source Components or operate in such a way that it is
developed or compiled with or linked to any Open-Source
Components, other than Approved Open-Source Components
specifically described in the Statement of Work.

(g) all Documentation is and will be complete and accurate in all material
respects when provided to the State such that at no time during the license
term will the Software have any material undocumented feature; and

(h) it will perform all Services in a timely, skillful, professional and workmanlike
manner in accordance with commercially reasonable industry standards
and practices for similar services, using personnel with the requisite skill,
experience and qualifications, and will devote adequate resources to meet
its obligations under this Contract.

(i) when used in the Operating Environment (or any successor thereto) in
accordance with the Documentation, all Software as provided by
Contractor, will be fully operable, meet all applicable specifications, and
function in all respects, in conformity with this Contract and the
Documentation; and

() no Maintenance Release or New Version, when properly installed in
accordance with this Contract, will have a material adverse effect on the
functionality or operability of the Software.

Disclaimer. EXCEPT FOR THE EXPRESS WARRANTIES SET FORTH IN

THIS AGREEMENT, CONTRACTOR HEREBY DISCLAIMS ALL
WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY, OR
OTHERWISE, WITH RESPECT TO THIS CONTRACT.
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

SCHEDULE D
SOFTWARE LICENSE AGREEMENT FOR ON-SITE HOSTING

Section 1 DEFINITIONS that apply to this Schedule D

1.1 “Designated Products” means products provided by Motorola to Licensee with
which or for which the Software and Documentation is licensed for use.

1.2 “Documentation” means product and software documentation that specifies
technical and performance features and capabilities, and the user, operation and
training manuals for the Software (including all physical or electronic media upon
which such information is provided).

1.3 “Open Source Software” means software with either freely obtainable source
code, license for modification, or permission for free distribution.

1.4 “Open Source Software License” means the terms or conditions under
which the Open Source Software is licensed.

1.5 “Primary Agreement” means the agreement to which this schedule is
attached.

1.6 “Security Vulnerability” means a flaw or weakness in system security
procedures, design, implementation, or internal controls that could be exercised
(accidentally triggered or intentionally exploited) and result in a security breach
such that data is compromised, manipulated or stolen or the system damaged.

1.7 “Software” (i) means proprietary software in object code format, and
adaptations, translations, de-compilations, disassemblies, emulations, or
derivative works of such software; (ii) means any modifications, enhancements,
new versions and new releases of the software provided by Motorola; and (iii)
may contain one or more items of software owned by a third party supplier. The
term "Software" does not include any third-party software provided under
separate license or third-party software not licensable under the terms of this
Schedule.
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Section 2 SCOPE

Motorola and Licensee enter into this Schedule in connection with Motorola's
delivery of certain proprietary Software or products containing embedded or pre-
loaded proprietary Software, or both. This Schedule contains the terms and
conditions of the license Motorola is providing to Licensee, and Licensee’s use of
the Software and Documentation.

Section 3 GRANT OF LICENSE

3.1. Subject to the provisions of this Schedule and the payment of applicable
license fees, Motorola grants to Licensee a personal, limited, non-transferable
(except as permitted in Section 7) and non-exclusive license under Motorola’s
copyrights and Confidential Information (as defined in the Primary Agreement)
embodied in the Software to use the Software, in object code form, and the
Documentation solely in connection with Licensee's use of the Designated
Products. This Schedule does not grant any rights to source code.

3.2. If the Software licensed under this Schedule contains or is derived from Open
Source Software, the terms and conditions governing the use of such Open
Source Software are in the Open Source Software

Licenses of the copyright owner and not this Schedule. If there is a conflict
between the terms and conditions of this Schedule and the terms and conditions
of the Open Source Software Licenses governing Licensee’s use of the Open
Source Software, the terms and conditions of the license grant of the applicable
Open Source Software Licenses will take precedence over the license grants in
this Schedule. If requested by Licensee, Motorola will use commercially
reasonable efforts to: (i) determine whether any Open Source Software is
provided under this Schedule; (ii) identify the Open Source Software and provide
Licensee a copy of the applicable Open Source Software License (or specify
where that license may be found); and, (iii) provide Licensee a copy of the Open
Source Software source code, without charge, if it is publicly available (although
distribution fees may be applicable).

Section 4 LIMITATIONS ON USE

4.1. Licensee may use the Software only for Licensee's internal business
purposes and only in accordance with the Documentation. Any other use of the
Software is strictly prohibited.
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4.2. Licensee will not, and will not allow or enable any third party to: (i) reverse
engineer, disassemble, peel components, decompile, reprogram or otherwise
reduce the Software or any portion to a human perceptible form or otherwise
attempt to recreate the source code; (ii) modify, adapt, create derivative works
of, or merge the Software; (iii) copy, reproduce, distribute, lend, or lease the
Software or Documentation to any third party, grant any sublicense or other rights
in the Software or Documentation to any third party, or take any action that would
cause the Software or Documentation to be placed in the public domain; (iv)
remove, or in any way alter or obscure, any copyright notice or other notice of
Motorola's proprietary rights; (v) provide, copy, transmit, disclose, divulge or
make the Software or Documentation available to, or permit the use of the
Software by any third party or on any machine except as expressly authorized by
this Schedule; or (vi) use, or permit the use of, the Software in a manner that
would result in the production of a copy of the Software solely by activating a
machine containing the Software. Licensee may make one copy of Software to
be used solely for archival, back-up, or disaster recovery purposes; provided that
Licensee may not operate that copy of the Software at the same time as the
original Software is being operated. Licensee may make as many copies of the
Documentation as it may reasonably require for the internal use of the Software.

4.3. Unless otherwise authorized by Motorola in writing, Licensee will not, and will
not enable or allow any third party to: (i) install a licensed copy of the Software
on more than one unit of a Designated Product; or (ii) copy onto or transfer
Software installed in one unit of a Designated Product onto one other device.
Licensee may temporarily transfer

Software installed on a Designated Product to another device if the Designated
Product is inoperable or malfunctioning, if Licensee provides written notice to
Motorola of the temporary transfer and identifies the device on which the Software
is transferred. Temporary transfer of the Software to another device must be
discontinued when the original Designated Product is returned to operation and
the Software must be removed from the other device. Licensee must provide
prompt written notice to Motorola at the time temporary transfer is discontinued.

4.4. When using Motorola's Radio Service Software ("RSS"), Licensee must
purchase a separate license for each location at which Licensee uses RSS.
Licensee's use of RSS at a licensed location does not entitle Licensee to use or
access RSS remotely. Licensee may make one copy of RSS for each licensed
location. Licensee shall provide Motorola with a list of all locations at which
Licensee uses or intends to use RSS upon Motorola’s request.

4.5. Licensee will maintain, during the term of this Schedule and for a period of
two years thereafter, accurate records relating to this license grant to verify
compliance with this Schedule. Within thirty (30) days of Contractor’s request, but
no more than once per year, the State shall provide a written certification of its
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compliance with the terms of this Agreement. Payment to correct any non-
compliances related to an audit finding shall be Contractor’s sole and exclusive
remedy to cure audit compliance issues.

Section 5 OWNERSHIP AND TITLE

Motorola, its licensors, and its suppliers retain all of their proprietary rights in any
form in and to the Software and Documentation, including, but not limited to, all
rights in patents, patent applications, inventions, copyrights, trademarks, trade
secrets, trade names, and other proprietary rights in or relating to the Software
and Documentation (including any corrections, bug fixes, enhancements,
updates, modifications, adaptations, translations, de-compilations,
disassemblies, emulations to or derivative works from the Software or
Documentation, whether made by Motorola or another party, or any
improvements that result from Motorola’s processes or, provision of information
services). No rights are granted to Licensee under this Schedule by implication,
estoppel or otherwise, except for those rights which are expressly granted to
Licensee in this Schedule. All intellectual property developed, originated, or
prepared by Motorola in connection with providing the Software, Designated
Products, Documentation or related services, remains vested exclusively in
Motorola, and Licensee will not have any shared development or other
intellectual property rights.

Section 6 LIMITED WARRANTY; DISCLAIMER OF WARRANTY

6.1. The commencement date and the term of the Software warranty will be a
period of ninety (90) days from Motorola's shipment of the Software (the
"Warranty Period"). If Licensee is not in breach of any of its obligations under this
Schedule, Motorola warrants that the unmodified Software, when used properly
and in accordance with the Documentation and this Schedule, will be free from a
reproducible defect that eliminates the functionality or successful operation of a
feature critical to the primary functionality or successful operation of the Software.
Whether a defect occurs will be determined by Motorola solely with reference to
the Documentation. Motorola does not warrant that Licensee’s use of the
Software or the Designated Products will be uninterrupted, error-free, completely
free of Security Vulnerabilities, or that the Software or the Designated Products
will meet Licensee’s particular requirements. Motorola makes no representations
or warranties with respect to any third-party software included in the Software.

6.2 Licensee’s exclusive remedy under this warranty (in conjunction with the
State’s right to terminate this Contract for breach, where applicable, and any
remedy set forth in the Service Level Agreement) is to use reasonable efforts to
remedy any material Software defect covered by this warranty. These efforts will
involve either replacing the media or attempting to correct significant,
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demonstrable program or documentation errors or Security Vulnerabilities. If
Motorola cannot correct the defect within a reasonable time, then at Motorola’s
option, Motorola will replace the defective Software with functionally equivalent
Software, license to Licensee substitute Software which will accomplish the same
objective or terminate the license and refund the Licensee’s paid license fee.

6.3. Warranty claims are described in the Primary Agreement.

6.4. The express warranties set forth in this Section 6 are in lieu of, and Motorola
disclaims, any and all other warranties (express or implied, oral or written) with
respect to the Software or Documentation, including, without limitation, any and
all implied warranties of condition, title, merchantability, or fitness for a particular
purpose or use by Licensee (whether or not Motorola knows, has reason to know,
has been advised, or is otherwise aware of any such purpose or use), whether
arising by law, by reason of custom or usage of trade, or by course of dealing. In
addition, Motorola disclaims any warranty to any person other than Licensee with
respect to the Software or Documentation.

Section 7 TRANSFERS

Licensee will not transfer the Software or Documentation to any third party without
Motorola's prior written consent. Motorola’s consent may be withheld at its
discretion and may be conditioned upon transferee paying all applicable license
fees and agreeing to be bound by this Schedule. If the Designated Products are
Motorola's radio products and Licensee transfers ownership of the Motorola radio
products to a third party, Licensee may assign its right to use the Software (other
than RSS and Motorola's FLASHport® software) which is embedded in or
furnished for use with the radio products and the related Documentation; provided
that Licensee transfers all copies of the Software and Documentation to the
transferee, and Licensee and the transferee sign a transfer form to be provided
by Motorola upon request, obligating the transferee to be bound by this Schedule.

Section 8 TERM

8.1 Licensee’s right to use the Software and Documentation will begin when the
Primary Agreement is signed by both parties and will continue for the life of the
Designated Products with which or for which the Software and Documentation
have been provided by Motorola unless Licensee breaches Section 4.1, 4.2, or
4.3 of this Agreement, in which case this Agreement and Licensee’s right to use
the Software and Documentation may be terminated after written notice from
Motorola and the Licensee’s failure to cure such breach within seven (7) business
days of its receipt of the written notice.
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Section 9 GENERAL

9.1 COPYRIGHT NOTICES. The existence of a copyright notice on the
Software will not be construed as an admission or presumption of publication of
the Software or public disclosure of any trade secrets associated with the
Software.

9.2 SECURITY. Motorola uses reasonable means in the design and writing of its
own Software and the acquisition of third-party Software to limit Security
Vulnerabilities. While no software can be guaranteed to be free from Security
Vulnerabilities, if a Security Vulnerability is discovered, Motorola will take the
steps set forth in Section 6 of this Agreement.
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

SCHEDULE E- SOFTWARE SUPPORT POLICY

This document defines specific support availability and timelines for Motorola Solutions
ASTRO® 25 and Dimetra systems.

Support Periods: The standard support period begins when a system software release
is first made available to the market. From that date, the standard support period for the
software release is four years, referred to as Year 1 to Year 4 or Y1 to Y4. The
extended support period is from year 5 to year 7 or Y5 to Y7. Depending on the support
option, the End of Support (EoS) period is from either year 5 or year 8 and into the
future. These support periods are not affected by the purchase date, shipment date or
acceptance date of a system for a given software release.

A. Standard support period: Motorola Solutions will support the given software
release in the following manner:
1. Support Service Availability

a. Period: Y1 through Y4 from initial market availability of the
softwarerelease

b. All Support Services available
2. Software Defect Repair / Patching
a. Period: Y1 through Y2

b. Qualified Severity 1 and Severity 2 incidents that result in product
defect fixes will be made available to the customer. Some defects
may require an upgrade to a more current release to resolve.

c. Period: Y3 through Y4

d. Qualified Severity 1 incidents that result in product defect fixes will
be made available to the customer. Some defects may require an
upgrade to a more current release to resolve.

3. Security Services
a. Period: Y1 through Y4

b. All Security Services available (Security Monitoring and Security
Update Service)

4. System Expansion
a. Period: Y1 through Y4
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b. Full system expansion available including subscribers, sites,
consoles, base stations and radio system Customer Enterprise
Network (CEN) additions.

B. Extended Support Period: Applies to software releases that have reached the
end of Standard Support. Motorola Solutions continues to provide support on
such products as specified below. Extended Support includes:

1. Support Service Availability
a. Period: Y5 through Y7
b. All Support Services available through pricing of these services will
be escalated.
2. Software Defect Repair / Patching
a. Period: Y5 through Y7
b. Defect Repair: Not available
3. Security Services
a. Period: Y5 through Y7
b. Security Services - Not available
4. System Expansion
a. Period: Y5 through Y7

b. Infrastructure expansions are not available. System Expansion is
limited to subscribers only. Some features on the subscribers may
not function due to Infrastructure expansions no longer being
available.

C. End of Support Period: Applies to software releases that have reached the end
of Extended Support. Support for older software versions will no longer be
available. End of Support includes:

1. Support Service Availability and Pricing
a. Period: Y8 and later
b. Support Services - Not Available
2. Software Patching
a. Period: Y5 and later
b. Defect Repair - Not Available
c. Security Services - Not Available
3. System Expansion
a. Period: Y5 and later

b. Infrastructure expansions are not available. System Expansion is
limited to subscribers only. Some features on the subscribers may
not function due to Infrastructure expansions no longer being
available.

160




e
MA# 190000001544 ‘

Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

SCHEDULE F
Federal Provisions Addendum

The provisions in this addendum may apply if the purchase will be paid for in whole or in
part with funds obtained from the federal government. If any provision below is not
required by federal law for this Contract, then it does not apply and must be
disregarded. If any provision below is required to be included in this Contract by federal
law, then the applicable provision applies, and the language is not negotiable. If any
provision below conflicts with the State’s terms and conditions, including any
attachments, schedules, or exhibits to the State’s Contract, the provisions below take
priority to the extent a provision is required by federal law; otherwise, the order of
precedence set forth in the Contract applies. Hyperlinks are provided for convenience
only; broken hyperlinks will not relieve Contractor from compliance with the law.

1. Federally Assisted Construction Contracts. If this contract is a “federally
assisted construction contract” as defined in 41 CRF Part 60-1.3, and except
as otherwise may be provided under 41 CRF Part 60, then during performance of
this Contract, the Contractor agrees as follows:

(1) The Contractor will not discriminate against any employee or applicant for
employment because of race, color, religion, sex, sexual orientation, gender identity,
or national origin. The Contractor will take affirmative action to ensure that applicants
are employed, and that employees are treated during employment without regard to
their race, color, religion, sex, sexual orientation, gender identity, or national origin.
Such action shall include, but not be limited to the following:

Employment, upgrading, demotion, or transfer; recruitment or recruitment
advertising; layoff or termination; rates of pay or other forms of compensation; and
selection for training, including apprenticeship. The Contractor agrees to post in
conspicuous places, available to employees and applicants for employment, notices
to be provided setting forth the provisions of this nondiscrimination clause.

(2) The Contractor will, in all solicitations or advertisements for employees placed by or
on behalf of the Contractor, state that all qualified applicants will receive
consideration for employment without regard to race, color, religion, sex, sexual
orientation, gender identity, or national origin.

(3) The Contractor will not discharge or in any other manner discriminate against any
employee or applicant for employment because such employee or applicant has
inquired about, discussed, or disclosed the compensation of the employee or
applicant or another employee or applicant. This provision shall not apply to
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instances in which an employee who has access to the compensation information of
other employees or applicants as a part of such employee's essential job functions
discloses the compensation of such other employees or applicants to individuals who
do not otherwise have access to such information, unless such disclosure is in
response to a formal complaint or charge, in furtherance of an investigation,
proceeding, hearing, or action, including an investigation conducted by the employer,
or is consistent with the Contractor's legal duty to furnish information.

(4) The Contractor will send to each labor union or representative of workers with which
he has a collective bargaining agreement or other contract or understanding, a
notice to be provided advising the said labor union or workers' representatives of the
Contractor's commitments under this section, and shall post copies of the notice in
conspicuous places available to employees and applicants for employment.

(5) The Contractor will comply with all provisions of Executive Order 11246 of

September 24, 1965, and of the rules, regulations, and relevant orders of the Secretary

of Labor.

(6) The Contractor will furnish all information and reports required by Executive Order
11246 of September 24, 1965, and by rules, regulations, and orders of the Secretary of
Labor, or pursuant thereto, and will permit access to his books, records, and accounts
by the administering agency and the Secretary of Labor for purposes of investigation to
ascertain compliance with such rules, regulations, and orders.

In the event of the Contractor's noncompliance with the nondiscrimination clauses of this
contract or with any of the said rules, regulations, or orders, this Contract may be
canceled, terminated, or suspended in whole or in part and the Contractor may be
declared ineligible for further Government contracts or federally assisted construction
contracts in accordance with procedures authorized in Executive Order 11246 of
September 24, 1965, and such other sanctions may be imposed and remedies invoked
as provided in Executive Order 11246 of September 24, 1965, or by rule, regulation, or
order of the Secretary of Labor, or as otherwise provided by law.

(7) The Contractor will include the portion of the sentence immediately preceding
paragraph (1) and the provisions of paragraphs (1) through (8) in every subcontract or
purchase order unless exempted by rules, regulations, or orders of the Secretary of
Labor issued pursuant to section 204 of Executive Order 11246 of September 24, 1965,
so that such provisions will be binding upon each subcontractor or vendor. The
Contractor will take such action with respect to any subcontract or purchase order as the
administering agency may direct as a means of enforcing such provisions, including
sanctions for noncompliance:

Provided, however, that in the event a Contractor becomes involved in, or is threatened
with, litigation with a subcontractor or vendor as a result of such direction by the
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administering agency, the Contractor may request the United States to enter into such
litigation to protect the interests of the United States.

2. Davis-Bacon Act (Prevailing Wage)

a.

If applicable, the Contractor (and its Subcontractors) for prime construction
contracts in excess of $2,000 must comply with the Davis-Bacon Act (40 USC
3141-3148) as supplemented by Department of Labor regulations (29 CFR Part
5, “Labor Standards Provisions Applicable to Contracts Covering Federally
Financed and Assisted Construction”).

The Contractor (and its Subcontractors) shall pay all mechanics and laborers
employed directly on the site of the work, unconditionally and at least once a
week, and without subsequent deduction or rebate on any account, the full
amounts accrued at time of payment, computed at wage rates not less than those
stated in the advertised specifications, regardless of any contractual relationship
which may be alleged to exist between the Contractor or subcontractor and the
laborers and mechanics;

The Contractor will post the scale of wages to be paid in a prominent and easily
accessible place at the site of the work;

There may be withheld from the Contractor so much of accrued payments as the
contracting officer considers necessary to pay to laborers and mechanics
employed by the Contractor or any Subcontractor on the work the difference
between the rates of wages required by the Contract to be paid laborers and
mechanics on the work and the rates of wages received by the laborers and
mechanics and not refunded to the Contractor or Subcontractors or their agents.
3.Copeland “Anti-Kickback” Act. If applicable, the Contractor must comply with
the Copeland “Anti-Kickback” Act (40 USC 3145), as supplemented by
Department of

Labor regulations (29 CFR Part 3, “Contractors and Subcontractors on Public
Building or Public Work Financed in Whole or in Part by Loans or Grants from the
United States”), which prohibits the Contractor and subrecipients from inducing,
by any means, any person employed in the construction, completion, or repair of
public work, to give up any part of the compensation to which he or she is
otherwise entitled.

4. Contract Work Hours and Safety Standards Act. If the Contract is in excess of

$100,000 and involves the employment of mechanics or laborers, the
Contractor must comply with 40 USC 3702 and 3704, as supplemented by
Department of Labor regulations (29 CFR Part 5), as applicable.

5. Rights to Inventions Made Under a Contract or Agreement. If the Contract is
funded by a federal “funding agreement” as defined under 37 CFR §401.2 (a) and
the recipient or subrecipient wishes to enter into a contract with a small business firm
or nonprofit organization regarding the substitution of parties, assignment or
performance of experimental, developmental, or research work under that “funding
agreement,” the recipient or subrecipient must comply with 37 CFR Part
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401, “Rights to Inventions Made by Nonprofit Organizations and Small Business
Firms Under Government Grants, Contracts and Cooperative Agreements,” and
any implementing regulations issued by the awarding agency.
. Clean Air Act. If this Contract is in excess of $150,000, the Contractor must comply
with all applicable standards, orders, and regulations issued under the Clean Air Act
(42 USC 7401-7671q) and the Federal Water Pollution Control Act (33 USC 1251-
1387). Violations must be reported to the federal awarding agency and the regional
office of the Environmental Protection Agency.
. Debarment and Suspension. A “contract award” (see 2 CFR 180.220) must not be
made to parties listed on the government-wide exclusions in the System for Award
Management (SAM), in accordance with the OMB guidelines at 2 CFR 180 that
implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3
CFR part 1989 Comp., p. 235), “Debarment and Suspension.” SAM

Exclusions contains the names of parties debarred, suspended, or otherwise

excluded by agencies, as well as parties declared ineligible under statutory or

regulatory authority other than Executive Order 12549.
. Byrd Anti-Lobbying Amendment. If this Contract exceeds $100,000, Contractors
and the Contractor must file the certification required under 31 USC 1352.
. Procurement of Recovered Materials. Under 2 CFR 200.322, a non-Federal entity
that is a state agency or agency of a political subdivision of a state and its
contractors must comply with section 6002 of the Solid Waste Disposal Act, as
amended by the Resource Conservation and Recovery Act. The requirements of
Section 6002 include procuring only items designated in guidelines of the
Environmental Protection Agency (EPA) at 40 CFER part 247 that contain the highest
percentage of recovered materials practicable, consistent with maintaining a
satisfactory level of competition, where the purchase price of the item exceeds
$10,000 or the value of the quantity acquired during the preceding fiscal year
exceeded $10,000; procuring solid waste management services in a manner that
maximizes energy and resource recovery; and establishing an affirmative
procurement program for procurement of recovered materials identified in the EPA
guidelines.

Byrd Anti-Lobbying Certification

The following certification and disclosure regarding payments to influence certain federal
transactions are made under FAR 52.203-11 and 52.203-12 and 31 USC 1352, the
“Byrd Anti-Lobbying Amendment.” Hyperlinks are provided for convenience only; broken
hyperlinks will not relieve Contractor from compliance with the law.

1. FAR 52.203-12, “Limitation on Payments to Influence Certain Federal
Transactions” is hereby incorporated by reference into this certification.
2. The Contractor, by submitting its proposal, hereby certifies to the best of his or
her knowledge and belief that:
a. No federal appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of
any agency, a member of Congress, an officer or employee of Congress,
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or an employee of a member of Congress on his or her behalf in
connection with the awarding of any federal contract, the making of any
federal grant, the making of any federal loan, the entering into of any
cooperative agreement, and the extension, continuation, renewal,
amendment or modification of any federal contract, grant, loan, or
cooperative agreement;

b. If any funds other than federal appropriated funds (including profit or
fee received under a covered federal transaction) have been paid, or will
be paid, to any person for influencing or attempting to influence an officer
or employee of any agency, a member of Congress, an officer or
employee of Congress, or an employee of a member of Congress on his
or her behalf in connection with this solicitation, the Contractor must
complete and submit, with its proposal, OMB standard form LLL,
Disclosure of Lobbying Activities, to the Solicitation Manager; and

c. He or she will include the language of this certification in all subcontract
awards at any tier and require that all recipients of subcontract awards in
excess of $150,000 must certify and disclose accordingly.

3. This certification is a material representation of fact upon which reliance is placed
at the time of Contract award. Submission of this certification and disclosure is a
prerequisite for making or entering into this Contract under 31 USC 1352. Any
person making an expenditure prohibited under this provision or who fails to file
or amend the disclosure form to be filed or amended by this provision is subject
to a civil penalty of not less than $10,000, and not more than $100,000, for each
such failure.

Signed by:

Robert Rummel, Motorola Solutions Sales & Services Inc. Vice President
Motorola Solutions Inc.

Date:
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Michigan’s Public Safety Communications System (MPSCS) Continued System
Updates, Equipment Maintenance and Upgrades, and Ancillary Systems
Products

SCHEDULE G
System Configuration

System at Contract Initiation Including Contracted/Anticipated Integrations
through 2025

Master Site Configuration

System Level Features -

Security Configuration -
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Dispatch Site Configuration

Third Party Elements[g2]
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Contracted Integrations Scheduled for 10/1/19 through 12/31/2025 with Scope
Defined by the Final Accepted Detailed Design Plan as of 10/1/19

ENTITY

Branch

Calhoun County

CCE

Dearborn

Detroit

Eaton County

Ingham County

losco County

Jackson County

Kent County

Lenawee County

MPSCS NCC Logging

MSU RCM

Muskegon County

NCC Backup

Newago County

Northville Township

Oakland County

Ottawa Site

Saginaw Chippewa

St. Clair County

St. Joseph County

Wolverine Power

University of Michigan
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