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INITIAL EFFECTIVE DATE | INITIAL EXPIRATION DATE | INITIAL AVAILABLE OPTIONS |  =XPIRATION DATE
October 1, 2019 December 31, 2029 0 - 0 Months December 31, 2029
PAYMENT TERMS DELIVERY TIMEFRAME
Net 45 As per Delivery Order.
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
P-Card [] Direct Voucher (PRC) [] Other Yes [] No

MINIMUM DELIVERY REQUIREMENTS
No Minimum Delivery Requirements.

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE
L L
CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE
$211,232,622.44 $0.00 $211,232,622.44




DESCRIPTION
Effective May 2, 2025, the parties agree to the following revisions to Section 1.3. Phase Ill - Cutover of
the Schedule L, Statement of Work and corresponding pricing schedule. These products and services
will be added utilizing existing funds for MSP use:

Work is divided into the following Sections and Costs/Credits:

1. MSP shall return the following equipment to Motorola Solutions resulting in a credit of $83,526.18:
> 04000-94331 Router ISR4331-SEC/K9 (qty 6) ($7,723 ea) = $46,338.00
> 04000-14329 WARR 4331 SEC/K9 24X7 5YR (qty 6) ($1,351/ea x 4yrs) = $32,424.00
> 809800-00199 Router CFG Fee (qty 6) ($794.03/ea) = $4,764.18
2. MSP is adding the following Equipment and Services:
> Equipment costs totaling $52,666.16:
= 03800-07705 Router Nokia 7705 SAR-AX W/5YER SPT (Qty 4 $12,174/ea) =
$48,696.00
» 809800-00199 Router CFG Fee (qty 4) ($794.03/ea) = $3,176.12.00
= 809800-00200 CFG Network Device (qty 4) ($198.51/ea) = $794.04
o Managed Services costs totaling $12,294.04:
» 870891-66403 M&R Network/IP License (qty 4) ($117.91/ea) = $471.64
» 809800-16347 M&R IP Device SRVC 5YR (qty 4) ($2,955.60/ea) = $11,822.40
o VESTA Services costs totaling $37,966.00:
= 809800-17009 Field ENG Direct-Standard (qty 160) ($112.50/ea) = $18,000.00
= 809800-51013 Project Management - Support (qty 2) ($1,983/ea) = $3,966.00
= 809800-00128 NTWK INFRA Remote SCVS (qty 64) ($250/ea) = $16,000.00

Total Cost for Additional Equipment and Services = $102,926.20
Applied Incentive = -$25,731.55

Return Equipment Credit = -$83.526.18

Total Cost Remaining = Credit ($6,331.53)

All other terms, conditions, specifications and pricing remain the same. Per Vendor and agency
agreement and DTMB Central Procurement Services approval.
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DESCRIPTION

Effective December 26, 2024, the parties agree to add Schedule A - Attachment 12 - Statement of
Work for ASTRO and PremierOne Managed Detection & Response, Schedule B.3. - Pricing, Schedule
R -Professional Services Addendum, and Schedule S - Data Processing Addendum as attached, which
detail products and services necessary for the protection of the Michigan public safety network. These
products and services will be added utilizing existing funds for MPSCS use.

Work is divided into the following Sections and costs:
Operational Costs

1. ASTRO Managed Detection and Response w/ATI: $1,564,115.80
2. PremierOne MDR: $36,687.04
3. ASTRO Support Services, Dispatch & Onsite Support: $282,494.74

System Integration Costs

1. System Integration, Hardware, EDR Licensing & Training: $1,122,861.35
2. Juniper Intrusion Detection Credit: $120,000.00

Professional Services
1. NIST 800-53r5 SSP: $340,720.00
Total Project Cost: $3,226,878.93

All other terms, conditions, specifications and pricing remain the same. Per Contractor and agency
lagreement and DTMB Central Procurement Services approval.
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SCHEDULE A — ATTACHMENT 12 - STATEMENT
OF WORK

Contract No. 190000000154
ASTRO and PremierOne Managed Detection & Response and Professional Services
BACKGROUND

The Michigan Public Safety Communications System (MPSCS) was established to provide a unified,
Statewide radio communications system which may be utilized by all emergency entities that wish
to use it statewide. This Contract covers all of the Statements of Work for the MPSCS in relation to
the ASTRO 25 public safety communications network. This includes annual maintenance and
support contract as well as new technology.

SCOPE

Under Change Notice No. 11 the MPSCS will be implementing Motorola Solutions proposed
infrastructure security Managed Detection Response (MDR) solution and professional services,
which will provide the ASTRO P25 public safety communications network with 24/7 monitoring
against threat and intrusion.

This Statement of Work Includes:
1. Service Onboarding
2. Infrastructure Readiness
3. System Buildout and Deployment
4. Monitoring “Turn Up”
5. Service Commencement
PROJECT OBJECTIVE

The Contractor must provide the following MDR and risk mitigation services as specified in
Schedule B.3., Pricing Additions:

e ASTRO MDR
e PremierOne MDR
e Professional Services

e On-Site Dispatch
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1. Solution Description- ASTRO MDR
1.1. Solution Overview

Motorola will provide access to our ActiveEye Security Platform, along with 24x7 support from
specialized security technologists, who will monitor your mission critical network against threat
and intrusion.

The following ASTRO® 25 MDR features and services are included:
1. ActiveEye Managed Detection and Response Elements
a. ActiveEye Security Management Platform
b. ActiveEye Remote Security Sensor (AERSS)
2. Service Modules
a. Log Collection/ Analytics
b. Network Detection
c. External Vulnerability Scanning
d. Endpoint Detection and Response

e. Advanced Threat Insights

3. 24/7 Monitoring and Support
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1.2. Service Description

Managed Detection and Response is performed by Motorola using the ActiveEye security platform.
The security analysts monitor for alerts 24x7x365. If a threat is detected, analysts will investigate
and initiate an appropriate Customer engagement. Customer engagements may include, but are
not limited to: requesting additional information from the Customer, continuing to monitor the
event for further development, or informing the Customer to enact the Customer’s documented
Incident Response plan.
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Analysts rely on monitoring elements to detect signs of a potential threat impacting the Customer’s
ASTRO 25 network and applicable Customer Enterprise Network (CEN) systems. These elements
are described below.

The MDR service includes the deployment and optimization of these elements into the Customer’s
network.

1.2.1. Managed Detection and Response Elements

This section and its subsections describe Managed Detection and Response elements, and their
applicability for specific infrastructure.

1.2.1.1. ActiveEye Security Platform

Motorola’s ActiveEye security platform collects and analyzes security event streams from ActiveEye
Remote Security Sensors (AERSS) in the Customer’s ASTRO 25 network and applicable CEN
systems, using security orchestration and advanced analytics to identify the most important
security events from applicable systems. The ActiveEye platform is provided in the English
language.

The platform automates manual investigation tasks, verifies activity with external threat intelligence
sources, and learns what events will require rapid response action.

The Customer will receive access to the ActiveEye platform as part of this service. ActiveEye will
serve as a single interface to display system security information. Using ActiveEye, the Customer
will be able to configure alerts and notifications, review security data, and perform security
investigations.

Applies to included ASTRO 25 RNI, CEN, and Control Room CEN infrastructure.
1.2.1.2. ActiveEye Managed Security Portal

The ActiveEye Managed Security Portal will synchronize security efforts between the Customer and
Motorola. From this central point, the Customer will be able to view threat insights, event
investigations, security reports, threat advisories, and status of any security cases.

Ak security Advisories

Figure 1-1: ActiveEye Portal
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Dashboard

Key information in the ActiveEye Portal is summarized on the dashboard. This dashboard provides
details about open alerts, an overview of alert categories, alert processing, key performance
indicators (KPI), open security cases, and recent threat advisories. Also, users can access more in-
depth information like security cases, alert details, alert trends, reports, and group
communications.

Security Cases

When the Customer and Motorola identify a threat, the analysts will create a security case. Through
the ActiveEye Portal, the Customer can view details of current or past cases.

Alert Details and Trends

Alerts can be evidence of a past, active, or developing threat. ActiveEye records relevant data for
each alert, enabling users to quickly view its triggers, systems it impacts, and any actions taken to
address the alert. ActiveEye Portal also provides tools for reviewing groups of alerts based on key
attributes or time periods. Attribute filters enable users to toggle which alert groups ActiveEye
Portal shows, helping to spot trends or threat activity. Users can also compare alert logs for specific
time periods to determine if specific trends are associated with a threat or are false positives.

Investigations and Reporting

ActiveEye Portalincludes robust ad hoc reporting capabilities, which will provide important,
additional information about active and historical threats. Users can share information outside of
ActiveEye Portal by downloading reports in .csv or .json format.

In addition to ad hoc reporting, ActiveEye Portal can provide a daily email summary and monthly
report. Daily email summaries can include alert counts, security cases opened or closed, saved
queries that have new data, and detailed endpoint security statistics. If needed, ActiveEye Portal
can send one or more summary emails with different content for different groups. Monthly reports
are available as a PDF download.

Security Advisories

Security Advisories are messages initiated from ActiveEye that share information on active threats
with the Customer’s security teams. These advisories guide security teams on how to best take
action against a threat and tell them where they can find further information.

Information Sharing

The ActiveEye Portal includes several functions for sharing information. Automatic security alerts
notify pre-defined contacts of incidents, based on incident priority. Other information sharing
functions include:

1. Bulletins - Instructions from the Customer, or the security team, that analysts reference
when creating security cases. These can communicate short-term situations where a
security case may not be needed, such as during testing or maintenance windows.
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2. Customer Notebook - The security team will use the Customer Notebook to document the
Customer’s environment and any specific network implementation details that will help the
security team investigate security cases.

3. Contact Procedures - Escalation procedures and instructions on who to contact if an
incident occurs. Contact procedures include instructions and procedures for specific
security incident levels. The security team and the Customer will jointly manage contact
procedures.

User Access

The ActiveEye Portal provides the ability to add, update, and remove user access. Every ActiveEye
user can save queries, customize reports, and set up daily email summaries.

1.2.1.3. ActiveEye Remote Security Sensor

One or more AERSS will be deployed into the ASTRO 25 network and if applicable to CEN
environments to deliver the service. These sensors monitor geo diverse sites for security events and
pass security information to the ActiveEyeS platform.

AERSS integrate the ActiveEye platform with network elements, enabling it to collect logs from
Syslog, as well as to analyze network traffic over port(s) and scan elements for vulnerabilities.

The following are the environmental requirements and specifications the Customer must provide to
prepare for the AERSS deployment.

Specifications Requirements

Rack Space 1U

Power Consumption (Max) 550 Watts (Redundant Power Supply)
Power Input 100-240V AC

Current 3.7A-7.4A

Circuit Breaker Qty. 2

Line Cord NEMA5-15P

Heat Dissipation (max) 2107 BTU/hr.

Internet Service Bandwidth Bandwidth throughout 10Mbps per zone

Applies to included ASTRO 25 RNI, CEN, and Control Room CEN infrastructure.
1.2.1.4. Internetworking Firewall

Motorola introduces a formalized and centralized Internet connection to the ASTRO® 25 system
using an Internetworking Firewall. The Internetworking Firewall serves as a security barrier and
demarcation point between a master site and the Internet (or a customer network leading to the
Internet). The Internetworking Firewall supports traffic for various ASTRO® 25 features that require
access to the Internet. The Internetworking Firewall sits between the Demilitarized Zone (DMZ) and
the Internet (or customer network leading to the Internet).

The following are the environmental requirements and specifications the Customer must provide to
prepare for the Internetworking Firewall deployment, if one is required.
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Specifications Requirements

Internet Service Bandwidth Bandwidth throughput 10 MB

High availability Internet Connection (99.99% (4-9s) or higher).
Packet loss < 0.5%.

Jitter <10 ms.

Delay <120 ms.

RJ45 Port Speed - Auto Negotiate

1.2.2. Service Modules

ActiveEye delivers service capability by integrating one or more service modules. These modules
provide ActiveEye analytics more information to correlate and a clearer vision of events on
Customer’s network. In addition, modules enable security teams and analysts to more easily
access and compare data from these disparate systems. The following subsections describe each
ActiveEye service module in detail.

1.2.2.1. Log Collection / Analytics

The AERSS deployed in the system collects logs and other security information from applicable
servers, workstations, switches, routers, and firewalls. This information is forwarded to the
ActiveEye platform, which uses advanced analytics to identify signs of security incidents. If it
identifies signs of a security incident, ActiveEye notifies the security team for further analysis.

Collected events will be stored in the ActiveEye Security Management Platform to enable historical
searching or threat hunting as needed. Some high volume, repetitive logs may be aggregated as
noted in the documentation. The default storage time period is one year, but no longer than 90 days,
following expiration or termination of the Agreement. A longer time period can be provided if
subscribed, see Table 1-3: Service Modules for subscription details.

1.2.2.2. Network Detection

The AERSS supports Network Detection, constantly monitoring traffic passing across, into, or out of
infrastructure. Network Detection analyzes traffic for signs of malicious activity in real time, and
performs packet level and flow level analysis to enable communications modeling. This
information is used to identify anomalous behavior that is not captured by pre-defined traffic
signatures, including traffic using encrypted connections. Network Detection forwards detected
suspicious activity to the security team for further analysis.

1.2.2.3. External Vulnerability Scanning

External Vulnerability Scanning is provided for the ASTRO® internet-facing, external network
interfaces. The scan is enabled from an internet cloud hosted service outside the ASTRO® network.
Discovery and vulnerability scans will be run quarterly or on a less frequent schedule defined with
the Customer.
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1.2.2.4. Endpoint Detection and Response

Endpoint Detection and Response (EDR) is an endpoint security agent that integrates with the
ActiveEye Security Management Platform to provide additional threat intelligence, investigation,
and response actions to optimize protection of critical systems.

EDR integration with ActiveEye accelerates investigations by making necessary information
available for analysts in a single platform where they can quickly access details of what caused an
alert, its context, and its history.

The platform enables analysts to initiate response actions (i.e. isolate host, ban or block a file hash,
terminate a process) on endpoints to respond to detection of verified malicious activity within the
system. Available responses are determined by the Customer’s security policies.

1.2.3. Motorola ASTRO Security Team

Motorola delivers Monitoring using one or more geographical locations. Those locations include any
centralized hardware and software used to deliver this Service and its service modules. The
security team and its centralized hardware and software are housed within an SSAE-18 compliant
data center.

Motorola’s security team is staffed with security experts who will use ActiveEye Security
Management Platform to monitor elements integrated by service modules. In addition, staff will
take advantage of their extensive experience to investigate and triage detected threats, and to
recommend responses to the Customer.

1.2.4. Advanced Threat Insights

With Advanced Threat Insights (ATI), Motorola provides continuous dark web monitoring, alerts and
notifications, customer risk reviews, organization-specific threat intelligence, and industry-level
threat intelligence. Trained security analysts will search the dark web looking for indications that
any of the Customer’s systems, customer user accounts in the monitored domain, or data sets
have been compromised. In addition, security analysts will search for evidence that the Customer’s
organization or primary applications may be the target of a threat actor campaign.

Motorola’s security analysts will develop threat reports and review them with the Customer.
Analysts perform threat intelligence gathering using a combination of automated and human
methods. They review threat intelligence findings during normal US business hours 8x5 on standard
US business days: Monday through Friday 8AM to 5PM local time, excluding US Holidays.

Dedicated Security Experts

Motorola maintains highly trained security experts skilled in monitoring the dark web and surface
web that will perform threat intelligence gathering on your behalf, alerting you to threats and
indications of compromise. With Advanced Threat Insights, you will have a named security analyst
to provide consistent knowledge and to be available for questions during regular business hours,
9AM-5PM ET.

Customer Risk Review
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Make staying informed on threats to your organization easier with monthly customer risk reviews.
Motorola security experts will walk the Customer through threat intelligence findings and provide
other information that may contextualize the threats the Customer faces.

Focused Agency Threat Intelligence Report

Reporting to key stakeholders in your organization is easy with a prepared customer threat
intelligence report tailored to your organization.

Public Safety Industry Threat Report

Stay current with threats that are facing the Public Safety industry at large with the Motorola Public
Safety Industry Threat Report.

Service Dependencies

Motorola’s Advanced Threat Insights is a premium level of the service coordinated with standard
operations for our Managed Detection and Response (MDR) customers. As such, ATI must be
purchased in combination with MDR Services for ASTRO systems.

2. ASTRO MDR
2.1. Overview

Motorola’s ASTRO® 25 MDR provides monitoring of radio network security information by
specialized security analysts with extensive experience working with ASTRO® 25 mission-critical
networks.

The following sections describe the deliverables of the service, its technologies, and service
obligations.

2.2. Description of Service
2.2.1. Deployment Timeline and Milestones

The following phase descriptions lay out the necessary deployment activities and milestones
required to achieve service readiness:

Phase 1: Service Onboarding

After contract signature, Motorola will schedule a service kick-off meeting with the Customer and
provide information-gathering documents. This kick-off meeting is conducted remotely at the
earliest, mutually available opportunity within 30 days of contract signing. Customer is to identify
and ensure participation of key team members in kickoff and project initiation activities.

The Customer will be provisioned onto the ActiveEye MDR portal and be able to configure key
contacts for interaction with the infrastructure security team. The portal will enable service
notifications, access to vulnerability scans and security advisories. The first external vulnerability
scan will be conducted and reported when approved by MPSCS. The Customer will receive
instructions for accessing the Incident Response (IR) teams within the first 30 days. Once access is
provisioned, the customer will receive any assistance required from the IR team.

Phase 2: Infrastructure Readiness
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Motorola will provide detailed requirements regarding Customer infrastructure preparation actions
at kick-off meeting. It is the Customer’s responsibility to accomplish all agreed upon infrastructure
preparations. It is Motorola’s responsibility to separately complete any obligated and/or agreed
infrastructure readiness tasks.

Phase 3: System Buildout and Deployment

Motorola Solutions will build and provision tools in accordance with the requirements of this
proposal and consistent with information gathered in earlier phases. Motorola Solutions will also
provide detailed requirements regarding Customer deployment actions. The Customer may be
required to deploy software and/or configurations in cases where Motorola Solutions does not
manage the device and does not have access or authorization to perform the installation.

Motorola Solutions will coordinate with the customer to identify and schedule mutually agreeable
maintenance windows where Motorola Solutions will perform integration of endpoint detection and
response agents at in-scope sites and Customer Enterprise Networks (CENSs). Integration of
endpoint detection and response agents within the zone core and dispatch sites will be scheduled
in conjunction with an ASTRO 25 system upgrade.

Phase 4: Monitoring “Turn Up”

Motorola will verify all in-scope assets are forwarding logs or events. Motorola will notify Customer
of any exceptions. Motorola will begin monitoring any properly connected in-scope sources after
the initial tuning period.

Phase 5: Tuning/Report Setup

Motorola will conduct initial tuning of the events and alarms in the service and conduct an
additional ActiveEye Portal training session.

Service Commencement

The Service will commence after provisional ATO has been approved by the DTMB and beneficial
use has been established.

In the case of a new ASTRO system, the Service willcommence in parallel to the commencement
date of the core ASTRO Service package “Turn Up” date. Motorola and the Customer will
collaborate to complete the additional deployment tasks.
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2.2.5. General Requirements

Motorola Responsibilities

1.

10.

Provide, maintain, and when necessary, repair under warranty hardware and software
required to monitor the ASTRO 25 network and applicable CEN systems Inclusive of the
AERSS and all software operating on it.

a. If the Centralized Event Logging feature is not installed on the Customer’s ASTRO 25
RNI, Motorola will install it as part of this service.

Coordinate with the Customer on any system changes necessary to integrate the AERSS
into the system and establish necessary connectivity.

Provide software and licenses to the Customer necessary to remotely monitor the ASTRO
25 network and applicable CEN environments.

Verify connectivity and monitoring is active prior to start of service.
Coordinate with the Customer to maintain Motorola service authentication credentials.

Monitor the Customer’s ASTRO 25 network and applicable CEN systems 24/7/365 for
malicious or unusual activity.

Integrate EDR agents as per the “Deployment Timeline and Milestones” section in all
network segments where endpoint detection and response is in scope.

a. Note that network segments with insufficient connectivity to support endpoint
detection and response will be considered out of scope for endpoint detection and
response. See Customer Responsibilities section 2.2.5.2 for bandwidth requirements.

b. Motorola will perform the installation of endpoint detection and response agents in the
RNI-DMZ CEN(s) for all Motorola managed devices that support endpoint detection and
response agents.

c. Motorola will support the customer with installing endpoint detection and response
agents in the RNI-DMZ CEN(s) for any device that supports endpoint detection and
response agents and is not Motorola Solutions managed.

Respond to security incidents in the Customer’s system in accordance with Section 2.3.6:
Incident Priority Level Definitions and Response Times. This may include, but is not limited
to, requesting additional information from the Customer, continuing to monitor the event for
further development or informing the Customer to enact the Customer’s documented
Incident Response plan.

Assist the Customer with identifying devices that support logging within the ASTRO 25
network and that applicable CEN systems have been configured to forward Syslog events to
the AERSS.

Assist the Customer with the installation of log forwarding agents on systems that are not
managed by Motorola. Note, Motorola will perform installation on all endpoints that are
managed by Motorola.
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11. Provide the Customer with access to the ActiveEye platform enabling Customer access to
security event and incident details.

12. Remove McAfee Anti-virus on all endpoints where Endpoint detection and response (EDR) is
installed

13. Install Endpoint detection and response (EDR) agents on all identified endpoints in the
system during a scheduled ASTRO upgrade phase.

14. Decommission Central Security Management Server once all endpoints have been
migrated from McAfee anti-virus to EDR.

15. Motorola will install EDR for re-imaged or re-installed endpoints during upgrade phases
until the end of the service agreement.

16. Motorola will update TNCT to accommodate Endpoint Detection and Response where
necessary. This includes firewall changes, ASTRO link modifications, and endpoint
configuration changes. Backhaul configuration changes are excluded.

MPSCS Responsibilities

1. The ASTRO25 MDR service requires a connection from the Customer’s ASTRO 25 network
and applicable CEN systems to the Internet. Establish connectivity with sufficient
bandwidth before service commences. Internet service bandwidth requirements are as
follows:

a. Bandwidth throughput of 1T0MB per zone core location.
b. Bandwidth at least 2Mbps per dispatch site location.
c. High availability Internet Connection (99.99% (4-9s) or higher)
d. Packetloss <0.5%
e. Jitter<10ms
f. Delay<120ms
g. RJ45 Port Speed - Auto Negotiate
2. Maintain an active subscription for:

a. Security Update Service (SUS) (or Remote Security Update Service), ensuring patches
and antivirus definitions are applied according to the release cadence of the service.

b. ASTRO Dispatch Service and ASTRO Infrastructure Response.

3. IfaControlRoom CEN is included, it will require a static gateway IP and sufficient capacity
on the switch (3 ports — 2 active connections and 1 mirror port). It is the Customer’s
responsibility or the contracted maintainer to install the AERSS device in the Control Room
CEN.

4. Allow Motorola continuous remote access to monitor the ASTRO 25 network and applicable
CEN systems. This includes keeping the connection active, providing passwords, and
working with Motorola to understand and maintain administration privileges.
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5. Provide continuous utility service(s) to any equipment installed or utilized at the Customer’s
premises to support service delivery and remote monitoring.

6. Provide Motorola with contact information necessary to complete the Customer Support
Plan (CSP). Notify the Customer’s Customer Support Manager (CSM) within two weeks of
any contact information changes.

7. Notify Motorola if any components are added to or removed from the environment as it may
be necessary to update or incorporate in Managed Detection and Response. Changes to
monitored components may result in changes to the pricing of the Managed Detection and
Response service.

8. As necessary, upgrade the ASTRO 25 system, on-site systems, and third-party software or
tools to supported releases.

9. Allow Motorola’s dispatched field service technicians physical access to monitoring
hardware when required.

10. Cooperate with Motorola and perform all acts that are required to enable Motorola to
provide the services described in this SOW.

11. Configure and maintain networking infrastructure physical and logical configuration to
mirror (typically via a port(s) on a switch) network traffic to the ActiveEye sensor for
applicable CEN systems.

12. Respond to security Incident Cases created by Motorola.
2.2.6. Service Modules

The following subsections describe the delivery of the service modules selected in Table 1-3:
Service Modules.

2.2.6.1. Log Analytics

The AERSS deployed in the system collects logs and other security information from applicable
servers, workstations, switches, routers, Network Detection, and firewalls. This information is
forwarded to the ActiveEye platform, which uses advanced analytics to identify signs of security
incidents. If it identifies signs of a security incident, ActiveEye notifies the security team for further
analysis.

Motorola Responsibilities

1. Consult with and advise the Customer on performing necessary system configurations to
direct log sources to the appropriate Remote Security Sensor.

2. The security team will consult with the Customer to identify appropriate log sources for the
level of threat detection desired in each environment.

MPSCS Responsibilities

1. Ifapplicable, configure customer-managed networking infrastructure to allow AERSS to
Communicate with ActiveEye as defined.
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2. If applicable, configure any Customer managed devices in the CEN to forward data to
ActiveEye.

Applies to included ASTRO 25 RNI, CEN, and Control Room CEN Infrastructure.
2.2.6.2. Network Detection

The AERSS deploys a Network Intrusion Detection System (NIDS), constantly monitoring traffic
passing across, into, or out of infrastructure. Network Detection analyzes traffic for signs of
malicious activity in real time and performs packet level and flow level analysis to enable
communications modeling. This information is used to identify anomalous behavior that is not
captured by pre-defined traffic signatures, including traffic using encrypted connections. Network
Detection forwards detected suspicious activity to the security team for further analysis.

Motorola Responsibilities
1. Work with the Customer to integrate AERSS.
2. Optimize the policies and configuration to tune out noise and highlight potential threats.

3. The security team consults with the Customer to identify the appropriate deployment of
Network Detection Service Components. The security team will monitor and update the
security policy of each sensor to tune out unnecessary alerting and flow monitoring so that
the system is optimized to detect true malicious activity.

MPSCS Responsibilities

1. If necessary, configure Customer’s networking infrastructure to allow AERSS to
communicate with ActiveEye as defined.

2. For Customer’s owned CEN infrastructure, configure and maintain networking
infrastructure physical and logical configuration to mirror (typically via a port(s) on a switch)
network traffic to the ActiveEye sensor.

3. Initiate recommended response actions when active attacks are detected.
Applies to included ASTRO 25 RNI, CEN, and Control Room CEN Infrastructure.
2.2.6.3. External Vulnerability Scanning

External Vulnerability Scanning is provided for the ASTRO® internet-facing, external network
interfaces. The scan is enabled from an internet cloud hosted service outside the ASTRO® network.
Discovery and vulnerability scans will be run quarterly or on a less frequent schedule defined with
the Customer.

The initial scan results will be discussed with the Customer during service onboarding. Subsequent
scans will be reviewed by a security analyst. If any new findings of interest surface, a ticket will be
created to communicate these findings with the customer defined contacts.

Motorola Responsibilities
1. Configure scans to match the Customer’s preferences for external scope.

2. Verify vulnerability scans are operating correctly.
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3. Make generated results available in the Customer’s ActiveEye portal.
4. Create ticket notifications for significant, new findings of interest.
MPSCS Responsibilities

1. During Service Onboarding kickoff, provide Motorola with the IP addresses and/or domain
names to be included in the external vulnerability scans.

2. In accepting this Statement of Work, the Customer authorizes Motorola to engage in
external vulnerability scans of internet-facing, external assets disclosed by the Customer.

3. Update Motorola with any changes to the IP addresses and/or domain names of the
internet-facing, external assets subject to the external vulnerability scans.

4. |Ifthe information required to enable vulnerability scanning of the internet-facing, external
assets is not provided initially or is not current at any time during the term, Motorola will
suspend scans until it is reasonably satisfied that it has been provided with the most
current information.

5. Review all quarterly vulnerability reports, and tickets of new findings.
6. Perform any remediation actions required to address identified vulnerabilities.
Applies to internet facing assets only.
2.2.6.4. Advanced Threat Insights

With Advanced Threat Insights, Motorola provides continuous dark web monitoring, alerts and
notifications, customer risk reviews, organization-specific threat intelligence and industry-level
threat intelligence. Trained security analysts will search the dark web looking for indications that
any of the Customer’s systems, customer user accounts in the monitored domain, or data sets
have been compromised. In addition, security analysts will search for evidence that the Customer’s
organization or primary applications may be the target of a threat actor campaign.

Motorola’s security analysts will develop threat reports and review them with the Customer.
Analysts perform threat intelligence gathering using a combination of automated and human
methods. They review threat intelligence findings during normal US business hours 8x5 on standard
U.S. business days: Monday through Friday 8 a.m. to 5 p.m. local time, excluding U.S. holidays.

There are four main aspects of this service:

1. Named Analyst — A dedicated analyst will work with the Customer to understand the
organization’s operating environment and architecture in more detail and depth. This
approach enables the analyst to provide detailed recommendations for improving the
Customer’s overall risk posture from a consistent single point of contact.

2. Proactive Threat Hunting — The analyst will dedicate time each month (humber of hours
dependent on subscription) to evaluate available threat intelligence and sensor information
(log analysis, EDR, NIDs, etc.) to identify areas of concern. This manual investigation can
uncover previously undetected threats that exist outside of the scope of typical security
alerting and provide a starting point for remediation and security recommendations to
improve the Customer’s overall security posture. The focus of this work can be directed by
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the customer toward the most critical assets or those assets most at risk given the threat
landscape at the time.

3. Surface, Deep, and Dark Web Insights — Risks go beyond the visible boundaries of the
organization. Monitoring for key assets on the surface, deep, and dark web provides
actionable insights into how the organization is being targeted and what assets are at risk,
such as lost or exposed credentials and sensitive data.

4. Monthly Summary and Discussion of Findings - The assigned analyst will present key
findings for the past month, discuss new threats to consider, and suggest any additional
security measures relevant to the Customer’s organization.

Motorola Responsibilities

1. Coordinate with the Customer to collect relevant information necessary to complete threat
intelligence searches on the dark web.

2. Deliver a monthly risk report detailing threat intelligence specific to the Customer.

3. Provide the Customer with a monthly public safety industry intelligence report detailing
threat intelligence related to the public safety community as a whole.

4. Hold recurring formal risk reviews with the Customer to evaluate threats facing the
Customer and intelligence discoveries. This review also serves as an opportunity to refine
the list of critical information the threat team needs to proactively search for.

5. Alert the Customer immediately when critical threats or information breaches are
discovered.

MPSCS Responsibilities

1. Coordinate with Motorola to maintain relevant information necessary to complete threat
intelligence searches on the dark web.

2. Obtain for Motorola all rights, if any, which may be necessary to permit requested threat
intelligence searches on the dark web.

Disclaimer

Scope of services do not include employee related investigative services, such as those that may
target any specific employees (or other individuals) or implicate privacy rights, alleged or suspected
internal conduct, or rights that may be protected or regulated by law, e.g. information bearing on an
individual’s character, general reputation, personal characteristics, mode of living, etc. Motorola
reserves the right to withhold from Customer any information deemed outside the scope of the
engagement or otherwise subject to legal restrictions and take any other action it deems to be
required by law.

Customer understands that some information shared with Customer through the Advanced Threat
Insights service will, by its nature, be unverifiable, will be delivered on an as-is basis, and may or
may not be correct. Customer agrees any information shared is for Customer’s governmental
purpose use only and shall not be further distributed by Customer.
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Motorola does not represent that it will identify, fully recognize, discover, or resolve all security
events or threats, system vulnerabilities, malicious codes or data, backdoors, or other system
threats or incompatibilities as part of the service, or that the agreed upon cadence/time of delivery
will be sufficient to identify, mitigate or prevent any cyber incident.

For subscribers of the Advanced Threat Insights service, Motorola disclaims any warranty and does
not guarantee to be able to locate all threat intelligence on the surface, deep or dark web. Motorola
will perform an expansive search but cannot cover every forum and information source.

2.2.6.5. Endpoint Detection and Response

Endpoint detection and response agents deployed on in-scope and supported Windows and Linux

hosts and servers throughout the system constantly monitor for indicators of compromise and feed
this information back to the ActiveEye Security Platform. The infrastructure security team monitors
this feed and is ready 24x7 to take action when a detection is made.

Motorola Responsibilities

1. Install and/or support the installation of endpoint detection and response agents on in
scope endpoints in the system as detailed in the “Deployment Timeline and Milestones”
section.

2. Monitor endpoint detection and response feeds for detections of indicators of compromise.

3. Inthe event of the detection of an indicator of compromise, perform detailed investigations
of the event.

4. Perthe customer’s security policies and defined incident response plan, alert and engage
the customer and potentially take an action to deploy a countermeasure to contain the
incident.

MPSCS Responsibilities

1. Work with Motorola Solutions to ensure that there is a documented incident response plan
that indicates how Motorola should engage with the customer in the event of a detection of
an indicator of compromise.

2. Provide and maintain contact information for a customer point of contact that can take
action or authorize Motorola to take action in the event of a detection of an indicator of
compromise.

Applies to in scope ASTRO 25 RNI, CEN and Control Room CEN infrastructure.
2.3. Monitoring and Support
2.3.1. Scope

Motorola delivers Monitoring using one or more facilities. The security team includes any
centralized hardware and software used to deliver this Service and its service modules. The
security team and its centralized hardware and software are housed within an SSAE-18 compliant
data center.
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Motorola’s security team is staffed with security experts who will use ActiveEye Security
Management Platform to monitor elements integrated by service modules. In addition, staff will
take advantage of their extensive experience to investigate, and triage detected threats, and to
recommend responses to the Customer. Customer supportis provided in the English language.

Motorola will start monitoring the ASTRO® 25 MDR service in accordance with Motorola processes
and procedures after deployment, as described in Section 2.2.1: Deployment Timeline and
Milestones.

The security team receives system-generated alerts 24x7 and provides the Customer with a toll-free
telephone number and email address for support requests, available 24x7. Support requests are
stored in a ticketing system for accountability and reporting. The security team will respond to
detected events in accordance with Section 2.3.6: Incident Priority Level Definitions and Response
Times.

2.3.2. Ongoing Infrastructure Security Team Service Responsibilities
Motorola Responsibilities
If a probable security incident is detected, provide phone and email support to:
1. Engage the Customer’s defined Incident Response Process.

2. Gatherrelevant information and attempt to determine the extent of compromise using
existing monitoring capabilities in place as part of the ASTRO 25 MDR service.

3. Analysis and support to help the Customer determine if the Customer’s corrective actions
are effective.

4. Continuous monitoring, in parallel with analysis, to supportincident response.
MPSCS Responsibilities

1. Provide Motorola with accurate and up-to-date information, including the name, email,
landline telephone numbers, and mobile telephone numbers for all designated, authorized
Customer escalation Points of Contact (PoC).

2. Provide a timely response to security incident tickets or investigation questions.

3. Notify Motorola at least 24 hours in advance of any scheduled maintenance, network
administration activity, or system administration activity that would affect Motorola’s ability
to perform the Managed Service, as described in this SOW.

2.3.3. Technical Support

ActiveEye Security Management Technical Support provides the Customer with a toll-free
telephone number and email address for ActiveEye Security Management support requests
available 24 hours a day, 7 days a week.

Motorola Responsibilities
1. Notify Customer of any scheduled maintenance or planned outages.

2. Provide technical support, security control, and service improvements related to ActiveEye.
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MPSCS Responsibilities

1. Provide sufficient information to allow Motorola technical support agents to diagnose and
resolve the issue.

Limitations and Exclusions

Technical support is limited to the implementation and use of the ActiveEye Security Management
platform and does not include use or implementation of third-party components.

2.3.4. Incident Response

An Indicator of Compromise (loC) is an observable event that Motorola Security Analysts have
determined will jeopardize the confidentiality, integrity, or availability of the system. Examples of
loC include ransomware or malicious use of PowerShell.

When an loC is observed, the Motorola infrastructure security team will engage with the customer
to investigate the issue, determine the extent of the compromise and contain the activity to the
extent possible with the Motorola security controls deployed within the environment. This expert
guidance is available upon contract signature and extends through MDR infrastructure deployment
phases and the term of the contract.

When an loC is observed by the Security Analyst, Motorola and Customer will be responsible for the
tasks defined in the following subsections.

Motorola Responsibilities

1. Upon the identification of an loC, notify the Customer's documented contact and initiate
the escalation plan.

2. Take documented, Customer approved actions in an attempt to contain an loC to the extent
enabled via Motorola managed technology. Communicate to the Customer any additional
potential containment actions and incident response resources that can be taken across
the Customer’s managed IT infrastructure.

3. Perform investigation using the ActiveEye Managed Detection and Response integrated and
enabled data sources in an initial attempt to determine the extent of an loC.

4. Document and share loC and artifacts discovered during investigation. Motorola services
exclude performing on-site data collection or official forensic capture activities on physical
devices.

MPSCS Responsibilities

1. Maintain one named PoC to coordinate regular team discussions and organize data
collection and capture across the Customer and Motorola teams.

2. If determined to be required by Customer, contract an Incident Response service provider
to perform procedures beyond the scope of this Agreement such as forensic data capture,
additional malware removal, system recovery, ransomware payment negotiation, law
enforcement engagement, insurance provider communications, identify patient zero, etc.
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2.3.5. Event Response and Notification

Motorola will analyze events created and/or aggregated by the Service, assess their type, and notify
the Customer in accordance with the following table.

Table 2-1: Event Handling

Event Type Details Notification Requirement
False Positive or Any event(s) determined by None
Benign Motorola Solutions to not likely

have a negative security impact on
the organization.

Event of Interest Any event(s) determined by Escalate to Customer in accordance
(EOI) Motorola Solutions to likely have a | with routine notification procedure.
negative security impact on the

T Escalate in accordance with urgent
organization.

notification procedure when
required by agreed-upon thresholds
and security team analysis.

Notification procedures are included
in Table 2-2: Notification

Procedures.
Notification
Table 2-2 Notification Procedures
Notification Details
Procedure

The means, addresses, format, and desired content (within the
capabilities of the installed technology) for Events of Interest. These can
be formatted for automated processing, e.g., by ticketing systems.
Additional, optional means and addresses for notifications of Events of
Interest that require urgent notification. These usually include telephone
notifications.

Routine Notification
Procedure

Urgent Notification
Procedure

Motorola will notify the Customer according to the escalation and contact procedures defined by
the Customer and Motorola during the implementation process.

Tuning

Motorola will assess certain events to be environmental noise, potentially addressable
configuration issues in the environment, or false positives. Motorola may recommend these be
addressed by the Customer to preserve system and network resources.

Motorola will provide the Customer with the ability to temporarily suppress alerts reaching
ActiveEye, enabling a co-managed approach to tuning and suppressing events or alarms. The
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security team may permanently suppress particular alerts and alarms if not necessary for
actionable threat detection.

Tuning Period Exception

The tuning period is considered to be the first 30 days after each service module has been
confirmed deployed and configured and starts receiving data. During the tuning period, Motorola
may make recommendations to the Customer to adjust the configurations of their installed
software so Services can be effectively delivered. Service Availability will not be applicable during
the tuning period and responses or notifications may not be delivered. However, Motorola will
provide responses and notifications during this period.

Motorola may continue to recommend necessary tuning changes after this period, with no impact
on Service Availability.

2.3.6. Incident Priority Level Definitions and Response Times

Priority for an alert-generated incident or EOl is determined by the ActiveEye Platform analytics that
process multiple incoming alert feeds, automation playbooks, and security analyst knowledge.

Incident

. . Incident Definition Notification Time
Priority
CriticalP1 | Security incidents that have caused or are Response provided 24
suspected to have caused significant damage to hours, 7 days a week,

the functionality of Customer’s ASTRO 25 system or | including US public
information stored within it. Effort to recover from holidays.
the incident may be significant.

Examples:

¢ Malware that is not quarantined by anti-
virus/EDR.

¢ Evidence that a monitored component has
communicated with suspected malicious actors.

High P2 Security incidents that have localized impact and Response provided 24
may become more serious if not quickly addressed. | hours, 7 days a week,
Effort to recover from the incident may be moderate | including US public

to significant. holidays.

Examples:
* Malware that is quarantined by antivirus/EDR.

e Multiple behaviors observed in the system that
are consistent with known attacker techniques.

e Suspected unauthorized attempts to log into user
accounts.
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Incident . . e e .. .
Incident Definition Notification Time

Priority

e Suspected unauthorized changes to system
configurations, such as firewalls or user accounts.

Medium P3 | Security incidents that potentially indicate an Response provided on
attacker is performing reconnaissance or initial standard business days,
attempts at accessing the system. Effort to recover | Monday through Friday 8:00
from the incident may be low to moderate. a.m. to 5:00 p.m. CST/CDT,
Examplesinclude: excluding US public

holidays.

¢ Observed failures of security components.
¢ Informational events.
¢ User account creation or deletion.
e Privilege change for existing accounts.

Low P4 These are typically service requests from the Response provided on
Customer. standard business days,

Monday through Friday
from 8:00 a.m. to 5:00 p.m.
CST/CDT, excluding US
public holidays.

2.3.6.1. Response Time Goals

Priority Response Time

Critical P1 An security team Security Analyst will make contact with the customer
technical representative within one (1) hour of the request for support
being logged in the issue management system or the creation of an alert
suggesting an infrastructure security incident that requires action.
Continual effort will be maintained to identify the extent of the incident
and provide actions for containment.

High P2 An security team Security Analyst will make contact with the customer
technical representative within four (4) hours of the request for support
being logged at the issue management system or the creation of an alert
suggesting an infrastructure security incident that requires action.
Continual effort will be maintained to identify the extent of the incident
and provide actions for containment.

Medium P3 An security team Security Support Engineer will make contact with the
customer technical representative within the next business day of the
request for support being logged at the issue management system or the
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Priority Response Time

creation of an alert suggesting an infrastructure security incident that
requires action.

Low P4 An security team Security Support Engineer will make contact with the
Customer technical representative within seven business days of the
logged request for support at the issue management system.

2.3.6.2. ActiveEye Platform Availability

The platform utilizes a multi-zone architecture which can recover from failures in different data
collection, enhancement, analysis, and visualization tiers. Motorola will make commercially
reasonable efforts to provide monthly availability of 99.9% for the ActiveEye Platform services.
Service availability is subject to limited scheduled downtime for servicing and upgrades, as well as
unscheduled and unanticipated downtime resulting from circumstances or events outside of
Motorola’s reasonable control, such as disruptions of, or damage, to the Customer’s or a third-
party’s information or communications systems or equipment, telecommunication circuit
availability/performance between Customer sites, any on-premises core and/or between on-
premises equipment and the ActiveEye Platform.

2.3.6.3. ActiveEye Remote Security Sensor

One or more AERSS may be deployed as part of the MDR solution. The AERSS is configured with
multiple local redundancy features such as hot-swap hard disk drives in a redundant drive array
configuration and dual redundant power supplies.

The AERSS and all components of ActiveEye are monitored by a dedicated Site Reliability
Engineering team. In cases of hardware failure of the AERSS, Motorola will provide, subject to active
service subscriptions in the Customer contract, onsite services to repair the AERSS and restore
service. AERSS operation and outage troubleshooting requires network connection to the ActiveEye
Platform which may be impacted by customer configuration changes, telecommunications
connectivity, and/or customer network issues/outages.

2.3.7. ASTRO MDR Training

The following training will be available or will be made available to MPSCS.

Training Details Expected Time

ActiveEye 101 Basic training to familiarize MPSCS with the 1 Hour
ActiveEye Portal and use case in the network
environment.

Self-Guided Motorola is in the process of developing self- Self-Guided
ActiveEye Training guided videos to navigate the ActiveEye platform.
Videos

These videos will be shared when available.

Learning Portal Materials on ActiveEye, EDR, MDR, and ASTRO Self-Guided
systems are posted and will continue to be posted
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Training Details Expected Time
to the subscribed learning portal for MPSCS to

access.
Advanced Threat MPSCS will receive a dedicated analyst that can Varies
Intelligence be reached from 9-5 CST to assist with

Dedicated Analyst questions/concerns on the ActiveEye platform.

3. Solution Description - PremierOne MDR

3.1. Solution Overview

The following infrastructure security services are included in the PremierOne system Statement of
Work:

1. ActiveEye Managed Detection & Response for PremierOne
a. Endpoint Detection and Response
2. Motorola Infrastructure Security Services
3.2. Services Included

The ActiveEye service modules included in this schedule are included below:

Table 3-1. Service Modules

Service Module Features Included Site/Environment

Endpoint Detection | e Palo Alto Cortex PremierOne Host

and Response (EDR) Environment (100)

¢ (100) EDR Total Endpoints

¢ Online Storage Period: 30 Day Storage

Infrastructure

) e Monitoring and Support Service Modules
Security Team

4. PremierOne MDR

4.1. Project Depolyment

In order to establish initial expectations for deployment, Motorola will work with Customer to help
you understand the impact of introducing a new solution and your preparedness for the
implementation and support of PremierOne Managed Detection and Response.

Motorola Responsibilities

1. Motorola will schedule a service kick-off meeting with the Customer and provide
information-gathering documents to the customer within 30 days of contract signature. The
kick-off meeting will be conducted remotely at the earliest mutually available opportunity.

2. Motorola will provide detailed requirements regarding Customer infrastructure preparation
actions within one week of the kick-off meeting.
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3. Motorola will provision tools in accordance with the requirements of this Service, and
consistent with information gathered in earlier phases. Motorola will also provide detailed,
required Customer deployment actions within one-week of the completion of all
infrastructure readiness tasks.

MPSCS Responsibilities

1. The Customer must attend the kick-off meeting and complete information gathering
documents as quickly and accurately as possible.

2. The Customer must accomplish all infrastructure preparation tasks as quickly as possible.
4.2. ActiveEye Platform

Motorola will provide 24/7 access to the ActiveEye platform. Motorola will notify Customer if access
will be affected by scheduled maintenance.

Motorola Responsibilities

1. Provide access to the ActiveEye portal for Customer and any identified, approved users.
After initial deployment, Customer will have self-service access to add/remove/update user
access as heeded.

Provide the services subscribed to, as noted in Table 3-1. Service Modules.
Make monthly services implementation and status reports available to Customer.

Resolve platform issues and technical errors as documented by Customer.

o > 0B

Retain security logs within ActiveEye. Security logs will be retained for the length of time
designated by the short-term storage policy selected by Customer.

MPSCS Responsibilities

1. Provide reasonable assistance to Motorola to perform the Service, as described in this
SOW. This assistance includes, but is not limited to, technical assistance with issues that
may require physical access to the devices affected by this Service, or virtual assistance
with virtual environment issues that require administrative access to devices affected by
this Service.

2. Provide all technical, license, and service information requested in the implementation
documents prior to the commencement of the Service.

3. Perform all network and system integrations necessary for ActiveEye Service. This includes
providing external connectivity for ActiveEye security components.

4. Ensure network bandwidth of up to 10 Mbps per host environment.
5. Install agents on in-scope systems and devices, as required.

6. Configure all necessary components of Customer’s infrastructure to integrate with
ActiveEye.

7. Provide the name, email, landline telephone numbers, and mobile telephone number for all
shipping, installation, and security Points of Contact (POC)s.
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4.2.1. Endpoint Detection and Response

Motorola Responsibilities
1. Provide ports and protocols to the Customer for the EDR solution.
2. Deploy and maintain EDR agents to PremierOne host environment.

3. Configure EDR solution to enable ActiveEye connection for event/alert collection and
response actions.

MPSCS Responsibilities

1. Deploy and maintain EDR agents to required customer-owned client workstations and
handheld devices, as applicable. (CAD Mobile Clients)

2. Configure networking infrastructure to allow EDR agents to communicate with centralized
server components.

3. Comply/consent with the terms of applicable licenses, privacy statements, or other third-
party agreements to the extent third-party software or services are utilized or provided
by/through Motorola Solutions, including applicable EDR solution provider’s end user
license agreements (“EULAS”), if any.

4. Obtain any third-party consent required to enable Motorola to provide the monitoring
service, if applicable.

4.2.2. Technical Support

ActiveEye Security Management Technical Support provides the Customer with a toll-free
telephone number and email address for ActiveEye Security Management support requests
available 24 hours a day, 7 days a week.

Motorola Responsibilities

1. Notify Customer of any scheduled maintenance or planned outages.

2. Provide technical support, security control, and service improvements related to ActiveEye.
MPSCS Responsibilities

1. Provide sufficient information to allow Motorola technical support agents to diagnose and
resolve the issue.

Limitations and Exclusions

Technical support is limited to the implementation and use of the ActiveEye platform and does not
include use or implementation of third-party components.

4.3. Infrastructure Security Monitoring and Support

Motorola’s Infrastructure Security team will provide continuous 24x7 monitoring through
automated tools and review by trained security analysts. Motorola will analyze events and notify
Customer in accordance with Table 4-2. Notification Procedures.
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Motorola will start monitoring the Service in accordance with Motorola processes and procedures
after deployment, as described in Section 4.1 Project Deployment.

Customer will be able to open a support request for the security team via a toll-free telephone
number or email address, available 24/7. Support requests are stored in a ticketing system for
accountability and reporting.

4.3.1. Ongoing Service Responsibilities

Motorola Responsibilities

If a probable security incident is detected, provide phone and email support to:
1. Engage Customer’s defined Incident Response Process

2. Attempt to determine the root cause and extent of compromise using existing monitoring
capabilities in place as part of the Service.

3. Analysis and support to help Customer determine if Customer’s corrective actions are
effective.

4. Continuous monitoring, in parallel with analysis, to support incident response.
MPSCS Responsibilities

1. Provide Motorola with accurate and up-to-date information, including the name, email,
landline telephone numbers, and mobile telephone numbers for all designated, authorized
Customer escalation Points of Contact (POC).

2. Provide a Network Map detailing Customer’s network architecture for network(s) in scope
for the Service, if available.

3. Provide a timely response to security team security incident tickets or investigation
questions.

4. Provide an established service window in which qualified IT personnel will be able to
respond to major event escalations.

5. Notify Motorola at least twenty-four (24) hours in advance of any scheduled maintenance,
network administration activity, or system administration activity that would affect
Motorola’s ability to perform the Managed Service, as described in this SOW.

4.3.2. Service Module Specific Services

With this service, Motorola’s security team will provide specific services for ActiveEye platform
service modules Customer is subscribed to. In addition, security team services can be augmented
by Advanced Threat Insights.

The following describes these modules.
4.3.2.1. Managed Endpoint Detection and Response

Motorola’s security team will consult with Customer on the deployment of the Endpoint Detection
and Response (EDR) solution. The security team will advise, on an ongoing basis, what security
policies should be updated to optimize threat detection.
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The security team will consult with Customer to define a response automation plan that outlines
the scenarios where the security team should take automatic response actions on systems within
Customer environment. In cases outside the automatic response scenarios, the security team will
open Security Cases with Customer with recommended actions and await approval before taking
actions.

The security team will track suspicious files and processes in Customer environment to report
threat trends on what new threats are being discovered vs. previously seen threats.

Motorola Responsibilities

1. Provide recommendations on endpoint security policy and configuration to optimize threat
identification.

2. Maintain, with input from Customer, an automatic response plan for defined endpoint
security scenarios or malware types.

MPSCS Responsibilities

1. Initiate response actions on endpoint solutions when not defined as automatic actions or
not available as remote actions on the EDR solution in use.

4.3.3. Event Response, Notification, and Tuning

Motorola will analyze events created and/or aggregated by the Service, assess their type, and notify
Customer in accordance with the following table.

Incident Priority Incident Navigation Response Time

Critical P1 Security incidents that have caused or are Response provided
suspected to have caused significant and/or 24 hours, 7 days a
widespread damage to the functionality of the week, including US
Customer’s PremierOne system or information Public Holidays.

stored within it. Effort to recover from the incident
may be significant.

Examples:

e Malware that is not quarantined by anti-virus
e Evidence that a monitored component has
communicated with suspected malicious

actors.

High P2 Security incidents that have localized impact but | Response provided
are viewed as having the potential to become 24 hours, 7 days a
more serious if not quickly addressed. Effort to week, including US
recover from the incident may be moderate to Public Holidays.
significant.

Examples:
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Incident Priority Incident Navigation Response Time

e Malware thatis quarantined by antivirus.

e Multiple behaviors observed in the system
that are consistent with known attacker
techniques.

e Suspected unauthorized attempts to log into
user accounts.

e Suspected unauthorized changes to system
configurations, such as firewalls or user

accounts.

Medium P3 Security incidents that potentially indicate an Response provided
attacker is performing reconnaissance or initial from 8:00a.m. to
attempts at accessing the system. Effort to 5:00p.m. CST/CDT,
recover from the incident may be low to Monday through
moderate. Friday, excluding U.S.

Examples include: Public Holidays.

o Observed failures of security components.
e Informational events.

e Useraccount creation or deletion.

e Privilege change for existing accounts.

Low P4 These are typically service requests from the Response provided
Customer. from 8:00a.m. to

5:00p.m. CST/CDT,
Monday through

Friday, excluding U.S.
Public Holidays.

4.3.3.1. Notification

Contractor will establish notification procedures with agency, generally categorized in accordance
with the following table.

Table 4-2. Notification Procedures

Notification Procedure Details

Routine Notification Procedure The means, addresses, format, and desired
content (within the capabilities of the installed
technology) for Events of Interest. These can be
formatted for automated processing, e.g., by
ticketing systems.
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Notification Procedure Details

Urgent Notification Procedure Additional, optional means and addresses for
notifications of Events of Interest that require
urgent notification. These usually include
telephone notifications.

Contractor will notify agency according to the escalation and contact procedures defined by
agency and Contractor during the implementation process.

4.3.3.2.  Tuning

Motorola will assess certain events to be environmental noise, potentially addressable
configuration issues in the environment, or false positives. Motorola may recommend these be
addressed by Customer to preserve system and network resources.

Motorola will provide Customer with the ability to temporarily suppress alerts reaching ActiveEye,
enabling a co-managed approach to tuning and suppressing events or alarms. The security team
may permanently suppress particular alerts and alarms if not necessary for actionable threat
detection.

4.3.3.3. Tuning Period Exception

The tuning period is considered to be the first thirty (30) days after each service module has been
confirmed properly deployed and configured and starts receiving data. During the tuning period,
Motorola may make recommendations to Customer to adjust the configurations of their installed
software so that Services can be effectively delivered. Service Availability will not be applicable
during the tuning period and responses or notifications may not be delivered. However, Motorola
will make best efforts to provide responses and notifications during this period.

Motorola may continue to recommend necessary tuning changes after this period, with no impact
on Service Availability.

Motorola Responsibilities

1. Motorola will monitor the service and check in-scope assets are properly forwarding logs or
events and that system scans are functioning. Motorola will notify the customer of any
exceptions. Motorola will begin monitoring any properly connected, in-scope sources after
the tuning period.

2. Motorola will conduct initial tuning of the events and alarms in the service, as well as set up
initial reports (User Access, Administration Events, and Configuration Findings Reports).

MPSCS Responsibilities

1. Customer must provide appropriate connectivity for all in-scope assets to the service and
address any exceptions noted by Motorola. Failure to do so will delay completion of future
phases and will prevent Motorola from monitoring those sources.
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2. Customer must deploy tools, as applicable, in their environment, in accordance with
provided requirements. Customer must engage the security team in discussing the tuning
approach and confirm the configurations requested.

4.3.4. Limitations and Exclusions

This Service excludes any incident response support actions outside those outlined within this
SOW, such as those that require Motorola personnel to directly access Customer devices, travel,
deploy new tools, or direct specific actions. These services may be obtained from Motorola through
a separate proposal.

4.3.5. PremierOne MDR Training
The following training will be available or will be made available to MPSCS.

Training Details Expected Time

Activekye 101 Basic training to familiarize MPSCS | 1 Hour
with the ActiveEye Portal and use
case in the network environment.

Self-Guided ActiveEye Training | Motorola is in the process of Self-Guided
Video developing self-guided videos to
navigate the ActiveEye platform.
These videos will be shared when
available.

Learning Portal Materials on ActiveEye, EDR, MDR, | Self-Guided
and ASTRO systems are posted and
will continue to be posted to the
subscribed learning portal for
MPSCS to access.

5. Solution Description - Professional Services
The following infrastructure security services are included in this statement of work:
e System Security Plan Development
5.1. Site Information
The following site information is included in this statement of work:
Table 5-1: Customer Site Information

Network
Environment

Quantity Site/Location

Service Type

1 Organization Level ASTRO RNI Only System Security Plan Development

Backhaul environments are not included.
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Table 5-2: Services by Year

Year Service Description

Infrastructure Security Incident Management

1 System Security Plan Development .
Plan Review and Development

5.2. Service Description
5.2.1. System Security Plan Development — NIST 800-53r5

A System Security Plan (SSP) is a formal document that provides a comprehensive and detailed
overview of the security requirements for an information system, or for an information security
program. The SSP describes the security controls in place, or those planned for meeting the
requirements outlined in a security framework such as NIST 800-53r5.

The Motorola team is comprised of accredited individuals with years of experience in the public and
private sectors implementing, auditing, and certifying systems in a variety of contexts and risk
levels.

6. Professional Services
6.1. System Security Plan and Security Accreditation Process.

Security Accreditation Process. Throughout the Term, Contractor will assist the State, with

its Security Accreditation Process, which includes the development, completion and on-going
maintenance of a system security plan for the MPSCS (SSP) using the State’s automated
governance, risk and compliance (GRC) platform, which requires Contractor to submit evidence,
upon request from the State, in order to validate Contractor’s security controls within thirty (30)
days of the State’s request. On an annual basis, or as otherwise required by the State such as for
significant changes, re-assessment of the system’s controls will be required to receive and
maintain authority to operate (ATO). All identified risks from the SSP will be remediated through a
Plan of Action and Milestones (POAM) process with remediation time frames and required evidence
based on the risk level of the identified risk. For all findings associated with the Contractor’s
solution, Contractor will be required to participate in negotiations around the creation of State
approved POAMs, perform related remediation activities within mutually agreeable timeframes if
not otherwise dictated by applicable standards or FBI CJIS Policy, and provide evidence of
compliance. For clarity, the State makes all decisions on the level of risk it is willing to accept.

7. On-Site Support Dispatch
7.1. Overview

Motorola Solutions’ On-site Infrastructure Response service provides incident management and
escalation for on-site technical service requests. The service is delivered by Motorola Solutions’
Centralized Managed Support Operations (“CMSQO”) organization in cooperation with a local service
provider.

7.2. Description of Service

The Motorola Solutions CMSO Service Desk will receive the Customer or Motorola’s security team
request for on-site service.
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The CMSO Dispatch Operations team is responsible for opening incidents, dispatching on-site
resources, monitoring issue resolution, and escalating as needed to ensure strict compliance to
committed response times.

The dispatched field service technician will travel to the Customer’s location to restore the system
in accordance with Section 7.9 Priority Level Definitions and Response Times.

Motorola Solutions will manage incidents as described in this SOW. The CMSO Service Desk will
maintain contact with the field service technician untilincident closure.

7.3. Scope

On-site Infrastructure Response is available in accordance with Section 7.9 Priority Level
Definitions and Response Times. Customer’s Response Time Classification is designated in the
Customer Support Plan.

7.4. Geographic Availability

On-site Infrastructure Response is available worldwide where Motorola Solutions servicers are
present. Response times are based on the Customer’s local time zone and site location.

7.5. Inclusions

On-site Infrastructure Response is provided for Motorola Solutions-provided infrastructure that
exists at the primary zone cores. The list includes:

1. Core Server Architecture

ActiveEye Remote Security Sensors

Network Management Clients

Motorola Provided RNI-DMZ CEN Devices

Co-located Dispatch Consoles & Archiving Interfacing Servers
Motorola Provided Routing Equipment

Motorola Provided Switching Equipment

© N o g B DN

Motorola Provided Firewalls
7.6. Limitations and Exclusions
The following items are excluded from this service:

1. All Motorola Solutions infrastructure components beyond the post-cancellation support
period.

All third-party infrastructure components beyond the post-cancellation support period.
All broadband infrastructure components beyond the post-cancellation support period.

Physically damaged infrastructure components.

o M 0B

Third-party equipment not shipped by Motorola Solutions.
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6. Consumable items including, but not limited to, batteries, connectors, cables, toner orink
cartridges, tower lighting, laptop computers, monitors, keyboards, and mouse.

7. Video retrieval from digital in-car video equipment.

8. RFinfrastructure and backhaul components, including but not limited to, antennas,
transmission lines, antenna dehydrators, microwave, line boosters, amplifiers (such as
tower top amplifiers and bi-directional amplifiers), logging recorders, data talker wireless
transmitters, short haul modems, combiners, multicouplers, duplexers, shelters, shelter
HVAC, generators, UPS’s, and test equipment.

9. Racks, furniture, and cabinets.
10. Tower and tower mounted equipment.

11. Non-standard configurations, customer-modified infrastructure, and certain third party
infrastructure.

12. Firmware or software upgrades.
7.7. Motorola Solutions Responsibilities
1. Receive service requests.

2. Create anincident when service requests are received. Gather information to characterize
the issue, determine a plan of action, and assign and track the incident to resolution.

3. Dispatch a field service technician, as required by Motorola Solutions’ standard
procedures, and provide necessary incident information.

Provide the required personnel access to relevant Customer information, as needed.
Motorola Solutions field service technician will perform the following on-site:
Run diagnostics on the infrastructure component.

Replace defective infrastructure components, as supplied by the Customer.

® N o o &

Provide materials, tools, documentation, physical planning manuals, diagnostic and test
equipment, and any other material required to perform the maintenance service.

9. If athird-party vendor is needed to restore the system, the vendor can be accompanied
onto the Customer’s premises.

10. If required by the Customer’s repair verification in the Customer Support Plan (“CSP”),
verify with the Customer that restoration is complete or system is functional. If verification
by the Customer cannot be completed within 20 minutes of restoration, the incident will be
closed and the field service technician will be released.

a. Escalate the incident to the appropriate party upon expiration of a response time.

11. Close the incident upon receiving notification from the Customer or Motorola Solutions
field service technician, indicating the incident is resolved.

12. Notify the Customer of incident status, as defined in the CSP and Service Configuration
Portal (“SCP”):
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13.
7.8.
1.
2.

10.

11.

a. Open and closed.

b. Open, assigned to the Motorola Solutions field service technician, arrival of the field
service technician on-site, delayed, or closed.

Provide incident activity reports to the Customer, if requested
MPSCS Responsibilities
Contact Motorola Solutions, as necessary, to request service.

Prior to start date, provide Motorola Solutions with the following pre-defined Customer
information and preferences necessary to complete CSP:

a. Incident notification preferences and procedure.
b. Repair verification preference and procedure.
c. Database and escalation procedure forms.

Submit timely changes in any information supplied in the CSP to the Customer Support
Manager (“CSM”).

Provide the following information when initiating a service request:

a. Assigned system ID number.

b. Problem description and site location.

c. Other pertinent information requested by Motorola Solutions to open an incident.
Provide field service technician with access to equipment.

Supply infrastructure spare or FRU, as applicable, in order for Motorola Solutions to restore
the system.

Maintain and store software needed to restore the system in an easily accessible location.
Maintain and store proper system backups in an easily accessible location.

If required by repair verification preference provided by the Customer, verify with the CMSO
Service Desk and dispatch that restoration is complete or system is functional.

Cooperate with Motorola Solutions and perform reasonable or necessary acts to enable
Motorola Solutions to provide these services.

In the event that Motorola Solutions agrees in writing to provide supplemental On-site
Infrastructure Response to Customer-provided third-party elements, the Customer agrees
to obtain and provide applicable third-party consents or licenses to enable Motorola
Solutions to provide the service.
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7.9. Priority Level Definitions and Response Times

Incident . . .
_ Incident Navigation Response Time
Priority
Critical P1 | Core: Core server or core link failure. No redundant | Response provided 24/7 until
server or link available. service restoration.
Security Features: Security is non-functional or Field service technician
degraded. arrival on-site within 4 hours
of receiving dispatch
notification.
High P2 Core: Core server or link failures. Redundant server | Response provided 24/7 until
or link available. service restoration.
Network Elements: Site router, site switch, or GPS Field service technician
server down. No redundant networking element arrival on-site within 4 hours
available. of receiving dispatch
notification.
Medium Consoles: Up to 20% of a site’s console positions Response provided during
P3 down. normal business hours until
Network Elements: Site router/switch or GPS service restoration.
server down. Redundant networking element Field service technician
available. arrival on-site within 8 hours
of receiving dispatch
notification.
Low P4 Service Requests: Minor events and warnings in Not applicable.
the system. Preventative and planned maintenance
activities (scheduled work).

8. Limitations and Clarifications

8.1.

Limitations and Exclusions

Motorola’s ASTRO MDR service does not include services to perform physical containment and/or
remediation of confirmed security incidents, remote or onsite. The Customer may choose to
purchase additional Incident Response professional services to assist in the creation of and/or
completion of a Customer’s Incident Response Plan.

Motorola’s scope of services does not include responsibilities relating to active protection of
customer data, including its transmission to Motorola, recovery of data available through the
products or services, or remediation or responsibilities relating to the loss of data, ransomware, or

hacking.
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8.1.1. Service Limitations

Security services are inherently limited and will not guarantee that the Customer's system will be
error-free or immune to security breaches as a result of any or all of the services described in this
SOW. Motorola does not warrant or guarantee that this service will identify all security incidents
that occur in the Customer’s system. Services and deliverables are limited by, among other things,
the evolving and often malicious nature of cyber threats, conduct/attacks, as well as the
complexity/disparity and evolving nature of Customer computer system environments, including
supply chains, integrated software, services, and devices. To the extent we do offer
recommendations in connection with the services, unless otherwise stated in the Statement of
Work, our recommendations are necessarily subjective, may or may not be correct, and may be
based on our assumptions relating to the relative risks, priorities, costs and benefits that we
assume apply to you.

8.1.2. Customer and Third-Party Information

Customer understands and agrees that Motorola may obtain, use and/or create and use,
anonymized, aggregated and/or generalized Customer Data, such as data relating to actual and
potential security threats and vulnerabilities, for its lawful business purposes, including improving
its services and sharing and leveraging such information for the benefit of Customer, other
customers, and other interested parties. For avoidance of doubt, so long as not specifically
identifying the Customer, Customer Data shall not include, and Motorola shall be free to use, share
and leverage security threat intelligence and mitigation data generally, including without limitation,
third party threat vectors and IP addresses (i.e., so long as not defined as personal information
under applicable law), file hash information, domain names, malware signatures and information,
information obtained from third party sources, indicators of compromise, and tactics, techniques,
and procedures used, learned or developed in the course of providing Services, which data shall be
deemed Service Use Data (i.e., Motorola data).

8.2. Applicable Third-Party Software End User Terms

Additional license terms apply to third-party software included in certain software Products, see
Exhibit 1 to this Schedule A, Attachment 12 - Third Party License Terms and Conditions.

Customer will comply, and ensure its Authorized Users comply, with all such additional license
terms. If the modified license terms are determined to be materially detrimental to Customer, in the
Customer’s sole discretion, then Customer may terminate the Services.

9. Pricing Summary

9.1. Operational/ Annual Costs

Operational Costs

Term 10/1/2024 - 9/30/2025

ASTRO Managed Detection and Response w/ ATI $1,564,115.80
PremierOne MDR. Includes 100 EDR Licenses $36,687.04
ASTRO Support Services, Dispatch & Onsite Support $282,494.74
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Year 1 Total

MPSCS Total $1,883,297.58

9.2. Operations / Annual Costs Payment Terms
Period of Performance

The initial MDR subscription period of the contract will extend until September 30, 2025, from the
Commencement Date of Service, defined as the date data is available for analysis, or not later than
thirty (30) days after Motorola provides the Customer with necessary hardware or software.

Term

The Term of the contract begins on the Commencement Date of Service and remains in effect until
the expiration of the initial period so specified.
Billing

Upon acceptance of this proposal by the Customer, Motorola will invoice the Customer for all
service fees in advance for the Operational Costs prorated amount based on the commencement
date of service according to the Pricing table in Section 9.1.1.

Customer will make payments to Motorola within forty-five (45) days after receipt of each invoice.
Customer will make payments when due in the form of a check, cashier’s check, or wire transfer
drawn on a United States financial institution.

Tax

Unless otherwise noted, this proposal excludes sales tax or other applicable taxes (such as Goods
and Services Tax, Value Added Tax and other taxes of a similar nature). Any tax the customer is
subject to will be added to invoices.

9.3. Capital Costs (One-Time)

One-Time Capital Costs

System Integration, Hardware, EDR Licensing & Training $1,122,861.35
Juniper Intrusion Detection Credit $120,000.00
One-Time Capital Costs Total $1,002,861.35

9.4. Capital Costs Payment Terms

Payment Milestones - System Integration, PM, Hardware, & Training

Milestone Percentage Terms
Contract Execution 25% Due upon Effective Date

Motorola Solutions shall make partial shipments of
Shipment 60% equipment and will request payment upon shipment of

such equipment.
Motorola Solutions shall invoice for installations
completed on a site-by-site, section by section basis.

System Integration 10%
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Payment Milestones - System Integration, PM, Hardware, & Training

The value of the equipment shipped/services performed
System Acceptance 5% will be determined by the value of shipped services as a
percentage of the total milestone value.

The value of the equipment shipped/services performed will be determined by the value
shipped/services performed as a percentage of the total milestone value. Unless otherwise
specified, contract discounts are based upon all items proposed and overall system package. For
invoicing purposes only, discounts will be applied proportionately to the FNE and Subscriber
equipment values to total contract price. Overdue invoices will bear simple interest at the
maximum allowable rate by state law.

9.5. Professional Services (One-Time)

Professional Services

NIST 800-53r5 SSP $340,720.00

9.6. Professional Services Payment Terms

Except for a payment that is due on the Effective Date, Customer will make payments to Motorola
Solutions within forty-five (45) days after the date of each invoice. Customer will make payments
when due in the form of a check, cashier’s check, or wire transfer drawn on a U.S. financial
institution. Payment for the System purchase will be in accordance with the following milestones:

Payment Milestones - System Integration, PM, Hardware, & Training

Milestone Percentage Terms

Contract Execution 75% Due upon Effective Date
Motorola Solutions shall

80% SSP Controls Complete 15% invoice when professional

services milestones are met.

SSP Completion and Full Authority to Operate Motgrola Solutions shall
(ATO) 10% invoice when professional

services are completed.
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Exhibit 1 to Schedule A, Attachment 12

Third Party License Terms and Conditions

Palo Alto EULA

(see following pages)
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END USER LICENSE AGREEMENT

THIS END USER LICENSE AGREEMENT (“Agreement”) GOVERNS THE USE OF PALO ALTO NETWORKS PRODUCTS
(as that term “Product” is defined below).

THIS IS A LEGAL AGREEMENT BETWEEN YOU (REFERRED TO HEREIN AS “CUSTOMER”, “END USER”, “YOU” or “YOUR”) AND
(A) PALO ALTO NETWORKS, INC., 3000 TANNERY WAY, SANTA CLARA, CALIFORNIA 95054, UNITED STATES, IF YOU ARE
LOCATED IN NORTH OR LATIN AMERICA; (B) PALO ALTO NETWORKS (UK) LTD, 22 BISHOPSGATE, LEVEL 55, LONDON, EC2N
4BQ, ENGLAND. IF YOU ARE LOCATED OUTSIDE NORTH OR LATIN AMERICA; OR (C) PALO ALTO NETWORKS PUBLIC SECTOR
LLC, IF YOU ARE A UNITED STATES FEDERAL GOVERNMENT ENTITY OR ORGANIZATION (EACH OF THE ENTITIES LISTED IN
(A), (B) OR (C) BEING REFERRED TO HEREIN AS “PALO ALTO NETWORKS”).

BY DOWNLOADING, INSTALLING, REGISTERING, ACCESSING, EVALUATING OR OTHERWISE USING PALO ALTO NETWORKS
PRODUCTS, YOU ACKNOWLEDGE AND AGREE THAT YOU ARE BOUND TO THIS AGREEMENT. IF YOU DO NOT ACCEPT ALL ITS
TERMS, IMMEDIATELY CEASE USING OR ACCESSING THE PRODUCT. THIS AGREEMENT GOVERNS YOUR USE OF PALO ALTO
NETWORKS PRODUCTS HOWEVER THEY WERE ACQUIRED INCLUDING WITHOUT LIMITATION IF ACQUIRED THROUGH PALO
ALTO NETWORKS OR AN AUTHORIZED AFFILIATE OF PALO ALTO NETWORKS, OR AN AUTHORIZED DISTRIBUTOR, RESELLER,
ONLINE APP STORE, OR CLOUD MARKETPLACE. MAINTENANCE AND SUPPORT SERVICES ARE GOVERNED BY THE END USER
SUPPORT AGREEMENT FOUND AT www.paloaltonetworks.com/legal/eusa WHICH IS HEREBY INCORPORATED BY
REFERENCE INTO THIS AGREEMENT.

If you use a Product for proof of concept, trial, evaluation or other similar purpose (“Evaluations”), you may do so for 30
days only unless Palo Alto Networks issues an extension. Palo Alto Networks reserves the right to terminate Evaluations at
any time. Upon expiration or termination of the Evaluation, you shall cease using the Product(s) provided for Evaluation and
must return any Evaluation Hardware to Palo Alto Networks in the same condition as when first received, except for
reasonable wear and tear. For Evaluations and products provided pursuant to a Product Donation Agreement, only sections
1,2,3,7,9, 10, and 11 of this Agreement shall apply, as well as section 6 for products provided pursuant to a Product
Donation Agreement, and PALO ALTO NETWORKS DISCLAIMS ALL WARRANTIES AND CONDITIONS, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, ANY WARRANTY AGAINST INFRINGEMENT OF THIRD-PARTY RIGHTS, MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE.

1. DEFINITIONS

“Affiliate” means any entity that Controls, is Controlled by, or is under common Control with Customer or Palo Alto
Networks, as applicable, where “Control” means having the power, directly or indirectly, to direct or cause the direction of
the management and policies of the entity, whether through ownership of voting securities, by contract or otherwise.
Customer acknowledges and authorizes Palo Alto Networks’ use of all Palo Alto Networks Affiliates to deliver Products and
Services.

“End User Data” means data that is provided by or on behalf of You to Palo Alto Networks during the relationship governed
by this Agreement. For the avoidance of doubt, End User Data does not include Systems Data.

“Enterprise Program” means a volume usage arrangement, valid for a specified term, during which End User may access
certain Software, Subscriptions, and/or related technical support.

“Hardware” means hardware-based products listed on Palo Alto Networks’ then-current price list or supplied by Palo Alto
Networks regardless of whether a fee is charged for such hardware.

“Product” means, collectively, Hardware, Software, Subscription, or any combination thereof, regardless of whether or not
the Product was procured under an Enterprise Program.

“Published Specifications” mean the applicable user manual, the WildFire Acceptable Use Policy found at
https://www.paloaltonetworks.com/resources/datasheets/wildfire-acceptable-use-policy, the applicable Service Level
Agreement found at https://www.paloaltonetworks.com/services/support/support-policies.html , and other corresponding
materials published by Palo Alto Networks that are customarily made available to End Users of the applicable Product.
“Software” means any software embedded in Hardware and any standalone software that is provided without Hardware,
including updates, regardless of whether a fee is charged for the use of such software.
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“Subscription(s)” means Software-as-a-Service and cloud-delivered security services, including updates, provided by Palo
Alto Networks including, but not limited to, Cortex, Prisma, Advanced Threat Prevention, Advanced URL Filtering, Advanced
WildFire, regardless of whether a fee is charged for its use. Technical support, customer success plans, and professional
services are not considered Subscriptions under this Agreement.

“Systems Data” means data generated or collected in connection with Your use of the Products, such as logs, session data,
telemetry data, support data, usage data, threat intelligence or actor data, statistics, netflow data, potentially malicious
files detected by the Product, and derivatives thereof.

2. USE AND RESTRICTIONS
a. Software Use Rights
This section 2a applies to Software only. Subject to your compliance with this Agreement, Palo Alto Networks grants you a
limited, royalty-free, non-exclusive right to use the Software:
i. inaccordance with Published Specifications for the Product;
ii. solely within the scope of the use rights purchased (e.g., number of users);
iii. solely for your internal use, unless agreed otherwise in a separate written contract with Palo Alto Networks; and
iv. through your third-party contractor providing IT services solely for your benefit, subject to their compliance with
this Agreement.
All other rights in the Software are expressly reserved by Palo Alto Networks.
b. Access to Subscriptions
This section 2b applies to Subscriptions only. During the term of the Subscriptions purchased and subject to your
continuous compliance with this Agreement, Palo Alto Networks will use commercially reasonable efforts to make them
available 24 hours a day, 7 days a week except for published downtime or any unavailability caused by circumstances
beyond our control including, but not limited to, a force majeure event described in section 11g below. Palo Alto Networks
grants you a non-exclusive right to access and use the Subscriptions:
i. inaccordance with Published Specifications for the Product;
ii. solely within the usage capacity purchased (e.g., number of workloads);
iii. solely for your internal use, unless agreed otherwise in a separate written contract with Palo Alto Networks; and
iv. through your third-party contractor providing IT services solely for your benefit, subject to their compliance with
this Agreement.
All other rights to the Subscriptions are expressly reserved by Palo Alto Networks.
c. Use Restrictions
You shall not:
i. use any Product that is procured under a Lab or NFR (not for resale) SKU in a production environment;
ii. usethe Products beyond the scope of the use right and/or capacity purchased;
iii. modify, translate, adapt or create derivative works from the Products, in whole or in part;
iv. disassemble, decompile, reverse engineer or otherwise attempt to derive or create derivative works of the source
code, methodology, analysis, or results of the Products, in whole or in part, unless expressly permitted by and only to
the extent of applicable law in the jurisdiction of use despite this prohibition;
v. remove, modify, or conceal any product identification, copyright, proprietary or intellectual property notices or
other such marks on or within the Product;
vi. disclose, publish or otherwise make publicly available any benchmark, performance or comparison tests that you
(or a third-party contracted by you) run on the Products, in whole or in part;
vii. Transfer, sublicense, or assign your rights under this Agreement to any other person or entity except as expressly
provided in section 2d below, unless expressly authorized by Palo Alto Networks in writing;
viii. sell, resell, sublicense, rent, lease, loan, assign, or otherwise transfer the Products or any rights or interests in the
Products to any third party except in accordance with the express terms herein. Products purchased from unauthorized
resellers or other unauthorized entities shall be subject to the Palo Alto Networks license transfer procedure
(https://www.paloaltonetworks.com/support/support-policies/secondary-market-policy.html);
ix. use Software that is licensed for a specific device, whether physical or virtual, on another device, unless expressly
authorized by Palo Alto Networks in writing;
X. duplicate or copy the Software, its methodology, analysis, or results unless specifically permitted in accordance
with Published Specifications for such Software, or for the specific purpose of making a reasonable number of archival
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or backup copies, and provided in each case that you reproduce in the copies the copyright and other proprietary
notices or markings that appear on the original copy of the Software as delivered to you;
xi. use the Subscriptions to store or transmit infringing, libelous, or otherwise unlawful or tortious material, or to
store or transmit material in violation of third-party privacy or intellectual property rights;
xii. use the Subscriptions in any manner not authorized by the Published Specifications for the Product;
xiii. interfere with, disrupt the integrity or performance of, or attempt to gain unauthorized access to the
Subscriptions, their related systems or networks, or any third-party data contained therein; or
xiv. provide access to or otherwise make the Products or the functionality of the Products available to any third party
through any means, including without limitation, by uploading the Software to a network or file-sharing service or
through any hosting, managed services provider, service bureau or other type of service unless specifically permitted
by the Published Specifications or agreed otherwise in a separate managed services agreement with Palo Alto
Networks.
d. Affiliates
If you purchase Product for use by your Affiliate, you shall:
i.  provide the Affiliate with a copy of this Agreement;
ii. ensure that the Affiliate complies with this Agreement;
iii. be responsible and liable for any breach of this Agreement by such Affiliate; and
iv. where applicable, be responsible and liable for any local law that imposes any tariffs, fees, penalties, or fines
arising from your Affiliates’ use of the Product in such jurisdictions.
e. Authentication Credentials
You shall keep accounts and authentication credentials providing access to Products secure and confidential. You must
notify Palo Alto Networks without undue delay about any misuse of your accounts or authentication credentials.

3. OWNERSHIP

Palo Alto Networks and its licensors/suppliers retain all rights to intellectual and intangible property relating to the Product,
including but not limited to copyrights, patents, trade secret rights, database rights, trademarks and any other intellectual
property rights therein unless otherwise indicated. You shall not delete or alter the copyright, trademark, or other
proprietary rights notices or markings that appear on the Product. Your rights to use the Product are limited to those
expressly granted in this Agreement. All rights not expressly granted are retained by Palo Alto Networks and/or its
licensors/suppliers. To the extent you provide any suggestions or comments related to the Products, Palo Alto Networks
shall have the right to retain and use any such suggestions or comments in current or future products or subscriptions,
without your approval or compensation to you.

4. OVERUSE.

Fees which are payable in advance for volume or capacity usage Subscriptions (e.g., number of accounts, credits, endpoints,
devices, points, seats, terabytes of data, tokens, users, workloads, etc.) must be reconciled with your actual usage at the
end of each month or quarter for any volume or capacity-based Subscriptions. Palo Alto Networks (or, where applicable,
the relevant Palo Alto Networks Affiliate) reserves the right to perform true-up reconciliation and charge (via the applicable
Palo Alto Networks Affiliate or your authorized reseller or cloud marketplace) for any such usage above the volume or
capacity purchased. Unless agreed otherwise in writing, this calculation will be based on the Palo Alto Networks’ then
current price list. You will issue a non-cancellable, non-refundable and non-returnable purchase order for such overuse
within ten (10) days from the occurrence of such overuse and pay as invoiced. If payment is not received in a timely fashion
for such overuse, Palo Alto Networks shall terminate or suspend your use of such Subscriptions in accordance with Section
5.b., below.

5. TERM; TERMINATION OR SUSPENSION; AND EFFECT OF TERMINATION

a. Term.

This Agreement is effective for the duration of the order (specifically for the Software, Subscription or Support Service
term) to which this Agreement relates, subject to earlier termination according to this Agreement, including without
limitation any extension of such order involving a purchase that increases the quantity initially ordered (e.g. additional
capacity).

b. Termination; Suspension
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i. Palo Alto Networks may terminate this Agreement at any time in the event you breach any material term,
including but not limited to exceeding the use or capacity restrictions (Section 2 above) as purchased or as stated in
applicable Published Specifications, and fail to cure such breach within thirty (30) days following notice.

ii. Palo Alto Networks may, at its discretion, terminate or suspend your access to or use of Software or
Subscriptions or Support Services if you are in default with any payment obligations concerning the Product or Support
Services due to Palo Alto Networks, a cloud service provider marketplace, an authorized reseller, or to any third-party
finance company that financed the purchase of the Product on your behalf.

iii. In addition to the termination rights set forth above, Palo Alto Networks reserves the right to suspend
Customer’s access to or use of Software or Subscriptions or Support Services if Palo Alto Networks reasonably believes that
Customer is using the services in manner or for a purpose that is likely to cause harm to Palo Alto Networks or a third party.
c. Effects of Termination
Upon termination, you shall immediately cease using the Product and in case of Software and/or Subscriptions, Palo Alto
Networks shall terminate your use of or access to any Subscriptions and access to Support Services. At Palo Alto Network’s
discretion, you shall destroy or return to Palo Alto Networks all copies of Palo Alto Networks’ Confidential Information.

6. WARRANTY, EXCLUSIONS AND DISCLAIMERS
a. Warranty
Palo Alto Networks warrants that:
i.  Hardware shall be free from defects in material and workmanship for one (1) year from the date of shipment;
ii. Software shall substantially conform to Palo Alto Networks’ Published Specifications for three (3) months from the
date of fulfillment; and
iii. Subscriptions shall perform materially to Published Specifications for the duration of the selected term.
As your sole and exclusive remedy and Palo Alto Networks’ and its suppliers’ sole and exclusive liability for breach of this
warranty, Palo Alto Networks shall, at its option and expense, repair or replace the Hardware or correct the Software or the
Subscriptions, as applicable.
All warranty claims must be made within ten (10) days from the detection of a suspected defect /discrepancy in writing
during the warranty period specified herein, if any. If after using commercially reasonable efforts, Palo Alto Networks,
determines in its sole discretion, that it is unable to repay or replace the Product, Customer will be entitled to a refund of
the fees paid by the Customer for that portion of the Product that did not comply with the warranty.

Replacement Products may consist of new or remanufactured parts that are equivalent to new. All Products that are
returned to Palo Alto Networks and replaced become the property of Palo Alto Networks. Palo Alto Networks shall not be
responsible for your or any third party’s software, firmware, information, or memory data contained in, stored on, or
integrated with any Product returned to Palo Alto Networks for repair or upon termination, whether under warranty or not.
You will pay the shipping costs for return of Products to Palo Alto Networks. Palo Alto Networks will pay the shipping costs
for repaired or replaced Products back to you.
b. Exclusions
The warranty set forth above shall not apply if the failure of the Product results from or is otherwise attributable to:

i.  repair, maintenance or modification of the Product by persons other than Palo Alto Networks or its designee;

ii. accident, negligence, abuse or misuse of a Product;

iii. use of the Product other than in accordance with Published Specifications;

iv. improper installation or site preparation or your failure to comply with environmental and storage requirements

set forth in the Published Specifications including, without limitation, temperature or humidity ranges; or

v. causes external to the Product such as, but not limited to, failure of electrical systems, fire or water damage.
c. Disclaimers
EXCEPT FOR THE WARRANTIES EXPRESSLY STATED AND TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW, THE
PRODUCTS ARE PROVIDED “AS IS”. PALO ALTO NETWORKS, ITS LICENSORS, AND ITS SUPPLIERS MAKE NO OTHER
WARRANTIES AND EXPRESSLY DISCLAIM ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION
ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND ANY WARRANTIES ARISING
OUT OF COURSE OF DEALING OR USAGE OF TRADE. PALO ALTO NETWORKS DOES NOT WARRANT THAT (1) THE PRODUCTS
WILL MEET YOUR REQUIREMENTS, (Il) THE USE OF PRODUCTS WILL BE UNINTERRUPTED OR ERROR-FREE, OR (IIl) THE
PRODUCTS WILL PROTECT AGAINST ALL POSSIBLE THREATS WHETHER KNOWN OR UNKNOWN.
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7. LIMITATION OF LIABILITY
a. Disclaimer of Indirect Damages
To the fullest extent permitted by applicable law, in no event shall either party or Palo Alto Networks’ suppliers be liable for
any special, indirect, incidental, punitive, exemplary or consequential damages of any kind (including but not limited to loss
of business, goodwill, data, profits, or use or for the cost of procuring substitute products, services or other goods), arising
out of or relating to the Products to which this Agreement relates, regardless of the theory of liability and whether or not
each party was advised of the possibility of such damage or loss.
b. Direct Damages
To the fullest extent permitted by applicable law, in no event shall the total liability of either party or Palo Alto Networks’
suppliers, from all claims or causes of action and under all theories of liability arising out of or relating to the Products to
which this Agreement relates, exceed the greater of one million United States dollars or the total amount you paid for the
entire term of the Subscription or Enterprise Program on which the claim is based. The foregoing limitation in this section
8b shall not apply to liability arising from:

i. death or bodily injury;

ii. sections 2 (Use and Restrictions) and 8 (Indemnification); and

iii. Customer’s payment obligations for the Product and related services, if any.

8. INDEMNIFICATION
a. Indemnification and Procedure
Palo Alto Networks will defend, at its expense, any third-party action or suit against you alleging that a Product infringes or
misappropriates such third party’s patent, copyright, trademark, database right, trade secret or other intellectual or
intangible property right (a “Claim”), and Palo Alto Networks will pay damages awarded in final judgment against you or
agreed to in settlement by Palo Alto Networks to the extent attributable to any such Claim; provided that you (i) promptly
notify Palo Alto Networks in writing of the Claim; (ii) give Palo Alto Networks sole control of the defense and settlement of
the Claim; and (iii) reasonably cooperate with Palo Alto Networks’ requests for assistance with the defense and settlement
of the Claim. Palo Alto Networks will not be bound by any settlement or compromise that you enter into without Palo Alto
Networks’ prior written consent.
b. Remedy
If a Product becomes, or in Palo Alto Networks’ opinion is likely to become, the subject of a Claim, then Palo Alto Networks
may, at its sole option and expense:
i.  procure the right for you to continue using the Product;
ii. replace or modify the Product to avoid the Claim; or
iii. if options (i) and (ii) cannot be accomplished despite Palo Alto Networks’ reasonable efforts, then Palo Alto
Networks may accept return of the Product and grant you credit for the price of the Product as depreciated on a
straight-line five (5) year basis, commencing on the date you received such Product or, for Subscriptions, grant you
credit for the portion of the Subscription paid but not used.
c. Exceptions
Palo Alto Networks’ obligations under this section 8 shall not apply to the extent any Claim results from or is based on:
i.  modifications to a Product made by a party other than Palo Alto Networks or its designee;
ii. the combination, operation, or use of a Product with hardware or software not supplied by Palo Alto Networks, if a
Claim would not have occurred but for such combination, operation or use;
iii. failure to use (1) the most recent version or release of a Product, or (2) an equally compatible and functionally
equivalent, non-infringing version of a Product supplied by Palo Alto Networks to address such Claim;
iv. Palo Alto Networks’ compliance with your explicit or written designs, specifications or instructions; or
v. use of a Product not in accordance with Published Specifications.
THE FOREGOING TERMS STATE PALO ALTO NETWORKS’ SOLE AND EXCLUSIVE LIABILITY AND YOUR SOLE AND EXCLUSIVE
REMEDY FOR ANY THIRD-PARTY CLAIMS OF INTELLECTUAL AND INTANGIBLE PROPERTY INFRINGEMENT OR
MISAPPROPRIATION.

9. CONFIDENTIALITY

“Confidential Information” means the non-public information that is exchanged between the parties, provided that such
information is identified as confidential at the time of initial disclosure by the disclosing party (“Discloser”), or disclosed
under circumstances that would indicate to a reasonable person that the information ought to be treated as confidential by
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the party receiving such information (“Recipient”). Confidential Information does not include Systems Data. Confidential
Information also does not include information that Recipient can prove by credible evidence:

i.  wasin the public domain at the time it was communicated to Recipient;

ii. entered the public domain subsequent to the time it was communicated to Recipient through no fault of Recipient;

iii. was in Recipient’s possession free of any obligation of confidentiality at the time it was communicated to

Recipient;

iv. was disclosed to Recipient free of any obligation of confidentiality; or

v. was developed by Recipient without use of or reference to Discloser’s Confidential Information.
Each party will not use the other party’s Confidential Information, except as necessary for the performance of this
Agreement, and will not disclose such Confidential Information to any third party, except to those of its employees and
subcontractors who need to know such Confidential Information for the performance of this Agreement, provided that
each such employee and subcontractor is subject to use and disclosure restrictions that are at least as protective as those
set forth herein. Recipient shall maintain the confidentiality of Discloser’s Confidential Information using the same effort
that it ordinarily uses with respect to its own confidential information of similar nature and importance, but no less than
reasonable care. The foregoing obligations will not restrict Recipient from disclosing Discloser’s Confidential Information:

a. pursuant to an order issued by a court, administrative agency, or other governmental body, provided that the
Recipient gives reasonable notice to Discloser to enable it to contest such order;

b. on a confidential basis to its legal or professional financial advisors; or

c. as required under applicable securities regulations.

The foregoing obligations of each Party shall continue for the period terminating three (3) years from the date on which the
Confidential Information is last disclosed, or the date of termination of this Agreement, whichever is later.

10. END USER DATA AND SYSTEMS DATA

a. End User Data

Palo Alto Networks and its Affiliates will process End User Data solely for the purposes of fulfilling its obligations under the
terms of this Agreement. To the extent Palo Alto Networks and its Affiliates processes personal data, as defined by applicable
data protection laws, such personal data will be processed in accordance with the Data Processing Addendum, which is
incorporated by reference herein.

b. Systems Data

Palo Alto Networks may use Systems Data to provide Products and services to You, to improve Products and services, to
develop new Products and services, to manage our relationship with You, and for threat research purposes. Palo Alto
Networks will not disclose to any unaffiliated third-party Systems Data that identifies You, Your customers or end users,
except to the extent required to comply with applicable law or valid order of a court or government agency of competent
jurisdiction.

11. GENERAL
a. Assignment

Neither party may assign or transfer this Agreement or any obligation herein without the prior written consent of the other
party, except that, upon written notice, Palo Alto Networks may assign or transfer this Agreement or any obligation herein
to its Affiliate, or an entity acquiring all or substantially all assets of Palo Alto Networks, whether by acquisition of assets or
shares, or by merger or consolidation without your consent. Any attempt to assign or transfer this Agreement (except as
permitted under the terms herein) shall be null and of no effect. For purposes of this Agreement, a change of Control will
be deemed to be an assignment. Subject to the foregoing, this Agreement shall be binding upon and inure to the benefit of
the successors and assigns of the parties.

b. Auditing End User Compliance

You shall retain records pertaining to Product usage. You grant to Palo Alto Networks and its independent advisors the right
to examine such records no more than once in any twelve-month period solely to verify compliance with this Agreement. In
the event such audit reveals non-compliance with this Agreement, you shall promptly pay the appropriate fees, plus
reasonable audit costs, as determined by Palo Alto Networks.

c. Authorization Codes; Grace Periods

Where applicable, you will be able to download Software via the server network located closest to you. Your Product may
require an authorization code to activate or access Subscriptions and support. The authorization codes will be issued at the
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time of order fulfillment. The Subscription, warranty or support term will commence in accordance with the grace period
policy at https://www.paloaltonetworks.com/support/support-policies/grace-period.html

d. Compliance with Laws; Export Control

You shall comply with all applicable laws in connection with your activities arising from this Agreement. You further agree
that you will not engage in any illegal activity, and you acknowledge that Palo Alto Networks reserves the right to notify you
or appropriate law enforcement in the event of such illegal activity. Both parties shall comply with the U.S. Export
Administration Regulations where applicable, and any other applicable export laws, restrictions, and regulations to ensure
that the Product and any technical data related thereto is not exported or re-exported directly or indirectly in violation of or
used for any purposes prohibited by such laws and regulations.

e. Cumulative Remedies

Except as expressly set forth in this Agreement, the exercise by either party of any of its remedies will be without prejudice
to any other remedies under this Agreement or otherwise.

f. Entire Agreement

This Agreement constitutes the entire agreement between the parties with respect to the subject matter hereof, and
supersedes all prior written or oral agreements, understanding and communications between them with respect to the
subject matter hereof. Any terms or conditions contained in your purchase order or other ordering document that are
inconsistent with, in addition to, or purport to vary the terms and conditions of this Agreement are hereby rejected by Palo
Alto Networks and shall be deemed null and of no effect.

g. Force Majeure

Palo Alto Networks shall not be responsible for any cessation, interruption, or delay in the performance of its obligations
hereunder due to earthquake, flood, fire, storm, natural disaster, epidemic or pandemic, act of God, war, terrorism, armed
conflict, labor strike, lockout, boycott, availability of network and telecommunications services or other similar events
beyond its reasonable control.

h. Governing Law

If you are located in North or Latin America, this Agreement shall be governed by and construed in accordance with the
laws of the state of California, excluding its conflict of laws principles. Any legal action or proceeding arising under this
Agreement will be brought exclusively in the state or federal courts located in Santa Clara County, California. If you are
located outside North or Latin America, this Agreement shall be governed by and construed in accordance with the laws of
England and Wales, excluding its conflict of laws principles. Any legal action or proceeding arising under this Agreement will
be brought exclusively in the courts of London, England. The United Nations Convention on Contracts for the International
Sale of Goods shall not apply.

i Headings

The headings, including section titles, are given solely as a convenience to facilitate reference. Such headings shall not be
deemed in any way material or relevant to the construction or interpretation of this document or any of its provisions.

j. Notices

All notices shall be in writing and delivered:

i. for Customer, to the e-mail set forth on the Customer’s website and to an officer of Customer, or as otherwise
provided by Customer to Palo Alto Networks for the purpose of effectuating written notices.

ii. for Palo Alto Networks: legal@paloaltonetworks; or,

iii. for either party, by overnight delivery service or by certified mail sent to the address published on the
respective parties’ websites or the address specified on the relevant order document (attention: Legal Department), and in
each instance will be deemed given upon receipt.

k. Open-Source Software

The Products may contain or be provided with components subject to the terms and conditions of open-source software
licenses (“Open-Source Software”). A list of Open-Source Software can be found at
https://www.paloaltonetworks.com/documentation/oss-listings/oss-listings.html. These Open-Source Software license
terms are consistent with the rights granted in section 2 (Use and Restrictions) and may contain additional rights benefiting
you. Palo Alto Networks represents and warrants that the Product, when used in conformance with this Agreement, does
not include Open-Source Software that restricts your ability to use the Product nor requires you to disclose, license, or
make available at no charge any material proprietary source code that embodies any of your intellectual property rights.

I Reciprocal Waiver of Claims Related to United States SAFETY Act

Where a Qualified Anti-terrorism Technology (the “QATT”) has been deployed in defense against, response to or recovery
from an “act of terrorism” as that term is defined under the SAFETY Act, Palo Alto Networks and End User agree to waive all
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claims against each other, including their officers, directors, agents or other representatives, arising out of the
manufacture, sale, use or operation of the QATT, and further agree that each is responsible for losses, including business
interruption losses, that it sustains, or for losses sustained by its own employees resulting from an activity arising out of
such act of terrorism.
m. Marketing
Customer hereby grants to Palo Alto Networks the right to use Customer's name, logo and related marks in marketing and
sales materials and communications solely to identify Customer as a Palo Alto Networks customer. Other than as expressly
stated herein, neither party shall use the other party's name, logo or trademarks without the prior written permission of
the other party.
n. Survival
Sections regarding license restrictions, ownership, term and termination, U.S. Government End Users, limitations of liability,
governing law, and this General section shall survive termination of this Agreement.
o. Waiver and Severability
The failure by either party to enforce any provision of this Agreement will not constitute a waiver of future enforcement of
that or any other provision. Any waiver or amendment of any provision of this Agreement will be effective only if in writing
and signed by authorized representatives of both parties. If any provision of this Agreement is held to be unenforceable or
invalid, that provision will be enforced to the maximum extent possible and the other provisions will remain in full force and
effect.
p. U.S. Government End Users
This section applies to United States Government end users only and does not apply to any other end users. The Software
and its documentation are “commercial computer software” and “commercial computer software documentation,”
respectively; as such terms are used in FAR 12.212 and DFARS 227.7202. If the Software and its documentation are
being acquired by or on behalf of the U.S. Government, then, as provided in FAR 12.212 and DFARS 227.7202-1 through
227.7202-4, as applicable, the U.S. Government’s rights in the Software and its documentation shall be as specified in
this Agreement. If any term or condition set forth in this Agreement:
i. allows for the automatic termination of the Government’s license rights or maintenance of services;
ii. allows for the automatic renewal of services and/or fees;
iii. allows for the Government to pay audit costs; and/or
iv. requires the governing law to be anything other than Federal law, then such term and condition shall not apply to the
U.S. Government but shall continue to apply to prime contractors and subcontractors of the Government.
Furthermore, nothing contained in this Agreement is meant to diminish the rights of the U.S. Department of Justice as
identified in 28 U.S.C. Section 516. Finally, to the extent any term and condition set forth in this Agreement is contrary to
U.S. Federal procurement law, then such term and condition shall not apply to the U.S. Government but shall continue to
apply to prime contractors and subcontractors of the government.
g. WildFire: U.S. Government
Where End User is a U.S. Government contractor using or accessing WildFire: U.S. Government malware prevention service,
End User certifies that now and so long as it uses or accesses WildFire: U.S. Government service:
i. only U.S. citizens will be permitted to access WildFire: U.S. Government for administration and configuration;
ii. End User holds an active contract or subcontract with the U.S. Federal Government and has a need to exchange e-
mail, documents and other forms of communication with the U.S. Federal Government under a contract or
subcontract;
iii. End User shall cease using or accessing WildFire: U.S. Government when it no longer has an active contract or
subcontract with the U.S. Federal Government; and
iv. End User will abide by the confidentiality provisions contained within this Agreement.
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SCHEDULE B.3. - PRICING

Managed Detection and Response & Professional Services for Michigan Public Safety
Communications System (MPSCS)

Operational Costs

Term 10/1/2024 - 9/30/2025
ASTRO Managed Detection and Response w/ ATI $1,564,115.80
PremierOne MDR. Includes 100 EDR Licenses $36,687.04
ASTRO Support Services, Dispatch & Onsite Support $282,494.74
Total $1,883,297.58

One-Time Capital Costs

System Integration Costs

System Integration, Hardware, EDR Licensing & Training $1,122,861.35
Juniper Intrusion Detection Credit $120,000.00
Total $1,002,861.35

Professional Services
NIST 800-53r5 SSP $340,720.00

Year 1 Total

MPSCS Total $3,226,878.93




SCHEDULE R - PROFESSIONAL SERVICES
ADDENDUM

This Professional Services Addendum (“PSA”) is PRIMARY AGREEMENT governed by the State of
Michigan Contract No. 190000001544 dated October 1, 2019, as amended (“PRIMARY
AGREEMENT?”), entered into between Motorola Solutions, Inc. and the State of Michigan
(“Customer”). PRIMARY AGREEMENT. Capitalized terms used in this PSA, but not defined herein,
will have the meanings set forth in the PRIMARY AGREEMENT or the applicable Addenda.

1. Addendum. This PSA governs Customer’s purchase of Professional Services (as defined
below) and will form part of the Parties’ Agreement. This PSA will control with respect to
conflicting or ambiguous terms in the PRIMARY AGREEMENT or any other applicable
Addendum, but only as applicable to the Professional Services purchased under this PSA and
not with respect to other Products and Services.

2. Professional Services; Applicable Terms and Conditions.

2.1. Professional Services. Services provided by Motorola to Customer under this Agreement
the nature and scope of which are more fully described in the Ordering Documents
(“Professional Services”).

2.2, Assessment of Systems & Operations. If Customer is purchasing Professional Services
to evaluate or assess networks, systems or operations, Customer acknowledges and
agrees that the equipment provided by or used by Motorola to facilitate performance of
the Services may impact or disrupt information systems. Except as specifically set forth
in the Agreement, Motorola disclaims responsibility for costs in connection with any such
disruptions of and/or damage to Customer’s or a third party’s information systems,
equipment, voice transmissions, and data, including, but not limited to, denial or access
to a legitimate system user, automatic shut-down of information systems caused by
intrusion detection software or hardware, or failure of the information system resulting
from the provision or delivery of the Service. Motorola agrees to cooperate with Customer
to schedule any such potential damage or disruption around Customer’s voice or
information technology traffic and use patterns so as to reduce the risk of disruption
during working hours.

2.3. Network Security. If Customer is purchasing network security assessment of network
monitoring Professional Service, Customer acknowledges and agrees that Motorola does
not guarantee or warrant that it will discover all of Customer’s system vulnerabilities or
inefficiencies. Customer agrees not to represent to third parties that Motorola has
provided such guarantee. Motorola disclaims any and all responsibility for any and all
loss or costs of any kind associated with vulnerabilities or security events, whether or not
they are discovered by Motorola.

2.4. Application Development. Reserved.
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3. Toobtain any additional Professional Services, Customer will issue a purchase order referring
to this Agreement and the separate proposal document. Omission of reference to this
Agreement in Customer’s purchase order will not affect the applicability of this Agreement.

4. Payment. In accordance with the PRIMARY AGREEMENT.

5. Survival. The following provisions will survive the expiration or termination of this PSA for any

reason: Section 1 - Addendum; Section 2 — Professional Services; Applicable Terms and
Conditions; Section 5- Survival.
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SCHEDULE S - DATA PROCESSING ADDENDUM
FOR ASTRO AND PREMIER ONE MDR SERVICES

This Data Processing Addendum, including its Annexes (“DPA”), is governed by the State of
Michigan Contract No. 190000001544 dated October 1, 2019, as amended (“Agreement”), entered
into between Motorola Solutions, Inc. and the State of Michigan (“Customer”). Unless otherwise
agreed to by the parties, this DPA only applies to the Software and Services detailed in
Schedule A - Attachment 12, Statement of Work.

1. Definitions.

Capitalized terms used in this DPA, but not defined herein, will have the meanings set forth in the
PRIMARY AGREEMENT or the applicable Addenda.

“Controller” means the natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data.
Regulatory frameworks may differ in their respective naming conventions and therefore may refer to
a Controller as a Business or otherwise.

“Data” means collectively Motorola Data and Customer Data, including any Personal Data
included therein.

“Data Subjects” means the identified or identifiable person to whom Personal Data relates.
“Metadata” means data that describes other data.

“Motorola Data” means data owned by Motorola and made available to Customer in connection
with the Products and Services.

“Personal Data” or “Personal Information” means any information relating to an identified or
identifiable natural person transmitted to Motorola by, through, or on behalf of Customer and its
Authorized Users or their end users as part of Customer Data. An identifiable natural personis one
who can be identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one or more factors

specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person.

“Processor' means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the Controller. Processors act on behalf of the relevant
Controller and under their authority. In doing so, they serve the Controller's interests rather than
their own. Regulatory frameworks may differ in their respective naming conventions and therefore
may refer to a Processor as a “Service Provider” or otherwise.

“Security Incident” means a confirmed or reasonably suspected accidental or unlawful
destruction, loss, alteration or disclosure of, or access to Customer Data, which may include
Personal Data, while processed by Motorola.
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2. Processing of Customer Data

2.1.

2.2,
2.3.

2.4.

2.5.

Roles of the Parties. The Parties agree that with regard to the Processing of Personal

Data hereunder, Customer is the Controller and Motorola is the Processor who may
engage Sub-processors pursuant to the requirements of the Agreement and Section 6
entitled “Sub-processors” below.

Motorola’s Processing of Customer Data. See Schedule H. 7.3.1.

Details of Processing. The subject-matter of Processing of Personal Data by Motorola

hereunder, the duration of the Processing, the categories of Data Subjects and types of
Personal Data are set forth on Annex | to this DPA.

Disclosure of Processed Data. Motorola will not disclose to or share any Customer Data
with any third party except to Motorola’s Sub-processors, suppliers and channel partners
as necessary to provide the products and services unless permitted under this
Agreement, authorized by Customer or required by law. In the event a government or
supervisory authority demands access to Customer Data, to the extent allowable by law,
Motorola will provide Customer with notice of receipt of the demand to provide sufficient
time for Customer to seek appropriate relief in the relevant jurisdiction. In all
circumstances, Motorola retains the right to comply with applicable law. Motorola will
ensure that its personnel are subject to a duty of confidentiality, and will contractually
obligate its Sub-processors to a duty of confidentiality, with respect to the handling of
Customer Data and any Personal Data contained in Service Use Data.

Customer’s Obligations. Customer is solely responsible for its compliance with all Data
Protection Laws and establishing and maintaining its own policies and procedures to
ensure such compliance. Customer will not use the products and services in a manner
that would violate applicable Data Protection Laws. Customer will have sole
responsibility for (i) the lawfulness of any transfer of Personal Data to Motorola, (ii) the
accuracy, quality, and legality of Personal Data provided to Motorola; (iii) the means by
which Customer acquired Personal Data, and (iv) the provision of any required notices to,
and obtaining any necessary acknowledgements, authorizations or consents from Data
Subjects. Customer takes full responsibility to keep the amount of Personal Data
provided to Motorola to the minimum necessary for Motorola to perform in accordance
with the Agreement.

3. Service Use Data. See Sch. H. 7.5.

4. Third-Party Data and Motorola Data. Motorola Data and Third Party Data may be available to
Customer through the products and services. Customer and its Authorized Users may use the
Motorola Data and Third Party Data as permitted by Motorola and the applicable third-party
data provider, as described in the Agreement or applicable addendum. Unless expressly
permitted in the Agreement or applicable addendum, Customer will not, and will ensure its
Authorized Users will not: (a) use the Motorola Data or Third-Party Data for any purpose other
than Customer’s governmental purposes or disclose the data to third parties; (b) “white label”
such data or otherwise misrepresent its source or ownership, or resell, distribute, sublicense,
or commercially exploit the data in any manner; (c) use such data in violation of applicable laws
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; (d) use such data for activities or purposes where reliance upon the data could lead to death,
injury, or property damage; (e) remove, obscure, alter, or falsify any marks or proprietary rights
notices indicating the source, origin, or ownership of the data; or (f) modify such data or
combine it with Customer Data or other data or use the data to build databases. Additional
restrictions may be set forth in the Agreement. Any rights granted to Customer or Authorized
Users with respect to Motorola Data or Third-Party Data will immediately terminate upon
termination or expiration of the applicable addendum, order or the Agreement. Further,
Motorola or the applicable Third Party Data provider may suspend, change, or terminate
Customer’s or any Authorized User’s access to Motorola Data or Third-Party Data if Motorola or
such Third Party Data provider believes Customer’s or the Authorized User’s use of the data
violates the Agreement, applicable law or by Motorola’s agreement with the applicable Third
Party Data provider. Upon termination of Customer’s rights to use of any Motorola Data or
Third-Party Data, Customer and all Authorized Users willimmediately discontinue use of such
data, delete all copies of such data, and certify such deletion to Motorola. Notwithstanding any
provision of the Agreement to the contrary, Motorola has no liability for Third-Party Data or
Motorola Data available through the Products and Services. Motorola and its Third Party Data
providers reserve all rights in and to Motorola Data and Third-Party Data not expressly granted
in the Agreement or applicable order

5. Motorola as a Controller or Joint Controller. In all instances where Motorola acts as a
Controller it will comply with the applicable provisions of the Motorola Privacy Statement at
Motorola Privacy Statement as each may be updated from time to time. Motorola holds all
Customer Contact Data as a Controller and will Process such Customer Contact Data in
accordance with the Motorola Privacy Statement.

6. Sub-processors.

6.1. Use of Sub-processors. See Sch. H. 7.3.3.

6.2. Changes to Sub-processing. The Customer hereby consents to Motorola engaging the
list of Sub-processors as set forth in Annex Il to process Customer Data provided that:
(i)Motorola must provide thirty (30) days written prior notice of the addition or removal of
any Sub-processor; (ii) Motorola imposes data protection terms on any Sub-processor it
appoints that protect the Customer Data to the same standard provided for by this DPA
and the Agreement; and (iii) Motorola remains fully liable for any breach of this clause that
is caused by an act, error or omission of its Sub-processor(s). The Customer may object to
Motorola’s appointment or replacement of a Sub-processor prior to its appointment or
replacement, provided such objection is based on reasonable grounds relating to data
protection. In such event, Motorola will either appoint or replace the Sub-processor or, if
in Motorola’s discretion this is not feasible, the Customer may terminate this Agreement
and receive a pro-rata refund of any prepaid service or support fees as full satisfaction of
any claim arising out of such termination.

6.3. Data Subject Requests. Motorola will, to the extent legally permitted, promptly notify
Customer if it receives a request from a Data Subject, including without limitation
requests for access to, correction, amendment, transport or deletion of such Data
Subject’s Personal Data and, to the extent applicable, Motorola will provide Customer
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with commercially reasonable cooperation and assistance in relation to any complaint,
notice, or communication from a Data Subject. Customer will respond to and resolve
promptly all requests from Data Subjects which Motorola provides to Customer.

7. DataTransfers

Motorola agrees that it will not make transfers of Personal Data under this Agreement from one
jurisdiction to another unless such transfers are performed in compliance with this DPA, the
Agreement, and applicable Data Protection Laws. Motorola agrees to enter into appropriate
agreements with its Sub-processors, which will permit Motorola to transfer Personal Data to its
Sub-processors. Motorola also agrees to assist the Customer in entering into agreements with
its Sub-processors if required by applicable Data Protection Laws for necessary transfers.

8. Security. Motorola will implement appropriate technical and organizational measures to
ensure a level of security appropriate to the risks posed by the Processing of Customer Data
which may include Personal Data. The appropriate technical and organizational measures
implemented by Motorola are set forth in the PRIMARY AGREEMENT, including its Schedule P -
Data Security Requirements, and in Annex Il.

Security Incident Notification and Loss or Compromise of Customer Data. In the event of
any act, error or omission, negligence, misconduct, or breach on the part of Contractor that
compromises or is suspected to compromise the security, confidentiality, integrity, or
availability of Customer Data or the physical, technical, administrative, or organizational
safeguards putin place by Contractor that relate to the protection of the security,
confidentiality, or integrity of Customer Data, Contractor must, as applicable:

(a) notify the State as soon as practicable but no later than 24 hours of becoming aware of such
occurrence;

(b) provide reasonable cooperation with the State in investigating the occurrence in a manner
that does not interfere with Contractor’s mitigation and containment of any incident, including
making available all relevant records, logs, files, data reporting, and other materials required to
comply with applicable law or as otherwise required by the State;

(c) in the case of Pll or PHI, at the State’s sole election:

(i) with approval and assistance from the State, and if required by applicable law, notify the
affected individuals who comprise the Pll or PHI as soon as practicable but no later than is
required to comply with applicable law, or, in the absence of any legally required notification
period, within 5 calendar days of the occurrence; or

(ii) reimburse the State for any costs in notifying the affected individuals;

(d) in the case of PlI, provide third-party credit and identity monitoring services to each of the
affected individuals who comprise the Pll for the period required to comply with applicable law,
or, in the absence of any legally required monitoring services, for no less than 24 months
following the date of notification to such individuals;

(e) perform or take any other actions required to comply with applicable law as a result of the
occurrence;
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(f) pay for any costs associated with the occurrence to the extent of Contractor’s responsibility
for the incident, including but not limited to any costs incurred by the State in investigating and
resolving the occurrence, including reasonable attorney’s fees associated with such
investigation and resolution;

(g) without limiting Contractor’s obligations of indemnification as further described in this
Contract, indemnify, defend, and hold harmless the State for any and all claims, including
reasonable attorneys’ fees, costs, and incidental expenses, which may be suffered by, accrued
against, charged to, or recoverable from the State in connection with the occurrence to the
extent of Contractor’s responsibility for the incident;

(h) be responsible for recreating lost Customer Data to the extent possible within a reasonable
time frame without charge to the State; and

(i) provide to the State a detailed plan within a reasonable time frame describing the measures
Contractor will undertake to prevent a future occurrence. Notification to affected individuals,
as described above, must comply with applicable law, be written in plain language, not be
tangentially used for any solicitation purposes, and contain, at a minimum: name and contact
information of Contractor’s representative; a description of the nature of the loss; a list of the
types of data involved; the known or approximate date of the loss; how such loss may affect the
affected individual; what steps Contractor has taken to protect the affected individual; what
steps the affected individual can take to protect himself or herself; contact information for
major credit card reporting agencies; and, information regarding the credit and identity
monitoring services to be provided by Contractor. The State will have the option to review and
approve any notification sent to affected individuals prior to its delivery. Notification to any
other party, including but not limited to public media outlets, must be reviewed and approved
by the State in writing prior to its dissemination.

For purposes of clarity, “suspected to compromise” means a determination by Contractor
based on specific and articulable facts and circumstances, taken together with rational
inferences from those facts, that an act or omission may likely result in a breach of security,
confidentiality, availability or integrity of the products and services provided hereunder of
Customer Data.

The parties agree that any damages arising out of a breach of the terms set forth in this Section
are to be considered direct damages and not consequential damages.

9. Data Retention and Deletion. See Sch. H. 7.4.
10. Regulation of Specific Terms.

10.1. CIJIS. Motorola agrees to support the Customer’s obligation to comply with the Federal
Bureau of Investigation Criminal Justice Information Services (CJIS) Security Policy and
will comply with the terms of the CJIS Security Addendum for the Term of this Agreement.
Motorola personnel that require access to unencrypted Criminal Justice Information
(“CJI”) for purposes of Tier 3 support (e.g. troubleshooting or development resources)
must be escorted by a MPSCS Authorized User who is authorized unescorted CJl access.
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In an emergency situation, MPSCS may provided escorted access via a mutually
agreeable virtual method only if strictly necessary provided such access remains in
compliance with CJIS requirements. In the event Customer requires access to Service
Use Data for its compliance with the CJIS Security Policy, Motorola will make such access
available following Customer’s request. Notwithstanding the foregoing, in the event the
Agreement or applicable ordering document terminates, Motorola will carry out deletion
of Customer Data in compliance with Section 10 herein and may likewise delete Service
Use Data within the time frame specified therein.

10.2. Data Protection Laws. Motorola will comply with its obligations under the applicable
legislation, and shall make available to Customer all information in its possession
necessary to demonstrate compliance with obligations in accordance with such

legislation.

10.3. Motorola Contact. If Customer believes that Motorola is not adhering to its privacy or
security obligations hereunder, Customer will contact the Motorola Data Protection
Officer at Motorola Solutions, Inc., 500 W. Monroe, Chicago, IL USA 90661-3618 or at
privacy1@motorolasolutions.com.
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SCHEDULE S - ANNEXI

DESCRIPTION OF TRANSFER
Categories of data subjects whose personal data is transferred

Data subjects include the data exporter’s representatives and end-users including employees,
contractors, collaborators, and customers of the data exporter. Data subjects may also include
individuals attempting to communicate or transfer personal information to users of the services
provided by data importer. Motorola acknowledges that, depending on Customer’s use of the
Online Service, Customer may elect to include personal data from any of the following types of data
subjects in the Customer Data:

e Employees, contractors, and temporary workers (current, former, prospective) of data
exporter;

Dependents of the above;

e Dataexporter's collaborators/contact persons (natural persons) or employees, contractors or
temporary workers of legal entity collaborators/contact persons (current, prospective, former);

e Users (e.g., customers, clients, patients, visitors, etc.) and other data subjects that are users of
data exporter's services;

o Partners, stakeholders or individuals who actively collaborate, communicate or otherwise
interact with employees of the data exporter and/or use communication tools such as apps
and websites provided by the data exporter;

e Stakeholders orindividuals who passively interact with data exporter (e.g., because they are
the subject of an investigation, research or mentioned in documents or correspondence from
or to the data exporter);

e Minors;or

e Professionals with professional privilege (e.g., doctors, lawyers, notaries, religious workers,
etc.).

Categories of personal data transferred

Customer’s use of the Products and Services, Customer may elect to include personal data from
any of the following categories in the Customer Data:

e Basic personal data (for example place of birth, street name, and house number (address),
Agreemental code, city of residence, country of residence, mobile phone number, first name,
last name, initials, email address, gender, date of birth), including basic personal data about
family members and children;

e Authentication data (for example user name, password or PIN code, security question, audit
trail);

e Contact information (for example addresses, email, phone numbers, social media identifiers;
emergency contact details);
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Unique identification numbers and signatures (for example Social Security number, bank
account number, passport and ID card number, driver's license number and vehicle registration
data, IP addresses, employee number, student number, patient number, signature, unique
identifier in tracking cookies or similar technology);

Pseudonymous identifiers;

Financial and insurance information (for example insurance number, bank account name and
number, credit card name and number, invoice number, income, type of assurance, payment
behavior, creditworthiness);

Commercial Information (for example history of purchases, special offers, subscription
information, payment history);

Biometric Information (for example DNA, fingerprints and iris scans);

Location data (for example, Cell ID, geo-location network data, location by start call/end of the
call. Location data derived from use of wifi access points);

Photos, video, and audio;

Internet activity (for example browsing history, search history, reading, television viewing, radio
listening activities);

Device identification (for example IMEI-number, SIM card number, MAC address);

Profiling (for example based on observed criminal or anti-social behavior or pseudonymous
profiles based on visited URLSs, click streams, browsing logs, IP-addresses, domains, apps
installed, or profiles based on marketing preferences);

HR and recruitment data (for example declaration of employment status, recruitment
information (such as curriculum vitae, employment history, education history details), job and
position data, including worked hours, assessments and salary, work permit details, availability,
terms of employment, tax details, payment details, insurance details and location, and
organizations);

Education data (for example education history, current education, grades and results, highest
degree achieved, learning disability);

Citizenship and residency information (for example citizenship, naturalization status, marital
status, nationality, immigration status, passport data, details of residency or work permit);

Information processed for the performance of a task carried out in the public interest or in the
exercise of an official authority;

Special categories of data (for example racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health, data concerning a natural
person’s sex life or sexual orientation, or data relating to criminal convictions or offenses); or

Any other personal data identified under applicable law or regulation.
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Sensitive data transferred

To the extent that a solution sold under an Agreement requires the processing of sensitive personal
information, it will be restricted to the minimum processing necessary for the solution functionality
and be subject to technical security measures appropriate to the nature of the information.

The frequency of the transfer Data may be transferred on a continuous basis during the term of
the Agreement or other agreement to which this DPA applies.

Nature of the processing

The nature, scope and purpose of processing personal data is to carry out performance of
Motorola’s obligations with respect to provision of the Products and Services purchased under the
Agreement and applicable ordering documents. The data importer utilizes a global network of data
centers and management/support facilities, and processing may take place in any jurisdiction
where data importer or its Sub-processors utilize such facilities.

Purpose(s) of the data transfer and further processing

The nature, scope and purpose of processing personal data is to carry out performance of
Motorola’s obligations with respect to provision of the Products and Services purchased under the
Agreement and applicable ordering documents. The data importer utilizes a global network of data
centers and management/support facilities, and processing may take place in any jurisdiction
where data importer or its Sub-processors utilize such facilities

The period for which the personal data will be retained Data retention is governed by Section 10
of this Data Processing Addendum.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the
processing

Transfers to Sub-processors will only be for carrying out the performance of Motorola’s obligations
with respect to provision of the Products and Services purchased under the Agreement and
applicable ordering documents. Any such Sub-processors will be permitted to obtain Customer
Data only to deliver the services the data importer has retained them to provide, and they are
prohibited from using Customer Data for any other purpose. For avoidance of doubt, the Software
and Customer Data must be securely stored, hosted, supported, administered, Accessed, and
backed up in the United States or its territories. The use of Offshore Resources is not permitted.
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SCHEDULE S - ANNEXII

TECHNICAL AND ORGANIZATIONAL MEASURES INCLUDING TECHNICAL AND
ORGANIZATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA

Measures of pseudonymization and encryption of personal data

Where technically feasible and when not impacting services provided: Motorola Solutions
minimizes the data it collects to information it believes is necessary to communicate, provide, and
support products and services and information necessary to comply with legal obligations.
Motorola Solutions encrypts data in transit and at rest. Motorola Solutions pseudonymizes and
limits administrative accounts that have access to reverse pseudonymization.

Measures for ensuring ongoing confidentiality, integrity, availability and resilience of
processing systems and services

In order to ensure ongoing confidentiality, integrity, availability and resilience of processing systems
and services, Motorola Solutions Information Protection policy mandates the institutionalization of
information protection throughout solution development and operational lifecycles. Motorola
Solutions maintains dedicated security teams for its internal information security and its products
and services. Its security practices and policies are integral to its business and mandatory for all
Motorola Solutions employees and contractors. The Motorola Chief Information Security Officer
maintains responsibility and executive oversight for such policies, including formal governance,
revision management, personnel education and compliance. Motorola Solutions generally aligns
its information security practices to the NIST Cybersecurity Framework as well as ISO 27001.

Measures for ensuring the ability to restore the availability and access to personal datain a
timely manner in the event of a physical or technical incident

Motorola’s availability and backup strategy is designed to ensure replication and fail-over
protections in the event of a physical or technical incident. Personal Data is backed up and
maintained using at least industry standard methods

Security Incident Procedures. Motorola maintains a global incident response plan to address any
physical or technical incident in an expeditious manner. Motorola maintains a record of security
breaches with a description of the breach, the time period, the consequences of the breach, the
name of the reporter, and to whom the breach was reported, and the procedure for recovering data.
For each security breach that is a Security Incident, notification will be made in accordance with
the Security Incident Notification section of this DPA.

Business Continuity and Disaster Preparedness. Motorola maintains business continuity and
disaster preparedness plans for critical functions and systems within Motorola’s control that
support the products and services purchased under the Agreement in order to avoid services
disruptions and minimize recovery risks.

Processes for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures in order to ensure the security of the processing.
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Motorola periodically evaluates its processes and systems to ensure continued compliance with
obligations imposed by law, regulation or contract with respect to the confidentiality, integrity,
availability, and security of Customer Data, including Personal Information. Motorola documents
the results of these evaluations and any remediation activities taken in response to such
evaluations. Motorola periodically has third party assessments performed against applicable
industry standards, such as ISO 27001, 27017, 27018 and 27701.

Measures for user identification and authorization

Identification and Authentication. Motorola uses industry standard practices to identify and
authenticate users who attempt to access Motorola information systems. Where authentication
mechanisms are based on passwords, Motorola requires that the passwords are at least twelve
characters long and are changed regularly. Motorola uses industry standard password protection
practices, including practices designed to maintain the confidentiality and integrity of passwords
when they are assigned, distributed, and during storage.

Access Policy and Administration. Motorola maintains a record of security privileges of individuals
having access to Customer Data, including Personal Information. Motorola maintains appropriate
processes for requesting, approving and administering accounts and access privileges in
connection with the Processing of Customer Data. Only authorized personnel may grant, alter or
cancel authorized access to data and resources. Where an individual has access to systems
containing Customer Data, the individuals are assigned separate, unique identifiers. Motorola
deactivates authentication credentials on a periodic basis.

Measures for the protection of data during transmission

Data is generally encrypted during transmission within the Motorola managed environments.
Encryption in transit is also generally required of any Sub-processors. Further, protection of data in
transit is achieved through the access controls, physical and environmental security, and personnel
security described throughout this Annex Il.

Measures for the protection of data during storage

Data is generally encrypted during storage within the Motorola managed environments. Encryption
in storage is also generally required of any Sub-processors. Further, protection of data in storage is
also achieved through the access controls, physical and environmental security, and personnel
security described throughout this Annex Il.

Measures for ensuring physical security of locations at which personal data are processed

Motorola maintains appropriate physical and environment security controls to prevent
unauthorized access to Customer Data, including Personal Information. This includes appropriate
physical entry controls to Motorola facilities such as card-controlled entry points, and a staffed
reception desk to protect against unauthorized entry. Access to controlled areas within a facility
will be limited by job role and subject to authorized approval. Use of an access badge to enter a
controlled area will be logged and such logs will be retained in accordance with Motorola policy.
Motorola revokes personnel access to Motorola facilities and controlled areas upon separation of
employment in accordance with Motorola policies. Motorola policies impose industry standard
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workstation, device and media controls designed to further protect Customer Data, including
personal information.

Measures for ensuring personnel security

Access to Customer Data. Motorola maintains processes for authorizing and supervising its
employees, and contractors with respect to monitoring access to Customer Data. Motorola
requires its employees, contractors and agents who have, or may be expected to have, access to
Customer Data to treat that data as Motorola Solutions Confidential Restricted information.

Security and Privacy Awareness. Motorola ensures that its employees and contractors remain
aware of industry standard security and privacy practices, and their responsibilities for protecting
Customer Data, which may include Personal Data. This includes, but is not limited to, protection
against malicious software, password protection, and management, and use of workstations and
computer system accounts. Motorola requires periodic information security training, privacy
training, and business ethics training for all employees and contract resources.

Sanction Policy. Motorola maintains a sanction policy to address violations of Motorola's internal
security requirements as well as those imposed by law, regulation, or contract.

Background Checks. Motorola follows its standard mandatory employment verification
requirements for all new hires. In accordance with Motorola internal policy, these requirements will
be periodically reviewed and include criminal background checks, proof of identity validation and
any additional checks as deemed necessary by Motorola.

Measures for ensuring events logging

Motorola Solutions logs, or enables Customers to log, access and use of products or services that
Process Customer Data. Logging of defined system activities, with appropriate event details, is
required by Motorola Solutions policy. Such policy also requires integrated audit record review via a
Security Information Event Management system and requirements for appropriate audit trail log
management.

Measures for certification/assurance of processes and products

Motorola performs internal security evaluations such as Secure Application Reviews and Secure
Design Review as well as Production Readiness Reviews prior to product or service release. Where
appropriate, privacy assessments are performed for Motorola's products and services. A

risk register is created as a result of internal evaluations with assignments tasked to appropriate
personnel. Security audits are performed annually with additional audits as needed. Additional
privacy assessments, including updated data maps, may occur when material changes are made to
the products or services. Further, Motorola Solution has achieved AICPA SOC2 Type 2 reporting and
ISO/IEC 27001:2013 certification for the scope as set forth in its applicable certificate found at the
Motorola Solutions Trust Center. .

Measures for ensuring data minimization

Motorola Solutions policies require processing of all personal information in accordance with
applicable law, including when that law requires data minimization. Further, Motorola Solutions
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conducts privacy assessments of its products and services and evaluates if those products and
services support the principles of processing, such as data minimization.

Measures for ensuring data quality

Motorola Solutions policies require processing of all personal information in accordance with
applicable law, including when that law requires ensuring the quality and accuracy of data. Further,
Motorola Solutions conducts privacy assessments of its products and services and evaluates if
those products and services support the principles of processing, such as ensuring data quality.

Measures for ensuring limited data retention

Motorola Solutions maintains a data retention policy that provides a retention schedule outlining
storage periods for Personal Data. The schedule is based on business needs and provides sufficient
information to identify all records and to implement disposal decisions in line with the schedule.
The policy is periodically reviewed and updated.

Measures for ensuring accountability

To ensure compliance with the principle of accountability, Motorola Solutions maintains a Privacy
Program which generally aligns its activities to industry standard frameworks including the Nymity
Privacy Management and Accountability Framework, NIST Privacy Framework and ISO 27701. The
Privacy Program is audited annually by Motorola Solutions Audit Services.

Measures for allowing data portability and ensuring erasure

When subject to a data subject request to move, copy or transfer their personal data, Motorola
Solutions will provide personal data to the Controller in a structured, commonly used and machine
readable format. Where possible and if the Controller requests it, Motorola Solutions can directly
transmit the personal information to another organization.

For transfers to Sub-processors

If, in the course of providing products and services under the Agreement, Motorola Solutions
transfers Customer Data containing Personal Data to Sub-processors, such Sub-processors will be
subjected to a security assessment and bound by obligations substantially similar, but at least as
stringent, as those included in this DPA.
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SCHEDULE S - ANNEX I

Sub-Processors

Motorola Solutions Sub-processors are identified below.

Version 2024-1

Applicable Sub-Processors:

1.

& N o 0o B~ N

Amazon.com, Inc
Google LLC

Okta

Palo Alto - US
ServiceNow
Tenable, Inc.
Twilio

Neustar

Optional Sub-Processor (Depending on contact methods)

9.

PagerDuty, Inc
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STATE OF MICHIGAN
ENTERPRISE PROCUREMENT

Department of Technology, Management, and Budget
320 S. Walnut Street 2nd Floor Lansing, MI 48933
P.0. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 10
to
Contract Number MA190000001544

MOTOROLA SOLUTIONS INC Various Various

1abeuepy
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500 W. Monroe St.

Chicago IL 60661

31V1S

Nichole Harrell DTMB

Melanie Leenhouts

616-706-1723 517-449-9245

melanie.leenhouts@motorolasolutions.
com

CV0016903

CONTRACT SUMMARY

MPSCS Continued System Updates, Equipment, Maintenance and Upgrades, and Ancillary Systems Products
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harrelln@michigan.gov

INITIAL EFFECTIVE DATE | INITIAL EXPIRATION DATE | INITIAL AVAILABLE OPTIONS |  =XPIRATION DATE
October 1, 2019 December 31, 2029 0 - 0 Months December 31, 2029
PAYMENT TERMS DELIVERY TIMEFRAME
Net 45 As per Delivery Order.
ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING
P-Card [] Direct Voucher (PRC) [] Other Yes [] No

MINIMUM DELIVERY REQUIREMENTS
No Minimum Delivery Requirements.

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE
L L
CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE
$102,215,096.00 $109,017,526.44 $211,232,622.44




DESCRIPTION
Effective December 17, 2024, the following changes are hereby incorporated into this Contract:

1. The parties add $10,000,000.00 for public safety video systems detailed in the attached Schedule M -
Statement of Work.

2. Andrew Richards (richardsa4@michigan.gov, 517-242-2560) has been added as a Program Manager
for MSP.

3. The parties add $99,000,000.00 for system and equipment updates and maintenance of the Michigan
Public Safety Communication System.

4. The parties add $17,526.44 for the completion of the Authority to Operate process for the VESTA-
Motorola 9-1-1 compliant call handling software detailed in the attached statement of work.

All other terms, conditions, specifications, and pricing remain the same. Per Contractor and agency
agreement, DTMB Central Procurement approval, and State Administrative Board approval on December
17, 2024.




CHANGE NOTICE NO. 10 TO CONTRACT NO. MA190000001544

Program Managers

for
Multi-Agency and Statewide Contracts
AGENCY NAME PHONE EMAIL
MSP Andrew Richards 517-242-2560 RichardsA4@michigan.gov
DTMB Kate Jannereth 517-881-1031 JannerethK@michigan.gov
MSP Jonathon Whitford 517-512-4068 WhitfordJ@michigan.gov




SCHEDULE M - STATEMENT OF WORK

Contract No. 171-190000000154
Public Safety Video Systems for Michigan State Police (MSP)

The Contractor will be held accountable to meet the requirements established in this Contract. The
following revisions apply to this agreement with respect to Contract Change Notice No. 10, and do not
apply or modify the existing agreement as a whole.

SCOPE
This Schedule includes:

1. Purchase of Public Safety Video Systems to include all Hardware, Software and all related
components.

2. System Installation

3. System Training and materials.

4. System Warranty

5. System Maintenance

The State reserves the right to adjust products and services to fit their needs.

PROGRAM MANAGERS

The Program Managers for this work are identified as follows:

For MSP For the Contractor
Andrew Richards Melanie Leenhouts
Michigan State Police Headquarters Senior Account Manager

Andrewsad4@michigan.gov
517-242-2560

Melanie.leenhouts@motorolasolutions.com
616-706-1723

Requirements
1.1. General Requirements
The Contractor must provide the following products as specified in Attachment 12, Pricing Additions:
1. Vehicle Mounted Video and Recording
2. BodyWorn Video Recording Systems,
3. Interview Room Video and Recording
4. Video Storage, Security, Software and Peripherals

Equipment must meet all the listed specifications in Schedule D, Technical Requirements; be new, unused
and in original unopened packaging.



1.2. Warranties

The Contractor must provide a manufacturer’s warranty on all Hardware products. Refer to the following
exhibits of this Statement of Work:

e Exhibit 2 - Hardware Warranties for Servers — Five Years

e Exhibit 3 -In-Car Hardware Warranty — Five Years

Exhibit 4 - Wearable Camera Hardware Warranty — Two Years

Exhibit 5 — Wearable Camera Extended Hardware Warranty — Three Years

1.3. Recall Requirements and Procedures

The Contractor must notify the State’s Contract Administrator and agency Program Manager via email and
phone call or message within one (1) business day of any recall or safety notices relating to all public safety
video systems and components purchased under the Contract. In addition, this notice must be received in
writing within three (3) business days, as specified in Section 26.5. Notices of this Contract.

The Contractor is responsible for providing return authorization and replacing or issuing credit for all
products that are subject to recall at no additional charge to the Agency. Receipt of public safety video
systems and components must occur within 15 calendar days from the date of this notification.

1.4. Transition

1. Post-Contract Transition: Invoices will be sent via email to the Agency Program Manager within 45
days after expiration of contract. Any invoices received after 45 days will result in a non-payment of
invoice.

Service Requirements

1.5. Timeframes

All Contract Activities must be delivered within 30-45 calendar days from receipt of order. The receipt of
order date is pursuant to the Notices section of the Standard Contract Terms.

1.6. Delivery

Contractor must deliver all Hardware and Software, within 30-45 calendar days from receipt of order, with
the exception of optional parts which will be delivered within 8-10 business days upon receipt of order.

Delivery location will be specified on the Delivery Order (DO). The receipt of order date is pursuant to
Section 26.5, Notices, of the Contract Terms.

Packaging must be optimized to permit the lowest freight rate. Shipments must be palletized whenever
possible using manufacturer's standard 4-way shipping pallets.

The Contractor will utilize United Parcel Service (UPS) as the transportation method for delivery of the
Contract Deliverables. All orders ship UPS ground. Expedited shipping is available for an additional fee. At
MSP’s request, Contractor will ship an order overnight for an additional $100.00, or second day for an
additional $50.00. If there are extenuating circumstances, these fees may be modified or waived on a
case-by-case basis. The Contractor will ship bulk (palletized) for the larger orders processed when
shipping 20 or more in-car/wearable systems and/or some of the larger servers. Some Authorized Users
may also require shrink wrapping. Authorized Users will inform Contractor of any such requirements.



All products should be shipped in a manner which enables the receiver to easily check shipment with the
invoice. All individual units of measure (cases, rolls, pallets, etc.) should have a clearly visible “vendor
product label” containing the following fields:

a. Manufacturer Product Number
b. Item Description
c. Quantity per Unit of Measure

The State will use the acceptance process defined in Section 8, Acceptance Testing, Acceptance, of the
Standard Contract Terms.

Prices are F.O.B. destination, within the State premises with transportation and handling charges paid by
Contractor.

1.7. Installation

MSP will conduct the in-car hardware installations for the fleet of patrol vehicles. Contractor will provide
MSP technician training of in-car hardware installation as specified in Section 2.7. Training.

On a case-by-case basis and as requested by State, Contractor may be required to perform in-car
hardware installation per vehicle.

1.8. Specific Standards

1.8.1. IT Policies, Standards and Procedures

Contractors are advised that the State has methods, policies, standards and procedures that have been
developed over the years. All services and products provided as a result of this agreement must comply
with all applicable State IT policies and standards. Non-public PSPs are available to Contractor under NDA.

Public IT Policies, Standards and Procedures (PSP):
DTMB - IT Policies, Standards & Procedures (michigan.gov)
1.8.2. SOM Digital Standards

All software items provided by the Contractor must adhere to the State of Michigan Application/Site
Standards which can be found at SOM Applications and Site Standards (michigan.gov).

1.8.3. Mobile Responsiveness

The Contractor’s Software must utilize responsive design practices to ensure the application is accessible
via a mobile device.

1.8.4. ADA Compliance

The State is required to comply with the Americans with Disabilities Act of 1990 (ADA) and has adopted
standards and procedures regarding accessibility requirements for websites and software applications. All
websites, applications, software, and associated content and documentation provided by the Contractor
as part of the Solution must comply with the Digital Accessibility Standards.

1.8.5. User Type and Capacity

Contractor must be able to meet the expected number of user licenses listed below:



Type of User License Number of User Licenses

Body-Worn Camera 1,688

In-Car Video Systems 1,318

1.8.6. Access Control and Authentication

The Contractor’s Software must implement identity federation with the State’s MilLogin IT Identity and
Access Management (IAM) environment as described in the State of Michigan Administrative Guide
(1340.00.020.08 Enterprise Identity and Access Management Services Standard (michigan.gov).

To support federation with the SOM MiLogin Software, the Contractor’s Software must support SAML,
OpenlD or OAuth federated identity protocols. Software running within the States internally managed IT
environment may be suitable for integration with the State’s Active Directory services as identified in the
1340.00.020.08 standard.

1.8.7. End-User Operating Environment

The SOMIT environment includes FedRAMP authorized major cloud providers and on-premises market
leading virtualization environments, with supporting platforms that includes enterprise storage, monitoring,
and management running in house and in cloud hosting provides.

Contractor must accommodate the latest browser versions (including mobile browsers) as well as some
pre-existing browsers. To ensure that users are able to access online services, Contractor must ensure
applications and websites display and function accurately in, at minimum, the two most recent major
versions of the following browsers, without reliance on special plugins or extensions:

e Google Chrome
e Microsoft Edge
e Firefox

e Safari

Contractor must support the current and future State standard environment at no additional cost to the
State.

1.9. Technical Support and Repairs

When providing technical support, the Call Center must resolve the caller’s issue within 60 minutes. If the
caller’s issue cannot be resolved within 8 hours, on-site service must be scheduled. The on-site service
must be performed within 24 hours of the time the issue was scheduled for service.

1.10. Maintenance

On-site maintenance must be performed according to the recommended manufacturer maintenance
schedule.

1.11. Training

Training and knowledge sharing are important aspects of Contractor’s overall solution. Contractor’s goal is
to help all stakeholders (officers, supervisors, system administrators, installers, etc.) to obtain a level of
training required for their specific role. To achieve this goal, Contractor will conduct formal training classes



and provide useful reference documentation for the operation of the system. Additionally, Contractor’s
support staff will be available to assist 24 hour a day, seven days a week.

The training and handoff phase of implementation will last approximately two days depending on how MSP
wants to structure training class attendance.

The following training is included the System Configuration specified in Schedule B Pricing,
Implementation Services:

Class Name Description Participants Class Size

Training of MSP staff will take place onsite as needed
End User Training for the in-car user experience and will take End-User / Officer Up to 30
approximately 1 to 2 hours per class.

This classroom based comprehensive training
includes camera user, administrative functions, Supervisors and
troubleshooting, and Evidence Library configuration Administrative staff
and management. The training will consume an responsible for
entire day and can be section off, if needed by MSP, Evidence Library
to isolate certain areas for certain users.

Admin Training Up to 20

Evidence Library This video or classroom-based training is intended to

User Training train users to search for and produce evidence. Admin staff N/A

This training is intended to train Information
Technology support personnel on the operations
Evidence Library aspects of the Evidence Library system and servers.
Admin Training This training can be provided onsite or via web
session and is included with the Evidence Library
installation.

IT staff N/A

Available with two courses: Basic Operation and
using the Evidence Library software. These classes
are self-paced and include an assessment at the end Determined by
of each course. The results can be provided to Department
Supervisors if needed. Providing a list of names and
email addresses is all that is needed to sign up.

Online Training N/A

Contractor must provide training materials and useful reference documentation accessible online for the
operation of any Hardware and Software which must updated throughout the term of the Contract at no
additional cost.

1.12. Reporting

The Contractor must submit electronically to the agency Program Manager within 10 days from the last day
of every month a purchase history report of all purchases itemized by work site. Report will provide details
of the description of product or services, including serial numbers, of all applicable parts, quantities, and
costs. Within 30 calendar days of the Effective Date, the Contractor will submit a final report format to the
agency Program Manager for final approval.

The State and/or Program Manager reserves the right to request additional reports, which shall be at no
charge.



1.13. Meetings

The State may request meetings, as it deems appropriate.
Staffing
1.14. Key Personnel

The Contractor must appoint one Project Manager who will be directly responsible for the day-to-day
operations of the Contract and other Key Personnel to support this Contract (“Key Personnel”). Key
Personnel must be specifically assigned to the State account, be knowledgeable on the contractual
requirements, and respond to State inquiries within one business day.

The Contractor may not remove or assign Key Personnel without the prior consent of the State. Prior
consentis not required for reassignment for reasons beyond the Contractor’s control, including illness,
disability, death, leave of absence, personal emergency circumstances, resignation, or termination for
cause. The State may request a résumé and conduct an interview before approving a change. The State
may require a 30-calendar day training period for replacement personnel.

Contractor Representative Contact Information:

Melanie Leenhouts

Senior Account Manager
Melanie.leenhouts@motorolasolutions.com
616-706-1723

Support Staff Contact Information:

1. Fortechnical support, contact Mobile Video Technical Support at 800-605-6734, prompt #2 or send
a technical request email to MobileVideoTechnicalSupport@motorolasolutions.com.
2. For repairrequests, send an email to MVREPAIR@motorolasolutions.com.
3. The supported products include:
e Body cameras: Vista series, V300, V700, VB400
e In-car systems: DV1(EOL), 4RE, M500
e Software: ELX(EOL), EL4, EL5, ELC

Trainer Contact Information:

Jason Bernard

Regional Sales Manager
Jason.bernard@motorolasolutions.com
616-889-1642

1.15. Customer Service Contact Information

The Contractor must specify its phone number for the State to make contact with the Contractor
Representative who must be available for calls during the hours of 8:00 am to 5:00 pm EST Monday through
Friday. In the event of an emergency after State business hours, the Contractor must provide a contact and
phone number. The Contractor must respond to the State within two (2) hours of the emergency call.



Contractor Customer Service Contact Information:

1. Fortechnical support, contact Mobile Video Technical Support at 800-605-6734, prompt #2 or send
a technical request email to MobileVideoTechnicalSupport@motorolasolutions.com.
2. Forrepairrequests, send an email to MVREPAIR@motorolasolutions.com.
3. The supported products include:
e Body cameras: Vista series, V300, V700, VB400
e |n-car systems: DV1(EOL), 4RE, M500
e Software: ELX(EOL), EL4, EL5, ELC

1.16. Technical Support, Repairs and Maintenance

The Contractor must specify its number for the State to contact the Contractor for technical support,
repairs and maintenance. The Contractor must be available for calls and service during the hours of 8:00
AM to 5:00 PM EST Monday through Friday, at a minimum. In the event of an emergency after State business
hours, the Contractor must provide a contact and phone number for technical support, repairs, and
maintenance. The Contractor must respond to the State within two hours of the emergency call.

Contractor Contact Information:

Motorola Solutions strives to have the best service team in the industry through delivering thorough and
efficient customer service. We continually ensure our representatives are available 24 hours a day, seven
days a week through the following options:

1. Submit and manage support tickets and RMA requests, chat with an agent, as well as explore learning
modules and documentation all through our Customer Hub portal at
https://customerhub.motorolasolutions.com.

a. Ifyou have any questions about how to access Customer Hub, please reach out to
portal.support@motorolasolutions.com.

2. Atechnical support representative can be reached by dialing our toll-free support number: 1 (800) MSI-
HELP. You can then say what you are calling into support about, such as Parts, RMA, or Technical
Support. Our voice recognition system will then route you to the appropriate team.

3. Submit a technical support request via email at:
mobilevideotechnicalsupport@motorolasolutions.com.

a. Please include your agency name, a point of contact's name and contact information, site ID, and
a description of your request.

Technical Support: The Technical Support Team provides initial support and troubleshooting for tickets. It
can also escalate tickets if additional support is needed.

Hours: Monday - Friday (7:00 AM to 6:00 PM Central); Tickets are answered via Pager during Holidays &
After-Hours

Voice Prompts: "Technical Support Mobile Video”

Repair Team: The Repair Team manages all return material authorization requests, FLIP repairs, and
provides replacements for pieces of equipment such as DVR, body cameras, etc. The team also provides
case statuses for repair orders and missing/wrong parts, as well as sales representative contact
information for out-of-warranty upgrades. If you have any questions or would like to receive updates, you
can email mobilevideorepair@motorolasolutions.com.




Hours: Monday - Friday (7:00 AM to 6:00 PM Central); Tickets are answered via Pager during Holidays &
After-Hours

Voice Prompts: "RMA Mobile Video" or "Repairs Mobile Video”
1.17. Disclosure of Subcontractors

The Contractor will not be utilizing subcontractors.
1.18. Security

The Contractor will be subject to the following security procedures: All personnel accessing criminal
justice information systems or facilities are required to pass a fingerprint-based background check. Any
criminal convictions may result in the Contractor being refused access to the facility.

In addition, fingerprint background checks are required for any technician requiring remote access. These
technicians, if allowed remote access into MSP’s Contractor solution, will utilize security tokens and
authentication procedures as instructed by MSP and the Department of Technology, Management and
Budget (DTMB).

The State may require the Contractor’s personnel to wear State issued identification badges.
Pricing

1.19. PriceTerm
Pricing is firm for the entire length of the Contract.

1.20. Price Changes

Adjustments will be based on changes in actual Contractor costs. Any request must be supported by
written evidence documenting the change in costs. The State may consider sources, such as the
Consumer Price Index; Producer Price Index; other pricing indices as needed; economic and industry data;
manufacturer or supplier letters noting the increase in pricing; and any other data the State deems
relevant.

Following the presentation of supporting documentation, both parties will have 30 days to review the
information and prepare a written response. If the review reveals no need for modifications, pricing will
remain unchanged unless mutually agreed to by the parties. If the review reveals that changes are needed,
both parties will negotiate such changes, for no longer than 30 days, unless extended by mutual
agreement.

The Contractor remains responsible for Contract Activities at the current price for all orders received before
the mutual execution of a Change Notice indicating the start date of the new Pricing Period.

Ordering
1.21. Authorizing Document

The appropriate authorizing document for the Contract will be a Delivery Order (DO) referencing this Master
Agreement (MA) or a procurement card transaction.

Orders under $5,000.00 for replacement parts and accessories may be placed by procurement card by
authorized individuals.



1.22. Order Verification

The Contractor must have internal controls, to verify abnormal orders and to ensure that only authorized
individuals place orders and that non-State public entities are current MiDeal members
www.michigan.gov/mideal.

Acceptance

1.23. Acceptance, Inspection and Testing

The State will use the acceptance process defined in Section 8, Acceptance Testing, Acceptance, of the
Standard Contract Terms.

Invoice and Payment

1.24. Invoice Requirements

Allinvoices submitted to the State, as specified on the Purchase Order/Delivery Order, must include the
following:

a) Date

b) Invoice Number

c) Contract Number/Master Agreement Number
d) Purchase Order/Delivery Order

e) Quantity

(
(
(
(
(
(f) Description of product (including serial number) and services
(8) Name of person placing order

(h) Unit Price

(i) Discounts or Credits

(j) Billing Address

(k) Shipping Address

Only properly submitted invoices will be officially processed for payment.

1.25. Payment Methods
The State will make payment for Contract Activities via Electronic Funds Transfer (EFT).
Licensing Agreement
The Contractor must provide a copy of any applicable licensing agreement.
Additional Requirements

1.26. Hazardous Chemical Identification

In accordance with the federal Emergency Planning and Community Right-to-Know Act, 42 USC 11001, et
seq., as amended, the Contractor must provide a Material Safety Data Sheet listing any hazardous
chemicals as defined in 40 CFR §8370.2, to be delivered. Each hazardous chemical must be properly



identified, including any applicable identification number, such as a National Stock Number or Special
Item Number.

The Contractor must identify any hazardous chemicals that will be provided under any resulting contract.
1.27. Mercury Content

Pursuant to MCL 18.1261d, mercury-free products must be procured when possible. The Contractor must
explain if it intends to provide products containing mercury, the amount or concentration of mercury, and
whether cost competitive alternatives exist. If a cost competitive alternative does exist, the Contractor
must provide justification as to why the particular product is essential. All products containing mercury
must be labeled as containing mercury.

1.28. Brominated Flame Retardants

The State prefers to purchase products that do not contain brominated flame retardants (BFRs) whenever
possible. The Contractor must disclose whether the products contain BFRs. Contractor must describe how
products that meet these requirements are identified or otherwise labelled.

The Contractor has disclosed that the provided products do contain small amounts of Brominated Flame
Retardants, which has been identified thru laboratory analysis of the products.

1.29. Perfluoroalkyl and Polyfluoroalkyl Substances (PFAS)

The Contractor must confirm that the provided products do not intentionally contain PFAS. This consists of
all components of the provided products, including product packaging.

Additional Information

The State reserves the right to purchase any additional services or products from the Contractor during the
duration of the Contract, subject to Contractor’s approval and such will be documented in writing and
signed as a Contract Change Notice by an authorized representative of both parties.



SCHEDULE M - EXHIBIT 1 - BUSINESS TECHNICAL
WORKSHEET

Contractor will meet each Business Technical Requirement as stated herein.

1.

General Hardware/Software Requirements

# Requirement MSI Response:
Contractor’s System must have controlled access to video evidence, define
1.1 C Comply
roles, permissions, users and passwords.
Contractor’s System must include a complete audit trail with any access,
1.2 modification, deletion, or export action recorded within the audit trail. The audit Comply
trail must include date, time, user and action performed.
13 Contractor’s System must have the capability to create multiple event labels, Combl
) tags, markers, and clips without altering the original video files. PYY
Contractor’s System must have the ability to search all video files within the
1.4 s . . . .. Comply
Contractor’s solution, with access adjusted by permissions and roles.
15 Contractor’s System must have a secure method to access the camera system Combl
) to prevent any unauthorized access to recording device data. PYY
16 Digital video file of the Contractor’s System must provide ability to determine Combl
) and authenticate an original file or indicator file has been modified. Py
In case of system failure or damage, Contractor must provide a method to
recover video and data files, at no additional cost to the State. If a camera
system experiences a failure or is damaged, the State will ship the camera
1.7 , . , Comply
system to Contractor’s headquarters. Once received, the Contractor’s recovery
team will extract the files and send them back to the State on a storage drive, at
no additional cost to the State.
Contractor’s System must have fleet management settings with manual and
1.8 wireless options for installing VRS firmware or updating configurations. Device Comply
firmware must be included free of charge.
Contractor’s System must have the ability to export video in a nonproprietary
1.9 . . . . . . Comply
format, with no proprietary file players required to view the video.
1.10 Contractor’s System must have the ability to export to physical media (i.e. Combl
: DVDs, Blu-Ray, and USB thumb drive). PY
Contractor’s System should have the optional ability to integrate with Microsoft
1.11 . . Comply
Active Directory
1.12 Contractor’s System must have redactive capabilities. Comply




2. In Car Camera Requirements:

Screen/Monitor

# Requirement MSI Response:
Must have a display/control center (separate from Mobile Data Computer)
2.1 . . . . . . . Comply
minimum 3 inches / maximum 6 inches diagonal with color display.
Must have a display/control center (separate from Mobile Data Computer)
2.2 . . . . . . . Comply
minimum 3 inches / maximum 6 inches diagonal with color display.
2.3 Field review and labelling of historical videos from control center. Comply
Display
24 User controlled brightness dimming (from full brightness to off) and “covert” Compl
) mode to turn off all display indicators/lights while maintaining record status. Pt
Temp Range
Monitor should include a non-glare touchscreen or mechanism to control video
2.5 . . Comply
in the vehicle.
Display Viewing Angle / Dlag.
2.6 Sub Zero to 120 Degrees Fahrenheit Comply
Microphone
2.7 Rotation of 360 Degrees or 180 front facing Comply
Wireless audio from range of 1000 feet with bi-directional record activation of 1000' Line of sight.
audio and video. “Operating range
08 varies according to
) environmental
conditions and
installation”.
2.9 12-hour record time battery life with recharge options inside the patrol vehicle Comply
Product must have low battery indicators provide process for system to power Combl
down without causing any damage to recording device or video storage unit. PY
2.1 Mute option on wireless mic. Comply
2.12 “Covert” mode option to silence all lights/sounds. Comply
213 Full 2.’25 ‘Sam Browne duty belt clip or belt pouch, without requiring uniform Comply
modifications.
2.14 | Subzero to 100 Degrees Fahrenheit operation Exceed




2.15

Requirement

Wireless mic must indicate loss of sync/connection with VRS.

MSI Response:

Comply

2.16

If properly synced with VRS, must not lose sync due to loss of range or
temporary loss of power (i.e. — Audio must resume when user is backin range,
without a manual sync operation).

Comply

2.17

Replaceable battery

2.18

VRS must allow sync of 2 wireless microphones or up to 8 body worn cameras.

Comply

Activation

2.19

Wireless mic must have an option for a lapel (remote) mic.

Comply

2.20

Product must power on with the vehicle ignition and record a triggered event
independent of a user login. Record Button, Emergency Lights, Speed, Collision,
wireless microphone, body worn camera activation, and/or Siren. Activation and
recording must occur without MDC requirements.

Comply

Sensors

2.21

The VRS must activate recording if triggered, regardless of any action or menu
shown on the control center, during normal use. This requirement may not apply
to a technician’s diagnostic troubleshooting mode.

Comply

Buffering

2.22

There must be sensors to collect the status of the siren, brakes, speed of patrol
car, VRS record status, body worn camera and microphone audio status in the
metadata/on video file. There should be a method to display the status
indicators during playback.

Comply

Collision

2.23

Pre-event buffering and continuous background video buffering.

Comply

Duration

2.24

There must be a method to ensure there is not a complete loss of video due to a
collision. (e.g.-battery backup) This method should guarantee system fidelity
except in the event of complete physical VRS storage destruction, due to the
collision. Activate and record with pre-event in case of patrol car collision.

Comply

2.25

Record individual events uninterrupted for minimum of 3.5 hours

Comply

Record Indicators

Front Camera Lens




# Requirement MSI Response:
2.26 Illuminated indicator visible outside and to front seat Comply
997 Q;J;(;?niucs:s:;cl):xposure; auto white balance, if applicable. Lens may be fixed Comply
Internal Camera Lens

2.28 While interior camera is recording, front camera must also continue to record. Comply

2.29 | 480 SD recording with infrared night vision recording Comply
Internal Microphone Comply

2.30 Must be capable of recording both interior front seats. Comply
Erasure Prevention
Internal camera activation must be separate from external camera activation,

2.31 configurable to be controlled (triggered) by the user, or configurable to be on by Comply
default.
Time Stamp
Must record interior microphone when interior camera is active. User must be

2.32 able to mute internal microphone. VRS must display an indicator of audio status Comply
(mute or recording) of microphones.
Audit Log

2.33 Erasing, Altering, and/or Recording over event video data. Comply
Equipment Diagnostic

2.34 Video, Audio, Metadata must be consistent Comply

235 Nam'e/ID, automated verifigation of hashed data, access/views, edits, exports, Comply
archive status, purge/deletion

2.36 Must perform self-test to complete functionality. Comply
Download

2.37 Storage Space or Record Time Remaining must be visible Comply
Front Camera Field of View

2.38 57 degrees Exceed

High-Definition Field of View




# Requirement MSI Response:

239 720p/§Ofps and option for lower resolution recording as set by system Exceed
administrators
Equipment Mounts
Product must be a complete mountable solution to accommodate different

2.40 | types of patrol vehicles, (i.e. Ford Interceptor and SUV, Dodge Durango and Comply
Chargers, Chevrolet Tahoe).
Product must not interfere with normal operation of the emergency vehicle; and
must not create a safety risk for operators or passengers. Must not cause

2.41 . . . . . . Comply
interference with any other electronic systems in operation (radio, computer,
speed detection, etc.)
Video / Audio Recordings
System recording should be in a nonproprietary video format. Recording should

2.42 be both audio and video, with separate channels and capabilities of recording Comply
events inside and outside the vehicle simultaneously.
Internal Storage

2.43 64 GB Exceed

3. Body Worn Camera Requirements

Screen / Monitor

# Requirement MSI Response:

3.1 Control center must allow event category and report number labelling. Comply

3.2 Field review and labelling of historical videos from control center. Comply
Display

3.3 User controlled brightness dimming (from full brightness to off) and “covert” Comply
mode to turn off all display indicators/lights while maintaining record status.
Temp Range

3.4 Sub Zero to 120 Degrees Fahrenheit Exceed
Display Viewing Angle / Dlag.

3.5 130 Degrees Field of View Comply

Microphone




# Requirement MSI Response:
3.6 Wireless audio from range of 1000 feet with bi-directional record activation of 1000' Line of sight.
audio and video. “Operating range
varies according to
environmental
conditions and
installation”.
3.7 12 hours HD or 13 hours SD record time battery life with recharge options inside Exceed with
the patrol vehicle Swappable Battery
3.8 Mute option on wireless mic. Comply
3.9 “Covert” mode option to silence all lights/sounds. Comply
3.10 Full 2.25” Sam Browne duty belt clip or belt pouch, without requiring uniform Comply
modifications.
3.1 Wireless mic must indicate loss of sync/connection with VRS. Comply
3.12 If properly synced with VRS, must not lose sync due to loss of range or Comply
temporary loss of power (i.e. — Audio must resume when user is back in range,
without a manual sync operation).
3.13 Replaceable battery Comply
3.14 | VRS must allow sync of 2 wireless microphones or 8 body worn cameras. Comply
3.15 | Wireless mic must have an option for a lapel (remote) mic. Comply
3.16 Product must have low battery indicators provide process for system to power Comply
down without causing any damage to recording device or video storage unit.
Activation
3.17 Record Button, Emergency Lights, Speed, Collision, wireless microphone, body Comply
worn camera activation, and/or Siren. Activation and recording must occur
without MDC requirements.
3.18 | The VRS must activate recording if triggered, regardless of any action or menu Comply
shown on the control center, during normal use. This requirement may not apply
to a technician’s diagnostic troubleshooting mode.
Sensors
3.19 | There must be sensors to collect the status of the VRS record status, body worn Comply

camera, and microphone audio status in the metadata/on video file. There
should be a method to display the status indicators during playback.

Buffering




# Requirement MSI Response:

3.20 Pre-event buffering and continuous background video buffering. Comply
Collision

3.21 Activate and record with pre-event in case of patrol car collision. Comply
Duration

3.22 Record individual Events uninterrupted for minimum of 3.5 hours. Comply
Record Indicators

3.23 Illuminated indicator visible outside and to front seat Comply
Front Camera Lens

3.24 | Autofocus/Auto exposure, auto white balance, if applicable. Lens may be fixed Comply
or zoom capable.
Erasure Prevention

3.25 Erasing, Altering, and/or Recording over event video data. Comply
Time Stamp

3.26 Video, Audio, Metadata must be consistent Comply
Audit Log

3.27 | Name/ID, automated verification of hashed data, access/views, edits, exports, Comply
archive status, purge/deletion
Equipment Diagnostic

3.28 Must perform self-test to complete functionality. Comply

3.29 Storage Space or Record Time Remaining must be visible Comply

3.30 Must send notification to user for any malfunction Comply
Download

3.31 Must have wireless and manual download capabilities Comply
High-Definition Resolution

3.32 720p/30fps and option for lower resolution recording as set by system Exceed

administrators




Requirement

Audio / Video Recordings

MSI Response:

3.33 System recording should be in a nonproprietary video format. Recording should Comply
be both audio and video, with separate channels and capabilities of recording
events inside and outside the vehicle simultaneously.
Internal Storage

3.34 | 32GB Exceed
Wi-Fi and GPS

3.35 Must have built-in Wi-Fi and GPS Comply
Integrate with In Car VRS

3.30 Must fully integrate with in-car VRS Comply
Smart Device Access

3.30 Manage features, categorize events and stream live video Comply




SCHEDULE M - EXHIBIT 2 -IN CAR HARDWARE
WARRANTY

Motorola Solutions M500 In Car Video System Warranties

1. Limited Warranty

Motorola Solutions, Inc. (“Motorola Solutions”) warrants each in-car camera system, part, and component
it manufactures first sold to an end user to be free from defects in material and workmanship for a period of
ONE-YEAR from the date of purchase. A defective component that is repaired or replaced under this limited
warranty will be covered for the remainder of the original warranty period. Where defects in material or
workmanship may occur, the following warranty terms and conditions apply:

Warrantor

This warranty is granted by Motorola Solutions, Inc., 415 E Exchange Parkway, Allen, TX75002, Telephone:
972-423-9777, Facsimile: 972-383-9661.

Parties to Whom Warranty Is Intended

This warranty extends to the original end user of the equipment only and is not transferable. Any exceptions
must be approved in writing from Motorola Solutions.

Parts and Components Covered

All parts and components and repair labor of the warranted unit manufactured and/or installed by Motorola
Solutions are covered by this warranty, except those parts and components excluded below.

Parts and Components Not Covered

The Limited Warranty excludes normal wear-and-tear items such as frayed or broken cords, broken
connectors, and scratched or broken displays. Motorola Solutions reserves the right to charge for damages
resulting from abuse, improper installation, or extraordinary environmental damage (including damages
caused by spilled liquids) to the unit during the warranty period at rates normally charged for repairing such
units not covered under the Limited Warranty. In cases where potential charges would be incurred due to
said damages, the agency submitting the system for repairs must be notified. Altered, damaged, or
removed serial numbers results in voiding this Limited Warranty. If while under the warranty period, itis
determined that the Motorola Solutions system was internally changed, modified, or repair attempted, the
system warranty will become null and void.

Limited Liability

Motorola Solutions’ liability is limited to the repair or replacement of components found to be defective by
Motorola Solutions. Motorola Solutions will not be liable for any indirect, consequential, or incidental
damages arising out of the use of or inability to use the system even if the unit proved to be defective.
Motorola Solutions will not be responsible for any removal or re-installation cost of the unit or for damages
caused by improper installation.

Remedy



If, within the duration of this warranty, a unit or component covered by this warranty is determined by
Motorola Solutions to be defective in material or workmanship, Motorola Solutions shall replace any
defective components. Replacement of a defective component(s) pursuant to this warranty shall be
warranted for the remainder of the warranty period applicable to the system warranty period. Motorola
Solutions will advance ship a replacement unit, or at the request of the customer, ask for the unit to be sent
in for repair. In the case of an advanced shipment replacement, Motorola Solutions will supply a return
label with the advance unit, and the customer must return the defect within thirty days.

Shipping

When an advanced replacement is sent out, the unit will ship via ground shipping, and Motorola Solutions
will provide a prepaid shipping label to return any defective unit for end users in the continental United
States. A serial number is required to be submitted with the request in order to receive an advanced
replacement unit. The customer will need to contact Motorola Solution’s Customer Service Department to
request a return material authorization (RMA) number. Failure to return the unit within the thirty-day
window will result in the customer being billed the full purchase price of the advance shipped unit.

If the customer requests the unit be sent in for repair, the end user will be responsible for any shipping
charges to Motorola Solutions. Motorola Solutions will return ship the product to a customer within the
continental United States by prepaid ground shipping only. Any expedited shipping costs are the
responsibility of the end user.

Customers that are outside the continental United States will be responsible for all transportation costs
both to and from Motorola Solutions’ factory for warranty service, including without limitation to any export
or import fees, duties, tariffs, or any other related fees that may be incurred during transportation. You may
also obtain warranty service by contacting your local Motorola Solutions Authorized Service Center (ASC)
for shipping instructions. A list of local ASCs may be obtained by contacting Motorola Solutions’ Customer
Service Department. Customers will be responsible for all transportation costs to and from the local ASC
for warranty service.

Extended Warranty

Extended Warranties may be purchased directly from Motorola Solutions. Any and all extended warranties
must be purchased prior to the expiration of any previous warranty. Failure to purchase an extended
warranty prior to the expiration of the warranty period will require the covered unit to be physically
inspected at the facility of the manufacturer and any repairs necessary to bring the unit back to full working
order must be performed prior to the issuance of any new warranty. The customer will be responsible for
the cost of the inspection (equal to one hour of labor) plus the standard costs associated with any required
repairs.

2. “Video-as-a-Service” Warranty

High Level Warranty Replacement Term Length

In-Car Video system, part, and component Every 3to 5 Years




In-Car Camera Warranty

In car video warranties cover the duration of the contract, and additional sixth- or seventh-year warranties
can be purchased as needed.

Motorola warrants each camera system, part, and component it manufactures first sold to an end user to
be free from defects in material and workmanship for a period of five years from the date of purchase. A
defective component that is repaired or replaced under this limited warranty will be covered for the
remainder of the original warranty period. Where defects in material or workmanship may occur, the
following warranty terms and conditions apply:

Warrantor

This warranty is granted by Motorola Solutions, Inc., 415 E Exchange Parkway, Allen, TX 75002. Telephone:
1-800-MSI-HELP.

Parties to Whom Warranty Is Intended

This warranty extends to the original end user of the equipment only and is not transferable. Any exceptions
must be approved in writing from Motorola.

Parts and Components Covered

All parts and components, including consumable items such as batteries, and repair labor of the warranted
unit manufactured and/or installed by Motorola are covered by this warranty, except those parts and
components excluded below.

Parts and Components Not Covered

The Limited Warranty excludes camera mounts and normal wear-and-tear items such as frayed or broken
cords and scratched or broken displays. Motorola reserves the right to charge for damages resulting from
abuse, improper use, or extraordinary environmental damage (such as submersion in liquid) to the unit
during the warranty period at rates normally charged for repairing such units not covered under the Limited
Warranty. In cases where potential charges would be incurred due to said damages, the agency submitting
the system for repairs MUST be notified. Altered, damaged, or removed serial numbers results in voiding
this Limited Warranty. If while under the warranty period, it is determined that the Motorola system was
internally changed, modified, or repair attempted, the system warranty will become null and void.

Limited Liability

Motorola’s liability is limited to the repair or replacement of components found to be defective by Motorola.
Motorola will not be liable for any indirect, consequential, or incidental damages arising out of the use of or
inability to use the system even if the unit proved to be defective.

Remedy

If, within the duration of this warranty, a unit or component covered by this warranty is diagnosed by
Motorola’s Customer Service phone support and proves to be defective in material or workmanship,
Motorola shall replace the defective unit with an Advance Replacement unit. The Advance Replacement
unit will ship via UPS ground and include a prepaid shipping label to return the defective unit, which must



be received by Motorola within thirty days. The Advance Replacement unit pursuant to this warranty shall
be warranted for the remainder of the warranty period.

Shipping

When an advance replacement is sent out, the unit will ship via ground shipping, and Motorola will provide
a prepaid shipping label to return any defective unit for end users in the continental United States. A serial
number is required to be submitted with the request in order to receive an advance replacement unit. The
customer will need to contact Motorola’s Customer Service Department to request a return material
authorization (RMA) number. Failure to return the unit within the thirty-day window will result in the
customer being billed the full purchase price of the advance shipped unit.

If the customer requests the unit be sent in for repair, the end user will be responsible for any shipping
charges to Motorola. Motorola will return ship the product to a customer within the continental United
States by prepaid ground shipping only. Any expedited shipping costs are the responsibility of the end user.

Customers that are outside the continental United States will be responsible for all transportation costs
both to and from Motorola’s factory for warranty service, including without limitation any export or import
fees, duties, tariffs, or any other related fees that may be incurred during transportation. You may also
obtain warranty service by contacting your local Motorola Authorized Service Center (ASC) for shipping
instructions. A list of local ASCs may be obtained by contacting Motorola’s Customer Service Department.
Customers will be responsible for all transportation costs to and from the local ASC for warranty service.



SCHEDULE M - EXHIBIT 3 - WEARABLE CAMERA
HARDWARE WARRANTY

Essential Service for V700 Body Worn Camera Device

1. Essential Service for V700 Body Worn Camera Device
1.1.  Description of Services and Obligations
The term “Customer” refers to any end-user who has a purchase agreement with Motorola.

Essential Service provides either three (3) or five (5) years of coverage, as selected by the Customer, and
includes:

e Remote Technical Support.

e Software Maintenance.

e Software Enhancements.

e Hardware Repair for manufacturing defects.

Motorola includes three (3) years of Essential Service with each Body Worn Camera (BWC) device
purchase, with optional service upgrades to extend and/or provide additional coverage for the device.

1.2. Essential Service
1.3. Remote Technical Support

Remote Technical Support is provided for device issues related to software and/or hardware that require
troubleshooting expertise. Motorola’s System Support Center (SSC) and Technical Support Operations
(TSO) center are staffed with highly trained technologists who specialize in the diagnosis and resolution of
product issues. Motorola’s SSC and TSO are continuously monitored against stringent, industry recognized
incident and problem management processes.

Motorola will respond to calls, e-mails, and web portal submissions during normal support hours, five (5)
business days per week, excluding holidays, and weekends. In addition, Customers may contact the
Motorola Service Desk and a Motorola representative will log a technical request on Motorola’s Case
Management System.

1.4. Technical Problem Isolation, Analysis and Resolution
A Motorola representative or technologists will:
e Work toisolate the problem/issue.
e Analyze and determine the cause of the problem/issue.
e Work to achieve problem/issue resolution.
1.5. Software Maintenance

Software maintenance is important for ensuring device performance and operation. Essential Service
provides the Customer with access to the latest available Body Worn Camera (BWC) device operating



system (OS) software, device firmware, and application software. Device software releases maintain the
device software performance such that the Device operates in accordance with its specifications and
documented functionality and is aligned with the applicable Motorola infrastructure platform lifecycle.
Each release may include bug fixes, security patches, and/or new feature activation enablement’s.

Configuration of the Body Worn Camera (BWC) device is made possible through the use of the
VideoManager EL On-Premise, or VideoManager EL Cloud, solution.

Access to software updates will remain available until the expiration of the initial term of the Essential
Service Package. Upon expiration of the initial Essential Service term, availability of software updates will
terminate, unless the Customer renews Essential Service.

1.6. Software Enhancements

Software Enhancements are included with all BWC devices that have a valid Essential Service Package.
Software Enhancements may include, or introduce, new device features, functionality, or capabilities, that
were not available at time of device purchase. Availability of software enhancements depends on the
device hardware and software capability to work with the new enhancements. Certain enhancements, not
included with Essential Service Packages, may only be available as an additional purchase.

Motorola, at its discretion, reserves the right to add new software enhancements, or remove existing
software enhancements, from any of its Essential Service Package. Please contact your Motorola Sales
associate, or visit the Motorola’s Web portal, for additional information regarding device features and
capabilities.

Software Enhancements for the device will be continuously available until the expiration of the initial term
of the Essential Service Package. Upon expiration of the initial term of Essential Service, availability of
Software Enhancements will terminate, unless the Customer renews Essential Service.

1.7. Device Hardware Repair

Essential Service provides the Customer with repair services at a Motorola owned and operated,
supervised, or certified Repair Center that employs the latest test equipment and original or certified
replacement components used in the manufacturing of the BWC device. Device Hardware Repair provides
the Customer with repair services for internal and external device components that are damaged as a
result of manufacturing defects and defects due to normal wear and tear. With this Service, the device is
repaired to ensure full compliance with its specifications, as published by Motorola at the time of delivery
of the original device via:

e Repairs, adjustments and restorations, if appropriate, of any device that malfunctions while being
used within the operational and environmental parameters specified by Motorola.

e Device updates, if applicable, as may be released, from time to time, by Motorola in accordance
with an Engineering Change Notice.

At the discretion of Motorola, if the device is considered “un-repairable”, for technical or economic
reasons, Motorola will replace the device with a new or refurbished device.



1.8. Essential Software Service

If for any reason the Customer declines or chooses to exclude the hardware repair option that is included
with the three (3) year Essential Service Package, the Customer will automatically default to, and be
entitled to, three (3) years of Essential Software Service and one (1) year of hardware repair against
manufacturing defects, as covered by the standard product warranty.

Essential Software Service provides three (3) years of coverage and includes:
e Remote Technical Support.
e Software Maintenance.
e Software Enhancements.
1.9.  Scope of Products or Services Included

Essential Service, and optional Service upgrades, are currently available for all V700 Body Worn Camera
devices. Check with your Motorola’s Sales representative if you have a question about the eligibility of your
device.

Motorola Solutions Responsibilities

Software Release Availability. Motorola will provide access to the latest BWC device software and firmware
releases via the VideoManager EL On-Premise, or VideoManager EL Cloud, solution. For customers using
the VideoManager EL Cloud, software and firmware upgrades will occur automatically when the Body Worn
Camera device connects to the agency’s VideoManager EL Cloud instance. If using the VideoManger EL
On-Premise solution, the on-prem server will periodically connect to the VideoManager EL Cloud database
to check for new software and firmware versions, download the latest version, and apply the new software
and/or firmware automatically to the BWC device when it connects to the server.

Software Release Notes. Motorola may, from time to time, provide release notes for the BWC Device
software release. Information regarding training material will be posted on the Learning Experience
Portal (LXP) at https://learning.motorolasolutions.com.

Hardware Repair. Motorola will provide repair or replacement of a device, at its option, with a five (5)
business day in-house turnaround time, provided the device is delivered to the repair center by 9:00 a.m.
(local repair center time), and replacement parts, components, and/or devices are available. Business
days do not include holidays or weekends. Repair may include the replacement of parts, or boards with
new parts or complete boards or, at Motorola’s option, with functionally equivalent, reconditioned parts,
boards, or with a new or refurbished replacement device. All replaced parts, boards or devices will become
the property of Motorola. Turnaround time represents the time a product spends in the repair process; it
does not include time in transit, including customs clearance.

LTE/4G Service. Motorola supports the operation of the V700 BWC device on multiple approved LTE/4G
Carrier Networks. Based on the Customer’s selection of a Carrier during the initial ordering process,
Motorola will install, in the device, the Customer’s selected Carrier SIM, before the device is shipped to the
Customer. The Customer is responsible for contacting the Carrier and activating the LTE/4G data service.

Shipping. For devices repaired under Essential Service, Motorola will provide one-way shipping, from an
Authorized Motorola Repair Center to the Customer. The Customer is responsible for the shipping method



and any shipping costs incurred when returning the faulty device to an Authorized Motorola repair center.
Based on the country of purchase, Motorola may also cover, or include, two-way shipping for the damaged
or defective device. Eligibility for two-way shipping will be confirmed during the repair submission process.

Customer Responsibilities

Serial Numbers. If device orders are submitted via Motorola’s Partner Hub, OCC, or CPQ ordering systems,
the hardware serial number(s) for three (3) year Essential Service and Essential Software, as well as five (5)
year Essential Service, and three (3) and five (5) year Essential Service with Accidental Damage and
Advanced Replacement, will be automatically captured and included in the Service Agreement.

If five (5) year Essential Service or three (3) and five (5) year Essential Service with Accidental Damage and
Advanced Replacement is purchased within 90 days of device shipment, the Customer must provide a
complete list, preferably in electronic format, or by completing a Service Order Form (SOF), of all hardware
serial numbers to be covered under the Agreement.

Initiating Repair. When initiating a repair, the Customer must contact Motorola to obtain a Return Material
Authorization (RMA) number for each faulty BWC device. The Customer can submit a repair, and request an
RMA, via the Partner Hub Portal, or by contacting the Motorola’s Service Desk. If two-way shipping is
included, the customer can generate a shipping label via Partner Hub, or by contacting the Motorola
Service Desk. The Return Material Authorization (RMA) must be included with the device when shipped to
the Authorized Motorola Repair Center.

e Onlythe BWC device should be returned for repair. The battery must be removed before shipping
the device to a Motorola Repair Center.

e Device accessories should not be included when returning a device to a Motorola Repair Center for
repair. Accessories include batteries, chargers or charging stations, cables, mounts, and clips.

e The SIM card must remain in the device, and intact, when the device is shipped to a Motorola
Repair Center. If the SIM card is removed, or if any evidence of SIM card tampering is found,
including disassembling of the device, the warranty will be null and void.

Motorola is not responsible for any accessories, or device batteries, that are shipped with the device for
repair.

Device software releases. The Customer will be responsible for updating each eligible BWC device with
the latest available software and/or firmware, and of advising users of any operational changes that may
have been introduced as a result of the new software or firmware.

LTE/4G Service. The Customer is responsible for selecting a Motorola approved LTE/4G Carrier/Provider
during the initial ordering process, and for contacting the Carrier and activating LTE service for the device.
The Customer is solely responsible for all financial obligations with the selected LTE Carrier.

Wi-Fi Connectivity. The Customer is responsible for providing all Wi-Fi connectivity to the device.

Removing Customer Data. The Customer is responsible for removing, from the device, any data, video, or
other information that the Customer wishes to retain or destroy, prior to sending the device to a Motorola
Repair Center for repair.



Motorola may provide a Video Evidence Recovery Service for the BWC device, as an additional charge.
Video Evidence Recovery is a best effort service that is dependent on the condition of the device. This
service, if applicable, will have a separated Agreement, with Terms and Conditions, outside the scope of
this Statement of Work (SOW). Please contact your Motorola Representative for more information regarding
the Video Evidence Recovery Service.

Essential Service Limitations and Restrictions

Customer will incur additional charges at the prevailing rates for any of the following activities, which are
not covered under this Agreement:

e Replacement of consumable parts or accessories, as defined by product, including but not limited
to batteries, cables, mounts, or clips.

e Repair of problems caused by natural or manmade disasters, including but not limited to fire, theft
and floods that would cause internal or external component damage or destruction.

e Repair of problems caused by third parties’ Software, accessories or peripherals not approved in
writing by Motorola for use with the device.

e Repair of problems caused by using the device outside of the product’s operational and
environmental specifications, including improper handling, carelessness or reckless use, or
repaired by a third party.

e Repair of problems caused by unauthorized alterations or attempted repair.

e Non-remedial work, including but not limited to administration and operator procedures,
reprogramming, and operator or user training.

e Problem determination and/or work performed to repair or resolve issues with non-covered
products; for example, any hardware or software products not specifically listed on the service
order form.

e Anyfile orvideo backup or restoration.

e Completion and test of incomplete application programming or system integration if not performed
by Motorola and specifically listed as covered.

e Use of Software or Firmware releases, except as provided for under the responsibilities outlined in
this document.

e Accidental damage, chemical or liquid damage, or other damage caused outside of normal device
operating specifications, unless the Customer has purchased the optional Essential Service with
Accidental Damage and Advanced Replacement package.

e Cosmetic imperfections that do not affect the functionality of the device.

Where a Body Worn Camera device is submitted for repair that is outside the scope of Service, such repair
may be quoted by Motorola for additional cost in accordance with Motorola’s standard Time and Materials
(T&M) rates and terms and conditions. Motorola will notify the Customer of any incremental charges
related to the aforementioned exclusions prior to completing the repair and said repair will be subject to
acceptance of the quotation by the Customer.



Software support for unauthorized modifications, or other misuse of the device software, is not covered
under this Agreement.

Access to the software and firmware releases for updating the device under this SOW is available only for
the device named in the Agreement. Software updates to any additional devices are expressly excluded
and prohibited. Notwithstanding the foregoing, Motorola may, at its sole discretion, include coverage for
other devices.

Any implementation tools not required to support the device software and firmware updates are excluded
from coverage.

Motorola Solutions is not obligated to provide support for any Device:

e That has been repaired, tampered with, altered or modified (including the unauthorized installation
of any software) — except by Motorola authorized service personnel.

e That has been subjected to unusual physical or electrical stress, abuse, or forces or exposure
beyond normal use within the specified operational and environmental parameters set forth in the
applicable product specification.

e |f Customer fails to comply with the obligations contained in the product purchase agreement
and/or the applicable software license agreement and/or Motorola terms and conditions of service.

1.10. Essential Service with Accidental Damage Repair and Advanced Replacement

Description of Services and Obligations

Accidental Damage coverage is an optional, prepaid service that adds coverage for accidentally damaged
BWC devices. Accidental Damage coverage must be purchased together with, or within 90 days of, a
qualifying Motorola device purchase. This three (3) or five (5) year service offer reduces unexpected
expenses related to the repair of the device. Accidental Damage and Advanced Replacement coverage
includes all services provided under Essential Service, plus additional coverage for Accidental Damage and
Advanced Replacement of the damaged device.

Examples of repairs covered under Accidental Damage include:
e Electricalrepair for failures caused by accidental water or chemical damage.
e Electricalrepair for accidental internal damage.
e Replacement of accidentally cracked or broken housings.
e Replacement of accidentally cracked or broken camera lens or displays.
e Replacement of accidentally cracked or broken or missing buttons, knobs, or keypads.

Repair or Replacement. Motorola will provide repair or replacement of a BWC device, at its option, with a
five (5) business day in-house turnaround time, excluding weekends and holidays, provided the device is
delivered to the repair center by 9:00 a.m. (local repair center time), and replacement parts, components,
and/or devices are available. Repair may include the replacement of parts, or boards with new parts or
complete boards or, at Motorola option, with functionally equivalent, reconditioned parts, boards, or with a
new replacement or refurbished device. All replaced parts, boards or devices will become the property of



Motorola. Turnaround time represents the time a product spends in the repair process; it does not include
time in transit, including customs clearance.

Serial Numbers. If the Accidental Damage Service is purchased with the device, in the same order, using
Motorola’s Partner Hub Portal, OCc, or CPQ when ordering, the hardware serial number(s) are
automatically captured and included in the Service Agreement. If Accidental Damage Service is purchased
within 90 days of device shipment, the Customer must provide a complete list, preferably in electronic
format, or by completing a Service Order Form (SOF), of all hardware serial numbers to be covered under
the Agreement.

Initiating Repair. When initiating a repair, the Customer must contact Motorola to obtain a Return Material
Authorization (RMA) number for each faulty BWC device. The Customer can submit a repair, and request an
RMA, via the Partner Hub Portal, or by contacting the Motorola’s Service Desk. If two-way shipping is
included, the customer can generate a shipping label via Partner Hub, or by contacting the Motorola
Service Desk. The Return Material Authorization (RMA) must be included with the device when shipped to
the Authorized Motorola Repair Center.

e Onlythe BWC device should be returned for repair. The battery must be removed before shipping
the device to a Motorola Repair Center.

e Device accessories should not be included when returning a device to a Motorola Repair Center for
repair. Accessories include batteries, chargers or charging stations, cables, mounts, and clips.

e The SIM card must remain in the device, and intact, when the device is shipped to a Motorola
Repair Center. If the SIM card is removed, or if any evidence of SIM card tampering is found,
including disassembling of the device, the warranty will be null and void.

Motorola is not responsible for any accessories, or device batteries, that are shipped with the device for
repair.

Advanced Replacement. Under Accidental Damage and Advanced Replacement Service, Motorola will
provide Advanced Replacement for the damaged device. Motorola will ship a new or refurbished
replacement device to the Customer within two (2) business days of receiving the Customer repair request,
subject to availability of replacement devices. Business days do not include weekends or holidays.

The Customer must return the defective or damaged device to a Motorola Repair Center within 60 days
after receiving the replacement device. Failure to return the damaged device to Motorola will result in an
additional Customer charge for the replacement device.

When returning a device for Advanced Replacement, device accessories should not be included.
Accessories include batteries, chargers or charging stations, cables, mounts, and clips.

Motorola is not responsible for any accessories that are shipped with the device.
1.11. Accidental Damage and Advanced Replacement Limitations and Restrictions

Customer will incur additional charges at the prevailing rates for any of the following activities, which are
not covered under this Agreement:

e Replacement of consumable parts or accessories, as defined by product, including but not limited
to batteries, chargers, charging stations, mounts, and clips.



e Repair of problems caused by natural or manmade disasters, including but not limited to fire, theft
and floods that would cause internal or external component damage or destruction.

e Repair of problems caused by third parties’ Software, accessories or peripherals not approved in
writing by Motorola for use with the device.

e Repair of problems caused by using the device outside of the product’s operational and
environmental specifications, including improper handling, carelessness or reckless use, or repair
by a third party.

o Repair of problems caused by unauthorized alterations or attempted repair.

e Non-remedial work, including but not limited to administration and operator procedures,
reprogramming, and operator or user training.

e Problem determination and/or work performed to repair or resolve issues with non-covered
products; for example, any hardware or software products not specifically listed on the service
order form.

e Anyfile orvideo backup or restoration.

e Completion and test of incomplete application programming or system integration if not performed
by Motorola and specifically listed as covered.

e Use of Software or Firmware releases except as provided for under the responsibilities outlined in
this document.

There is a maximum limit of one (1) Body Worn Camera device repair, per contract year, for Essential
Service with Accidental Damage and Advanced Replacement.

Where ongoing “Accidental Damage” repair is deemed by Motorola to be excessive, systemic, or the result
of device mishandling, the Customer may be subject to an additional charge. Should the accidental
damage continue unabated, the Customer will incur repair charges at Motorola’s discretion and prevailing
charges for devices deemed by Motorola to have been damaged through improper handling, carelessness
or reckless use.

Warranty
1.12. Limited Warranty

Motorola warrants each body-worn camera system, part, and component it manufactures first sold to an
end user to be free from defects in material and workmanship for a period of ONE-YEAR from the date of
purchase. A defective component that is repaired or replaced under this limited warranty will be covered
for the remainder of the original warranty period. Where defects in material or workmanship may occur, the
following warranty terms and conditions apply:

Warrantor

This warranty is granted by Motorola Solutions, Inc., 415 E Exchange Parkway, Allen, TX 75002. Telephone:
1-800-MSI-HELP.



Parties to Whom Warranty is Intended

This warranty extends to the original end user of the equipment only and is not transferable. Any exceptions
must be approved in writing from Motorola.

Parts and Components Covered

All parts and components and repair labor of the warranted unit manufactured and/or installed by Motorola
are covered by this warranty, except those parts and components excluded below.

Parts and Components Not Covered

The Limited Warranty excludes normal wear-and-tear items such as frayed or broken cords, broken
connectors, and scratched or broken displays. Motorola reserves the right to charge for damages resulting
from abuse, improper installation, or extraordinary environmental damage (including damages caused by
spilled liquids) to the unit during the warranty period at rates normally charged for repairing such units not
covered under the Limited Warranty. In cases where potential charges would be incurred due to said
damages, the agency submitting the system for repairs must be notified. Altered, damaged, or removed
serial numbers results in voiding this Limited Warranty. If while under the warranty period, it is determined
that the Motorola system was internally changed, modified, or repair attempted, the system warranty will
become null and void.

Limited Liability

Motorola’s liability is limited to the repair or replacement of components found to be defective by Motorola.
Motorola will not be liable for any indirect, consequential, or incidental damages arising out of the use of or
inability to use the system even if the unit proved to be defective. Motorola will not be responsible for any
removal or re-installation cost of the unit or for damages caused by improper installation.

Remedy

If, within the duration of this warranty, a unit or component covered by this warranty is determined by
Motorola to be defective in material or workmanship, Motorola shall replace any defective components.
Replacement of a defective component(s) pursuant to this warranty shall be warranted for the remainder of
the warranty period applicable to the system warranty period. Motorola will advance ship a replacement
unit, or at the request of the customer, ask for the unit to be sent in for repair. In the case of an advance
shipment replacement, Motorola will supply a return label with the advance unit, and the customer must
return the defect within thirty days.

Shipping

When an advance replacement is sent out, the unit will ship via ground shipping, and Motorola will provide
a prepaid shipping label to return any defective unit for end users in the continental United States. A serial
number is required to be submitted with the request in order to receive an advance replacement unit. The
customer will need to contact Motorola’s Customer Service Department to request a return material
authorization (RMA) number. Failure to return the unit within the thirty-day window will result in the
customer being billed the full purchase price of the advance shipped unit.



If the customer requests the unit be sent in for repair, the end user will be responsible for any shipping
charges to Motorola. Motorola will return ship the product to a customer within the continental United
States by prepaid ground shipping only. Any expedited shipping costs are the responsibility of the end user.

Customers that are outside the continental United States will be responsible for all transportation costs
both to and from Motorola’s factory for warranty service, including without limitation to any export or import
fees, duties, tariffs, or any other related fees that may be incurred during transportation. You may also
obtain warranty service by contacting your local Motorola Authorized Service Center (ASC) for shipping
instructions. A list of local ASCs may be obtained by contacting Motorola’s Customer Service Department.
Customers will be responsible for all transportation costs to and from the local ASC for warranty service.

Extended Warranty

Extended Warranties may be purchased directly from Motorola. Any and all extended warranties must be
purchased prior to the expiration of any previous warranty. Failure to purchase an extended warranty prior
to the expiration of the warranty period will require the covered unit to be physically inspected at the facility
of the manufacturer and any repairs necessary to bring the unit back to full working order must be
performed prior to the issuance of any new warranty. The customer will be responsible for the cost of the
inspection (equal to one hour of labor) plus the standard costs associated with any required repairs.

1.13. Three-Year Warranty

Motorola warrants each body-worn camera system, part, and component it manufactures first sold to an
end user to be free from defects in material and workmanship for a period of THREE YEARS from the date of
purchase. A defective component that is repaired or replaced under this limited warranty will be covered
for the remainder of the original warranty period. Where defects in material or workmanship may occur, the
following warranty terms and conditions apply:

Warrantor

This warranty is granted by Motorola Solutions, Inc., 415 E Exchange Parkway, Allen, TX 75002. Telephone:
1-800-MSI-HELP.

Parties to Whom Warranty is Intended

This warranty extends to the original end user of the equipment only and is not transferable. Any exceptions
must be approved in writing from Motorola.

Parts and Components Covered

All parts and components, including consumable items such as batteries, and repair labor of the warranted
unit manufactured and/or installed by Motorola are covered by this warranty, except those parts and
components excluded below.

Parts and Components Not Covered

The Limited Warranty excludes camera mounts and normal wear-and-tear items such as frayed or broken
cords and scratched or broken displays. Motorola reserves the right to charge for damages resulting from
abuse, improper use, or extraordinary environmental damage (such as submersion in liquid) to the unit
during the warranty period at rates normally charged for repairing such units not covered under the Limited
Warranty. In cases where potential charges would be incurred due to said damages, the agency submitting



the system for repairs MUST be notified. Altered, damaged, or removed serial numbers results in voiding
this Limited Warranty. If while under the warranty period, it is determined that the Motorola system was
internally changed, modified, or repair attempted, the system warranty will become null and void.

Limited Liability

Motorola’s liability is limited to the repair or replacement of components found to be defective by Motorola.
Motorola will not be liable for any indirect, consequential, or incidental damages arising out of the use of or
inability to use the system even if the unit proved to be defective.

Remedy

If, within the duration of this warranty, a unit or component covered by this warranty is diagnosed by
Motorola’s Customer Service phone support and proves to be defective in material or workmanship,
Motorola shall replace the defective unit with an Advance Replacement unit. The Advance Replacement
unit will ship via UPS ground and include a prepaid shipping label to return the defective unit, which must
be received by Motorola within thirty days. The Advance Replacement unit pursuant to this warranty shall
be warranted for the remainder of the warranty period.

Shipping

When an advance replacement is sent out, the unit will ship via ground shipping, and Motorola will provide
a prepaid shipping label to return any defective unit for end users in the continental United States. A serial
number is required to be submitted with the request in order to receive an advance replacement unit. The
customer will need to contact Motorola’s Customer Service Department to request a return material
authorization (RMA) number. Failure to return the unit within the thirty-day window will result in the
customer being billed the full purchase price of the advance shipped unit.

If the customer requests the unit be sent in for repair, the end user will be responsible for any shipping
charges to Motorola. Motorola will return ship the product to a customer within the continental United
States by prepaid ground shipping only. Any expedited shipping costs are the responsibility of the end user.

Customers outside the continental United States will be responsible for all transportation costs both to
and from Motorola’s factory for warranty service, including without limitation any export orimport fees,
duties, tariffs, or any other related fees that may be incurred during transportation. You may also obtain
warranty service by contacting your local Motorola Authorized Service Center (ASC) for shipping
instructions. A list of local ASCs may be obtained by contacting Motorola’s Customer Service Department.
Customers will be responsible for all transportation costs to and from the local ASC for warranty service.

Extended Warranty

A Five-Year Extended “No-Fault” Warranty may be purchased directly from Motorola. Any and all extended
warranties must be purchased prior to the expiration of any previous warranty. Failure to purchase an
extended warranty prior to the expiration of the warranty period will require the covered unit to be physically
inspected at the facility of the manufacturer and any repairs necessary to bring the unit back to full working
order must be performed prior to the issuance of any new warranty. The customer will be responsible for
the cost of the inspection (equal to one hour of labor) plus the standard costs associated with any required
repairs.



1.14. Five-Year Warranty

Motorola warrants each body-worn camera system, part, and component it manufactures first sold to an
end user to be free from defects in material and workmanship for a period of five years from the date of
purchase. A defective component that is repaired or replaced under this limited warranty will be covered
for the remainder of the original warranty period. Where defects in material or workmanship may occur, the
following warranty terms and conditions apply:

Warrantor

This warranty is granted by Motorola Solutions, Inc., 415 E Exchange Parkway, Allen, TX 75002. Telephone:
1-800-MSI-HELP.

Parties to Whom Warranty Is Intended

This warranty extends to the original end user of the equipment only and is not transferable. Any exceptions
must be approved in writing from Motorola.

Parts and Components Covered

All parts and components, including consumable items such as batteries, and repair labor of the warranted
unit manufactured and/or installed by Motorola are covered by this warranty, except those parts and
components excluded below.

Parts and Components Not Covered

The Limited Warranty excludes camera mounts and normal wear-and-tear items such as frayed or broken
cords and scratched or broken displays. Motorola reserves the right to charge for damages resulting from
abuse, improper use, or extraordinary environmental damage (such as submersion in liquid) to the unit
during the warranty period at rates normally charged for repairing such units not covered under the Limited
Warranty. In cases where potential charges would be incurred due to said damages, the agency submitting
the system for repairs MUST be notified. Altered, damaged, or removed serial numbers results in voiding
this Limited Warranty. If while under the warranty period, it is determined that the Motorola system was
internally changed, modified, or repair attempted, the system warranty will become null and void.

Limited Liability

Motorola’s liability is limited to the repair or replacement of components found to be defective by Motorola.
Motorola will not be liable for any indirect, consequential, or incidental damages arising out of the use of or
inability to use the system even if the unit proved to be defective.

Remedy

If, within the duration of this warranty, a unit or component covered by this warranty is diagnosed by
Motorola’s Customer Service phone support and proves to be defective in material or workmanship,
Motorola shall replace the defective unit with an Advance Replacement unit. The Advance Replacement
unit will ship via UPS ground and include a prepaid shipping label to return the defective unit, which must
be received by Motorola within thirty days. The Advance Replacement unit pursuant to this warranty shall
be warranted for the remainder of the warranty period.

Shipping



When an advance replacement is sent out, the unit will ship via ground shipping, and Motorola will provide
a prepaid shipping label to return any defective unit for end users in the continental United States. A serial
number is required to be submitted with the request in order to receive an advance replacement unit. The
customer will need to contact Motorola’s Customer Service Department to request a return material
authorization (RMA) number. Failure to return the unit within the thirty-day window will result in the
customer being billed the full purchase price of the advance shipped unit.

If the customer requests the unit be sent in for repair, the end user will be responsible for any shipping
charges to Motorola. Motorola will return ship the product to a customer within the continental United
States by prepaid ground shipping only. Any expedited shipping costs are the responsibility of the end user.

Customers that are outside the continental United States will be responsible for all transportation costs
both to and from Motorola’s factory for warranty service, including without limitation any export or import
fees, duties, tariffs, or any other related fees that may be incurred during transportation. You may also
obtain warranty service by contacting your local Motorola Authorized Service Center (ASC) for shipping
instructions. A list of local ASCs may be obtained by contacting Motorola’s Customer Service Department.
Customers will be responsible for all transportation costs to and from the local ASC for warranty service.

¢ Includeif quoting V700 Essential Services.

¢ Includeif quoting V700 Essential Services with Accidental Damage Repair and Advanced
Replacement.

e |nclude if quoting Premier Services.

e Standard Warranty that comes with all devices.

¢ Include if not quoting extended warranty for 3 or 5 years.
¢ Includeif quoting 3 years extended warranty.

e Include if quoting 5-year extended warranty.

V700 Body Worn Camera “As-a Service” Warranty

High Level Warranty Replacement Term Length

Body-Worn Camera Every 3years

Body-Worn Camera Battery Every 1 to 2 years (dependent on use)
Body Worn Camera Mounts As needed

In-Car Video system, part, and component Every 3to 5years

Body Worn Camera

The Video-as-a-Service package includes our comprehensive No-Fault Warranty. Motorola warrants each
system, part, and component we manufacturer first sold to an end user to be free of defects in materials
and workmanship for one year (12-month period) from the date purchase in its Limited Warranty. The V300
comes with a standard one-year warranty with an option to extend the warranty. Our price proposal
includes pricing for extended warranty coverage through the fifth year of system ownership. Body worn



cameras come with a three-year warranty and a refresh program at the end of the third year, where old units
will be replaced with new body worn cameras. Body worn cameras camera refreshes are warrantied until
the end of the 5th year contract.

Motorola’s Video-as-a-Service package (VaaS) includes a “no fault” hardware warranty for the duration of
the contract and a body-worn camera hardware refresh in the third year. Motorola has the industry’s most
flexible warranty program, and no fault literally means “no fault.” Cameras can be crushed or smashed,
frozen or melted. We will send you a replacement. Please see the attached VaaS Video as a Service
Addendum that details the No-Fault Warranty.

No-Fault Warranty. Subject to the disclaimers set forth in the MCA and EPSLA, upon delivery of any
Equipment purchased as part of the VaaS Program, Motorola will provide a No-fault Warranty to Customer
for such Equipment that extends until the end of the Commitment Term (as defined below) applicable to
such Equipment; except that the No-fault Warranty will not apply to (i) any Equipment with intentionally
altered or removed serial numbers, (ii) any other damages disclaimed under the MCA or EPSLA, or (iii) any
Equipment that Motorola determines was changed, modified, or repaired by Customer or any third party.
The “No-fault Warranty” means that Motorola will repair or replace any Equipment components or parts
that render the applicable Equipment unable to perform its intended purpose. With respect to any batteries
in body-worn cameras, a battery will be considered faulty and covered under this No-fault Warranty if it
falls below sixty percent (60%) of rated capacity.

An "advance replacement" warranty is also included. Should a unit need to be sent in for repair, Customer
will call support and open a ticket. A replacement unit will be sent out within 48 hours of the ticket being
opened.

Advance replacement equipment will be shipped within 24 hours of notification.
In-Car Camera Warranty

In car video warranties cover the duration of the contract, and additional sixth- or seventh-year warranties
can be purchased as needed.

Motorola warrants each camera system, part, and component it manufactures first sold to an end user to
be free from defects in material and workmanship for a period of five years from the date of purchase. A
defective component that is repaired or replaced under this limited warranty will be covered for the
remainder of the original warranty period. Where defects in material or workmanship may occur, the
following warranty terms and conditions apply:

Warrantor

This warranty is granted by Motorola Solutions, Inc., 415 E Exchange Parkway, Allen, TX 75002. Telephone:
1-800-MSI-HELP.

Parties to Whom Warranty Is Intended

This warranty extends to the original end user of the equipment only and is not transferable. Any exceptions
must be approved in writing from Motorola.

Parts and Components Covered



All parts and components, including consumable items such as batteries, and repair labor of the warranted
unit manufactured and/or installed by Motorola are covered by this warranty, except those parts and
components excluded below.

Parts and Components Not Covered

The Limited Warranty excludes camera mounts and normal wear-and-tear items such as frayed or broken
cords and scratched or broken displays. Motorola reserves the right to charge for damages resulting from
abuse, improper use, or extraordinary environmental damage (such as submersion in liquid) to the unit
during the warranty period at rates normally charged for repairing such units not covered under the Limited
Warranty. In cases where potential charges would be incurred due to said damages, the agency submitting
the system for repairs MUST be notified. Altered, damaged, or removed serial numbers results in voiding
this Limited Warranty. If while under the warranty period, it is determined that the Motorola system was
internally changed, modified, or repair attempted, the system warranty will become null and void.

Limited Liability

Motorola’s liability is limited to the repair or replacement of components found to be defective by Motorola.
Motorola will not be liable for any indirect, consequential, or incidental damages arising out of the use of or
inability to use the system even if the unit proved to be defective.

Remedy

If, within the duration of this warranty, a unit or component covered by this warranty is diagnosed by
Motorola’s Customer Service phone support and proves to be defective in material or workmanship,
Motorola shall replace the defective unit with an Advance Replacement unit. The Advance Replacement
unit will ship via UPS ground and include a prepaid shipping label to return the defective unit, which must
be received by Motorola within thirty days. The Advance Replacement unit pursuant to this warranty shall
be warranted for the remainder of the warranty period.

Shipping

When an advance replacement is sent out, the unit will ship via ground shipping, and Motorola will provide
a prepaid shipping label to return any defective unit for end users in the continental United States. A serial
number is required to be submitted with the request in order to receive an advance replacement unit. The
customer will need to contact Motorola’s Customer Service Department to request a return material
authorization (RMA) number. Failure to return the unit within the thirty-day window will result in the
customer being billed the full purchase price of the advance shipped unit.

If the customer requests the unit be sent in for repair, the end user will be responsible for any shipping
charges to Motorola. Motorola will return ship the product to a customer within the continental United
States by prepaid ground shipping only. Any expedited shipping costs are the responsibility of the end user.

Customers that are outside the continental United States will be responsible for all transportation costs
both to and from Motorola’s factory for warranty service, including without limitation any export or import
fees, duties, tariffs, or any other related fees that may be incurred during transportation. You may also
obtain warranty service by contacting your local Motorola Authorized Service Center (ASC) for shipping
instructions. A list of local ASCs may be obtained by contacting Motorola’s Customer Service Department.
Customers will be responsible for all transportation costs to and from the local ASC for warranty service.



SCHEDULE O - SERVICE LEVEL AGREEMENT FOR
HYBRID PURCHASES

1. Definitions. For purposes of this Schedule, the following terms have the meanings set forth below. All
initial capitalized terms in this Schedule that are not defined in this Schedule shall have the respective
meanings given to them in the Contract Terms and Conditions.

“Actual Uptime” means the total minutes in the Service Period that the Hosted Services are Available.
“Availability” has the meaning set forth in Section 2.1.

“Availability Requirement” has the meaning set forth in Section 2.1.

“Available” has the meaning set forth in Section 2.1.

“Contact List” means a current list of Contractor contacts and telephone numbers set forth in the
attached Schedule D - Attachment 1 to this Schedule to enable the State to escalate its Support
Requests, including: (a) the first person to contact; and (b) the persons in successively more qualified
or experienced positions to provide the support sought.

“Corrective Action Plan” has the meaning set forth in Section 3.9.
“Critical Service Error” has the meaning set forth in Section 3.5.
“Exceptions” has the meaning set forth in Section 2.2.

“High Service Error” has the meaning set forth in Section 3.5.

“Hosted Services” means the hosting, management and operation of the Operating Environment,

Software, other services (including support and subcontracted services), and related resources for
remote electronic access and use by the State and its Authorized Users, including any services and
facilities related to disaster recovery obligations.

“Low Service Error” has the meaning set forth in Section 3.5.

“Maintenance Release” means any update, upgrade, release or other adaptation or modification of
the Software, including any updated Documentation, that Contractor may generally provide to its
licensees from time to time during the Term, which may contain, among other things, error corrections,
enhancements, improvements or other changes to the user interface, functionality, compatibility,
capabilities, performance, efficiency or quality of the Software.

“Medium Service Error” has the meaning set forth in Section 3.5.

“New Version” means any new version of the Software, including any updated Documentation, that
the Contractor may from time to time introduce and market generally as a distinct licensed product, as
may be indicated by Contractor's designation of a new version number.

“Operating Environment” means, collectively, the platform, environment and conditions on, in or
under which the Software is intended to be installed and operate, as set forth in a Statement of Work,



including such structural, functional and other features, conditions and components as hardware,
operating software, system architecture, configuration, computing hardware, ancillary equipment,
networking, software, firmware, databases, data, and electronic systems (including database
management systems).

“Resolve” has the meaning set forth in Section 3.6.

"RPO" or "Recovery Point Objective" means the maximum amount of potential data loss in the event
of a disaster.

"RTO" or "Recovery Time Objective" means the maximum period of time to fully restore the Hosted
Services in the case of a disaster.

“Scheduled Downtime” has the meaning set forth in Section 2.3.
“Scheduled Uptime” means the total minutes in the Service Period.
“Service Availability Credits” has the meaning set forth in Section 2.6(a).

“Service Error” means any failure of any Hosted Service to be Available or otherwise perform in
accordance with this Schedule.

“Service Level Credits” has the meaning set forth in Section 3.8.

“Service Level Failure” means a failure to perform the Software Support Services fully in compliance
with the Support Service Level Requirements.

“Service Period” has the meaning set forth in Section 2.1.
“Software Support Services” has the meaning set forth in Section 3.

“State Systems” means the information technology infrastructure, including the computers, software,
databases, electronic systems (including database management systems) and networks, of the State
or any of its designees.

“Support Hours” means the contracted hours when the service is supported during normal business
hours.

“Support Request” has the meaning set forth in Section 3.5.
“Support Service Level Requirements” has the meaning set forth in Section 3.4.
2. Service Availability and Service Availability Credits.

2.1. Availability Requirement. Contractor will make the Hosted Services and Software Available, as
measured over the course of each calendar month during the Term and any additional periods
during which Contractor does or is required to perform any Hosted Services (each such calendar
month, a “Service Period”), at least 99.98% of the time, excluding only the time the Hosted
Services are not Available solely as a result of one or more Exceptions (the “Availability
Requirement”). “Available” means the Hosted Services and Software are available and operable
for access and use by the State and its Authorized Users over the Internet in material conformity
with the Contract. “Availability” has a correlative meaning. The Hosted Services and Software are
not considered Available in the event of a material performance degradation or inoperability of the




Hosted Services and Software, in whole or in part. The Availability Requirement will be calculated

for the Service Period as follows: (Actual Uptime — Total Minutes in Service Period Hosted Services
or Software are not Available Due to an Exception) + (Scheduled Uptime - Total Minutes in Service
Period Hosted Services or Software are not Available Due to an Exception) x 100 = Availability.

2.2. Exceptions. No period of Hosted Services degradation or inoperability will be included in
calculating Availability to the extent that such downtime or degradation is due to any of the
following (“Exceptions”):

a) Failures of the State’s or its Authorized Users’ internet connectivity;
b) Scheduled Downtime as set forth in Section 2.3.

2.3 Scheduled Downtime. Contractor must notify the State at least twenty-four (24) hours in advance
of all scheduled outages of the Hosted Services or Software in whole or in part (“Scheduled
Downtime”). All such scheduled outages will: (a) last no longer than five (5) hours; (b) be scheduled
between the hours of 12:00 a.m. and 5:00 a.m., Eastern Time; and (c) occur no more frequently than
once per week; provided that Contractor may request the State to approve extensions of Scheduled
Downtime above five (5) hours, and such approval by the State may not be unreasonably withheld or

delayed.

2.4 Software Response Time. Software response time, defined as the interval from the time the end
user sends a transaction to the time a visual confirmation of transaction completion is received,
must be less than two (2) seconds for 98% of all transactions. Unacceptable response times shall
be considered to make the Software unavailable and will count against the Availability Requirement.

2.5 Service Availability Reports. Within thirty (30) days after the end of each Service Period,
Contractor will provide to the State a report describing the Availability and other performance of the
Hosted Services and Software during that calendar month as compared to the Availability
Requirement. The report must be in electronic or such other form as the State may approve in
writing and shall include, at a minimum: (a) the actual performance of the Hosted Services and
Software relative to the Availability Requirement; and (b) if Hosted Service performance has failed in
any respect to meet or exceed the Availability Requirement during the reporting period, a
description in sufficient detail to inform the State of the cause of such failure and the corrective
actions the Contractor has taken and will take to ensure that the Availability Requirement are fully
met.

2.6 Remedies for Service Availability Failures.

a) If the actual Availability of the Hosted Services and Software is less than the Availability
Requirement for any Service Period, such failure will constitute a Service Error for which
Contractor will issue to the State the following credits on the fees payable for Hosted
Services and Software provided during the Service Period (“Service Availability Credits”):

Availability Credit of Fees

299.98% None




Availability Credit of Fees

<99.98% but 299.0% 15%
<99.0% but 295.0% 50%
<95.0% 100%

b) Any Service Availability Credits due under this Section will be applied in accordance with
payment terms of the Contract.

c) Ifthe actual Availability of the Hosted Services and Software is less than the Availability
Requirementin any two (2) of four (4) consecutive Service Periods, then, in addition to all
other remedies available to the State, the State may terminate the Contract on written notice
to Contractor with no liability, obligation or penalty to the State by reason of such
termination.

Support and Maintenance Services. Contractor will provide IT Environment Service and Software
maintenance and support services (collectively, “Software Support Services”) in accordance with the
provisions of this Section 3. The Software Support Services are included in the Services, and Contractor
may not assess any additional fees, costs or charges for such Software Support Services.

3.1 Support Service Responsibilities. Contractor will:

a) correct all Service Errors in accordance with the Support Service Level Requirements,
including by providing defect repair, programming corrections and remedial programming;

b) provide unlimited telephone support during Support Hours;

c) provide unlimited online support 24 hours a day, seven days a week;

d) provide online access to technical support bulletins and other user support information and
forums, to the full extent Contractor makes such resources available to its other customers;
and

e) respond to and Resolve Support Requests as specified in this Section.

3.2 Service Monitoring and Management. Contractor will continuously monitor and manage the
Hosted Services and Software to optimize Availability that meets or exceeds the Availability
Requirement. Such monitoring and management includes:

a) proactively monitoring on a twenty-four (24) hour by seven (7) day basis all Hosted Service
functions, servers, firewall and other components of Hosted Service security;

b) if such monitoring identifies, or Contractor otherwise becomes aware of, any circumstance
thatis reasonably likely to threaten the Availability of the Hosted Service, taking all necessary
and reasonable remedial measures to promptly eliminate such threat and ensure full
Availability; and

c) if Contractor receives knowledge that the Hosted Service or any Hosted Service function or
componentis not Available (including by written notice from the State pursuant to the
procedures set forth herein):



(i) confirming (or disconfirming) the outage by a direct check of the associated facility or
facilities;

(i)  If Contractor’s facility check in accordance with clause (i) above confirms a Hosted
Service outage in whole or in part: (A) notifying the State in writing pursuant to the
procedures set forth herein that an outage has occurred, providing such details as may
be available, including a Contractor trouble ticket number, if appropriate, and time of
outage; and (B) working all problems causing and caused by the outage until they are
Resolved as Critical Service Errors in accordance with the Support Request
Classification set forth in Section 3.5 and 3.6, or, if determined to be an internet provider
problem, open a trouble ticket with the internet provider; and

(iii)  Notifying the State that Contractor has fully corrected the outage and any related
problems, along with any pertinent findings or action taken to close the trouble ticket.

3.3 Service Maintenance. Contractor will continuously maintain the Hosted Services and Software to

3.4

3.5

optimize Availability that meets or exceeds the Availability Requirement. Such maintenance
services include providing to the State and its Authorized Users:

a) allupdates, bug fixes, enhancements, Maintenance Releases, New Versions and other
improvements to the Hosted Services and Software, including the Software, that Contractor
provides at no additional charge to its other similarly situated customers; provided that
Contractor shall consult with the State and is required to receive State approval prior to
modifying or upgrading Hosted Services and Software, including Maintenance Releases and
New Versions of Software; and

b) all such services and repairs as are required to maintain the Hosted Services and Software or
are ancillary, necessary or otherwise related to the State’s or its Authorized Users’ access to
or use of the Hosted Services and Software, so that the Hosted Services and Software operate
properly in accordance with the Contract and this Schedule.

Support Service Level Requirements. Contractor will correct all Service Errors and respond to
and Resolve all Support Requests in accordance with the required times and other terms and
conditions set forth in this Section 3.4 (“Support Service Level Requirements”), and the
Contract.

Support Requests. The State will classify its requests for Service Error corrections in accordance
with the descriptions set forth in the chart below (each a “Support Request”). The State will notify
Contractor of Support Requests by email, telephone or such other means as the parties may
hereafter agree to in writing.




Description:

Support Request Classification Any Service Error Comprising or Causing any of the
Following Events or Effects

Critical Service Error e |[ssue affecting entire system or single critical
production function;

e System down or operating in materially degraded
state;

e Dataintegrity atrisk;
e Declared a Critical Support Request by the State; or

o Widespread access interruptions.

High Service Error e Primary component failure that materially impairs its
performance; or

e Data entry or access is materially impaired on a
limited basis.

Medium Service Error e |TEnvironment Services and Software is operating
with minor issues that can be addressed with an
acceptable (as determined by the State) temporary
work around.

Low Service Error e Request for assistance, information, or services that

are routine in nature.

3.6 Response and Resolution Time Service Levels. Response and Resolution times will be measured
from the time Contractor receives a Support Request until the respective times Contractor has (i)
responded to, in the case of response time and (ii) Resolved such Support Request, in the case of
Resolution time. “Resolve” (including “Resolved”, “Resolution” and correlative capitalized
terms) means that, as to any Service Error, Contractor has provided the State the corresponding
Service Error correction and the State has confirmed such correction and its acceptance thereof.
Contractor will respond to and Resolve all Service Errors within the following times based on the
severity of the Service Error:




LI O C L Service Level Credits

ServicoLevel = S°TVice Level (For Failure to
Metric SR Respond to any

(For Failure to Resolve
any Support Request
Within the
Corresponding Required
Resolution Time)

Support Request
Classification (Required

Response Time)

(Required Support Request
Resolution Within the
Time) Corresponding
Response Time)

Critical Service Error | One (1) hour Three (3) hours | Five percent (5%) of the | Five percent (5%) of the
Fees for the month in Fees for the month in
which the initial Service | which the initial Service
Level Failure begins Level Failure begins and
and five percent (5%) of | five percent (5%) of such
such monthly Fees for monthly Fees for the first
each additional hour or | additional hour or portion
portion thereof that the | thereof that the
corresponding Service corresponding Service
Error is not responded Error remains un-

to within the required Resolved, which amount
response time. will thereafter double for
each additional one-hour

increment.
High Service Error One (1) hour Four (4) hours Three percent (3%) of Three percent (3%) of the
the Fees for the month Fees for the month in
in which the initial which the initial Service
Service Level Failure Level Failure begins and
begins and three three percent (3%) of such
percent (3%) of such monthly Fees for the first

monthly Fees for each additional hour or portion
additional hour or thereof that the

portion thereof that the | corresponding Service
corresponding Service Error remains un-

Error is not responded Resolved, which amount

to within the required will thereafter double for
response time. each additional one-hour
increment.
Medium Service Error | Three (3) hours Two (2) N/A N/A
Business Days
Low Service Error Three (3) hours Five (5) N/A N/A

Business Days




3.7

3.8

3.9

Escalation. With respect to any Critical Service Error Support Request, until such Support Request
is Resolved, Contractor will escalate that Support Request within sixty (60) minutes of the receipt
of such Support Request by the appropriate Contractor support personnel, including, as
applicable, the Contractor Project Manager and Contractor’'s management or engineering
personnel, as appropriate.

Support Service Level Credits. Failure to achieve any of the Support Service Level Requirements
for Critical and High Service Errors will constitute a Service Level Failure for which Contractor will
issue to the State the corresponding service credits set forth in Section 3.6 (“Service Level
Credits”) in accordance with payment terms set forth in the Contract.

Corrective Action Plan. If two or more Critical Service Errors occur in any thirty (30) day period
during (a) the Term or (b) any additional periods during which Contractor does or is required to
perform any Hosted Services, Contractor will promptly investigate the root causes of these Service
Errors and provide to the State within five (5) Business Days of its receipt of notice of the second
such Support Request an analysis of such root causes and a proposed written corrective action
plan for the State’s review, comment and approval, which, subject to and upon the State’s written
approval, shall be a part of, and by this reference is incorporated in, the Contract as the parties’
corrective action plan (the “Corrective Action Plan”). The Corrective Action Plan mustinclude, at
a minimum: (a) Contractor’s commitment to the State to devote the appropriate time, skilled
personnel, systems support and equipment and other resources necessary to Resolve and prevent
any further occurrences of the Service Errors giving rise to such Support Requests; (b) a strategy for
developing any programming, software updates, fixes, patches, etc. necessary to remedy, and
prevent any further occurrences of, such Service Errors; and (c) time frames for implementing the
Corrective Action Plan. There will be no additional charge for Contractor’s preparation or
implementation of the Corrective Action Plan in the time frames and manner set forth therein.

Data Storage, Backup, Restoration and Disaster Recovery. Contractor must maintain or cause to be
maintained backup redundancy and disaster avoidance and recovery procedures designed to
safeguard State Data and the State’s other Confidential Information, Contractor’s Processing capability
and the availability of the IT Environment Services and Software, in each case throughout the Term and
at all times in connection with its actual or required performance of the Services hereunder. All backed
up State Data shall be located in the continental United States. The force majeure provisions of this
Contract do not limit Contractor’s obligations under this section.

4.2

4.3

Data Storage. Contractor will provide sufficient storage capacity to meet the needs of the State at
no additional cost.

Data Backup. Contractor will conduct, or cause to be conducted, daily back-ups of State Data and
perform, or cause to be performed, other periodic offline back-ups of State Data on at least a
weekly basis and store and retain such back-ups as specified in Schedule A. Contractor must,
within five (5) Business Days of the State’s request, provide the State, without charge and without
any conditions or contingencies whatsoever (including but not limited to the payment of any fees
due to Contractor), an extract of State Data in the format specified by the State.



4.4

4.5

Data Restoration. If the data restoration is required due to the actions or inactions of the
Contractor or its subcontractors, Contractor will promptly notify the State and complete actions
required to restore service to normal production operation. If requested, Contractor will restore
data from a backup upon written notice from the State. Contractor will restore the data within one
(1) Business Day of the State’s request. Contractor will provide data restorations at its sole cost
and expense.

Disaster Recovery. Throughout the Term and at all times in connection with its actual or required
performance of the Services, Contractor will maintain and operate a backup and disaster recovery
plan to achieve a Recovery Point Objective (RPO) of 4 hours, and a Recovery Time Objective (RTO)
of 8-24 hours (the “DR Plan”), and implement such DR Plan in the event of any unplanned
interruption of the Hosted Services. Contractor’s current DR Plan, revision history, and any reports
or summaries relating to past testing of or pursuant to the DR Plan are included or attached as
described in Schedule A under Hosting. Contractor will actively test, review and update the DR
Plan on at least an annual basis using industry best practices as guidance. Contractor will provide
the State with copies of all such updates to the Plan within fifteen (15) days of its adoption by
Contractor. All updates to the DR Plan are subject to the requirements of this Section 3; and
provide the State with copies of all reports resulting from any testing of or pursuant to the DR Plan
promptly after Contractor’s receipt or preparation. If Contractor fails to reinstate all material
Hosted Services and Software within the periods of time set forth in the DR Plan, the State may, in
addition to any other remedies available under this Contract, in its sole discretion, immediately
terminate this Contract as a non-curable default.




SCHEDULE P - DATA SECURITY REQUIREMENTS FOR
HYBRID PURCHASES

Definitions. For purposes of this Schedule, the following terms have the meanings set forth below. All
initial capitalized terms in this Schedule that are not defined in this Schedule shall have the respective
meanings given to them in the Contract.

“Contractor Security Officer” has the meaning set forth in Section 2 of this Schedule.

“FedRAMP” means the Federal Risk and Authorization Management Program, which is a federally
approved risk management program that provides a standardized approach for assessing and
monitoring the security of cloud products and services.

“FISMA” means The Federal Information Security Modernization Act of 2014 (Pub.L. No. 113-283 (Dec.
18, 2014.).

“Hosting Provider” means any subcontractor that is providing any or all of the Hosted Services under
this Contract.

“Hosted Services” means the hosting, management and operation of the Operating Environment,
Software, other services (including support and subcontracted services), and related resources for
remote electronic access and use by the State and its Authorized Users, including any services and
facilities related to disaster recovery obligations.

“NIST” means the National Institute of Standards and Technology.

“Operating Environment” means, collectively, the platform, environment and conditions on, in or under
which the Software is intended to be installed and operate, as set forth in a Statement of Work, including
such structural, functional and other features, conditions and components as hardware, operating
software, system architecture, configuration, computing hardware, ancillary equipment, networking,
software, firmware, databases, data, and electronic systems (including database management
systems).

“PCI” means the Payment Card Industry.

“Process” means to perform any operation or set of operations on any data, information, material,
work, expression or other content, including to (a) collect, receive, input, upload, download, record,
reproduce, store, organize, combine, log, catalog, cross-reference, manage, maintain, copy, adapt,
alter, translate or make other improvements or derivative works, (b) process, retrieve, output, consult,
use, disseminate, transmit, submit, post, transfer, disclose or otherwise provide or make available, or
(c) block, erase or destroy. “Processing” and “Processed” have correlative meanings.

“PSP” or “PSPs” means the State’s IT Policies, Standards and Procedures.
“SSAE” means Statement on Standards for Attestation Engagements.

“Security Accreditation Process” has the meaning set forth in Section 6 of this Schedule



Security Officer. Contractor will appoint a Contractor employee to respond to the State’s inquiries
regarding the security of the Hosted Services who has sufficient knowledge of the security of the Hosted
Services and the authority to act on behalf of Contractor in matters pertaining thereto (“Contractor
Security Officer”).

Contractor Responsibilities. Contractor is responsible for establishing and maintaining a data privacy
and information security program, including physical, technical, administrative, and organizational
safeguards, that is designed to:

a) ensure the security and confidentiality of the State Data;

b) protect against any anticipated threats or hazards to the security or integrity of the State Data;

c) protect against unauthorized disclosure, access to, or use of the State Data;

d) ensure the proper disposal of any State Data in Contractor’s or its subcontractor’s possession; and
e) ensure that all Contractor Representatives comply with the foregoing.

The State has established Information Technology (IT) PSPs to protect IT resources under the authority
outlined in the overarching State 1305.00 Enterprise IT Policy. In no case will the safeguards of
Contractor’s data privacy and information security program be less stringent than the safeguards used
by the State, and Contractor must at all times comply with all applicable public and non-public State IT
policies and standards, of which the publicly available ones are at DTMB - IT Policies, Standards &
Procedures (michigan.gov), to the extent those policies and standards align to the NIST 800-53
moderate security baseline and the organization defined parameters and control enhancements when
articulated by the FBI in connection with its current version of the CJIS Security Policy.

This responsibility also extends to all service providers and subcontractors with access to State Data or
an ability to impact the contracted solution. Contractor responsibilities are determined from the PSPs
based on the services being provided to the State, the type of IT solution, and the applicable laws and
regulations.

Acceptable Use Policy. To the extent that Contractor has access to the State’s IT environment,
Contractor must comply with the State’s Acceptable Use Policy, see 1340.00.130.02 Acceptable Use of
Information Technology (michigan.gov). All Contractor Personnel will be required, in writing, to agree to

the State’s Acceptable Use Policy before accessing State systems. The State reserves the right to
terminate Contractor’s and/or subcontractor(s) or any Contractor Personnel’s access to State systems if
the State determines a violation has occurred.

Protection of State’s Information. Throughout the Term and at all times in connection with its actual or
required performance of the Contract Activities, Contractor will:

5.1 If Hosted Services are provided by a Hosting Provider, ensure each Hosting Provider maintains
FedRAMP authorization for all Hosted Services environments throughout the Term, and in the event
a Hosting Provider is unable to maintain FedRAMP authorization, the State, at its sole discretion,



5.2

5.3

5.4

5.5

5.6

5.7

may either a) require the Contractor to move the Software and State Data to an alternative Hosting
Provider selected and approved by the State at Contractor’s sole cost and expense without any
increase in Fees, or b) immediately terminate this Contract for cause pursuant to Section 25 of the
Contract;

for Hosted Services provided by the Contractor, maintain either a FedRAMP authorization or an
annual SSAE 18 SOC 2 Type Il audit based on State required NIST Special Publication 800-53 MOD
Controls or SOC 2 Type Il trust criteria. Further, Contractor acknowledges and understands that the
State may conduct its own Security Accreditation Process (as described in section 6 below) that
may evaluate Contractor provided Hosted Services to NIST 800-53 MOD Controls.

ensure that the Software and State Data is securely stored, hosted, supported, administered,
accessed, developed, and backed up in the continental United States, and the data center(s) in
which the data resides minimally meet Uptime Institute Tier 3 standards
(www.uptimeinstitute.com), or its equivalent;

maintain and enforce an information security program including safety and physical and technical
security policies and procedures with respect to its Processing of the State Data that complies with
the requirements of the State’s data security policies as set forth in this Contract, and must, ata
minimum, remain compliant with FISMA and NIST Special Publication 800-53 MOD Controls using
identified controls and minimum values as established in applicable State PSPs;

provide technical and organizational safeguards against accidental, unlawful or unauthorized
access to or use, destruction, loss, alteration, disclosure, encryption, transfer, commingling or
processing of such information that ensure a level of security appropriate to the risks presented by
the processing of State Data and the nature of such State Data, consistent with best industry
practice and applicable standards (including, but not limited to, compliance with FISMA, NIST,
CMS, IRS, FBI, SSA, HIPAA, FERPA and PClI requirements as applicable);

take all reasonable measures to:

a) secure and defend all locations, equipment, systems and other materials and facilities
employed in connection with the Contract Activities that are within its control and ensure its
subcontractors do the same against “malicious actors” and others who may seek, without
authorization, to destroy, disrupt, damage, encrypt, modify, copy, access or otherwise use
Hosted Services or the information found therein; and

b) prevent (i) the State and its Authorized Users from having access to the data of other
customers or such other customer’s users of the Contract Activities; (ii) State Data from being
commingled with or contaminated by the data of other customers or their users of the
Contract Activities; and (iii) unauthorized access to any of the State Data;

ensure that State Data is encrypted in transit and at rest using FIPS validated AES encryption
modules and a key size of 128 bits or higher;



5.8 ensure the Hosted Services support Identity Federation/Single Sign-on (SSO) capabilities using
Security Assertion Markup Language (SAML), Open Authentication (OAuth) or comparable State
approved mechanisms;

5.9 ensure the Hosted Services implements NIST compliant multi-factor authentication for
privileged/administrative and other identified access.

Security Accreditation Process. Throughout the Term, Contractor will assist the State, at no additional
cost, with its Security Accreditation Process, which includes the development, completion and on-
going maintenance of a system security plan (SSP) using the State’s automated governance, risk and
compliance (GRC) platform, which requires Contractor to submit evidence, upon request from the
State, in order to validate Contractor’s security controls within thirty (30) days of the State’s request. On
an annual basis, or as otherwise required by the State such as for significant changes, re-assessment of
the system’s controls will be required to receive and maintain authority to operate (ATO). All identified
risks from the SSP will be remediated through a Plan of Action and Milestones (POAM) process with
remediation time frames and required evidence based on the risk level of the identified risk. For all
findings associated with the Contractor’s solution, at no additional cost, Contractor will be required to
participate in negotiations around the creation of State approved POAMs, perform related remediation
activities within mutually agreeable timeframes if not otherwise dictated by applicable standards or FBI
CJIS Policy, and provide evidence of compliance. For clarity, the State makes all decisions on the level of
risk it is willing to accept.

Unauthorized Access. Contractor may not access, and must not permit any access to, State systems,
in whole or in part, whether through the Hosted Services or otherwise, without the State’s express prior
written authorization. Such authorization may be revoked by the State in writing at any time in its sole
discretion. Any access to State systems must be solely in accordance with the Contract and this
Schedule, and in no case exceed the scope of the State’s authorization pursuant to this Section. All
State-authorized connectivity or attempted connectivity to State systems shall be only through the
State’s security gateways and firewalls and in compliance with the State’s security policies set forth in
the Contract as the same may be supplemented or amended by the State and provided to Contractor
from time to time.

Security Audits.

8.1 During the Term, Contractor will maintain complete and accurate records of its data protection
practices, IT security controls, and the security logs relating to State Data, including but not limited
to any backup, disaster recovery or other policies, practices or procedures relating to the State
Data and any other information relevant to its compliance with this Contract.

8.2 Without limiting any other audit rights of the State, the State has the right to review Contractor’s
data privacy and information security program relevant to the scope of the products and services
purchased prior to the commencement of Contract Activities and no more than annually thereafter
during the term of this Contract. Such review will be conducted through information security and
privacy questionnaires for Contractor’s response as well as Contractor providing its related SOC 2



Type ll report. The State, at its own expense, is entitled to perform, or to have performed, an on-site
audit of Contractor’s data privacy and information security program relevant to the products and
services purchased hereunder. No audit may be performed within a data center for security
reasons. If the State chooses to perform an on-site audit, Contractor will, make all such records,
appropriate personnel and relevant materials available during normal business hours for
inspection and audit by the State or an independent data security expert that is reasonably
acceptable to Contractor, provided that the State: (i) gives Contractor at least thirty (30) Business
Days prior notice of any such audit; (ii) undertakes such audit no more than once per calendar year,
except for good cause shown; and (iii) conducts or causes to be conducted such audit in a manner
designed to minimize disruption of Contractor’s normal business operations and that complies
with the terms and conditions of all data confidentiality, ownership, privacy, security and restricted
use provisions of the Contract.

8.3 During the Term, Contractor will, when requested by the State, provide a copy of Contractor’s and
Hosting Provider’s FedRAMP System Security Plan(s) or SOC 2 Type Il report(s) to the State within
two weeks of the State’s request. The System Security Plan and SSAE audit reports will be
recognized as Contractor’s Confidential Information.

8.4 The State reserves the right, at its sole election, to immediately terminate this Contract or a
Statement of Work without limitation and without liability if the State determines that Contractor
fails or has failed to meet its obligations under this Section 8.

Application Scanning. During the Term, Contractor must, at its sole cost and expense, no less than
monthly scan all Contractor provided applications, and must analyze, remediate and validate all
vulnerabilities identified by the scans for existing code and for new code prior to deployment or as
required by the CJIS Security Policy based on CVE Score.

Contractor’s application scanning and remediation must include each of the following types of scans
and activities:

9.1 Dynamic Application Security Testing (DAST) — Scanning interactive application for vulnerabilities,
analysis, remediation, and validation (may include Interactive Application Security Testing (IAST).

a) Contractor may dynamically scan a deployed version of the Software using a commercially
reasonable application scanning tool, and no less than semi-annually provide the State with
the number of vulnerabilities discovered and mitigated by severity.

9.2 Static Application Security Testing (SAST) - Scanning source code for vulnerabilities, analysis,
remediation, and validation.

a) For Contractor provided applications, Contractor, at its sole expense, may provide resources
to complete static application source code scanning, including the analysis, remediation and
validation of vulnerabilities identified by application source code scans. Contractor will also



no less than semi-annually provide the State with the number of vulnerabilities discovered and
mitigated per code release.

9.3 Software Composition Analysis (SCA) — Third Party and/or Open Source Scanning for vulnerabilities,
analysis, remediation, and validation.

a) For Software that includes third party and open source software, all included third party and
open source software must be documented and the source supplier must be monitored by the
Contractor for notification of identified vulnerabilities and remediation. SCA scans may be
included as part of SAST and DAST scanning or employ the use of an SCA tool to meet the
scanning requirements. Contractor will also no less than semi-annually provide the State with
the number of vulnerabilities discovered and mitigated by software component.

9.4 |n addition, application scanning and remediation may include the following types of scans and
activities if required by regulatory or industry requirements, data classification or otherwise
identified by the State.

a) If provided as part of the solution, all native mobile application software must meet these
scanning requirements including any interaction with an application programing interface
(API).

b) Penetration Testing — Simulated attack on the application and infrastructure to identify security

weaknesses.
10. Infrastructure Scanning.

10.1 For Hosted Services, Contractor must monitor and scan for vulnerabilities in the infrastructure
which is within Contractor’s control, system, and hosted applications at least monthly and when
new vulnerabilities potentially affecting the system are identified and reported; using a mutually
agreed upon industry standard scanning tool, provide a scan summary which includes humber of
vulnerabilities by severity and monthly age for each of 30, 60, 90, and older than 90 days.
Contractor will ensure the remediation of issues identified in the scan according to the
remediation time requirements documented in the CJIS Security Policy.

11. Nonexclusive Remedy for Security Breach. Any failure of the Contract Activities to meet the
requirements of this Schedule with respect to the security of any State Data or other Confidential
Information of the State, including any related backup, disaster recovery or other policies, practices or
procedures, is a material breach of the Contract for which the State, at its option, may terminate the
Contract immediately upon written notice to Contractor without any notice or cure period, and
Contractor must promptly reimburse to the State any Fees prepaid by the State prorated to the date of
such termination.



SCHEDULE Q - MOBILE VIDEO ADDENDUM FOR
MOBILE VIDEO PRODUCTS

This Mobile Video Addendum (this “MVA”) is governed by the State of Michigan Contract No. 190000001544
dated October 1, 2019, as amended (“PRIMARY AGREEMENT”), entered into between Motorola Solutions,
Inc. and the State of Michigan (“Customer”). Capitalized terms used in this MVA, but not defined herein,
will have the meanings set forth in the Primary Agreement.

Addendum. This MVA governs Customer’s purchase of any Motorola mobile video Products. A “Mobile
Video System” is a solution that includes at least one mobile video Product and requires Integration
Services to deploy such mobile video Product or the associated evidence management Product at a
Customer Site. In addition to the PRIMARY AGREEMENT, the Subscription Services Schedule (“SSS”),
attached as Schedule H to the PRIMARY AGREEMENT, may be applicable to Products under this MVA
with respect to Subscription Software, with respect to Licensed Software and Equipment, as each of
those terms are defined therein, and as further described below.

Evidence Management Systems; Applicable Terms and Conditions.

2.1. On-Premise Evidence Management. If Customer purchases a Mobile Video System where
Equipment and Licensed Software for evidence management is installed at Customer Sites (an
“On-Premises Evidence Management System?”), then, unless the Ordering Document(s) specify
that any software is being purchased on a subscription basis (i.e., as Subscription Software), any
(i) Equipment and (ii) Licensed Software installed at Customer Sites or on Customer-Provided
Equipment, in each case purchased in connection with the On-Premises Evidence Management
System, are subject to the SSS and Primary Agreement. On-Premises Evidence Management
Systems described in this Section qualify for the System Warranty as described in Section 4 - On-
Premises Evidence Management System Warranty (the “System Warranty”).

2.2. Cloud Hosted Evidence Management. If Customer purchases Mobile Video System where the
software for evidence management is hosted in a data center and provided to Customer as a
service ("Cloud Hosted Evidence Management System?”), including but not limited to
CommandCentral Evidence, VideoManager EX, and VideoManager EL Products, then such Cloud
Hosted Evidence Management System is subject to the SSS. Any Equipment purchased in
connection with Cloud Hosted Evidence Management System is subject to the Primary Agreement
and SSS. Cloud Hosted Evidence Management System described in this Section do not qualify for
the System Warranty. System completion, however, is determined in accordance with the
provisions of Section 7 -System Completion below.

2.3. Services. Any Integration Services or Maintenance and Support Services purchased in connection
with, or included as a part of, a Mobile Video System are subject to the PRIMARY AGREEMENT, and
as described in the applicable Ordering Document(s).

Payment. Customer will pay invoices for the Products and Services covered by this MVA in accordance
with the invoice payment terms set forth in the PRIMARY AGREEMENT. Fees for Mobile Video Systems
will be invoiced as of the System Completion Date, unless another payment process or schedule or



milestones are set forth in an Ordering Documents or applicable Addendum. In addition to Equipment,
Licensed Software, Subscription Software and Integration Services (as applicable) sold as part of a
Mobile Video System, the Ordering Documents for a Mobile Video System may also include post-
deployment Integration Services or other Services which are to be provided following the date of
functional demonstration (“Post-Deployment Services”). Post-Deployment Services will be invoiced
upon their completion and paid by Customer in accordance with the terms of the PRIMARY
AGREEMENT.

On-Premises Evidence Management System Warranty. Subject to the disclaimers in the PRIMARY
AGREEMENT and the SSS, Motorola represents and warrants that, on the System Completion Date (as
defined below) for an On-Premises Evidence Management System described in Section 2.1 - On-
Premises Evidence Management (a) such On-Premises Evidence Management System will perform in
accordance with the descriptions in the applicable Ordering Documents in all material respects, and (b)
if Customer has purchased any Equipment or Motorola Licensed Software (but, for clarity, excluding
Subscription Software) as part of such On-Premises Evidence Management System, the warranty period
applicable to such Equipment and Motorola Licensed Software will continue for a period of one (1) year
commencing upon the System Completion Date for the On-Premises Evidence Management System
that includes such Products, or on the applicable Product Completion Date, if earlier. The warranties set
forth in the applicable Addenda are not otherwise modified by this MVA.

Additional Software and Video Terms.

5.1. Unlimited Storage. Storage shall be specifically described in an Ordering Documents. In the event
Customer purchases a Cloud Hosted Evidence Management System with “Unlimited Storage”, as
specified in the Ordering Documents, then “Unlimited Storage” means storage of all data captured
using Equipment sold under this MVA., provided that (1) video recordings are recorded in an event-
based setting where users are not recording an entire shift under one video footage and (2)
Customer’s data retention policies and practices do not result in the retention of data beyond the
minimums set forth by the State agency statutorily empowered to determine published retention
schedules in which the Customer resides. In the event Customer does not comply with the
preceding clauses (1) and (2), Motorola shall have the right to charge Customer for such excess
data storage at the prevailing rates. Motorola also has the right to place any data that has not
been accessed for a consecutive six (6) month period into archival storage, retrieval of which may
take up to twenty-four (24) hours from any access request.

5.2. Applicable End User Terms. Additional license terms apply to third-party software included in
certain software Products, see Exhibit 1 to this Schedule Q - Third Party License Terms and
Conditions. If the modified license terms are determined to be materially detrimental to
Customer, in the Customer’s sole discretion, then Customer may terminate the Services. For
clarity, no State Data will be sent outside of the U.S. through Motorola’s use of third-party software
and/or services.

5.3. WatchGuard Detector Mobile. Any order by Customer of WatchGuard Detector Mobileison a
subscription basis and subject to the SSS.




5.4.

5.5.

5.6.

5.7.

Vigilant Access. Customer may opt for subscription to additional Subscription Software, including
use of the Law Enforcement Archival Network (“Vigilant VehicleManager”), which is subject to
the terms and conditions of the SSS and the Vigilant Addendum (attached as Exhibit 2 to this
Schedule Q). If Customer purchases a subscription to commercial license plate recognition data,
then Customer will comply with the terms of Motorola’s Data License Addendum (attached as
Exhibit 3 to this Schedule Q).

License Plate Recognition Data. License plate recognition (“LPR”) data collected by Customer is
considered Customer Data (as defined in the PRIMARY AGREEMENT) and is therefore subject to
the Customer’s own retention policy. Customer, at its option, may share its LPR data with other
similarly situated Law Enforcement Agencies (“LEAs”) which contract with Motorola to access
Vigilant VehicleManager by selecting this option within Vigilant VehicleManager. Other similarly
situated LEAs may similarly opt to share their LPR data with Customer using Vigilant
VehicleManager. Such LPR data generated by other LEAs is considered Third-Party Data (as
defined in the PRIMARY AGREEMENT), is governed by the retention policy of the respective LEA,
and shall be used by Customer only in connection with its use of Vigilant VehicleManager. LPR
data that has reached its expiration date will be deleted from Vigilant VehicleManager. Only
individuals who are agents and/or sworn officers of Customer and who are authorized by
Customer to access Vigilant VehicleManager on behalf of Customer through login credentials
provided by Customer (“User Eligibility Requirements”) may access Vigilant

VehicleManager. Vigilant in its sole discretion may deny access to Vigilant VehicleManager to any
individual based on such person’s failure to meet the User Eligibility Requirements. Customer will
ensure no user logins are provided to agents or officers of other local, state, or Federal LEAs
without the express written consent of Vigilant. Customer will be responsible for its authorized
users’ access to, and use of, Vigilant VehicleManager through use of Customer login credentials,
including ensuring their compliance with this Agreement. Notwithstanding the foregoing, Motorola
is not responsible for the Customer’s authorized users sharing of Customer login credentials.

APl Support. Motorola will use commercially reasonable efforts to maintain its Application
Programming Interface (“API”) sold in connection with any Mobile Video System. APIs will evolve
and mature over time, requiring changes and updates. Motorola will use reasonable efforts to
continue supporting any version of an API for six (6) months after such version is introduced, but if
Motorola determines, in its sole discretion, to discontinue support of an API for any reason,
Motorola will provide reasonable advance notification to Customer. If an APl presents a security
risk, Motorola may discontinue an APl without prior notice.

Support of Downloaded Clients. If Customer purchases any software Product that requires a
client installed locally on Customer-Provided Equipment or Equipment in possession of
Customer, Customer will be responsible for downloading and installing the current version of such
client, as it may be updated from time to time. Motorola will use reasonable efforts to continue
supporting any version of a client for forty-five (45) days following its release, but Motorola may
update the current version of its client at any time, including for bug fixes, product improvements,
and feature updates, and Motorola makes no representations or warranties that any software
Product will support prior versions of a client.




5.8. CIJIS Security Policy. Motorola agrees to support Customer’s obligation to comply with the Federal
Bureau of Investigation Criminal Justice Information Services (“CJIS”) Security Policy,
incorporated herein, and will comply with the terms of the CJIS Security Addendum for the term of
the Addendum or Ordering Documents for the applicable Product. Motorola personnel that
require access to unencrypted Criminal Justice Information (“CJI”) for purposes of Product
support and development must be escorted by a MSP authorized user who is authorized
unescorted CJl access. In an emergency situation, MSP may provide escorted accessvia a
mutually agreeable virtual method only if strictly necessary and provided such access remains in
compliance with CJIS requirements.

Reserved.

System Completion. Any Mobile Video System sold hereunder will be deemed completed upon
Customer’s (or the applicable Authorized User’s) Beneficial Use of the applicable Mobile Video System
(the “System Completion Date”). Customer will not unreasonably delay Beneficial Use, and in any
event, the Parties agree that Beneficial Use will be deemed to have occurred thirty (30) days after
functional demonstration. As used in this Section, “Beneficial Use” means use by Customer or at least
one (1) Authorized User of the material features and functionalities of Mobile Video System, in material
conformance with Product descriptions in the applicable Ordering Documents. Any additional
Equipment sold in connection with the initial Mobile Video System shall be deemed delivered in
accordance of the terms of the Primary Agreement. Any additional Subscription Software purchased
under the Vaa$S Program will be deemed delivered upon Customer’s receipt of credentials required for
access to the Cloud Hosted Evidence Management System or upon Motorola otherwise providing
access to the Cloud Hosted Evidence Management System. This Section applies to Products purchased
under the MVA notwithstanding the delivery provisions of the Addendum applicable to such Products,
such as the SSS or Primary Agreement, and this Section will control over such other delivery provisions
to the extent of a conflict.

Additional Cloud Terms. The terms set forth in this Section 8 — Additional Cloud Terms apply in the
event Customer purchases any cloud hosted software Products under this MVA, including a Cloud
Hosted Evidence Management System.

8.1. Data Storage. Motorola will determine, in its sole discretion, the location of the stored content for
cloud hosted software Products. All data, replications, and backups will be stored at a location in
the United States for Customers in the United States.

8.2. Data Retrieval. Cloud hosted software Products will leverage different types of storage to optimize
software, as determined in Motorola’s sole discretion. For multimedia data, such as videos,
pictures, audio files, Motorola will, in its sole discretion, determine the type of storage medium
used to store the content. The type of storage and medium selected by Motorola will determine
the data retrieval speed. Access to content in archival storage may take up to twenty-four (24)
hours to be viewable.

8.3. Availability. Unless otherwise specified in the Ordering Documents, Motorola will make
reasonable efforts to provide monthly availability of 99.5% for cloud hosted software Products
with the exception of maintenance windows.



8.4. Maintenance. Scheduled maintenance of cloud hosted software Products will be performed
periodically. Motorola will make commercially reasonable efforts to notify customers one (1)
week in advance of any such maintenance. Unscheduled and emergency maintenance may be
required from time to time. Motorola will make commercially reasonable efforts to notify
customers of any unscheduled or emergency maintenance twenty-four (24) hours in advance.

Survival. The following provisions will survive the expiration or termination of this MVA for any reason:
Section 1- Addendum; 2 - Evidence Management Systems; Applicable Terms and Conditions;
Section 3- Payment; Section 5.2 - Applicable End User Terms; Section 9 — Survival.



SCHEDULE Q - EXHIBIT 1 - THIRD-PARTY LICENSE
TERMS AND CONDITIONS

MICROSOFT ON-PREMISE TERMS

1. SOFTWARE LICENSE. As to any Microsoft Products being furnished, the Microsoft software for those
Microsoft Products is sublicensed to Licensee from Motorola pursuant to the Customer’s Motorola
Software License Agreement and is subject to the additional Microsoft End-User License Agreement terms.

2. CUSTOMER USERS. Notwithstanding any provisions herein to the contrary, the following provisions
apply concerning the Microsoft Products. If Customer is acquiring from Motorola a Microsoft SQL Server
and/or a Microsoft System Center Operations Manager, then Customer warrants 1) that the number of
users that may access the System are correctly indicated in the Exhibits to this Agreement; 2) that
Customer is not being licensed the SQL Server or Microsoft System Center Operations Manager under a
license from Microsoft, but rather under a sublicense from Motorola’ 3) that the copies of the referenced
Microsoft Products it receives from Motorola do not entitle it to maintain on its computer systems any more
copies of the Microsoft Products than it previously licensed from Motorola or Microsoft; 4) that Customer
possesses and will maintain sufficient quantities of fully valid Microsoft licenses to support the maximum
number of users and/or devices that may access or use the System under the provisions of the End-User
License Agreement, 5) that Microsoft will be an intended third party beneficiary of the End-User License
Agreement, with the right to enforce the warranties and any other provisions of the End-User License
Agreement provisions and to verify compliance of the End User with the same, 6) that Customer shall not
run on a mirrored database server for more than 30 days without obtaining a SQL license for that server, 7)
that the Customer grants permission for the disclosure of End-User information by Motorola as required in
Motorola’s Monthly royalty reports and ordering information reports to Microsoft, 8) that Microsoft does not
transfer any ownership rights in any Product, and 9) that Motorola is solely responsible for providing
technical support for the Microsoft Products.

3. LIMITATIONS. The rights granted in this Agreement with respect to Microsoft Products are subject to the
following limitations: 1) Customer has no copyright interest in the Microsoft Products; 2) Customer may not
rent, lease, lend or provide hosting services with the Products; 3) Customer may not reverse engineer,
decompile or disassemble any Product; 4) Customer may not remove, modify or obscure any copyrights,
trademarks or other proprietary right notices contained in the Products; and 5) The Microsoft Products are
not designed or intended for use in any situation where failure or fault of the product could lead to death or
serious bodily injury of any person, or to severe physical or environmental damage (“High Risk Use”).
Motorola’s right to sublicense Microsoft Products excludes the right to use, or distribute the Microsoft
Products for Customer’s use in, or in conjunction with, High Risk Use, therefore, High Risk Use is strictly
prohibited. High Risk use, by way of example, includes aircraft or other modes of human mass
transportation, nuclear or chemical facilities, and Class lll medical devices under the Federal Food, Drug
and Cosmetic Act. Notwithstanding the foregoing, as long as PremierOne CAD is used in a manner for
which it was designed and in accordance with the documentation provided, Motorola declares such use is
not considered to be High Risk Use as defined by Microsoft.



4. MICROSOFT PRODUCTS WARRANTY. Notwithstanding any provisions herein to the contrary, the
following provisions apply to the Microsoft Products:

4.1. Microsoft Products are not fault tolerant or free from errors, conflicts, interruptions or other
imperfections. Performance may vary depending upon what hardware platform they are installed on, the
interactions with other software applications and each product’s configurations.

4.2. Microsoft Corporation is providing the Microsoft Products “as-is” with no warranty of any kind and
disclaims all warranties, express and implied, to the maximum extent allowed by applicable law. Microsoft
further disclaims any liability of Microsoft for any damages, whether direct, indirect incidental or
consequential, as a result of the use or installation of the Products. Additionally, to the extent permitted
under applicable law, Microsoft Corporation excludes for itself and its suppliers all warranties of any kind,
including:

a. any warranties of title, non-infringement, merchantability and fitness for a particular purpose;
b. any implied warranty arising from course of dealing or usage of trade;

c. any common law duties relating to accuracy or lack of negligence with respect to the Microsoft Products,
any Master Copy, and any Software Documentation; and

d. that the products will operate properly in connection with the System, the Motorola products or on any
Customer system(s).

If applicable law gives Customer any implied warranties, guarantees or conditions despite the foregoing
exclusion, those warranties will be limited to one year and Customer remedies will be limited to the
maximum extent allowed by this Agreement.

5. THIRD PARTY PROVIDED DOCUMENTATION. Non-Motorola authored documentation will be provided in
the format available from the vendor and in accordance with the vendors distribution policy.

The following third-party terms are applicable to both on-premise & cloud:

TWILIO SERVICES

Twilio may suspend its Services immediately for cause if Twilio, in good faith, determines: (a) that
Customer or an Authorized User materially breaches (or Twilio, in good faith, believes that Customer or an
Authorized User has materially breached) any provisions of the Agreement relating to Twilio’s services
(‘Services’) between Customer and Motorola Solutions, Inc. or its affiliated companies (collectively,
“Motorola”) (the “Agreement”), or that Customer has breached the Twilio Acceptable Use Policy; (b) there
is an unusual and material spike or increase in Customer’s use of the Services and that such traffic or use
is fraudulent or materially and negatively impacting the operating capability of the Services; (c) that its
provision of the Services is prohibited by applicable law or regulation; (d) there is any use of the Services by
Customer or an Authorized User that threatens the security, integrity, or availability of the Services; or (e)
that Customer or an Authorized User has not provided adequate notices or obtained the necessary
permissions and consents to provide Customer Data to Twilio for use and disclosure pursuant to the
Twilio Privacy Policy.




Twilio as a Controller of Customer Usage Data. Customer acknowledges that, with regard to the processing
of Customer Usage Data, Twilio is an independent controller, not a joint controller with Motorola. Customer
grants Twilio and its affiliates the right to process Customer Usage Data solely as necessary to provide the
Services in accordance with the Twilio Privacy Policy. Customer is responsible for the quality and integrity
of Customer Usage Data. “Customer Usage Data” means data processed by Twilio for the purposes of
transmitting or exchanging Customer content, including data used to identify the source and destination of
a communication, such as (a) individual data subjects’ telephone numbers, data on the location of the
device generated in the context of providing the Services, and the date, time, duration and the type of
communication and (b) activity logs used to identify the source of Service requests, optimize and maintain
performance of the Services, and investigate and prevent system abuse.

DISCLAIMER. TWILIO SERVICES ARE PROVIDED “AS IS,” AND NEITHER MOTOROLA NOR TWILIO MAKES
ANY WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, AND EACH
PARTY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT TO THE FULLEST
EXTENT PERMITTED BY LAW. TWILIO AND MOTOROLA ADDITIONALLY DISCLAIM ALL WARRANTIES
RELATED TO THIRD PARTY TELECOMMUNICATIONS PROVIDERS. CUSTOMER ACKNOWLEDGES THE
INTERNET AND TELECOMMUNICATIONS PROVIDERS’ NETWORKS ARE INHERENTLY INSECURE AND THAT
TWILIO AND MOTOROLA WILL HAVE NO LIABILITY FOR ANY CHANGES TO, INTERCEPTION OF, OR LOSS
OF CUSTOMER DATA WHILE IN TRANSIT VIA THE INTERNET OR ATELECOMMUNICATIONS PROVIDER’S
NETWORK.



SCHEDULE Q - EXHIBIT 2 - VIGILANT ADDENDUM

Vigilant Addendum
For Vigilant automated license plate recognition software and hardware Products

This Vigilant Addendum (“Vigilant Addendum?”) is governed by the State of Michigan Contract No.
190000001544 dated October 1, 2019, as amended (“primary agreement”), entered into between Motorola
Solutions, Inc. and the State of Michigan (“Customer”). Capitalized terms used in this Vigilant Addendum,
but not defined herein, will have the meanings set forth in the primary agreement or applicable Addendum.

Addendum. This Vigilant Addendum governs Customer’s purchase and use of Motorola’s Vigilant
automated license plate recognition software and hardware Products (“LPR Products”). In addition to
the primary agreement, the Subscription Services Schedule (“SSS”) attached as Schedule H to the
primary agreement, with respect to Subscription Software for Equipment sold as part of any LPR
Products, together with any other applicable terms herein may be applicable to LPR Products offered
under this Vigilant Addendum. LPR Products may also include Subscription Software on such
Equipment or otherwise made available to Customer, as further described below.

Definitions.

Camera License Key (“CLK”) means an electronic key that will permit each camera (one CLK per
camera) to be used with Vigilant CarDetector and/or Subscription Software.

Commercial Booking Images refers to booking images collected by commercial sources and available
on Vigilant VehicleManager with a paid subscription.

Commercial Data means both Commercial Booking Images and Commercial LPR Data.

Commercial LPR Data refers to LPR data collected by private sources and available on Vigilant
VehicleManager with a paid subscription.

License Plate Recognition (“LPR”) refers to the process of utilizing cameras, either stationary or
mounted on moving vehicles, to capture and interpret images of vehicle license plates.

Subscription Software

3.1. CarDetector. Customer may purchase Vigilant CarDetector which is Subscription Software
subject to the SSS. For Customers subscribing to CarDetector, Customer is required to obtain a
CLK for each Motorola-approved camera which uses CarDetector. A CLK can be obtained by
Customer by going to Motorola’s company support website and completing the online request
form to Motorola technical support staff.

3.2. Vigilant VehicleManager and Vigilant ClientPortal. Subject to the terms below, Customer may
purchase a CLK for access to the Law Enforcement Archival Report Network (“VehicleManager”)
and/or the Vigilant ClientPortal (“ClientPortal”) each of which are “Subscription Software”
subject to the terms of the SSS.




3.2.1. Access. Use and access to VehicleManager is strictly restricted to Law Enforcement
Agencies (“LEAs”) and their Authorized Users. Non-LEAs and their Authorized Users may
purchase/access Client Portal.

3.2.2. Data Ownership and Retention. Motorola retains all title and rights to Commercial LPR
Data and Commercial Booking Images. Customer shall not utilize Commercial LPR Data or
Commercial Booking Images on the behalf of other local, state or Federal LEAs. LPR data
and where applicable, booking images, collected by the Customer is considered Customer
Data (as defined in the primary agreement) and is subject to the Customer’s own retention
policy. LPR data and/or booking images that has reached the end of the retention period
set by the Customer in ClientPortal or VehicleManager, will be deleted from ClientPortal or
VehicleManager in accordance with Customer’s retention policy. Customer retains all
rights to LPR data and booking images collected by Customer.

3.2.3. Data Sharing. Customer has the option share its Customer Data with LEA’s who contract
with Motorola for VehicleManager access. ClientPortal customers may also share its
Customer Data with other non-LEA customers who have a contract with Motorola for
ClientPortal access. If Customer opts, in its sole discretion, to share such data with
another customer, the sharing Customer thereby grants to the recipient customer the
rights to use such data in accordance with the terms of VehicleManager or Client Portal, as
applicable.

3.2.3.1. LEA Customers. If Customer is an LEA, other similarly situated LEAs that collect
their own LPR data and booking images may opt to share such data with
Customer using VehicleManager. Additionally, Non-LEA Client Portal customers
may also share their own LPR data with LEA Customer. Such LPR data or booking
images generated by other LEAs or Non-LEA customers is considered Third-Party
Data (as defined in the primary agreement) and shall be used by Customer only
in connection with its use of VehicleManager. Third-party LPR data or booking
data is governed by the retention policy of its respective owner, once the Third
Party LPR or booking data has reached its expiration date will be deleted from
VehicleManager/Client Portal in accordance with the retention terms of the
sharing agency.

3.2.3.2. Non-LEA Customers. If Customer is a non-LEA Customer, other similarly situated
ClientPortal customers that collect their own LPR data may opt to share such
data with Customer using ClientPortal. Such LPR data generated by other
ClientPortal customers is considered Third-Party Data (as defined in the primary
agreement), is governed by the retention policy of the respective ClientPortal
customer, and shall be used by Customer only in connection with its use of
ClientPortal. Third-party LPR data that has reached its expiration date will be
deleted from ClientPortal in accordance with the retention terms of the sharing
entity.

3.2.4. Motorolainits sole discretion may deny access to ClientPortal or VehicleManager to any
individual based on such person’s failure to satisfy the requirements set forth



hereunder. Customer will ensure no user logins are provided to agents or officers of other
local, state, or Federal LEAs without the express written consent of Motorola. Customer
will be responsible for all of its Authorized Users, and use of, ClientPortal or
VehicleManager through use of Customer login credentials, including ensuring their
compliance with this Addendum. Customer shall notify Motorola promptly if Customer
believes the password of any of its Users has, or may have, been obtained or used by any
unauthorized person(s). In addition, Customer must notify Motorola promptly if Customer
becomes aware of any other breach or attempted breach of the security of any of its Users’
accounts.

3.2.5. Commercial Data Access. If Customer purchases a subscription to Commercial Data,
then Customer shall comply with the terms of Motorola’s Data License Addendum
(attached as Exhibit 3 to Schedule Q).

3.2.6. CIJIS Security Policy. Motorola agrees to support a law enforcement Customer’s obligation
to comply with the Federal Bureau of Investigation Criminal Justice Information Services
(“CJIS”) Security Policy and will comply with the terms of the CJIS Security Addendum for
the term of the Addendum or Ordering Document for the applicable Product. Motorola
personnel that require access to unencrypted Criminal Justice Information (“CJI”) for
purposes of Product support and development must be escorted by a MSP authorized user
who is authorized unescorted CJl access. In an emergency situation, MSP may provide
escorted access via a mutually agreeable virtual method only if strictly necessary and
provided such access remains in compliance with CJIS requirements.

4. Survival. The following provisions will survive the expiration or termination of this Vigilant Addendum for
any reason: Section 1 - Addendum; Section 3 — Subscription Software; Section 4 — Survival.



SCHEDULE Q - EXHIBIT 3 - DATA LICENSE ADDENDUM

Data License Addendum'

This Data License Addendum (this “DLA”) is governed by the State of Michigan Contract No. 190000001544
dated October 1, 2019, as amended (“Primary Agreement”), entered into between Motorola Solutions, Inc.
and the State of Michigan (“Customer”)Capitalized terms used in this DLA, but not defined herein, will have
the meanings set forth in the Primary Agreement.

Addendum. This DLA governs Customer’s license of Licensed Data from Motorola, and shall form part
of the Parties’ Primary Agreement. “Licensed Data” means Motorola Data, Third-Party Data, or a
combination of Motorola Data and Third-Party Data ordered by Customer under this DLA, as set forth in
an Ordering Document.

Delivery of Licensed Data.

2.1. Delivery. Following commencement of the applicable Data License Term (as defined in an
Ordering Document), Motorola will provide to Customer the Licensed Data via an electronic
means of delivery offered by Motorola (such as a data file or access via a subscription-based
Product or online portal) (“Delivery Method”).

2.2. Maodifications. In addition to other rights to modify the Products and Services set forth elsewhere
in the Agreement, Motorola (or its third-party data providers) may modify the Licensed Data, at its
sole discretion. Motorola may modify Delivery Methods at any time. In the event of a material
change in delivery method, parties may be subject to a mutually negotiated Contract Change
Notice. Enhancements or additions to Licensed Data or Delivery Methods may be subject to
additional Fees, which shall be mutually agreed upon in a Change Order by the Parties. If the
modifications to the Licensed Data and Delivery Methods are determined to be materially
detrimental to Customer, in the Customer’s sole discretion, then Customer may terminate the
Services in accordance with the primary agreement.

Licensed Data Use and Restrictions. As between Motorola and Customer, Motorola is the owner of all
Licensed Data. Subject to Customer’s and its End Users’ (as defined in the Ordering Document, if
applicable) compliance with the Agreement (including payment terms), Customer is permitted to (a)
access the applicable Delivery Method for purposes of accessing the Licensed Data in accordance with
this DLA and the Ordering Document, and (b) Customer may use Licensed Data solely in accordance
with the License Scope specified in the applicable Ordering Document. Unless expressly permitted in
the applicable Ordering Document, use of Licensed Data is subject to the restrictions set forth in the
Primary Agreement, and any other restrictions set forth in the Agreement or as required by a third-party
data provider. If a third-party data provider and Customer enter into a separate agreement governing use

"For any DRN data licenses, the DRN version of this document applies
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of certain Third-Party Data, then such separate agreement will control over this DLA in the event of a
conflict, solely with respect to such Third-Party Data.

Display of Licensed Data. Customer will not display Licensed Data unless agreed to by the Parties in a
Contract Change Notice incorporating the applicable terms for displaying Licensed Data.

Term.

5.1. Term. The term of this DLA (the “DLA Term”) will commence upon the date set forth on the
Contract Change Notice to the Primary Agreement when ordering any Licensed Data. In addition
to Motorola’s other termination rights under the Primary Agreement, Motorola has the right to
terminate the license to any Licensed Data in the event Licensed Data includes Third Party Data
and Motorola’s license to such data is terminated or modified by the applicable third-party data
provider, or if a third-party data provider fails to provide Third Party Data to Motorola, and Motorola
may reduce the scope of the applicable Ordering Document accordingly.

5.2. Effect of Termination. Upon termination or expiration of this DLA, or an Ordering Document,
Customer’s rights to the applicable Licensed Data (including any rights to use Motorola or third-
party data provider marks or other brand features in accordance with Section 4.3) will terminate,
and in accordance with the Primary Agreement, Customer and all End Users will immediately
discontinue use of such Licensed Data and marks and other brand features, delete all copies
thereof, and certify such deletion to Motorola.

Payment. Customer will pay the License Fee set forth in each Ordering Document for the applicable
Licensed Data described therein. Paymentis in accordance with the Primary Agreement.

License True-Up. Motorola will have the right to conduct an audit of Customer’s use of the Licensed
Data during the applicable Data License Term (as set forth in the applicable Ordering Document), and
Customer will cooperate with such audit. If Motorola determines that Customer’s usage of the Licensed
Data during the applicable Data License Term does not comply with the terms of the Agreement,
including this DLA, Motorola may invoice Customer for the additional or nonconforming usage by
Customer, and Customer will pay such invoice in accordance with the payment terms in the Primary
Agreement.

Security and Confidentiality. Unless expressly permitted in an Addendum or Ordering Document,
Customer will not disclose Licensed Data to third parties, and in all cases, Customer will use best
efforts, including by implementing industry standard security measures, to protect and secure Licensed
Data and guard against unauthorized disclosure and use.

Reserved.

Disclaimer. INADDITION TO THE DISCLAIMERS SET FORTH IN THE PRIMARY AGREEMENT, AND
NOTWITHSTANDING ANY PROVISION OF THE AGREEMENT TO THE CONTRARY, MOTOROLA IS NOT
RESPONSIBLE FOR (AND WARRANTIES AND INDEMNITIES DO NOT APPLY TO) THE LICENSED DATA, AND
CUSTOMER AGREES THAT THE LICENSED DATA IS PROVIDED AS-IS AND WITHOUT WARRANTY,
INCLUDING ANY IMPLIED WARRANTIES OF MERCHANTABILITY, TITLE, NON-INFRINGEMENT, OR
FITNESS FOR A PARTICULAR PURPOSE, AND CUSTOMER MUST EXERCISE INDEPENDENT JUDGMENT
WHEN USING THE LICENSED DATA TO ENSURE THAT THEY ARE SUITABLE FOR THE CUSTOMER



11.

APPLICATION OR CUSTOMER’S OTHER NEEDS AND THAT THE LICENSED DATA IS SUITABLE AND SAFE
FOR END USERS AND OTHER THIRD PARTIES. WITHOUT LIMITING THE FOREGOING, LICENSOR DOES
NOT WARRANT THAT ALL ERRORS CAN BE CORRECTED, OR THAT AVAILABILITY OF THE LICENSOR
CONTENT SHALL BE UNINTERRUPTED, ACCURATE, COMPLETE, OR ERROR-FREE.

Survival. The following provisions will survive the expiration or termination of this DLA for any reason:
Section 5 (Term); Section 6 (Payment); Section 7 (Audit; Review); Section 8 (Security Confidentiality);
Section 10 (Disclaimer); Section 11 (Survival).



ATTACHMENT 1 - SCHEDULE L- STATEMENT OF WORK
ADDITIONS

Contract No. 190000001544
Michigan State Police (MSP)
Vesta 9-1-1 System

Attachment 1 - Schedule L — Statement of Work Additions (Effective 12/17/2024 via Change Notice
No. 10).

Assumptions:

e Afull Authority to Operate (ATO) must be completed by January 3, 2025. Contractor must
participate in the ATO process and provide singular line-item responses regarding the ATO
process on or before January 3, 2025. Should the Contractor need to work with a third party
to gain responses or information necessary for the /ATO process, the due date of January 3,
2025, shall still apply. Any ATO questions by Contractor or third-party representatives
requesting clarification will receive a response from MSP within three (3) business days.

e The State of Michigan will not support use of or monitoring by the Motorola Public Safety
Threat Alliance (PSTA). Once the ATO has been approved by the State and VESTA is allowed
to proceed with it’s go live functions, the PSTA service from Motorola will not be utilized.

Payment Schedule:

e Vendorrequests $53,500 to have their internal staff answer required questions provided by
the SOM to finalize the ATO approval. This approvalis required prior to any product going
live by any SOM Departments.

e Vendor has a $35,973.56 credit with The SOM currently on CN #7 MA#1900000001544.
Vendor is requesting an additional $17,526.44 to supplement their time answering the ATO
questions.

e This additional amount is only for Motorola staff to answer the needed questions produced
by the SOM for ATO purposes. Itis not to be used for anything else.

ATO Professional Services Hours $53,500.00

MSP VESTA Credit Remaining from CN#7 $35,973.56

Remaining Balance Due and Requested

17,526.44
Contract Value Increase $

Expenses:

e There will be no continuous costs associated with this one-time effort. Funding is only for
the one-time use of obtaining ATO approval.



If more money is needed beyond original agreed upon $53,000 to finalize the ATO process
with the SOM, then Motorola shall work with SOM to figure out how much will be needed to
finish Motorola work to obtain ATO approval.

If there is a money left over from the original agreed upon $53,000 amount than Motorola
shall reduce the FY2026 VESTA annual warranty and maintenance fees by the credit left
from this unused amount.



STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget

320 S. WALNUT ST., LANSING, MICHIGAN 48933
P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 9

to
Contract Number 190000001544

MOTOROLA SOLUTIONS INC Kate Jannereth DTMB

517-881-1031
500 W. Monroe St.

Chicago, IL 60661

jannerethk@Michigan.gov

Alannah Doak DTMB

(517) 230-9424
doaka@michigan.gov

Melanie Leenhouts
616-706-1723

JOLOVILNOD

melanie.leenhouts@motorolasolutions.com
CV0016903

CONTRACT SUMMARY
MPSCS CONTINUED SYSTEM UPDATES, EQUIPMENT, MAINTENANCE AND UPGRADES, AND ANCILLARY
SYSTEMS PRODUCTS

October 1, 2019 December 31, 2029 December 31, 2029
NET 45

O PRC

As per Delivery Order

O P-Card O Other

Yes

As per Delivery Order
DESCRIPTION OF CHANGE NOTICE

.o .o . December3l 2029
$102,215,096.00 $0.00 $102,215,096.00

DESCRIPTION

Effective 2/14/2024, this contract is adding scope to Schedule A via Attachment 11 - Public Safety Threat Alliance Subscription
Services.

All other terms, conditions, specifications and pricing remain the same. Per Contractor and Agency agreement and DTMB
Central Procurement Services approval.




CHANGE NOTICE NO. 9 TO CONTRACT NO. 190000001544

Program Managers
for
Multi-Agency and Statewide Contracts

DTMB Kate Jannereth 517-881-1031 JannerethK@michigan.gov

MSP Jonathon Whitford 517-512-4068 WhitfordJ@michigan.gov




CHANGE NOTICE #9
SCHEDULE A, ATTACHMENT 11

STATEMENT OF WORK
FOR PUBLIC SAFETY THREAT ALLIANCE SUBSCRIPTION SERVICES

These Subscription Services for Public Safety Threat Alliance (“Agreement”) will be
governed by the State of Michigan Contract No. 190000001544 dated October 1, 2019,
as amended (“Primary Agreement”), including the terms and conditions in Schedule H —
Subscription Services Schedule, entered into between Motorola Solutions, Inc. and the
State of Michigan (“Customer”). Capitalized terms used below, but not defined herein,
will have the meaning set forth in the Primary Agreement and related Schedule H —
Subscription Services Schedule.

1. Definitions

“Content Materials” are anonymized, aggregated and/or other generalized information obtained
from Public Safety Threat Alliance customers, Motorola customers and other external sources
relating to security threat intelligence and mitigation data generally. Such Content Material may
include, but is not limited to: third party threat vectors and IP addresses, file hash information,
domain names, malware signatures and information, information obtained from third party sources,
indicators of compromise, as well as tactics, techniques, and procedures used, learned or
developed in the course of addressing security incidents.

“Other Sources” means (i) other Public Safety Threat Alliance Members or Customers; and (ii)
entities and agencies other than Public Safety Threat Alliance Members or Customers, with which
Content Material is shared and exchanged for purposes of cybersecurity awareness and
preparedness. Other Sources may include Information Sharing and Analysis Centers (ISAC),
Information Sharing and Analysis Organizations (ISAQO), the US Cybersecurity and Infrastructure
Security Agency (CISA), the US Federal Bureau of Investigation (FBI), as well as other recognized
cybersecurity and infrastructure security organizations. Other Sources may also include specific
Motorola teams, including the ActiveEye™ Managed Detection and Response product team, as
well as engineering and enterprise information security personnel who have a need to know to
provide support for the Public Safety Threat Alliance and for the development and improvement of
Motorola’s cybersecurity products and services. Content Material shared with Other Sources is
provided subject to appropriate confidentiality and nondisclosure restrictions.

“Sub-processor” means other processors engaged by Motorola to Process Content Material.

2. Public Safety Threat Alliance Participation

21 Customer Participation. As a Customer participating in the Public Safety Threat Alliance,
and as governed by the terms herein, Customer agrees to: (1) provide Content Material to Motorola
only as necessary for use by the Public Safety Threat Alliance for purposes consistent with Public
Safety Threat Alliance activities and goals, and in Customer’s sole discretion; (2) the aggregation
of such Content Material with Content Material derived from Other Sources, and/or (3) the
Processing, use and distribution of such Content Material to Other Sources; and/or (4) Motorola’s
internal use of Content Materials for its lawful business purposes, including supporting Public
Safety Threat Alliance Customers, and improving Motorola products and services. Motorola will not
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sell Content Material, make it available in any form or format to unaffiliated third parties that are not
Other Sources, or use Content Material for advertising, sales, or marketing purposes. In exchange
for Customer’s participation hereunder, Motorola will provide Customer access to and use of
Content Material from Other Sources, subject to the terms and conditions set forth in this
Agreement.

3. Customer Obligations

3.1. Content and Data Sharing. Customer agrees to (1) actively share, in its sole discretion, with
Motorola its own properly anonymized, aggregated or generalized information as relevant to the
Content Material, and for proposed inclusion and distribution as Content Material for the Public
Safety Threat Alliance and (2) to allow for processing of underlying security threat intelligence
information as may be identified in any active monitoring or cyber related engagement between
Motorola and Customer.

3.2 License and Use of Public Safety Threat Alliance Content Material. Motorola grants
Customer a limited, non-transferable, non-sublicensable, and non-exclusive license to use the
Content Material solely for the Customer’s internal business purposes and only for security related
functions. Except as it relates to the Customer’s own information and subject to those rights granted
under other agreements with Motorola, the Content Material, including any information contributed
by other Customers, Motorola customers or third parties, is or becomes the property of Motorola
for the benefit of the Public Safety Threat Alliance and may be included in the Content Material.
The Content Material is provided for the purpose of use by the Public Safety Threat Alliance and
its customers. Customer will not, and require it's Authorized Users to not: (a) use the Content
Material, or derivative information therefrom, for any purpose other than Customer’s internal
business purposes; (b) disclose the Content Material, or derivative information therefrom, to third
parties; (c) “white label” the Content Material, or derivative information therefrom or otherwise
misrepresent its source or ownership, or resell, distribute, sublicense, or commercially exploit the
data in any manner; (d) use such Content Material, or derivative information therefrom, in violation
of applicable laws; (e) remove, obscure, alter, or falsify any marks or proprietary rights notices
indicating the source, origin, or ownership of the Content Material; or (f) modify such Content
Material, or derivative information therefrom, or combine any of it with Customer’s own data or
other data or use the data to build databases. Customer acknowledges having been advised that
the Content Material, or derivative information therefrom, is protected in the U.S. and internationally
by a variety of laws, including but not limited to, copyright laws and treaty provisions, trademark
laws, patent laws and other proprietary rights laws.

3.3 Confidentiality of the Content Material. The Content Material and other information
shared by Customer and Motorola for the benefit of the Public Safety Threat Alliance is deemed to
be confidential and “sensitive”, in accordance with Addendum A. Customer will: (i) maintain the
confidentiality of the Content Material and not disclose it to any third party, except as authorized
by the Motorola in writing or as required by a court of competent jurisdiction; (ii) restrict disclosure
of the Content Material to its employees who have a “need to know" and not copy or reproduce the
Content Material; (iii) take necessary and appropriate precautions to guard the confidentiality of the
Content Material, including informing its employees who handle the Content Material that it is
confidential and is not to be disclosed to others, but those precautions will be at least the same
degree of care that the Customer applies to its own confidential information and will not be less
than reasonable care.

4, Public Safety Threat Alliance - Motorola Obligations

4.1 Public Safety Threat Alliance Content Material. Motorola will aggregate Customer
provided Content Material with other Content Material collected from Other Sources. Motorola will
share the Content Material with Customer and Other Sources, subject to the terms of this

2



Agreement.

4.2 Anonymization of Content Material. WWhen Content Material is provided by Customer to
Motorola for inclusion and distribution through the Public Safety Threat Alliance, Motorola shall
have the right to use and distribute such Content Material without further anonymization.
Notwithstanding the foregoing, Motorola reserves the right to further anonymize, generalize or
aggregate any such provided information, in its sole discretion, prior to release and distribution as
part of the Content Material. For avoidance of doubt, Motorola has the sole and absolute discretion
relating to the inclusion or exclusion of information from the Content Material and may edit, modify,
revise, shorten or choose not to use proposed contributions of information offered from Customer
or Other Sources.

4.3 Grant of License to Content Material by Customer. Customer grants Motorola, its
subcontractors and Sub-Processors a royalty-free, worldwide, non-exclusive license to use,
Process, host, cache, store, reproduce, copy, modify, combine, analyze, create derivative works
from Content Material from Customer and to sub-license, communicate, transmit, and distribute
such Content Material to other Public Safety Threat Alliance customers in connection with
furtherance of the purposes set forth in the Recitals to this Agreement.

5. Motorola Processing of Content Materials

5.1 Motorola’s Processing of Content Materials. Motorola and Customer agree that
Motorola may only use and Process Content Material, in accordance with applicable law and
Customer’'s documented instructions for the following purposes: (i) to perform under the
Agreement including but not limited to as set forth in section 4 above; and (ii) analyze Data to
operate, maintain, manage, and improve the Public Safety Alliance. Motorola and Customer agree
that this Agreement and Customer’s use of the Content Material are Customer’s complete and
final documented instructions to Motorola for the Processing of Content Materials. Any additional
or alternate instructions must be agreed to in writing as an amendment to this Agreement. Content
Materials may be processed by Motorola at any of its U.S. locations and/or disclosed to Sub-
processors.

5.2 Details of Processing. All Content Materials processed by Motorola through the Public
Safety Threat Alliance shall be for purposes described herein and only for the duration of the
operation of the Public Safety Threat Alliance.

5,4 Disclosure of Processed Data. Customer agrees Motorola may disclose and share any
Content Materials with Other Sources, in Motorola’s discretion, to further the purposes of the Public
Safety Threat Alliance. In the event a government or supervisory authority demands access to
Content Material, to the extent allowable by law, Motorola will provide Customer with notice of
receipt of the demand to provide sufficient time for Customer to seek appropriate relief in the
relevant jurisdiction. In all circumstances, Motorola retains the right to comply with applicable law.
Motorola must ensure that its personnel are subject to a duty of confidentiality with respect to
Customer Data, and will contractually obligate its sub-processors to a duty of confidentiality, with
respect to the handling of Customer Data contained in Content Materials.

5.7 Sub-processors.
5.71 Use of Sub-processors. See Primary Agreement Schedule H, Section 7.3.3.
5.7.2 Changes to Sub-processing. The Customer hereby consents to Motorola

engaging the list of Sub-processors as set forth in Annex Il to process Customer Data provided
that: (i) Motorola must provide thirty (30) days written prior notice of the addition or removal of any
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Sub-processor; (ii) Motorola imposes data protection terms on any Sub-processor it appoints that
protect the Customer Data to the same standard provided for by these terms and the Primary
Agreement; and (iii) Motorola remains fully liable for any breach of this clause that is caused by an
act, error or omission of its Sub-processor(s). The Customer may object to Motorola’s appointment
or replacement of a Sub-processor prior to its appointment or replacement, provided such objection
is based on reasonable grounds relating to data protection. In such event, Motorola will either
appoint or replace the Sub-processor or, if in Motorola’s discretion this is not feasible, the Customer
may terminate the applicable subscription services.

5.8. Motorola Contact. If Customer believes that Motorola is not adhering to its privacy or
security obligations hereunder, Customer may contact the Motorola Data Protection Officer at
Motorola Solutions, Inc., 500 W. Monroe, Chicago, IL USA 90661-3618 or at
privacy1@motorolasolutions.com.


mailto:privacy1@motorolasolutions.com

ADDENDUM A - Traffic Light Protocol Labelling

Public Safety Threat Alliance furnished Intelligence information shall not include classified
information. The Customer and Motorola agree that all information submitted, processed, stored,
archived, or disposed of on or through Public Safety Threat Alliance is “sensitive” information. and
to the best of its ability will be labeled and handled in accordance with the U.S. Department of
Homeland (“DHS”) Security classification guidelines (Traffic Light Protocol (TLP)).

The TLP is a set of designations used to ensure that sensitive information is shared with the
appropriate audience. It employs four colors to indicate expected sharing boundaries to be applied
by the recipient(s).

TLP labels and their definitions are not intended to have any effect on freedom of information or
"sunshine" laws in any jurisdiction.

The source is responsible for ensuring that recipients of TLP information understand and can follow
TLP sharing guidance.

If a recipient needs to share the information more widely than indicated by the original TLP
designation, they must obtain explicit permission from the original source.

Definitions:

TLP: Red - Not for disclosure, restricted to participants only.

TLP: Amber+Strict - Limited disclosure, restricted to participants’ organization.

TLP: Amber - Limited disclosure, restricted to participants’ organization and its clients
TLP: Green - Limited disclosure, restricted to the community.

TLP: Clear - Disclosure is not limited.

TLP:Red:

When should it be used? Sources may use TLP:RED when information cannot be effectively acted
upon without significant risk for the privacy, reputation, or operations of the organizations involved.
For the eyes and ears of individual recipients only, no further.

How should it be shared? Recipients may not share TLP:RED information with any parties outside
of the specific exchange, meeting, or conversation in which it was originally disclosed. In the context
of a meeting, for example, TLP:RED information is limited to those present at the meeting. In most
circumstances, TLP:RED should be exchanged verbally or in person.

TLP:Amber+Strict

When should it be used? Sources may use TLP:AMBER+STRICT when information requires
support to be effectively acted upon, yet carries risk to privacy, reputation, or operations if shared
outside of the organization.

How should it be shared? Recipients may share TLP:AMBER+STRICT information only with
members of their own organization on a need-to-know basis to protect their organization and prevent
further harm.
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TLP:Amber

When should it be used? Sources may use TLP:AMBER when information requires support to be
effectively acted upon, yet carries risk to privacy, reputation, or operations if shared outside of the
organizations involved. Note that TLP:AMBER+STRICT should be used to restrict sharing to the
recipient organization only.

How should it be shared? Recipients may share TLP:AMBER information with members of their own
organization and its clients on a need-to-know basis to protect their organization and its clients and
prevent further harm.

TLP:Green
When should it be used? Sources may use TLP:GREEN when information is useful to increase
awareness within their wider community.

How should it be shared? Recipients may share TLP:GREEN information with peers and partner
organizations within their community, but not via publicly accessible channels. Unless otherwise
specified, TLP:GREEN information may not be shared outside of the cybersecurity or cyber defense
community.

TLP:Clear
When should it be used? Sources may use TLP:CLEAR when information carries minimal or no
foreseeable risk of misuse, in accordance with applicable rules and procedures for public release.

How should it be shared? Recipients may share this information without restriction. Information is
subject to standard copyright rules.

Other Usage

How to use TLP in email

TLP-designated email correspondence should indicate the TLP color of the information in the
Subject line and in the body of the email, prior to the designated information itself. The TLP color
must be in capital letters: TLP:RED, TLP:AMBER, TLP:GREEN, or TLP:CLEAR.

How to use TLP in documents

TLP-designated documents should indicate the TLP color of the information in the header and footer
of each page. To avoid confusion with existing control marking schemes, it is advisable to right-
justify TLP designations. The TLP color should appear in capital letters and in 12 pt type or greater.

RGB:

TLP:RED : R=255, G=0, B=51, background: R=0, G=0, B=0
TLP:AMBER : R=255, G=192, B=0, background: R=0, G=0, B=0
TLP:GREEN : R=51, G=255, B=0, background: R=0, G=0, B=0
TLP:CLEAR : R=255, G=255, B=255, background: R=0, G=0, B=0

CMYK:

TLP:RED : C=0, M=100, Y=79, K=0, background: C=0, M=0, Y=0, K=100
TLP:AMBER : C=0, M=25, Y=100, K=0, background: C=0, M=0, Y=0, K=100
TLP:GREEN : C=79, M=0, Y=100, K=0, background: C=0, M=0, Y=0, K=100
TLP:CLEAR : C=0, M=0, Y=0, K=0, background: C=0, M=0, Y=0, K=100



ANNEX I
List of Sub-Processors:

Cyware
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CONTRACT SUMMARY

MPSCS CONTINUED SYSTEM UPDATES, EQUIPMENT, MAINTENANCE AND UPGRADES, AND ANCILLARY
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Effective 9/13/2023 this contract is revising Schedule B.1. for MPSCS as attached.

All other terms, conditions, specifications and pricing remain the same per Contractor and MPSCS agreement and DTMB
Central Procurement Services approval.
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Revised Via CN # 8, Effective 9/14/2023

STATE OF MICHIGAN

Michigan's Public Safety Communication System (PMSCS) Continued System Updates, Equipment Maintenance and Updates, and Ancilliary Systems Products
SCHEDULE B.1. - PRICING- MPSCS

MA # 190000001554

COMPONENT 10/1/2019 10/1/2020 10/1/2021 10/1/2022 10/1/2023 10/1/2024 10/1/2025 10/1/2026 10/1/2027 10/1/2028

System Upgrade Agreemnt |1 (SUA I1) $ 4,666,781.89 | $ 5,119,186.80 | $ 5,570,726.31 | $ 5,900,187.68 | $ 6,460,906.70 | $ 6,502,411.06 | $ 6,545,043.90 | $ 6,589,066.01 | $ 6,634,415.11 | $ 6,681,002.78 | $ 60,669,728.24
Mpscs  |security Update Services (SUS) $ 100,785.87 | $ 103,809.45 | $ 106,923.73 | $ 118,189.84 | $ 121,735.54 | $ 125,387.60 | $ 135,019.65 | $ 139,070.24 | $ 143,242.35 | $ 147,539.62 | $ 1,241,703.89
ASTRG  [Technical Support (TS) $ 252,878.41 | $ 260,464.76 | $ 268,278.70 | $ 296,546.12 | $ 305,442.50 | $ 314,605.77 | $ 338,773.22 | $ 348,936.41 | $ 359,404.51 | $ 370,186.64 | $ 3,115,517.04
LFECYCLE 1OPSOC $ 34,839.75 | $ 35,884.94 [ $ 36,961.49 | $ 40,855.97 [ $ 42,081.65 | $ 43,344.10 | $ 46,673.71 [ $ 48,073.92 | $ 49,516.14 | $ 51,001.63 [ $ 429,233.30
Busines Relationship Manger (BRM) $ 260,000.00 | $ 267,800.00 | $ 275,834.00 | $ 284,109.02 | $ 292,632.29 | $ 301,411.26 | $ 310,453.60 | $ 319,767.21 | $ 329,360.22 | $ 339,241.03 | $ 2,980,608.63
TOTAL $ 5,315,285.92 | $ 5,787,145.95 | $ 6,258,724.23 | $ 6,639,888.63 | $ 7,222,798.68 | $ 7,287,159.79 | $ 7,375,964.08 | $ 7,444,913.79 | $ 7,515,938.33 | $ 7,588,971.70 | $ 68,436,791.10
| TRUEUP [True Up 10-01-21 to 09-30-29 integrations | $ 78,583.61 | $ 468,078.64 | $ 686,602.80 | $ 705,746.39 | $ 725,535.98 | $ 745,917.17 | $ 766,904.45 | $ 788,517.97 | $ 4,965,887.01 |
| TRUEUP [True Up 10-01-22 to 09-30-29 integrations | [ $ 103,591.78| $ 571,378.84 | $ 589,948.65 | $ 607,647.11 | $ 625,876.52 | $ 644,652.82 | $ 3,143,095.72 |
[ TRUE UP [True Up 10-01-22 to 09-30-29 integrations | | IB 162,855.67 | $ 595,288.30 | $ 775,063.98| $ 806,066.54 | $ 838,309.20 | $ 3,177,583.69 |
Critical Connect $ 95,040.00 [ $ 95,040.00 | $ 95,040.00 | 95,040.00 [ $ 95,040.00 [ $ 95,040.00 | $ 95,040.00 | $ 95,040.00 [ $ 760,320.00
cRITIAL  [Astro Connectivity Managed Service $ 57,300.00 [ $ 57,300.00 | $ 57,300.00 [ $ 57,300.00 [ $ 57,300.00 [ $ 57,300.00 | $ 57,300.00 [ $ 57,300.00 [ $ 458,400.00
CONNECT |2)stem Upgrade Agreement Il (SUA ) $ 35,596.00 | $ 36,664.00 | $ 37,764.00 | $ 38,897.00 | $ 40,064.00 | $ 41,266.00 | $ 42,503.00 | $ 272,754.00

Security Update Services (SUS) Included Included Included Included Included Included Included Included
TOTAL $ 152,340.00 | $ 187,936.00 | $ 189,004.00 | $ 190,104.00 | $ 191,237.00 | $ 192,404.00 | $ 193,606.00 | $ 194,843.00 | $ 1,491,474.00
PremierOne CAD $ 106,678.14 [ $ 109,878.36 | $ 119,812.29 [ $ 123,406.92 [ $ 127,108.85 [ $ 135,644.68 [ $ 139,714.22 [ $ 143,905.79 [ $ 148,222.50 [ $ 1,154,371.75
MPSCS  [PremierMDC $ 162,778.86 | $ 150,358.48 | $ 154,869.30 | $ 171,187.28 | $ 176,322.96 | $ 181,612.64 | $ 195,563.48 | $ 201,430.32 | $ 207,472.88 | $ 213,696.68 | $ 1,815,292.88
PREMIER** |Upgrade- Hardware / Software / Services $ 142,848.92 | $ 142,848.92 | $ 153,301.28 | $ 153,301.28 | $ 153,301.28 | $ 160,269.52 | $ 160,269.52 | $ 160,269.52 | $ 160,269.52 | $ 1,386,679.76
TOTAL $ 162,778.86 | $ 399,885.54 | $ 407,596.58 | $ 444,300.85 | $ 453,031.16 | $ 462,022.77 | $ 491,477.68 | $ 501,414.06 | $ 511,648.19 | $ 522,188.70 | $ 4,356,344.39
Lab as a Service (Five Year Agreement) $ 655,000.00 | $ 674,650.00 | $ 694,890.00 | $ 715,736.00 | $ 737,208.00 $ 3,477,484.00
Lab as a Service (Four Year Agreement) S 761,167.26 | S 785,905.20 | S 811,447.11 | S 837,819.15 | S 3,196,338.72
OTHER ADD [CommandCenter Aware $ - | IRE 20,498.00 | $ 20,498.00 | $ 20,498.00 | $ 20,498.00 | $ 20,498.00 | $ 102,490.00
ONS Learning Subscription Astro/Cyber S 23,775.50 | § 23,775.50 | § 23,775.50 | § 23,775.50 | 23,775.50 | 23,775.50 | 142,653.00
Astro 25 System Manager $ 93,333.33 [ $ 258,125.00 | $ 266,514.06 | $ 275,175.77 | $ 284,118.98 [ $ 293,352.85 [ $ 302,886.82 | $ 1,773,506.81
TOTAL $ 655,000.00 | $ 674,650.00 | $ 788,223.33 | $ 997,636.50 | $ 1,047,995.56 | $ 1,080,616.53 | $ 1,114,297.68 | $ 1,149,073.46 | $ 1,184,979.47 | $ 8,692,472.53
GRAND TOTALS | $ 5,478,064.78 | $ 6,842,031.49 | $ 7,571,894.42 | $ 8,528,427.45 | $ 9,652,664.92 | $  10,427,263.02 [$  11,050,068.22 | $  11,381,657.79 | $  11,569,113.49 [$  11,762,462.86 | $ 94,263,648.44




STATE OF MICHIGAN
CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
320 S. WALNUT ST., LANSING, MICHIGAN 48933
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Change Notice Number 7
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CONTRACT SUMMARY

MPSCS CONTINUED SYSTEM UPDATES, EQUIPMENT, MAINTENANCE AND UPGRADES, AND ANCILLARY
SYSTEMS PRODUCTS

October 1, 2019 December 31, 2029 0-0 Year December 31, 2029

NET 45 As per Delivery Order

O P-Card O PRC O Other X Yes

As per Delivery Order

DESCRIPTION OF CHANGE NOTICE

| OPTION  LENGTHOFOPTION ~  EXTENSION =~ LENGTHOFEXTENSION ~  REVISED EXP.DATE
| O December 31, 2029
| VALUEOFCHANGENOTICE  ESTIMATED AGGREGATE CONTRACTVALUE

$99,900,000.00 $2,315,096.00 $102,215,096.00
. DESCRPTON ___

DESCRIPTION

Effective September 1, 2023 this contract is adding Schedule L- Vesta Phone System for Michigan State Police and the
associated funding in the amount of $2, 315,096.00

All other terms, conditions, specifications and pricing remain the same.

Per Contractor and MSP agreement, DTMB Central Procurement Services agreement, and the approval of the State
Administrative Board on August 22, 2023.
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Added Via CN # 7, Effective 9/1/23 MA 190000001544

SCHEDULE L

Michigan State Police (MSP)
Vesta 9-1-1 System
Statement of Work (SOW)

Scope of Work

This Schedule incorporates the planning and implementation of the Contractor’'s Next
Generation 9-1-1 (NG9-1-1) VESTA 9-1-1 system. The scope of work to be included is:
e Phase 1- Planning
¢ Phase 2- Installation and Testing
e Phase 3- Cut Over
e Phase 4- Initial Project Wrap-up
e Phase 5- Maintenance

Program Managers

The Project Managers for this work are identified as follows:

For MSP For the Contractor
Jonathon Whitford TBD (and provided to the Agency
Michigan State Police Headquarters Program Manager)
witfordj@michigan.gov Name
517-512-4068 Address

Email Address

Phone #

Implementation Methodology

The State’s MSP Program Manager and the Contractor’s (Project) Manager will play a
particularly important role in this process by communicating back to their teams the
project plan, project status, risks, and next steps. The project will use an MS Project
Schedule and Project Status Report, which will provide a consistent vehicle for
communication, management, reporting of progress and detection of potential progress
delays.

The Contractors project management methodology is also based upon the Project
Management Institute’s (PMI) Project Management Body of Knowledge (PMBOK). Our
methodology will incorporate one primary goal; align the project with your overall
expectations. Unless otherwise requested, Motorola Solutions will implement the project
using a “phased” process.

Added Via CN # 7, Effective 9/1/23 MA
190000001544
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Phase | Phase Il Phase Il Phase IV Phase V

Transition to

IMPLEMENTATION
Support

PLANNING & TRAINING CUTOVER
TESTING

Project Closure

1.1 Phase | - Planning

Phase | is the period in which the project is formally launched, the project design is
finalized, the Project Management Plan (PMP) is finalized, and resources are
scheduled.

A. The Contractors Program Manager will coordinate Phase 1 activities with the
MSP Program Manager to ensure that the project scope has been assessed, and
that all deliverables have been captured in the Motorola Solutions Project
Schedule. The PMP will be the control document for Motorola Solutions
deliverables for the implementation, as will other critical dates or milestones that
are integral to the project.

B. The specific objectives of the planning phase include:
Expound on specific strategies and project options
Confirm NG9-1-1 project scope

Finalize the solution design

LN -

Finalize plans for solution delivery strategies and resources. The solution
is reviewed to align each primary stakeholder with a common vision and
strategy for unified team design and planning.

5. Determine aspects of the 9-1-1 system that are subject to change within
the scope of the project. Much of this entails identifying and collecting
information from project stakeholders.

C. Prior to collecting the detailed information that will be used in the course of the
project, it is important for the team to understand the overall project goals and the
criteria that will govern their decision-making.

D. The project principles and constraints are communicated to all team members so
that all design, integrations, and deployment decisions can be assessed. Guided
by the project principles and constraints, more detail information is then
collected. This includes conducting site visits and the Project Launch, Call Flow
and Design Review Meeting.

E. The original configuration proposed was based on information provided by
Michigan State Police during a review of system requirements. Any changes in

Added Via CN # 7, Effective 9/1/23 MA
190000001544
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the proposed system or equipment will require a change order, which may incur
additional costs.

1.1.1  Project Kick-off Meeting

The project kick-off meeting is scheduled as soon as possible following receipt of the
contract. One of the main objectives of the meeting is to ensure that all project
participants begin the project with a clear and shared understanding of the project and
project expectations. During this meeting:

A. Process owners are identified
B. Key project milestones and objectives are introduced and discussed
C. Review the overall project “As Purchased” design and Statement of Work (SOW).

D. First review of the draft project plan

1.1.2 Project Workflow and Design Review Meeting

The purpose of the Call Flow and Design Review (CDR) meeting is to obtain a
comprehensive understanding of your current operational environment and desired
future workflow through interactive discussions. It is also to assist in understanding how
the new VESTA 9-1-1 system can be configured to meet the operational needs.

A. The Contractor will schedule project call flow and design review meetings with
the MSP Program Manager. These meeting will be held at the site.

1. The MSP Program Manager will ensure that key operational decision
makers participate in these design meetings.

B. During these meetings, The Contractor will gather critical information from MSP
to set up and program the VESTA 9-1-1 system, including detailed review of
trunks, lines and circuits. Motorola Solutions will work with you to document the
final system design elements that will be used for all aspects of the programming
and configuration of your VESTA 9-1-1 system. Design discussions and
decisions will include but are not limited to:

1. Detailed review of the “As Purchased” system design
Detailed review of call flow and system design
Detail review of Network Requirements

Detail review of Network Components (routers and switches)

o~ b

Detailed review of the project Roles and Responsibilities of the collective
team

6. Site walks for Environmental Review & Intra-system interfaces

a. Environmental:

Added Via CN # 7, Effective 9/1/23 MA
190000001544
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1) Power: outlets, power draw, UPS, generator
2) Cabling: positions, training room, backroom
b. Adjuncts:
1) CAD: ALl spill to CAD
2) Recorder
3) Mapping
4) PBX
c. Physical space, furniture, & logistics
d. External interfaces: door access, alarms

It is critical that the State and the Contractor understand the responsibilities of each
entity in this process. The detailed discovery and full disclosure of all facets of the Call
Flow (how the different types of trunks, lines and circuits that are answered at the PSAP
locations are routed to and answered by the current communications systems) and the
Work Flow (how Call Takers and Dispatchers interact with callers and each other) is
critical in the design of the new system. This will ensure a smooth and comprehensive
transition.

1.1.3 Project Plan Approval

Once the system design has been finalized, the Contractors Program Manager will
schedule resources for site implementation.

A. The Contractor’s resources will be scheduled, and dates communicated to the
team members via the Motorola Solutions Project Schedule.

B. The Motorola Solutions Schedule will be drafted and forwarded to MSP team
members for review and comment.

1. This “First Pass” schedule will be used to present MSP with the initial
deployment schedule.

2. Once all feedback and changes have been received and integrated into
the schedule, the Master Project Schedule will be created and
communicated by Motorola Solutions.

3. Once published and a baseline established, the Master Schedule will only
be changed as per appropriately submitted change requests.

C. The Planning Phase ends when:

1. The Project Plan has been approved
2. System design and Call Flow are complete

3. The Master Project Schedule has been developed and a consensus
among concerned parties reached regarding deliverables and milestones

Added Via CN # 7, Effective 9/1/23 MA
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4. A draft site cut plan has been developed
5. A draft Acceptance Test Plan has been developed

6. The materials purchased from Motorola Solutions ship to the site

1.2 Phase Il — Installation and Testing

Phase Il is the period of time in which site preparation, site installation and testing take
place. The project’s implementation is accomplished to the degree that is possible
without actually going “live”, while minimizing disruption of the site’s ongoing operations.

A. The Contractor’s Program Manager will coordinate the Phase Il activities with the
State’s Program Manager to minimize interference with other site activities, while
ensuring that the implementation and testing are completed as per the Project
Plan and the Master Project Schedule.

B. Implementation and Testing milestones and deliverables will be documented
and managed via the Master Project Schedule.

C. During this phase the components of the solution, including applications, servers,
network components and data flow, are configured and readied for deployment.
All network, regional and premise components are delivered, and the equipment
rooms and other facilities are made ready.

1.2.1  Solution Staging

A. The process starts with the staging of the system equipment at the Contractor’s
location.
1. MSP site equipment will be assembled, configured, and burned in with
MSP’s specific site information, including but not limited to, system
software, |IP addresses, machine names, and line and trunk data.

2. The equipment will be quality-checked for any defects or errors, then
packaged and shipped to the MSP site for inventory and installation.

1.2.2 Site Installation

The Contractor will perform the following general steps for the system installation.
Additional detail and steps will be added during project meetings. The Contractor will:

A. Unpack and inventory equipment

B. Uninstall and move old equipment and placed in a designated areas at each
locations (The Contractor will not remove old equipment from the premise for
disposal)

C. Place/Install racks/cabinet

Added Via CN # 7, Effective 9/1/23 MA
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D. If new cabling is required:

1. Run cable from Contractor provided Connector Blocks to backboard for all
9-1-1 trunks

2. Run cable from Contractor provided Connector Blocks to backboard for all
administrative lines

3. Run LAN cables from the Contractor provided rack/cabinet to all
Contractor provided workstations; this includes providing an adequate
number of cable runs for the voice/network, logging recorder, and any
other equipment that may be required

4. Run LAN cables from any IP phones to the Contractor provided rack (if
applicable)

a. Physical installation of all new VESTA 9-1-1 servers and associated
components at the identified backrooms (Host A & B)

b. Physical installation of any network equipment required: switches,
routers, etc. and associated cabling provided by the Contractor

c. Physical installation of all new peripheral devices at all sites

d. For each site, configure and make operable the system as
documented in the Detail Design Document to include:

1) Configure all new VESTA 9-1-1 system servers.
2) Configure all new workstations purchased for the sites
3) Perform Router Configuration
4) Perform Firewall Configuration
e. Manage all appropriate data and accounts for the VESTA 9-1-1 system

Perform installation and configuration of the Contractor’s provided MIS
solution.

1.2.3 Testing

Testing is one of the major aspects of your VESTA 9-1-1 project and its success will
require combined concentrated effort by MSP staff and the Contractor’s staff.

A. Upon execution of the Change Notice adding this work, the Contractor’s Project
Manager will work closely with the MSP Program Manger to review the System
Acceptance Test Plan and make mutual agreed upon changes to the Test Plan.

1. At the completion of the implementation, the State’s designated
participants and the Contractor will execute the test plan that displays the
system is functioning and configured as designed and document test
results.

Added Via CN # 7, Effective 9/1/23 MA
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B. The Contractor will perform the various required tests using the agency's actual
infrastructure, which is beneficial for the following reasons:

1. Testing will be performed on the production solution — actual hardware
2. Testing will be performed in the actual environment

3. Testing will allow you to easily observe the process

1.2.4 Lockdown

The Implementation and Testing Phase ends when Site Implementation is complete and
the site testing has been completed to the degree agreed upon during the project
planning process.

A. At the conclusion of the site’s implementation and testing, a lockdown
(configuration freeze) period will begin and remain in effect until system cutover.

B. During implementation and training, vendors/providers of each subsystem will
have the opportunity to perform pre-approved nominal system testing without
making any user application and configuration changes.

C. The site lockdown will be scheduled via the Master Project Schedule.

1.2.5 The State’s Responsibilities During Installation
The State’s responsibilities shall include, but are not limited to:
A. Remove and dispose of all old equipment and peripheral at each locations

B. Use reasonable efforts to provide supporting information to aid in the solution of
any problems discovered during installation, implementation, or post installation
phases of this project

C. Provide appropriate schedule notification and facility availability for VESTA 9-1-1
on-site services and training

D. Notify and coordinate schedule changes with Motorola Solutions, which may
require a Change Order (and potentially additional charges) dependent upon the
change

E. Assume sole responsibility for the accuracy and completeness of Customer-
supplied data

F. Provide dedicated (2) 20A 110V Uninterrupted Power Supply (UPS) protected
power outlets for the facilities and appropriate grounding, or as determined by the
site survey, for the proper operation of the emergency telephone and computer
systems described herein

G. Provide required (2) Layer 2 Wide Area Network (WAN) connections for a Geo-
diverse deployment between Host A and Host B. The Layer 2 bridged and
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transparent transport connections will terminate on Ethernet RJ-45 ports or
Single Form-factor Pluggable (SFP) as applicable if Dark Fiber is used, on the
core Vesta Cisco switches. Two transport circuits riding alternate routes for
redundancy and survivability are required.

H. Ensure WAN links adheres to specifications detailed in the Motorola IP
Networking Guide as well as the Motorola Solutions Bandwidth Estimate.

I.  Provide a floor plan outlining where the Contractor provided equipment is to be
installed and position numbers for Call Taker, Dispatch, and Supervisor positions

J. Ensure the operating environment is fully functional and meets VESTA 9-1-1
minimum operating requirements

K. Provide the applicable broadband service for the VESTA 9-1-1 Virtual Private
Network (VPN) for remote monitoring, support and troubleshooting connectivity

L. Provide for, move, test, and make operational or otherwise deliver Centralized
Automated Message Accounting (CAMA) trunks, administrative lines and other
Public Switched Telephone Network (PSTN) connections to the backboard
demarcation at least 14 days prior to installation start date

M. Provide for, move, test, and make operational or otherwise deliver two (2)
Automatic Location Identification (ALI) circuit connections to the backboard
demarcation at least 14 days prior to installation start date

N. Provide facility specific work and activity, including, but not limited to,
construction, core drilling, grounding, and any electrical or conduit needed to
support the implementation

O. Assist Motorola Solutions in securing any required security clearances,
identification tags and other requirements for access to areas within the facility
necessary for Motorola Solutions personnel to complete their project
responsibilities under this agreement

P. Provide the tap to the network clock, if applicable. This includes all interfaces
necessary, preferably to provide the name/address of a timeserver on the
network.

Q. Document and supply configuration information on the existing CPE

A

Make available at the equipment rack, all remote access lines terminated on RJ
11 or RJ 45 jacks or contract with Motorola Solutions as required

S. Ensure that or contract with Motorola Solutions to guarantee Intermediate
Distribution Frame (IDF), wall boards and/or interconnect points appear in the
immediate area where VESTA 9-1-1 servers are installed

T. Provide/Reuse existing monitors are all locations
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U. Provide required adaptors for Monitors to connection proper to the Motorola
provided Workstations

V. Call Detail Record (CDR) Printers at all locations (if required)

W. Administrative Printers at all locations (if required)

X. Cabinet/Rack enclosure for the Detroit and Gaylord remote locations
Y. Headsets for all Call Takers

Z. Backroom UPS for all locations

AA. ALI Modems (If applicable)

BB. Keyboard, Video, Mouse switch (KVM’s) (If applicable)

CC. Telecommunications Center (TCC) Provider and Network charges

1.3 Phase lll — Cutover

Cutover is the primary focus of this project, its success will require a methodical focus
on planning, executing, and monitoring. The Draft Cutover Plan will specify specific
tasks and responsibilities for the Contractor provided systems, materials, and services.

A. The cutover plan includes the fallback process to restore the system to the pre-
migration operation in the event of a catastrophic failure.

B. The Cutover Plan defines the sequenced procedures and steps that will occur in
the Cutover Phase to bring new equipment to an operational state, as well to
transition services from the current equipment to the new. Appropriate
safeguards are built in to ensure a cutover with minimal operational impact.

C. The Cutover Phase is the major transition point for the project. The Contractor
provided systems are brought online and site’s operations shift from the old
equipment to the new equipment. The Contractor’'s Program Manager will work
with the MSP team to minimize the disruption for each Public-Safety Answering
Point (PSAP). To that end, during the Planning Phase the decision will be made
for the cutover plan. Examples of cutover options are as follows:

1. Flash Cut: A flash cut requires a coordinated migration of 9-1-1 traffic to
the PSAPs. Workstations at a site are cut over to the NG9-1-1. The benefit
of a flash cut is that the PSAP personnel do not require temporary
relocation to another PSAP that might not have the same radio or
Computer Aided Dispatch (CAD) system, resulting in less disruption.

2. Relocation Cut: You may choose to vacate their PSAP and operate at the
alternate PSAP while their PSAP is upgraded. Once the upgrade is
finished the personnel would systematically move to the new VESTA 9-1-1
system
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D. The Cutover Phase will be scheduled via the Master Project Schedule.

1.3.1  The Contractor’s Responsibilities During Cutover

The Contractor’'s Program Manager will coordinate assignment of appropriate
Contractor’s technical staff to support the transition to the new VESTA 9-1-1 system.
Resource assignments will be planned and tracked via the Contractor’s Project
Schedule. The Contractor’s responsibilities include:

A. Pre-cut and Post-cut site testing which will be performed in accordance with the
Contractor’s System Acceptance Test Plan that will be provided based on the
type of system(s) purchased

B. The Contractors Program Manager will track Contractor Solutions issues and/ or
exceptions noted during the site cutover and report updates to your team for
updates to the Issues Control Log

C. The Cutover Phase will end when the MSP project team agrees that all cutover
objectives have been met

At the conclusion of the Cutover Phase, a meeting will be held with the project team
members to discuss the cutover, any remaining Contractor issues, and to review the
Post-Cutover Support Plan.

1.3.2 Customer Responsibilities During Cutover
The State will be responsible for the following during cutover:
A. Schedule appropriate personnel to support the cutover

B. Assume responsibility for cutover activities that are beyond the scope of the
Contractor’s deliverables as delineated in the approved Project Plan

C. Coordinate third party services and/or activities during the cutover that are not
part of the Contractor’s deliverables but may affect systems and/ or services.
This includes, but is not limited to Telco’s, third party venders, or other
organizations that are participating in the cutover

14 Phase IV — Project Closure

Once all sites are operational and the post-cutover coverage is complete, the Project
will move to closure phase. The project closure phase is the process of completing any
open issues associated with the deployment of your project and to transition the project
from Implementation to Support.

The Contractor’s Project Manager will ensure all issues have been resolved or assigned
for resolution. Any open issues at time of closure are to be transitioned to the
Contractor’s Technical Support, Site Installation, and Verification Package.
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Project closure will occur when:
A. All sites have cutover to the new VESTA 9-1-1 systems
B. All on-site post cutover support has been completed

C. All System Acceptance Testing has been successfully executed and approved by
Michigan State Police

D. MSP has signed the Site Acceptance document

1.4.1  Site Installation and Verification Package
The Contractor will provide “as-built” documentation:

A. CPE inventory, including a complete list of installed equipment
B. Solution Overview / Detailed System Document
C. System Diagrams
D. IP Schema and Naming Convention
E. Bandwidth Estimates
F. System Acceptance Test
G. Other documentation as mutually agreed to by the parties
1.5 Phase V — System Warranty and Maintenance

The Contractor’s onsite response system warranty and maintenance service will be
provided to the State as needed. Certified and trained technicians will perform
diagnostics, remove components for repair and reinstall new or reconditioned
components.

1.5.1 VESTA 9-1-1 Operations Manager (ECH Service Management)

A VESTA 9-1-1 Operations Manager will be assigned to provide the State with a field-based
single point of contact and manage the contracted maintenance and support services.

A. The Operations Manager works with the on-site support personnel and is
backed by the Contractors service and support organization.

1. This support organization includes the Network Security Operations
Center (NOC), Technical Support, and product management teams (as
required). All work in concert with on-site support personnel to deliver
services and maintain Service Level Agreements.

B. The Operations Manager assigned for this Statement of Work is identified as:
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Operation Manager’s Name- TBD (and provided to the Agency Program
Manager)

Email Address

Phone number

C. The Operations Manager will do the following:
1. Create and maintain the Support Plan.

2. Establish and refine policies and procedures to
consistently maximize service performance.

3. Proactively manage the life cycle of the service and supply
information regarding upgrades and updates.

4. Engage the appropriate resources, teams, and
individuals to troubleshoot and resolve complex service
issues.

5. Serve as the escalation point of contact when standard
troubleshooting efforts are unsuccessful.

6. Serve as the liaison to Motorola’s support organization for escalated
incidents.

7. Provide timely and frequent informational updates about
progress towards resolving incidents.

8. Maintain the service and performance quality of the system.

9. Monitor Motorola’s contractual support and provide
reviews and analyses of the support performance.

10.Manage the Change Management process during the Service operation

1.5.2. Network Security and Operation Center (NSOC)

Designed exclusively for Public Safety communications, the NSOC includes state-of-
the-art technology, processes and tools all provided by our highly trained, dedicated
team. With connectivity to the NSOC, our advanced systems facilitate true Emergency
Services-grade monitoring and management.

1.5.2.1. Service Desk

The Service Desk is the central point of contact to report incidents and submit change
requests. Co- located with the Technical Support Center within the Network and Security
Operations Center (NSOC), the Service Desk maintains a holistic view of your service delivery
environment. The Service Desk will:

A. Open a case and categorize the reported issue or request

B. Resolve incidents based on priority
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C. Perform analysis to assist in identifying a corrective action plan

o

Escalate the incident/request to technical or service experts when required

E. Engage the next level management to ensure timely problem
resolution, when necessary

F. Provide regular status updates for escalated incidents

1.5.2.2. Monitor and Response

With this service system thresholds, established during the Monitoring and
Response service implementation, are continually monitored by the system.

A. Anytime the system performance exceeds the threshold limit, Monitoring and
Response is immediately notified via digital alarm.

B. The Contractor then notifies the designated maintenance provider (to be
determined at the time the system is ordered or at the kick-off meeting) via the
means (email, phone, etc.) set up upon implementation. This is a very stringent
process that takes place in seconds.

C. Monitoring and Response will provide pre-failure hardware notification, and
generate alerts on service/device state changes, runaway processes, and
memory leaks. It will collect and store user- defined performance counters, and
stores event log messages, performance data, and configuration data in a
centralized database. Below are some of the features available through
Monitoring and Response:

1. Proactively monitors key systems to detect faults and mitigate risks to
ensure highest possible system performance and availability

2. Monitors each server, workstation and networking device for hardware
alarms, software alarms and performance thresholds

3. Minimizes risk and the possibility of service interruptions, predicting issues
before they occur

4. Alarms the NSOC for remediation, notification and escalation, with
most alarms resolved remotely

1.5.2.3 Anti-Virus

A. The Contractor will provide anti-virus protection as a service, ensuring
updates are tested and applied in a timely, efficient manner

B. The antivirus solution will be certified for our call handling platforms
and continuously updated to automatically detect and remove the
latest viruses.
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Patch Management

Patch Management will deploy Microsoft® updates and patches after validating they
are compatible with your solution. This will help ensure system integrity and
security, especially when bundled with Virus Protection for comprehensive, hands-

free care

4.2.3.5

Software Upgrades

The Contractor’s Operation Manager, working with MSP’s Program Manager and staff,
will oversee all approved hardware and software upgrades.

A. The Contractor will provide the customer notification of scheduled product
updates and/or modifications via a Product Change Notice (PCN) or a Product
Bulletin (PB).

B. The State will ensure that their software or firmware release complies with the
lifecycle milestones as defined in the Support Program as follows:

1.

End of Sales (EOS) occurs 12 months after the date that a new
version is made generally available (GA). Previous version of
software are not available in new systems. Bug fixes are supported
and license add-ons are available

End of Expansion Sales (EOES) occurs 12 months after EOS. No
upgrades, spares, or add-on for the previous version of software are
available upon End of Life (EOL). Bug fixes are not available

End of Support Date (EOSD) occurs 12 months from EOES. This is
the last date to receive support for the software version. Motorola
Solutions will try to resolve any issues beyond that given date

. Custom Extended Support (CES) is available for 24 months from the

EOSD. CES provided continued access to Technical Support past the
EOSD period. Motorola Solutions will try to resolve any issues beyond
the given date. Dates and product release versions for each
milestone are published here, VESTA 9-1-1 Emergency Call Handling
Products Software Lifecycle Matrix
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