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CONTRACT CHANGE NOTICE

Change Notice Number 11

to

071B6600012Contract Number 

reasnerr@michigan.gov

Richard Reasner

Jarrod Barron
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William Kimble
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517-241-7546

DTMB

barronj1@michigan.gov

$2,840,998.31

November 17, 2015 November 17, 2022

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE 

BEFORE 

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card                             ☐ PRC                 ☐ Other ☒ Yes                 ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☐ ☐ November 17, 2022

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$17,256.64 $2,858,254.95

Effective 11/16/2021, the parties add $17,256.64 for the annual Treasury PCI penetration testing services. All other terms, 
conditions, specifications, and pricing remain the same. Per contractor, agency, DTMB Central Procurement and State 
Administrative Board approval on 11/16/2021.

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DESCRIPTION 

CONTRACT SUMMARY

DTMB



 
MICHIGAN DEPARTMENT OF TECHNOLOGY,  

MANAGEMENT AND BUDGET 
  IT SERVICES 

STATEMENT OF WORK 
 

Project Title:   PCI PEN Test 2021-2022 (SOM fiscal year 2022) 
Vulnerability Assesment Service’s (VAS) Contract No. 071B6600012 – 
(Enterprise PCI Compliance Project Sub-Project Change Request) 

Period of Coverage: 
January through May 
2022 

Requesting Department:   
DTMB CIP MCS / Treasury 

Date:  October 19, 2021 

Agency Project Manager:    Treasury: Amy Kelso 
    

Phone:  
517-636-5372 

DTMB Project Manager:  Linda Reaves, Project Manager - Agency Services supporting 
Treasury; MCS -Rich Reasner; MCS Project Manager – Rajeev Ranjan 
Ref:  Treasury Project FS-130 SOM PCI Compliance 

Phone: 
517-241-0344/517-241-
4090 

 
SERVICES TO BE PROVIDED AND BACKGROUND:  
The State of Michigan (SOM, State), through the Department of Technology, Management & 
Budget (DTMB) has issued a contract with Cyber Defense Technologies, LLC (CDT) to provide the 
State of Michigan with Vulnerability Assessment services to validate SOM information technology 
(IT) and environmental security posture on an ongoing bases.  

Cyber Defense Technologies, LLC (CDT)  will provide different levels of IT security vulnerability 
assessment services that are defined in the Tasks listed below.   

This Statement of Work (SOW) is a change request SOW for modification to the orginal contract 
with Cyber Defense Technologies, # 071B6600012.  The Michigan Department of Treasury and 
Department of Technology, Management and Budget (DTMB) PCI Compliance Project 2021-2022 
(SOM fiscal year 2022 /Project FS-130) wishes to utilize the selected contract services from the 
tasks listed below and add funding to the orginal contract in the amount of $17,256.64. 
 

PROJECT OBJECTIVE: 
• Eliminate or lesson the number of security threats/gaps  
• Lower the risk of network and/or system attacks as security gaps are closed 
• Protect CJIS, IRS, PCI, PII, and HIPAA information to the fullest extent possible 
• Increase security awareness throughout all SOM agencies by providing security 

technical expertise to secure their business solutions and operations 
• Increase SOM’s security posture and protect all SOM assets 
• Prevent attack recovery costs and protect SOM reputation 

 
SCOPE OF WORK:   
The CDT Contractor will provide a full range of IT Security and Physical Security Vulnerability 
Assessment Services (VAS) that include: 

 
• defining security testing requirements with SOM agencies  
• providing cost estimates and proposed test schedules  



• conducting security inspections, scans, penetration testing 
• result reporting with remediation/mitigation suggestions 
• validation testing after remediation/mitigation actions  
• metric reporting of on-going security stature 

 
See the attached CDT Requirements Document for the detailed VAS sevices being requested by The 
Michigan Department of Treasury, Department of Technology, Management and Budget (DTMB) 
PCI Compliance Project 2021-2022 (SOM fiscal year 2022 / Project FS-130). 
 
TASKS:   
The full technical scope of VAS contracted services is listed below and the Michigan Department of 
Treasury and Michigan Department of Technology, Management and Budget (DTMB) PCI 
Compliance Project 2021-2022 (SOM fiscal year 2022 / Project FS-130) will ultize those items 
highlighted from this listing.  All VAS sub-projects may use one or a combination of the following: 

 
 External Network Vulnerability Penetration Testing 
 Internal Network Vulnerability Penetration Testing 
 Web Application / Database Penetration Testing   
 Internal / External Trusted Cloud Assessments 
 DMZ or Network Architecture Testing / Reviews 
 Wireless Network Penetration Testing 
 Virtual Infrastructure Security Penetration Testing 
 Server Configuration Scanning / Reviews 
 Firewall and Router Configuration Reviews and Testing 
 VPN Configuration Reviews and Testing - *Specific to In-Scope Workstations and 

MFDs  (Approximately 40 workstations, VPN infrastructure, associated VOIP 
phones, and 14 fax devices) 

 Voice over IP Review and Testing 
Social Engineering Testing  

 Physical Security Inspections and Testing 
 Software Source Code Reviews and Testing 
 Application threat Modeling and Design Reviews 
 Information Security Policy and Procedure Reviews 
 Information Security Risk Assessment Reviews 
 Security Awareness Program Reviews 
 Incident Response Program Reviews 
 Secure SDLC Development Reviews 
 PCI Scans in accordance with PCI Security Standards Council and NIST PCI Standards 

800-79 
 PCI Report on Compliance Assessment or Gap Analysis Reporting 
 HIPAA Scans in accordance with Federal Laws, Regulations, & NIST HIPAA Standards 

800-66 
 HIPAA Report on Compliance Assessment or Gap Analysis Reporting 



 CJIS, CMS, IRS Compliance Security Assessments 
 Other assessments to determine compliance with State, Federal Laws, Regulations 

and 
 Industry Recognized Standards 

 Revalidation Reviews 
 

 
DELIVERABLES: 
The CDT Contractor will supply the following deliverables as defined in the contract with MCS under 
this SOW: 

 
• Vulnerability Assessment (VA) Requirements Meetings 
• Vulnerability Assessment (VA) Requirements Documents for each sub project 
• VA Project Plan for each sub project 
• Memorandum of Understanding or Rules of Engagement document for each sub 

project 
• Project Roles & Responsibilities for each sub project 
• Cost Estimate for each sub project 
• Debrief meetings to review testing /finding results for each sub project 
• Plan of Action & Milestones (POAM) for each sub project 
• On-Going Metric Report for each sub project 
• Project Staffing Structure 
• Staffing Resumes / Background checks completed prior to work 
• Report Standard Formats 
• Practice Issue Management & Logging 
• Practice Risk Management & Planning 
• Practice Change Management  
• Provide Work Activity Reporting (WAR) reports of work done 

 
ACCEPTANCE CRITERIA: 
Deliverables that are documents must: 

• Be allowed no less than five (5) business days for review by the State of Michigan. 
• Be in electronic format, compatible with the State of Michigan software in accordance 

with Article 1.302 of original contract. 
• Provide a heading indicating document name on each page 
• Provide page number and “of pages” on each page. 
• Provide an “as of” date. 
• Indicate final and not draft status 
• Reflect correction of feedback provided by the State, regarding but not limited to, level 

of detail and clarifications. 
• Reflect correction of issues identified by State personnel during the review of said 

documents unless waived in writing by the DTMB Project Manager. 
 
The following requirements for final project acceptance apply: 

 
• That all service deliverables defined in this purchase order Statement of Work have 

been completed and approved in writing by the Agency Manager, POC or DTMB Project 



Manager. 
• That debrief meetings with mitigations have been validated by a follow-up validation 

test to confirm required mitigations were successful. 
• Final acceptance of the named Agency Manager, or designated agency POC on the 

invoice for Vulnerability Assessment Services provided to the sub-project of The 
Michigan Department of Treasury, Michigan Department of State, and Department of 
Technology, Management and Budget (DTMB) PCI accepting all deliverables. 

 
PROJECT CONTROL AND REPORTS: 

• Status updates are made daily during scanning & reviews with primary point of contact 
onsite with the Contractor 

• Monthly meetings to discuss the projects’ work done, work that will be done with MCS 
Project Managers.  Review of updated project plan’s, deliverable status’s, schedules , 
issue log, risk log and change log will be completed at each meeting as necessary. 

• Agency Manager or agency POC will review day to day deliverable items on an ongoing 
bases during on-site work visits.  Performance evaluations will be on-going with status 
meeting updates and work. 

• Milestones and deliverables built into project plan’s. 
• Deliverable Quality Assurance monitoring on-going through contract duration. 

 
SPECIFIC DEPARTMENT STANDARDS: 
SOM DTMB technology standards and policies will apply to all work being done under this contract.  
Links are provided in the orginal contract in section 1.103 Environment. 
 
Additional Security and Background Check Requirements: 
Contractor must present certification evidencing satisfactory Michigan State Police Background 
checks (ICHAT) and drug tests for all staff identified for assignment to this project prior to work 
commencing.  

 
In addition, proposed Contractor personnel will be required to complete and submit an RI-8 
Fingerprint Card for the National Crime Information Center (NCIC).   

 
Contractor will pay for all costs associated with ensuring their staff meets all requirements.  
 
PAYMENT SCHEDULE: 
Payments will be made on the satisfactory acceptance of deliverables and milestones as defined in 
the VAS contract which is reflected in this change request SOW.   

• Work performed is defined in detail in the attached CDT contractor requirements 
document with attached project plan and cost estimate for this Michigan Department of 
Treasury and Michigan Department of Technology, Management and Budget (DTMB) PCI 
Compliance Project 2021-2022 (SOM fiscal year 2022). 

• All VAS project(s) will be estimated and invoiced using the firm fixed price rate per 
category of employee or title type as quoted in the orginal VAS contract.  

• Invoices will not be paid for more than this SOW estimated amount. 
• Invoices will be paid in a timely matter when the projects’ deliverables have been 

completed and the SOM agency Manager or designated agency POC has approved the 
invoice.  

• The Contractor will be required to submit an Administrative Fee (see Section 2.031) on 



all payments remitted under the Contract.     
 

Extended purchasing program volume requirements are not included, unless stated otherwise. 
 
Treasury will pay the CONTRACTOR upon receipt of properly completed invoice(s) which shall be 
submitted to the billing address on the State issued purchase order. Treasury Accounts Payable 
area will coordinate obtaining Agency and DTMB Project Manager approvals. 
 
Invoices must provide and itemize, as applicable: 

• Contract number; 
• Purchase Order number 
• Contractor(s) name, address, phone number, and Federal Tax Identification Number;  
• Project Agency & POC’s worked with; 
• Description of services or deliverables; 
• Date(s) of work performed; 
• Total hours worked of each service level; 
• Hourly charge Rate for each service level; 
• Net invoice price for each item; 
• Other applicable charges; 
• Total invoice price; and 
• Payment terms, including any available prompt payment discount. 
 

The Contractor will need to attach a copy of the related SOM approved project requirements 
document, project plan schedule, cost estimate and approved purchase order with each project 
invoice submitted.  Contractor invoices will be returned if a copy of the project requirements 
document, schedule, cost estimate and approved purchase order are not affixed to the invoice.  
The invoice will not exceed the approved purchase order amount for services. 

 
All invoices should reflect actual work completed by payment date, and must be approved by the 
Agency and DTMB Project Manager prior to payment. The invoices shall describe and document to 
the State’s satisfaction a description of the work performed. 

 
Incorrect or incomplete invoices will be returned to Contractor for correction and reissue. 
 
Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of 
properly completed invoices.  
 
EXPENSES: 
The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc. 
 
 
PROJECT CONTACTS: 
 
Agency Manager – Amy Kelso 
Department of Treasury 
State of Michigan Operations Center/Secondary Complex 
7285 Parsons Drive 
Dimondale, MI  48821 



517-636-5372 
kelsoa@michigan.gov 
 
And 
 
Linda Reaves 
DTMB Enterprise Project Management Office 
State of Michigan Operations Center/Secondary Complex 
7285 Parsons Drive 
Dimondale, MI    48821 
517-636-4595 
reavesl@michigan.gov 
 
And 
 
Mark Lawrence (Technical concerns) 
DTMB Technical Liaison 
State of Michigan Opeations Center/Secondary Complex 
7285 Parsons Drive 
Dimondale, MI   48821 
517-636-0137 
Lawrencem2@michigan.gov 
 
The SPOC for original overall contract: 
 
Richard Reasner  
DTMB CIP -MCS 
515 Westshire Dr.  
Lansing MI 48917 
517-373-3832 
ReasnerR@michigan.gov 
 
Or a designee assigned from DTMB CIP - MCS 
 
AGENCY RESPONSIBILITIES: 
 
Agency Manager- (Agency) and Point of Contact (POC) 
 
Each SOW will identify an Agency Manager and POC who will be responsible for the State’s 
infrastructure and coordinate with the Contractor in determining the system configuration. 

 
The State’s Agency Manager and POC will provide the following services: 

• Provide and/or coordinate State facility access, as needed 
• Coordinate the State resources necessary for the project  
• Facilitate coordination between various external contractors if external host testing 

is needed  
• Facilitate communication between different State departments/divisions  
• Provide acceptance and sign-off of deliverables/milestones  

mailto:reavesl@michigan.gov
mailto:ReasnerR@michigan.gov


• Review and sign-off  of invoices 
• Resolve project issues  
• Escalate outstanding/high priority issues  
• Utilize change control procedures 
• Conduct regular and ongoing review of the project to confirm that it meets original 

objectives and requirements 
• Document and archive all important project decisions 
• Submit SOM Purchase Order requests for sub-project 
• Arrange, schedule and facilitate State staff attendance at project meetings. 
• Submit EASA, ISR forms or create Remedy tickets as required. 

 
LOCATION OF WHERE THE WORK IS TO BE PERFORMED: 
Testing to be conducted remotely at Contractor Facilities – CDT and TrustedSec Offices as well as 
remote locations (2603 Treyburne LN SE, Owens Cross Roads, AL 35763) 
 
 
EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS: 
Work hours are not to exceed eight (8) hours a day, forty (40) hours a week.  Normal State working 
hours are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday, with work performed as necessary 
after those hours to meet project deadlines.   

Test Team will be permitted to test both during and outside of core business hours. 

No overtime will be authorized or paid. 
 
The State is not obligated to provide State management of assigned work outside of normal State 
working hours.  The State reserves the right to modify the work hours in the best interest of the 
project. 
 
Contractor will observe the same standard holidays as State employees.  The State does not 
compensate for holiday pay. 
 
This purchase order is a release from Contract Number 071B6600012. This purchase order, 
statement of work, and the terms and conditions of Contract Number 071B6600012 constitute the 
entire agreement between the State and the Contractor. 
 

 
 



APPENDIX A 
 
VAS Project Cost Table by Resource 
 
 

Staffing Category Total Hours Fixed Hourly 
Rate Total Cost 

Account Manager 13 $124.78      $1,622.14   
 

SME Security Technician With 
Greater Than 10 Years of 
Information Security Vulnerability 
Assessment-Related Experience 

25 $144.41 $3,610.25 

Sr. Security Technician With 
Greater Than 7 Years to 10 Years 
of Information Security – Related 
Experience 

 
75 $125.15 $9,386.25 

Mid-Level Security Technician With 
3 Years to Less than 7 Years 
Information Security-Related 
Experience 

 
25 $105.52 $2,638.00 

Jr. Security Technician With Less 
Than 3 Years Information Security-
Related Experience 

 
0 $91.08  

Grand Total Project Cost 

 
138  $17,256.64 

 



APPENDIX B 
 
VAS Project Cost Table Task and Resource Breakout 
 

Task  Hours by LCAT  Totals by Task 

 
 Acct 

Manager SME SR Sec 
Tech 

Mid Sec 
Tech 

Jr Sec 
Tech 

 Hours 
by 

Task 
 Total Task 

Cost 

LCAT Rate  $124.78 $144.41 $125.15 $105.52 $91.08     

External 
Penetration 
Testing 

 
         

Internal 
Penetration 
Testing 

 
13 25 75 25 0  138  $17,256.64 

Application 
Penetration 
Testing 

 
         

           

10% Reserve for 
Validation Testing 

 

         

           

Total Hours by 
LCAT 

 

13 25 75 25 0  138   

Total Cost by 
LCAT 

 

$1,622.14 $3,610.25 $9,386.25 $2,638.00 0    $17,256.64 

 



STATE OF MICHIGAN

CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913

P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 10

to

071B6600012Contract Number 

reasnerr@michigan.gov

Richard Reasner

Jarrod Barron

william.kimble@cyberdefensetechnologies.com

William Kimble

Reston, VA 20190

CYBER DEFENSE TECHNOLOGIES LLC

CV0011984

703-967-4767

1818 Library Street , Suite 500

(517) 249-0406
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517-241-7546

DTMB

barronj1@michigan.gov

$2,840,998.31

November 17, 2015 November 17, 2021

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE 

BEFORE 

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card                             ☐ PRC                 ☐ Other ☒ Yes                 ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☒ 1 Year ☐ November 17, 2022

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$0.00 $2,840,998.31

Effective 8/19/2021, the parties exercise the final option year. All other terms, conditions, specifications, and pricing remain the 
same. Per contractor, agency and DTMB Central Procurement Services approval.

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DESCRIPTION 

CONTRACT SUMMARY

DTMB
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CONTRACT CHANGE NOTICE

Change Notice Number 9
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Contract Number 071B6600012
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Richard Reasner

Jordan Sherlock
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Reston, VA 20190
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MULTI

517-241-4090

DTMB

sherlockj@michigan.gov

$2,823,741.67

November 17, 2015 November 17, 2021

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE 

BEFORE 

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card ☐ PRC ☐ Other ☒ Yes ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☒ 12 months ☐

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$17,256.64 $2,840,998.31

Effective 1/20/2021 this contract is increased by $17,256.64, and is incorporating the attached Statement of Work.

All other terms, conditions, specifications and pricing remain the same. Per contractor and agency agreement, and 
DTMB Procurement approval.

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DESCRIPTION 

CONTRACT SUMMARY

517-243-5556



 
MICHIGAN DEPARTMENT OF TECHNOLOGY,  

MANAGEMENT AND BUDGET 
  IT SERVICES 

STATEMENT OF WORK 
 

Project Title:   PCI PEN Test 2020-2021 
Vulnerability Assesment Service’s (VAS) Contract No. 071B6600012 – 
(Enterprise PCI Compliance Project Sub-Project Change Request) 

Period of Coverage: 
January 21 through May 
2021 

Requesting Department:   
DTMB CIP MCS / Treasury 

Date:  January 04, 2021 

Agency Project Manager:    Treasury: Amy Kelso 
    

Phone:  
517-636-5372 

DTMB Project Manager:  Linda Reaves, Project Manager - Agency Services supporting 
Treasury; MCS -Rich Reasner 
Ref:  Treasury Project FS-128 

Phone: 
517-241-0344/517-241-
4090 

 
SERVICES TO BE PROVIDED AND BACKGROUND:  
 
The State of Michigan (SOM, State), through the Department of Technology, Management & 
Budget (DTMB) has issued a contract with Cyber Defense Technologies, LLC (CDT) to provide the 
State of Michigan with Vulnerability Assessment services to validate SOM information technology 
(IT) and environmental security posture on an ongoing bases.  

Cyber Defense Technologies, LLC (CDT)  will provide different levels of IT security vulnerability 
assessment services that are defined in the Tasks listed below.   

 
This Statement of Work (SOW) is a change request SOW for modification to the orginal contract 
with Cyber Defense Technologies, # 071B6600012.  The Michigan Department of Treasury and 
Department of Technology, Management and Budget (DTMB) PCI Compliance Project 2020-2021 
(Project FS-128) wishes to utilize the selected contract services from the tasks listed below and add 
funding to the orginal contract in the amount of $17,256.64. 
 

 
PROJECT OBJECTIVE: 
 

• Eliminate or lesson the number of security threats/gaps  
• Lower the risk of network and/or system attacks as security gaps are closed 
• Protect CJIS, IRS, PCI, PII, and HIPAA information to the fullest extent possible 
• Increase security awareness throughout all SOM agencies by providing security 

technical expertise to secure their business solutions and operations 
• Increase SOM’s security posture and protect all SOM assets 
• Prevent attack recovery costs and protect SOM reputation 

 
SCOPE OF WORK:   
 



The CDT Contractor will provide a full range of IT Security and Physical Security Vulnerability 
Assessment Services (VAS) that include: 

 
• defining security testing requirements with SOM agencies  
• providing cost estimates and proposed test schedules  
• conducting security inspections, scans, penetration testing 
• result reporting with remediation/mitigation suggestions 
• validation testing after remediation/mitigation actions  
• metric reporting of on-going security stature 

 
See the attached CDT Requirements Document for the detailed VAS sevices being requested by The 
Michigan Department of Treasury, Department of Technology, Management and Budget (DTMB) 
PCI Compliance Project 2020-2021 (FS-128). 
 
TASKS:   
 
The full technical scope of VAS contracted services is listed below and the Michigan Department of 
Treasury and Michigan Department of Technology, Management and Budget (DTMB) PCI 
Compliance Project 2020-2021 will ultize those items highlighted from this listing.  All VAS sub-
projects may use one or a combination of the following: 

 
 External Network Vulnerability Penetration Testing 
 Internal Network Vulnerability Penetration Testing 
 Web Application / Database Penetration Testing   
 Internal / External Trusted Cloud Assessments 
 DMZ or Network Architecture Testing / Reviews 
 Wireless Network Penetration Testing 
 Virtual Infrastructure Security Penetration Testing 
 Server Configuration Scanning / Reviews 
 Firewall and Router Configuration Reviews and Testing 
 VPN Configuration Reviews and Testing - *Specific to In-Scope Workstations and 

MFDs  (Approximately 40 workstations, VPN infrastructure, associated VOIP 
phones, and 14 fax devices) 

 Voice over IP Review and Testing 
Social Engineering Testing  

 Physical Security Inspections and Testing 
 Software Source Code Reviews and Testing 
 Application threat Modeling and Design Reviews 
 Information Security Policy and Procedure Reviews 
 Information Security Risk Assessment Reviews 
 Security Awareness Program Reviews 
 Incident Response Program Reviews 
 Secure SDLC Development Reviews 
 PCI Scans in accordance with PCI Security Standards Council and NIST PCI Standards 



800-79 
 PCI Report on Compliance Assessment or Gap Analysis Reporting 
 HIPAA Scans in accordance with Federal Laws, Regulations, & NIST HIPAA Standards 

800-66 
 HIPAA Report on Compliance Assessment or Gap Analysis Reporting 
 CJIS, CMS, IRS Compliance Security Assessments 
 Other assessments to determine compliance with State, Federal Laws, Regulations 

and 
 Industry Recognized Standards 

 Revalidation Reviews 
 

 
DELIVERABLES: 
 
The CDT Contractor will supply the following deliverables as defined in the contract with MCS under 
this SOW: 

 
• Vulnerability Assessment (VA) Requirements Meetings 
• Vulnerability Assessment (VA) Requirements Documents for each sub project 
• VA Project Plan for each sub project 
• Memorandum of Understanding or Rules of Engagement document for each sub 

project 
• Project Roles & Responsibilities for each sub project 
• Cost Estimate for each sub project 
• Debrief meetings to review testing /finding results for each sub project 
• Plan of Action & Milestones (POAM) for each sub project 
• On-Going Metric Report for each sub project 
• Project Staffing Structure 
• Staffing Resumes / Background checks completed prior to work 
• Report Standard Formats 
• Practice Issue Management & Logging 
• Practice Risk Management & Planning 
• Practice Change Management  
• Provide Work Activity Reporting (WAR) reports of work done 

 
ACCEPTANCE CRITERIA: 
 
Deliverables that are documents must: 

• Be allowed no less than five (5) business days for review by the State of Michigan. 
• Be in electronic format, compatible with the State of Michigan software in accordance 

with Article 1.302 of original contract. 
• Provide a heading indicating document name on each page 
• Provide page number and “of pages” on each page. 
• Provide an “as of” date. 
• Indicate final and not draft status 
• Reflect correction of feedback provided by the State, regarding but not limited to, level 



of detail and clarifications. 
• Reflect correction of issues identified by State personnel during the review of said 

documents unless waived in writing by the DTMB Project Manager. 
 
The following requirements for final project acceptance apply: 

 
• That all service deliverables defined in this purchase order Statement of Work have 

been completed and approved in writing by the Agency Manager, POC or DTMB Project 
Manager. 

• That debrief meetings with mitigations have been validated by a follow-up validation 
test to confirm required mitigations were successful. 

• Final acceptance of the named Agency Manager, or designated agency POC on the 
invoice for Vulnerability Assessment Services provided to the sub-project of The 
Michigan Department of Treasury, Michigan Department of State, and Department of 
Technology, Management and Budget (DTMB) PCI accepting all deliverables. 

 
 
PROJECT CONTROL AND REPORTS: 
 

• Status updates are made daily during scanning & reviews with primary point of contact 
onsite with the Contractor 

• Monthly meetings to discuss the projects’ work done, work that will be done with MCS 
Project Managers.  Review of updated project plan’s, deliverable status’s, schedules , 
issue log, risk log and change log will be completed at each meeting as necessary. 

• Agency Manager or agency POC will review day to day deliverable items on an ongoing 
bases during on-site work visits.  Performance evaluations will be on-going with status 
meeting updates and work. 

• Milestones and deliverables built into project plan’s. 
• Deliverable Quality Assurance monitoring on-going through contract duration. 

 
 
SPECIFIC DEPARTMENT STANDARDS: 
 
SOM DTMB technology standards and policies will apply to all work being done under this contract.  
Links are provided in the orginal contract in section 1.103 Environment. 
 
Additional Security and Background Check Requirements: 
 
Contractor must present certification evidencing satisfactory Michigan State Police Background 
checks (ICHAT) and drug tests for all staff identified for assignment to this project prior to work 
commencing.  

 
In addition, proposed Contractor personnel will be required to complete and submit an RI-8 
Fingerprint Card for the National Crime Information Center (NCIC).   

 
Contractor will pay for all costs associated with ensuring their staff meets all requirements.  
 
 



PAYMENT SCHEDULE: 
 
Payments will be made on the satisfactory acceptance of deliverables and milestones as defined in 
the VAS contract which is reflected in this change request SOW.   
 

• Work performed is defined in detail in the attached CDT contractor requirements 
document with attached project plan and cost estimate for this Michigan Department of 
Treasury and Michigan Department of Technology, Management and Budget (DTMB) PCI 
Compliance Project 2020-2021. 
 

• All VAS project(s) will be estimated and invoiced using the firm fixed price rate per 
category of employee or title type as quoted in the orginal VAS contract.  

 
• Invoices will not be paid for more than this SOW estimated amount. 

 
• Invoices will be paid in a timely matter when the projects’ deliverables have been 

completed and the SOM agency Manager or designated agency POC has approved the 
invoice.  

 
• The Contractor will be required to submit an Administrative Fee (see Section 2.031) on 

all payments remitted under the Contract.     
 

Extended purchasing program volume requirements are not included, unless stated otherwise. 
  
Treasury will pay the CONTRACTOR upon receipt of properly completed invoice(s) which shall be 
submitted to the billing address on the State issued purchase order. Treasury Accounts Payable 
area will coordinate obtaining Agency and DTMB Project Manager approvals. 
 
Invoices must provide and itemize, as applicable: 
 

• Contract number; 
• Purchase Order number 
• Contractor(s) name, address, phone number, and Federal Tax Identification Number;  
• Project Agency & POC’s worked with; 
• Description of services or deliverables; 
• Date(s) of work performed; 
• Total hours worked of each service level; 
• Hourly charge Rate for each service level; 
• Net invoice price for each item; 
• Other applicable charges; 
• Total invoice price; and 
• Payment terms, including any available prompt payment discount. 
 

The Contractor will need to attach a copy of the related SOM approved project requirements 
document, project plan schedule, cost estimate and approved purchase order with each project 
invoice submitted.  Contractor invoices will be returned if a copy of the project requirements 
document, schedule, cost estimate and approved purchase order are not affixed to the invoice.  
The invoice will not exceed the approved purchase order amount for services. 



 
 

All invoices should reflect actual work completed by payment date, and must be approved by the 
Agency and DTMB Project Manager prior to payment. The invoices shall describe and document to 
the State’s satisfaction a description of the work performed. 

 
Incorrect or incomplete invoices will be returned to Contractor for correction and reissue. 
 
Payment shall be considered timely if made by the DTMB within forty-five (45) days after receipt of 
properly completed invoices.  
 
EXPENSES: 
 
The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc. 
 
 
PROJECT CONTACTS: 
 
Agency Manager – Amy Kelso 
Department of Treasury 
State of Michigan Operations Center/Secondary Complex 
7285 Parsons Drive 
Dimondale, MI  48821 
517-636-5372 
kelsoa@michigan.gov 
 
And 
 
Linda Reaves 
DTMB Enterprise Project Management Office 
State of Michigan Operations Center/Secondary Complex 
7285 Parsons Drive 
Dimondale, MI    48821 
517-636-4595 
reavesl@michigan.gov 
 
And 
 
Mark Lawrence (Technical concerns) 
DTMB Technical Liaison 
State of Michigan Opeations Center/Secondary Complex 
7285 Parsons Drive 
Dimondale, MI   48821 
517-636-0137 
Lawrencem2@michigan.gov 
 
 The SPOC for original overall contract: 
 
Richard Reasner  

mailto:reavesl@michigan.gov


DTMB CIP -MCS 
515 Westshire Dr.  
Lansing MI 48917 
517-373-3832 
ReasnerR@michigan.gov 
  
Or a designee assigned from DTMB CIP - MCS 
 
 
AGENCY RESPONSIBILITIES: 
 
Agency Manager- (Agency) and Point of Contact (POC) 
 
Each SOW will identify an Agency Manager and POC who will be responsible for the State’s 
infrastructure and coordinate with the Contractor in determining the system configuration. 

 
The State’s Agency Manager and POC will provide the following services: 

• Provide and/or coordinate State facility access, as needed 
• Coordinate the State resources necessary for the project  
• Facilitate coordination between various external contractors if external host testing 

is needed  
• Facilitate communication between different State departments/divisions  
• Provide acceptance and sign-off of deliverables/milestones  
• Review and sign-off  of invoices 
• Resolve project issues  
• Escalate outstanding/high priority issues  
• Utilize change control procedures 
• Conduct regular and ongoing review of the project to confirm that it meets original 

objectives and requirements 
• Document and archive all important project decisions 
• Submit SOM Purchase Order requests for sub-project 
• Arrange, schedule and facilitate State staff attendance at project meetings. 
• Submit EASA, ISR forms or create Remedy tickets as required. 

 
 
LOCATION OF WHERE THE WORK IS TO BE PERFORMED: 
 

Testing to be conducted remotely at Contractor Facilities – CDT and TrustedSec Offices as well as 
remote locations (2603 Treyburne LN SE, Owens Cross Roads, AL 35763) 
 
 
EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS: 
 
Work hours are not to exceed eight (8) hours a day, forty (40) hours a week.  Normal State working 
hours are 8:00 a.m. to 5:00 p.m. EST, Monday through Friday, with work performed as necessary 
after those hours to meet project deadlines.   

mailto:ReasnerR@michigan.gov


Test Team will be permitted to test both during and outside of core business hours. 

No overtime will be authorized or paid. 
 
The State is not obligated to provide State management of assigned work outside of normal State 
working hours.  The State reserves the right to modify the work hours in the best interest of the 
project. 
 
Contractor will observe the same standard holidays as State employees.  The State does not 
compensate for holiday pay. 
 
This purchase order is a release from Contract Number 071B6600012.  This purchase order, 
statement of work, and the terms and conditions of Contract Number 071B6600012 constitute the 
entire agreement between the State and the Contractor.   
 

 
 



APPENDIX A 
 
VAS Project Cost Table by Resource 
 
 

Staffing Category Total Hours Fixed Hourly 
Rate Total Cost 

Account Manager 13 $124.78      $1,622.14   
 

SME Security Technician With 
Greater Than 10 Years of 
Information Security Vulnerability 
Assessment-Related Experience 

25 $144.41 $3,610.25 

Sr. Security Technician With 
Greater Than 7 Years to 10 Years 
of Information Security – Related 
Experience 

 
75 $125.15 $9,386.25 

Mid-Level Security Technician With 
3 Years to Less than 7 Years 
Information Security-Related 
Experience 

 
25 $105.52 $2,638.00 

Jr. Security Technician With Less 
Than 3 Years Information Security-
Related Experience 

 
0 $91.08  

Grand Total Project Cost 

 
138  $17,256.64 

 



APPENDIX B 
 
VAS Project Cost Table Task and Resource Breakout 
 

Task  Hours by LCAT  Totals by Task 

 
 Acct 

Manager SME SR Sec 
Tech 

Mid Sec 
Tech 

Jr Sec 
Tech 

 Hours 
by 

Task 
 Total Task 

Cost 

LCAT Rate  $124.78 $144.41 $125.15 $105.52 $91.08     

External 
Penetration 
Testing 

 
         

Internal 
Penetration 
Testing 

 
13 25 75 25 0  138  $17,256.64 

Application 
Penetration 
Testing 

 
         

           

10% Reserve for 
Validation Testing 

 

         

           

Total Hours by 
LCAT 

 

13 25 75 25 0  138   

Total Cost by 
LCAT 

 

$1,622.14 $3,610.25 $9,386.25 $2,638.00 0    $17,256.64 

 



STATE OF MICHIGAN

CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913

P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 8

to

071B6600012Contract Number 

reasnerr@michigan.gov

Richard Reasner

Jordan Sherlock

william.kimble@cyberdefensetechnologies.com

William Kimble

Reston, VA 20190

CYBER DEFENSE TECHNOLOGIES LLC

CV0011984

703-967-4767

1818 Library Street , Suite 500 S
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517-241-4090

DTMB

sherlockj@michigan.gov

$2,823,741.67

November 17, 2015 November 17, 2020

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE 

BEFORE 

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card                             ☐ PRC                 ☐ Other ☒ Yes                 ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☒ 12 months ☐ November 17, 2021

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$0.00 $2,823,741.67

Effective with mutual signature the contract is amended to exercise a 1 year option. No funding is required at this time. All other 
terms and conditions remain the same.

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DESCRIPTION 

CONTRACT SUMMARY

























STATE OF MICHIGAN

CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913

P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 6

to

071B6600012Contract Number 

reasnerr@michigan.gov

Richard Reasner

Garrick Paraskevin

william.kimble@cyberdefensetechnologies.com

William Kimble

Reston, VA 20190

CYBER DEFENSE TECHNOLOGIES LLC

CV0011984

703-967-4767

1818 Library Street , Suite 500

(517) 256-7516
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517-241-4090

DTMB

paraskeving@michigan.gov

$2,734,099.69

November 17, 2015 November 17, 2020

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE 

BEFORE 

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card                             ☐ PRC                 ☐ Other ☒ Yes                 ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☐ ☐ November 17, 2020

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$49,271.13 $2,783,370.82

Effective 9/12/2019, this Contract is increased by $49,271.13 for MDOC to have penetration testing performed by the vendor per 
the attached Statement of Work.

All other terms, conditions, specifications and pricing remain the same. Per contractor and agency agreement, and DTMB 
Procurement approval, and Adminstrative Board approval on 9/12/2019.

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DESCRIPTION 

CONTRACT SUMMARY



 
MICHIGAN DEPARTMENT OF TECHNOLOGY, 

MANAGEMENT AND BUDGET 
IT SERVICES 

STATEMENT OF WORK FOR IT CHANGE NOTICES 
 

Project Title:  
MSI ERP Replacement Project 

Period of Coverage: 
09/09/2019 to 12/31/2019 

Requesting Department:   
MDOC - Michigan State Industries 

Date:  
09/09/2019 

Agency Project Manager:  
Chris Kamrada 

Phone:  
517-335-2098 

DTMB Project Manager:   
Paul Gustafson 

Phone: 
517-282-5628 

Brief Description of Services to be provided:  

 
BACKGROUND:   
Michigan State Industries (MSI) is a Department of Corrections division which provides inmate workers with real-life 
employment experiences so that they are better equipped upon parole to obtain and retain employment in the community.  
Employment Experience is one of the prime factors in successful reintegration and vastly reduces the likelihood of 
recidivism.  MSI operates 12 facilities along with a central office and manufactures hundreds of products.  MSI sells 
goods to the following markets: State and Federal government agencies and their subsidiaries, Cities, Counties and Local 
Municipalities, and Non-Profits (501c3).  
 
MSI is required to comply with all Generally Accepted Accounting Principles (GAAP) while operating in a quasi-
government accounting environment, thus necessitating the utilization of an industry-wide ERP system to do all 
appropriate accounting for all factories and central administration.  MSI needs an innovative, dependable, well-
maintained, and strongly supported right-fit ERP to support its manufacturing operation across all its facilities.   
 
 
PROJECT OBJECTIVE: 

 
The MSI ERP Software Replacement Project has the following strategic objectives to achieve as a result of selecting and 
fully implementing the Global Shop Solutions ERP system: 
 

• To ensure financial reporting is consistent with Generally Accepted Accounting Principles. 
• To obtain a vendor solution which eliminates dependency on SOM IT Agency support systems and personnel. 
• To configure organizational (operations and financials) structure into a single database software platform. (No 

multi-site software log-ins per facility) 
• To allow for work force interaction and skill development with the system to support technology experience. 
• To obtain accurate and detailed costing of business activities where applicable. 
• Material (raw, WIP, & FG), labor (direct & in-direct), overhead (fixed & variable) 

 
 
SCOPE OF WORK:   
 
CDT intends to only access networks and information regarding the security assessment requested by the State 
of Michigan.  The scope of this engagement is to test the following SOM Michigan Department of Corrections 
(MDOC) internal systems related to the Global Shop Solutions environment supporting the prisons:  
 
• MDOC GSS Endpoints (Penetration Testing)  

o Sandbox testing on endpoint devices.  CDT will be provided the same level of access a prisoner would 
have and attempt to break out of the restricted role or gain any level of access not specifically afforded 
to the prisoner role.  

▪ 2 scanner devices and 1 workstation Operating System  
 



• MDOC GSS Application (Penetration Testing)  
o CDT will perform dynamic penetration testing of the application and attempt to gain unauthorized 
access to resources and data.  Further, CDT will test the applicable roles designed within the application 
and attempt to gain permissions or access to data that is not intended – specifically from any prisoner 
type roles.  

▪ Dynamic application testing of the GSS application and role testing of a single prisoner role  
 
• MDOC GSS Infrastructure and Wireless (Penetration Testing)  

o Test the various network and network access restrictions put in place.  CDT will be placed on the 
same restricted network segment as a thin client or other endpoint and attempt to access network 
resources or locations (including internet) that are not intended.  This will include attempting to exploit 
or otherwise compromise any resources that may be accessed via the restricted network segment.  
Additionally, CDT will test the wireless system that supports the various endpoints.  CDT will attempt to 
break into the wireless network as well as attempt to manipulate already connected wireless devices to 
connect to something other than the intended wireless network.  

  
Additional Supporting Scope:  
 
• Design Review  

o CDT will meet with system developers to fully understand the intent of the system and the intended 
levels of access to data and resources authorized to the various roles.  CDT will review the design to 
ensure the system’s business logic is valid.  This information will feed into the penetration testing efforts 
to focus on gaining unauthorized access to data or resources.  

 
• Network Device Configuration Review (Configuration Review)  

o CDT understands the system is not yet fully deployed and cannot test every network device intended 
to service the various Prisons.  CDT will therefore perform a full review of the switch/router/firewall 
device configuration that will be servicing the endpoint network segments to further ensure a breakout 
is not possible. 

TASKS:   
 
Technical support is required to assist with the following tasks: 

• Testing of Endpoints 

• Testing of Infrastructure and Wireless environment 

• Testing of the Global Shop Solutions application environment 
 
DELIVERABLES: 
 
Deliverables will not be considered complete until the Agency Project Manager has formally accepted them.  
Deliverables for this project include: 

• Kickoff Meeting 

• Endpoint Penetration Testing 

• Global Shop Application Penetration Testing 

• Infrastructure & Wireless Penetration Testing 

• Analysis and Reporting of Findings 
 
ACCEPTANCE CRITERIA: 
 

• Analysis and Reporting of Findings 
 
PROJECT CONTROL AND REPORTS: 
 
A bi-weekly progress report must be submitted to the Agency and DTMB Project Managers throughout the life 
of this project. This report may be submitted with the billing invoice. Each bi-weekly progress report must 
contain the following: 
 

1. Hours: Indicate the number of hours expended during the past two weeks, and the cumulative total to 
date for the project. Also state whether the remaining hours are sufficient to complete the project. 

 



2. Accomplishments: Indicate what was worked on and what was completed during the current 
reporting period. 

 
3. Funds: Indicate the amount of funds expended during the current reporting period, and the 

cumulative total to date for the project. 
 
SPECIFIC DEPARTMENT STANDARDS: 
 
DTMB standards. 
 
PAYMENT SCHEDULE: 
 
Payment will be made per the terms of the existing contract with Cyber Defense Technologies. DTMB will pay 
CONTRACTOR upon receipt of properly completed invoice(s) which shall be submitted to the billing address 
on the State issued purchase order not more often than monthly. DTMB Accounts Payable area will coordinate 
obtaining Agency and DTMB Project Manager approvals. All invoices should reflect actual work completed by 
payment date, and must be approved by the Agency and DTMB Project Manager prior to payment. The invoices 
shall describe and document to the State’s satisfaction a description of the work performed, the progress of the 
project, and fees. When expenses are invoiced, receipts will need to be provided along with a detailed 
breakdown of each type of expense.   
 
Payment shall be considered timely if made by DTMB within forty-five (45) days after receipt of properly 
completed invoices.  
 
EXPENSES: 
 
The State will NOT pay for any travel expenses, including hotel, mileage, meals, parking, etc. 
 
PROJECT CONTACTS: 
 
The designated Agency Project Manager is: 
 
Name: Christopher Kamrada 
Department: MDOC – Michigan State Industries 
Area 
Building/Floor: Grand View Plaza, 5th Floor 
Address: 206 E. Michigan Ave 
City/State/Zip: Lansing, MI 48933 
Phone Number: 517-335-2098 
Fax Number 
Email Address: Kamradac@michigan.gov 
 
The designated DTMB Project Manager is: 
 
Name: Paul Gustafson 
Department: DTMB Agency Services for MDOC 
Area 
Building/Floor: 1st Floor 
Address: 4125 W. St. Joe 
City/State/Zip: Lansing, MI 48917 
Phone Number:517-282-5628 
Fax Number 
Email Address: gustafsonp@michigan.gov 
 
LOCATION OF WHERE THE WORK IS TO BE PERFORMED: 
 
Consultants will work at 4125 W. St. Joe Lansing, MI 48917    
 
EXPECTED CONTRACTOR WORK HOURS AND CONDITIONS: 
 



Work hours are not to exceed eight (8) hours a day, forty (40) hours a week. Normal working hours of 8:00 am 
to 5:00 pm are to be observed unless otherwise agreed to in writing. 
 
No overtime will be permitted. 
 
This purchase order is a release from Contract Number __________. This purchase order, statement of 
work, and the terms and conditions of Contract Number _________ constitute the entire agreement 
between the State and the Contractor. 
 
 

PROJECT PLAN: (examples listed in table below) 
 
 

Tasks & 
Deliverables 

Requirements 

Antici
pated 
Start 
Date 

Anticipat
ed 

Completi
on Date 

Role Hours Rate Total 
Accept
ance / 

Signoff 

Total 
Payment 

Milestone I  
Rules of 

Engagement 

 

 
 

09/09/2019 

09/09/2019 

Acct. Mgr, SME, 
Sr. Sec Tech, Mid 
Sec Tech, Jr. Sec 
Tec 

   

 State 
PM & 
Project 
Sponsor 

$0.00 
Kickoff 

Milestone 2 
Project Plan 

Schedule  
09/09/2019 09/13/2019 

Acct. Mgr, SME, 
Sr. Sec Tech, Mid 
Sec Tech, Jr. Sec 
Tec 

   

State 
PM & 
Project 
Sponsor 

 $0.00 Initiation & 
Planning 

Milestone 3 
Completion of 

Endpoint 
Penetration Testing 

09/16/2019 09/27/2019 

Acct. Mgr, SME, 
Sr. Sec Tech, Mid 
Sec Tech, Jr. Sec 
Tec 

135  $16,853.47 

State 
PM & 
Project 
Sponsor 

 $16,853.47 Endpoint 
Penetration 
Testing 

Milestone 4 
GSS 
Application 
Testing 

Completion of 
Global Shop 

Application and 
Role Testing 

09/30/2019 10/11/2019 

Acct. Mgr, SME, 
Sr. Sec Tech, Mid 
Sec Tech, Jr. Sec 
Tec 

117  $14,598.17 

State 
PM & 
Project 
Sponsor 

 $14,598.17 

Milestone 5 
Completion of 

Infrastructure and 
Wireless 

Penetration Testing 

10/14/2019 10/18/2019 

Acct. Mgr, SME, 
Sr. Sec Tech, Mid 
Sec Tech, Jr. Sec 
Tec 

143   $17,819.49 

State 
PM & 
Project 
Sponsor 

 $17,819.49 
Infrastructure 
& Wireless 
Penetration 
Testing 

Milestone 6 Analysis of findings 
and production and 
release of detailed 

findings 

10/21/2019 11/01/2019 

Acct. Mgr, SME, 
Sr. Sec Tech, Mid 
Sec Tech, Jr. Sec 
Tec 

   

State 
PM & 
Project 
Sponsor 

 $0.00 Analysis and 
Reporting 

TOTAL  
 

  395    $49,271.13 

 



STATE OF MICHIGAN

CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913

P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 5

to

071B6600012Contract Number 

reasnerr@michigan.gov

Richard Reasner

Garrick Paraskevin

william.kimble@cyberdefensetechnologies.com

William Kimble

Reston, VA 20190

CYBER DEFENSE TECHNOLOGIES LLC

CV0011984

703-967-4767

1818 Library Street , Suite 500

(517) 284-6993
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517-241-4090

DTMB

paraskeving@michigan.gov

$2,674,754.78

November 17, 2015 November 17, 2020

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE 

BEFORE 

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card                             ☐ PRC                 ☐ Other ☒ Yes                 ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☐ ☐ November 17, 2020

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$59,344.91 $2,734,099.69

Effective 8/12/2019, this Contract is increased by $59,344.91 for MDOC to have penetration testing performed by the vendor per 
the attached Statement of Work.

All other terms, conditions, specifications and pricing remain the same. Per contractor and agency agreement, and DTMB 
Procurement approval.

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DESCRIPTION 

CONTRACT SUMMARY















REMOVED









STATE OF MICHIGAN

CENTRAL PROCUREMENT SERVICES

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913

P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 4

to

071B6600012Contract Number 

reasnerr@michigan.gov

Richard Reasner

Garrick Paraskevin

william.kimble@cyberdefensetechnologies.com

William Kimble

Reston, VA 20190

CYBER DEFENSE TECHNOLOGIES LLC

CV0011984

703-967-4767

1818 Library Street , Suite 500

(517) 284-6993
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517-241-4090

DTMB

paraskeving@michigan.gov

$2,583,283.24

November 17, 2015 November 17, 2020

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE 

BEFORE 

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card                             ☐ PRC                 ☒ Other ☒ Yes                 ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☐ ☐ N/A

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$91,471.54 $2,674,754.78

Effective 4/2/2019, this Contract is increased by $91,471.54 for MDOS to have penetration testing performed by the vendor per 
the attached quote.

All other terms, conditions, specifications and pricing remain the same. Per contractor and agency agreement, and DTMB 
Procurement approval.

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DESCRIPTION 

CONTRACT SUMMARY



 

 

Cyber Defense Technologies 
In Reference to State of Michigan Work Order: 
Task 19-001 – PCI Penetration Test 
 
 
 
COST TABLE 
 
 
Task 19-001 – PCI Penetration Test (with Retest/Validation Reserve) 
 

 

Staffing Category Total Hours Hourly Rate Total Cost 

Account Manager 77.7 $124.78 $9,695.41 

SME Security Technician 
With Greater Than 10 Years 
of Information Security 
Vulnerability Assessment-
Related Experience 

60.9 $144.41 $8,794.57 

Sr. Security Technician With 
Greater Than 7 Years to 10 
Years of Information Security 
– Related Experience 

 
347.6 

$125.15 $43,495.88 

Mid-Level Security Technician 
With 3 Years to Less than 7 
Years Information Security-
Related Experience 

 
174.3 

$105.52 $18,392.14 

Jr. Security Technician With 
Less Than 3 Years 
Information Security-Related 
Experience 

 
121.8 

$91.08 $11,093.54 

Grand Total Project Cost 

 
782.3 

 $91,471.54 

 
 
 

SEE TASK AND RESOURCE BREAKOUT BELOW: 

  



 

 

 

TASK AND RESOURCE BREAKOUT (with 5% retest/validation reserve) 

TASK   Hours by LCAT   Totals by Task 

    Acct 
Manager 

SME Sr Sec 
Tech 

Mid Sec 
Tech 

Jr Sec 
Tech 

  Hours 
by 
Task 

  Total Task 
Cost 

LCAT Rate   $124.78 $144.41 $125.15 $105.52 $91.08         

External 
Penetration 
Testing   

15.0 11.0 65.0 33.0 23.0 

  147.0   $17,171.96 

Internal 
Penetration 
Testing   

36.0 28.0 163.0 81.0 57.0 

  365.0   $42,673.69 

Application 
Penetration 
Testing   

11.0 9.0 49.0 25.0 17.0 

  111.0   $12,990.98 

July 
Workstation 
Trip   

12.0 10.0 54.0 27.0 19.0 

 122.0  $14,279.12 

5% Retest / 
Validation 
Reserve   

3.7 2.9 16.6 8.3 5.8 

  37.3   $4,355.79 

                      

                      

                      

Total Hours 
by LCAT   77.7 60.9 347.6 174.3 121.8   782.3     

Total Cost 
by LCAT   $9,695.41 $8,794.57 $43,495.88 $18,392.14 $11,093.54       $91,471.54 

 

 



STATE OF MICHIGAN

ENTERPRISE PROCUREMENT

Department of Technology, Management, and Budget
525 W. ALLEGAN ST., LANSING, MICHIGAN 48913

P.O. BOX 30026 LANSING, MICHIGAN 48909

CONTRACT CHANGE NOTICE

Change Notice Number 3

to

071B6600012Contract Number 

$2,562,377.62

November 17, 2015 November 17, 2020

VULNERABILITY ASSESSMENT SERVICES

November 17, 2020

INITIAL AVAILABLE OPTIONS EXPIRATION DATE BEFORE 

CHANGE(S) NOTED BELOW

2 - 1 Year

PAYMENT TERMS DELIVERY TIMEFRAME

ALTERNATE PAYMENT OPTIONS EXTENDED PURCHASING

☐ P-Card ☐ Direct Voucher (DV) ☐ Other ☒ Yes ☐ No

MINIMUM DELIVERY REQUIREMENTS

DESCRIPTION OF CHANGE NOTICE

OPTION LENGTH OF OPTION EXTENSION LENGTH OF EXTENSION REVISED EXP. DATE

☐ ☐ November 17, 2020

CURRENT VALUE VALUE OF CHANGE NOTICE ESTIMATED AGGREGATE CONTRACT VALUE

$20,905.62 $2,583,283.24

Effective  upon mutual signature add $20905.62 to the contract per request of CIP-MCS for vendor examination of application 
code changes last 6 months . All other terms and conditions remain the same.

reasnerr@michigan.gov

Richard Reasner

Mike Breen

william.kimble@cyberdefensetechnologies.com

William Kimble

Reston, VA 20190

Cyber Defense Technologies, LCC

*******1369

703-967-4767

1818 Library Street

(517) 284-7002
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DTMB-IT

517-241-4090

INITIAL EXPIRATION DATEINITIAL EFFECTIVE DATE

DTMB

DESCRIPTION 

breenm@michigan.gov

CONTRACT SUMMARY




























































































































































































































































































































































































	Contact William Kimble at 703-967-4767 for current pricing



