CYBERSECURITY
ASSESSMENTS ™,

FOR COMMUNITY WATER SUPPLIES

A cybersecurity assessment is a process that helps organizations identify,
evaluate, and address cyber risks that could impact their operations, .
assets, or personnel. These assessments play a key role in protecting *

critical infrastructure and essential functions. ' -

Components of a cybersecurity assessment

IDENTIFY

* Cybersecurity leadership within the organization

* Operational Technology (OT) and Information Technology (IT)
equipment inventory

* Vulnerabilities related to cybersecurity
* Partnerships to enhance cybersecurity resiliency
* Vendors that are operating under best practices for cybersecurity

PROTECT

* Practice password hygiene and credential management

» Separate user and privileged accounts, monitor unsuccessful login
attempts, and incorporate multi-factor authentication

* Regularly store backups, create incident response plans, manage login
records, and prohibit connections of unauthorized devices

DETECT

» Establish capability of detecting cyber actor Tactics, Threats and
Procedures (TTPs) and documenting the threats

RESPOND

e Have standard operating procedures in place of how to report and who
to contact in the event of a cybersecurity incident

RECOVER

* Organizations are capable of safely and effectively recovering from a
cybersecurity incident



Benefits

* Ensures protection of operational and critical functions by identifying
risks that could lead to service disruptions or data breaches

e Enhances overall cybersecurity resilience
* Protects sensitive employee and customer information
e Establishes a baseline for future cybersecurity comparisons

e Achieves the first step for a water supply to qualify for cyber
insurance coverage

What to expect

A cybersecurity assessment can be conducted internally or with external
support and typically takes 2-3 hours. Assessments are conducted through
Cybersecurity & Infrastructure Security Agency (CISA), Michigan Cyber
Command Center (MC3), or third-party approved vendor.

e Cybersecurity assessments are performed through an in-depth
evaluation of your IT and OT critical infrastructure

e The cyber assessor will be using CISA’s 38 goals that can be found
here: cisa.gov/cybersecurity-performance-goals-cpgs

Scan the QR code to register
for a cybersecurity assessment.

If you have any questions or require any
additional assistance, please email us at

EGLE-DWEHD-CyberSecurity@michigan.gov.
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The Michigan Department of Environment, Great Lakes, and Energy does not discriminate

on the basis of race, sex, religion, age, national origin, color, marital status, disability,
political beliefs, height, weight, genetic information, or sexual orientation in the
administration of any of its programs or activities, and prohibits intimidation and retaliation,
as required by applicable laws and regulations.

People with disabilities may request this material in an alternate format by emailing
EGLE-Accessibility@Michigan.gov or calling 800-662-9278.
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