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Michigan Cyber Partners Quick Reference

n Cyber Emergency | Incident — 1-877-MI-CYBER (1-
A ] 877-642-9237)

MC3@michigan.gov

MI Cyber Partners

Michigan Cybersecurity Partnerships -DTMB - Join
Michigan Cyber Partners
DTMB - Michigan Cyber Partners

Michigan Cyber Civilian Corps

DTMB - Michigan Cyber Civilian Corps (MiC3)
Cybersecurity Resources - DTMB - Cybersecurity Resource
Hub (michigan.gov) -

Security for Mobile Devices - No Cost to Michigan -

Residents - DTMB - Michigan Secure MS-ISAC '65 G i Rt B
. Multi-State Information - y

DTMB-CIP-SLCGP@mIChIqan.QOV Sharing & Ana|ysis Center® .

State Local Cybersecurity Grant Program
www.michigan.gov/cybergrants | Sign up for Cyber Grant

Updates

e


mailto:MC3@michigan.gov
https://www.michigan.gov/dtmb/services/cybersecurity/cyber-partners/join-michigan-cyber-partners-form
https://www.michigan.gov/dtmb/services/cybersecurity/cyber-partners/join-michigan-cyber-partners-form
https://www.michigan.gov/dtmb/services/cybersecurity/cyber-partners
https://www.michigan.gov/dtmb/services/cybersecurity/michigan-cyber-civilian-corps-mic3
https://www.michigan.gov/dtmb/services/cybersecurity/cybersecurity-resource-hub
https://www.michigan.gov/dtmb/services/cybersecurity/cybersecurity-resource-hub
https://www.michigan.gov/dtmb/services/cybersecurity/michigansecure
mailto:DTMB-CIP-SLCGP@michigan.gov
http://www.michigan.gov/cybergrants
https://www.michigan.gov/dtmb/services/cybersecurity/cyber-partners/state-and-local-cybersecurity-grant-program#:~:text=CyberGrants%20Website.-,SLCGP%20Grant%20Contacts,Sign%20Up,-Follow%20us
https://www.michigan.gov/dtmb/services/cybersecurity/cyber-partners/state-and-local-cybersecurity-grant-program#:~:text=CyberGrants%20Website.-,SLCGP%20Grant%20Contacts,Sign%20Up,-Follow%20us

State and Local Cybersecurity Grant Program (SLCGP)
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Michigan.gov/cybergrants

State and Local Cybersecurity
Grant Program (SLCGP)

SLCGP is reimbursable pass-through grant
program with an overall goal to improve the
cybersecurity posture of state, local, and
territorial government organizations.



State & Local Cybersecurity Grant Program
(SLCGP) =What Is This?

Infrastructure Investment & Jobs Act (IIJA) Congress Establishes SLCGP

1$ Billion to be awarded over a 4-year grant life-cycle

Administered by FEMA & CISA

Administered locally by MSP/EMHSD and DTMB Michigan Cybersecurity

/

Overall Goal : To provide funding to SLTTs to address cybersecurity threats to SLTT
owned or operated information systems
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Michigan SLCGP
Updates
4 Year Lifecycle 2022 - 2025

Grant Year 1 FY 2022 — Year 1 FY22 Subrecipient FY2024 Application Grant Year 4 Begins —
Begins Awards Deadline FY2025
September 2023 | September 2024 = December 30, 2024
September 2022 July 2024 - December 3,2024 = September 2025
Grant Year 2 — FY2023 Grant Year 3 — FY2024 Deadline for FY23 Grant
Begins Begins Application Submissions



SLCGP Grant Lifecycle

15t Year | FY2022

2023

2"d Year | FY2023

2024

3'd Year | FY2024

4th Year | FY2025




.SLCGP Michigan Allocation

Grant Year 4

Grant Year 3‘ $100M (TBD)

e FY2025
‘ Grant Year 2 ‘ $300M (TBD) Michigan
SLCGP
e FY2024 — -
Grant Year 1 $9,609,530 NOFO released Allocation
. FY2023 — gggétlember 27,
$4,775,415 Michigan
SLCGP
* FY2022 - Allocation
Michigan
SLCGP
Allocation

Application Due December 3, 2024
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FY2022 Projects Implementation

EDR /MDR Cyber Assessments Entities Funded FY22 Funding

66 Educational

63 local entities

L

Total - $4,218,848

N

Rural Allocation - -
$1,090,992

March 2024

21 local entities

o

Total - $314,173

N

Rural Allocation -
$101,167

June 2024

8 Counties
6 Cities

2 Townships

1 District Court
System

1 County Health
Department

Opportunity Closed

December 2024



SLCGP FY2023 Funding

FY2023
Application
Period Oct 1 —
Dec 31, 2024

Award
Notifications
Feb 2025
Application
Review Jan
2025

September 30,

2027 —
FY23 End of
April 1,2025, Spend &
FY23 Spend & Performance
Performance Period
Grant August 2025
agreements / Drawdown
sub-recipient awareness for
awards Mar reimbursements
2025
A



FY2023 Projects

- Cybersecurity
EDRUABIRIALIY Assessments *

Cybersecurity
Professional Training
for IT/ Security Staff

Cybersecurity
Awareness Training
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MFA — Multifactor
Authentication

MSP Costs for
Cybersecurity
Services *

Advanced Backup
Solutions

Migration to .GOV
Domain



FY2023 Projects

EDR/MDR/XDR *

Cybersecurity Assessments *

MFA — Multifactor Authentication

Advanced Backup Solutions

Migration to .GOV Domain

MSP Costs for Cybersecurity Services *

Cybersecurity Awareness Training

Cybersecurity Professional Training for
IT/ Security Staff

. Endpoint Detection & Response (EDR) Managed Detection & Response (MDR) Extended

Detection Response (XDR) or Advanced Endpoint Protection: \Where jurisdictions can
receive funding to purchase subscriptions for EDR/MDR/XDR licensing vendor selected
utilizing entities established procurement policies and within grant performance and spend
period time frames.

. Cybersecurity Assessments: Where jurisdictions can receive funding to purchase an

independent cybersecurity assessment OR penetration testing for the organization utilizing
existing MiDEAL negotiated contractors or another contracted vendor following the
organization’s established procurement policies and within grant performance and spend
period time frames.

. Multifactor Authentication (MFA): Supports Required Element #5 — where jurisdictions can

receive funding to purchase authentication devices, MFA software, or other systems/hardware
supporting MFA, such as identity and access management (I1AM) systems

. Advanced Backup Solutions: Where jurisdictions can receive funding to purchase backup

software, cloud services, backup servers, storage devices, or other services that support
recovery and reconstitution of entity backup data

. Migration to .gov Domain: Where jurisdictions can receive funding to pay for services that

support the migration of the organization’s domain to a .gov internet domain. Managed service
provider (MSP) services to pay support vendors to perform migration tasks to a .gov domain.

. Managed Service Provider (MSP) Costs: Where jurisdictions can receive funding to pay

managed service providers for cybersecurity services that mitigate risk, improve cyber
resiliency, and perform cybersecurity work where an organization does not have onsite staff to
support.

. Cybersecurity Awareness Training: Where jurisdictions can receive funding to purchase

subscriptions for cybersecurity awareness training for employees to better understand cyber
threats, best practices, incident response, compliance, and policies. KnowBe4, Proofpoint,
SANS Institute & Infosec 1Q are examples of vendors providing security awareness training.

. Cybersecurity Professional Training for IT/Security Staff: Where jurisdictions can receive

funding to purchase professional cybersecurity training for those responsible for mitigation risk
and maintaining resiliency in the organization’'s environment. Example trainings include
CompTIA, CySA+, PenTest+ Certification Training, SANS Institute Enterprise Cloud Security
Architecture, Certified Ethical Hacker (CEH), and other security training and certifications that
will increase the skills and knowledge of systems and security IT administration teams.



Requirements for SLCGP Participation

V.

Bi-Annual
Reporting
CISA « MSP/ for

compliance

» Cyber Hygiene

NCSR — Must Services
participate Y yelb Apg_lc_?tc
: ulnerability
Join MS-ISAC each year Scanning
* Free
Membership

These are good for you! They are Free and will help your organization with resiliency and posture —
Collaborative activities of Michigan Cyber Partners and our Partners
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What Is Supplanting & Why Does it Matter?

Su o]¢) lantin g If something is already appropriated in the budget at the State or Local level for the
same item(s) the grant funds will be covering, the grant funds cannot be used to
replace those appropriated dollars.

If you are increasing what's already been appropriated at the State or Local level,
you can use grant funds. i.e., expanding, enhancing; anything “on top of” is okay,
but it cannot be replaced.

Two key words with supplanting are appropriated and replaced.

Enhancing/upgrading an existing system is supplementing, not supplanting.

Going from a “light” version of a product to a more robust version is not considered
supplanting — it is more of an upgrade.

Supplementing is allowable for this grant. Supplanting is NOT.
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Addltlonal SLCGP Informatlon — Timejcl[ you.

@ State & Local Cybersecurity Sagk
Grant Program :

4 Information Sessions Q & A on SLCGP for Water Partners have been schedule for you to learn more about the State

and Local Cybersecurity Grant Program and how your organization can leverage these funds. Meeting registration
links and dates below. Please register for one or all and feel free to share with your colleagues.

A calendar invitation will be sent upon successful registration to the meeting.
We look forward to seeing you.

Wednesday — October 30, 2024, 2:30 pm — 3:30 pm Meeting Reqistration Link
Wednesday — November 6, 2024, 3:00 pm — 4:00 pm Meeting Reqistration Link
Thursday — November 7, 2024, 3:30 pm — 4:30 pm Meeting Reqistration Link
Tuesday — November 12, 2024, 9:00 am — 10:00 am Meeting Reqistration Link



https://michigangov.webex.com/weblink/register/r5d3b93f84fe849460a0d5bc7c956653a
https://michigangov.webex.com/weblink/register/r59a5ffeb155401dec90acd7561671e4b
https://michigangov.webex.com/weblink/register/r54c35b88b20e965b42019de55e1abee7
https://michigangov.webex.com/weblink/register/r4f3b4352930f6e49b5dac130e4668449
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State & Local Cybersecurity Grant Program

a ©

FY2022 Opportunity
Closed

FY2023 Application
Period Oct 1 — Dec
31, 2024
Application Review
Jan 2025

Award Notifications
Feb 2025

Grant agreements /
sub-recipient awards
Mar 2025

FY2023 $12,011,913
approved funding
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EDR/MDR/XDR *
Cybersecurity
Assessments *
MFA — Multifactor
Authentication
Advanced Backup
Solutions

Migration to .GOV
Domain

MSP Costs for
Cybersecurity
Services *
Cybersecurity
Awareness Training
Cybersecurity
Professional Training
for IT/ Security Staff
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faN
Reimbursement
Grant with a match
requirement

The State is
covering the match
for all years

Competitive grant
process

Must complete
application during
open period

4 years of
performance &
Spend Periods

SUPPLANTING

Organizations
planning on
participating
should become
familiar with
supplanting rules
Funds cannot be
used to replace
appropriated
dollars
Supplementing Ok
Enhancing OK
Upgrading OK
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Questions & More Information:

State Local Cybersecurity Grant Program

www.michigan.gov/cybergrants

dtmb-cip-sicgp@michigan.gov

HELP. CON Michelle McClish

State Assistant Administrator

Michigan Cyber Security External Engagements Lead
Cybersecurity & Infrastructure Protection

State of Michigan — DTMB

McClishM@michigan.gov | 517-599-6643



http://www.michigan.gov/cybergrants
mailto:dtmb-cip-slcgp@michigan.gov
mailto:McClishM@michigan.gov
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