@
V(My& Security User Definitions/Responsibilities

In accordance with the State of Michigan Identification and Authentication Standard, it is a
security violation to share login credentials (username and password) with others, even
within the same entity/organization. Each system user must create their own profile in
the MiLogin for Business portal including answers to security questions should they forget
their password/username. The State of Michigan, Michigan Department of Education
reserves the right to inactivate any shared account, denying any future access to the
system for any users sharing login credentials.

Grant Application Security Levels

Authorized Official/Level 5:

This security level is limited to two users per entity/organization
Requires a Security Access form to be completed and submitted to:
mde-nexsys-applications@michigan.gov for processing
o Form can be found at: www.michigan.gov/mde-nexsys
User with this security level has the authority to electronically sign a legally binding
agreement between the entity/organization and the State of Michigan
Maintains lower security level user access to entity/organization list of users (see
document: NexSys Adding Entity User Instructions):
o Assigning user
= NOTE: To avoid user access issues, please do not assign more
than one Organization security level to a user for Grant Application
access, NexSys is desighed to recognize the lowest assigned
security level
o Inactivating user - blocks access to all grant applications/reports
Assigns lower security level user access to a grant application and/or report (see
document: NexSys Adding Inactivating Users Instructions):
o Adding user via Add/Edit People link for each grant application or report
= NOTE: The Organization security level and the Grant application
security level can be different (i.e. Organization Role: Application
Administrator; Grant Application: Grant Writer)
o Inactivating user via Add/Edit People link for a specific application or
report
Initiates grant applications, reports, and grant amendments (if applicable)
Submits grant applications and reports for Program Office review (State)
Can change grant application status to make Modifications, as appropriate
Has ability to cancel an unsubmitted grant application or grant report
Receives an email notification regarding the status of the grant application or report

Page 10f3


http://www.michigan.gov/mde-nexsys

@
V(My& Security User Definitions/Responsibilities

Application (Grant) Administrator/Level 4:
¢ No limit to the number of users an entity can have with this security level
¢ Once the Authorized Official assigns this user level to a grant application (on the
Add/Edlt People link), they can:
Prepare/complete (including the budget) an application for the Authorized
Official’s submission
» If needed, can assign/inactivate lower security level users access (via the
Add/Edit People) to an application/report provided the user has been already
assigned to the entity by the Authorized Official
= Can change the status of the grant application status to make Modifications,
as appropriate
= Receives an email notification regarding the current status
e Once the Authorized Official assigns this user level to a grant report (on the
Add/Edit People link), they can:
» Prepare/complete and submit
= Receives an email notification regarding the status

Grant Writer/Level 2:
¢ No limit to the number of users an entity can have with this security level
¢ Once assigned, a user with this security level can prepare/complete grant
application/report (including the budget) for the Authorized Official’s submission

Viewer/Level 1:
e There is no limit to the number of users an entity can have with this security level
e Once assigned, a user with this security level can view a grant application/report
(including the budget) in a read only capacity

NOTE:
e To avoid user access issues, please do not assign more than one Organization
security level/role to a user for Grant access, NexSys is designed to recognize the
lowest assigned security level

Consortium/Regional Provider Grant Member - only used for applications supporting
a consortium, grant member, or regional provider structure

e Consortium - Authorized Official/Level 3:
o Once invited, the Authorized Officials from Consortia Members are
automatically added to the grant application with a read only permission
o Ability to accept consortium invitation
e Consortium Member/Level 3B:
o This security level must be assigned to the grant application by the Fiscal
Agent Authorized Official to work on the budget and narrative sections only
o Can not save other portions of the grant application
o Can not work/save portions of the grant application for another
entity/organization
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Accounting Security Levels

Accounting - Entity Certifier:
¢ No limit to the number of users an entity can have with this security level

e Requires a Security Access form to be completed and submitted to:
mde-nexsys-applications@michigan.gov for processing
o Form can be found at: www.michigan.gov/mde-nexsys
e User with this security level can:
o draw funds
o report expenditure data
o certifies that the expended amounts are correct and properly charged to the
projects listed
Assigns/Maintains lower accounting security level user access to entity/organization

list of users (adding users and inactivating users)

Accounting - Entity Enter
e No limit to the number of users an entity can have with this security level
e Once assigned, a user with this security level can:
o Enter fund requests on program numbers
o Enter financial expenditure reports on program numbers
o Enter limited required entity information for payment processing
o View entity data

Accounting - Entity View
¢ No limit to the number of users an entity can have with this security level

¢ Once assighed, a user with the security level can view accounting data in a read
only capacity

NOTE:

To avoid user access issues, please do not assign more than one Organization
security level/role to a user for Accounting access, NexSys is designed to recognize

the lowest assighed security level
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