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Development Project Data Sharing Agreement Exemption

Internal MDOT Staff

MDOT employees are responsible for safeguarding state data from
unauthorized access or misuse in accordance with DTMB and MDOT
policies and procedures. Data Sharing Agreements (DSA) are the
required method MDOT utilizes for protecting data when sharing
outside the Department. To support the timely delivery of program
development and mitigating risk, a DSA Exemption for Sharing
Applicable Development Project Data with Trusted Partners was
developed for sharing relevant, project specific, non-sensitive,
internally classified data with Trusted Partners for MDOT Let
Projects.

Project Managers and other staff involved in project development
tasks must follow the requirements identified in the noted
exemption to share project related data with Trusted Partners
without a DSA. BOD will lead an annual exemption compliance
review. A guidance document has been created for MDOT staff that
details the requirements, processes, and guidelines and can be
found at the following location: DSA Exemption for Development
Project Data: Project Manager Guide.

In addition, for non-contracted trusted partners involved in the
development of an MDOT Let project, non-sensitive internal data
sharing is also permissible to be shared in a secure manner once a
OneSpan Design File Sharing Disclaimer has been completed as
long as the trusted partner has a valid area of responsibility in the
development of the MDOT project. See MDOT Road Design Manual
1.03.05 for more information.

Sensitive information, any data classified as Confidential or
Restricted, or any data that is not related to the development of an
MDOT Let project is prohibited from being shared through this
exemption. In this situation, MDOT policy requires a unique DSA be
approved prior to data being shared.

It is preferred that MDOT staff utilize ProjectWise to provide trusted
partners with project relevant data, directing them to the Data
Extract Terms of Use document located in each project folder. If data
is shared through another MDOT approved secure method, such as
email, the Data Extract Terms of Use document must be attached
or included with the data set.
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Trusted Partners

A new folder will be added to all new and existing ProjectWise job
folders named “- Must Read — Data Extract Terms of Use” that
includes a set linked to the Data Extract Terms of Use document.
This document must be reviewed by the Trusted Partner when
accepting non-sensitive internal data from MDOT for project
development use.
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