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New Federal Restrictions on Foreign Drones 
 

 
The Federal Highway Administration (FHWA) has advised state 
departments of transportation that effective Dec. 22, 2025, the American 
Security Drone Act of 2023 (ASDA) and a related White House Office of 
Management and Budget (OMB) Memorandum M-26-02 strictly prohibit 
the use of federal funds for UAS manufactured by covered foreign 
entities, as determined by the Federal Acquisition Security Council 
(FASC). 
 
Federal funds, including grants, loans, cooperative agreements and 
associated state matching funds, may no longer be used to procure, 
operate or maintain "covered UAS." This definition extends to any 
aircraft, flight controller, camera or ground control station supplied by a 
manufacturer that is based in or subject to the control of a foreign 
adversary, specifically the People's Republic of China.  
 
To ensure continued compliance and avoid unallowable costs, FHWA 
has asked the Michigan Department of Transportation to cancel any 
pending procurements and stop all operations, maintenance and data 
processing of covered UAS on federally funded projects or grants, 
including research projects. It is also suggested that covered UAS are 
physically separated to prevent accidental deployment that may risk 
federally funded projects. 
 
Specific restrictions include DJI, Autel Robotics and any drone deemed a 
national security risk or utilizing critical components from identified 
"adversary" nations. The complete list of banned or restricted equipment 
is maintained by the Federal Communications Commission in 
accordance with Section 2 of the Secure Networks Act. 
 
Please note: This prohibition applies to all costs incurred after  
Dec. 22, 2025. 
 
 
Please contact your Research Manager with any questions. 
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https://www.congress.gov/bill/118th-congress/senate-bill/473/text
https://www.congress.gov/bill/118th-congress/senate-bill/473/text
https://www.whitehouse.gov/wp-content/uploads/2025/11/M-26-02-Ensuring-Government-Use-of-Secure-Unmanned-Aircraft-Systems-and-Supporting-United-States-Producers.pdf
https://www.fcc.gov/supplychain/coveredlist
https://www.congress.gov/bill/116th-congress/house-bill/4998
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