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MOTOROLA INFRASTRUCTURE
PLATFORM MIGRATIONS

PRIME SITES

G-SERIES TO 
VIRTUALIZED

CONSOLES

MCC TO AXS

BASE RADIOS

GTR TO DBR

CONVENTIONAL
SITE CONTROLLER

GCP to DSC

INFRASTRUCTURE SECURITY
ASTRO Managed Detection and Response
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ASTRO TIMELINE

    2024            2025            2026              2027           2028            2029
1st Half  2nd Half      1st Half  2nd Half  1st Half  2nd Half   1st Half  2nd Half   1st Half  2nd Half  1st Half  2nd Half

ARR
MNR Replacement & 

Redundancy

*Indicates Covered by SUAII Contract

MI Deal #190000001544 SUA & Services Contract to 9/30/2029

*Conventional Channel Gateway Upgrade (A2024.x)
Upgrade GGM8000 CCGW to MCG8000

Upgrade and Support Dates are subject to change based on hardware/software availability

ARR Project
High Tier CEN Deployment

MPSCS Additions (Downriver, Hillsdale, Gratiot, St. Clair)
Expanded System Capacity, Coverage, & User Base

ARR
Redundant KMF

ARR Project
Simulcast Virtualized Prime Site 

Deployment

*A2026.x*A2024.x

*Dispatch AUXIO Upgrade (A2024.x)
SDM3000 to MC IoT Edge Upgrade

Infrastructure Security
ASTRO Managed Detection and Response

Conv Site Controller (A2030.x)
Upgrade GCP8000 CSC to DSC8000 CSC

MCC7500 Platform Upgrades (A2030.x)
Upgrade MCC7500 VPM & E Consoles to AXS

*A2024.x 
UPGRADE

LAB

*A2026.x 
UPGRADE

LAB

*A2028.x 

*A2028.x 
UPGRADE

LAB

*Aruba Switch Upgrades
Upgrade Aruba 2930F  to 

Juniper EX4100

*Console Software Upgrades
(Extended due to required patches)

*Console Software 
Upgrades

MPSCS Covered Cost
SUA or ARR Covered

Planned Upg/Outage
Potential Local Cost

*Console Software 
Upgrades
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ASTRO TIMELINE

    2030            2031             2032           2033            2034            2035
1st Half   2nd Half  1st Half  2nd Half  1st Half   2nd Half  1st Half  2nd Half  1st Half  2nd Half  1st Half 2nd Half

**Indicates Lifecycle Date TBD Upgrade and Support Dates are subject to change based on hardware/software availability

A2032.x UPGRADEA2030.x UPGRADE

GTR8000 Base Station Upgrades EOS 2032
Upgrade GTR8000 to DBR

MCC7500 Platform 
Upgrades (A2030.x)

Upgrade MCC7500 
Platform Consoles to AXS

GCP8000 ASR Site Controller Upgrades EOS 2032
Upgrade GTR8000 to DBR8500

Conv Site Controller 
(A2030.x)

Upgrade GCP8000 CSC to 
DSC8000 CSC

Conventional Mutual Aid Upgrades EOS 2032
Upgrade GTR8000 to DBR

MPSCS Covered Cost
SUA or ARR Covered

Planned Upg/Outage
Potential Local Cost



Aruba 2930F-24 Port & 48 Port Switches
PRODUCT CANCELLATION

Milestone Date

Final Ship for System Add ons 04/30/2025

Last System Release Support A2024.x

Service Support End (Commercially Reasonable Effort) 12/31/2031

Covered by SUA

2023       2024          2025          2026           2027         2028          2029          2030          2031         2032  2033         2034

Juniper EX4100 Switch
FIRST SUPPORTED RELEASE: A2021.x

Aruba 2930F Switch
LAST SUPP RELEASE: A2024.x 



SDM3000 CONSOLE AUX I/O
PRODUCT CANCELLATION

Milestone (BASIC) Date (BASIC)

Final Order Date for System Expansions July 1, 2025

Extended Service Support End December 31, 2028

Last Supported Release A2024.x

2023       2024          2025          2026           2027         2028          2029          2030          2031         2032  2033         2034

MC IoT EDGE
LAST SUPPORTED RELEASE: N/a

SDM3000 AUXIO
LAST SUPPORTED RELEASE: A2024.x

*Covered Under SUA



GGM8000 Conventional Channel Gateway
END OF SUPPORT

Milestone Date Last Release Support

Support
(GGM 8000)

Final Date for Software Support Q2 2028 A2024.X

Service Support End Date 11/23/2027 N/A

Function Replacement Type

GGM 800 (CCGW)
for Conventional Channels

MCG 8000 (A2024.x) ● NM/Dispatch Sites
● RF Sites

2023       2024          2025          2026           2027         2028          2029          2030          2031         2032  2033         2034

MOTOROLA MCG8000
LAST SUPPORTED RELEASE: N/a

MOTOROLA GGM8000 CCGW
LAST SUPPORTED RELEASE: A2024.x

*Covered Under SUA



GCP8000 Dispatch Conventional Site Controller
PRODUCT CANCELLATION

Product Last New Feature 
Release

Last System Release 
Certification

Last Hardware 
Repair

GCP8000 Conventional Site 
Controller ASTRO 2030.x ASTRO 2030.x 12/31/2030

2024       2025          2026          2027           2028         2029          2030          2031          2032         2033  2034         2035

DSC8000 SITE CONTROLLER
LAST SUPPORTED RELEASE: N/a

GCP8000 Conventional SITE CONTROLLER
LAST SUPPORTED RELEASE: A2030.x



Fortinet 101E Firewall
END OF SUPPORT

*Covered Under SUA

2021       2022           2023          2024          2025         2026          2027          2028          2029         2030  2031         2032

Juniper SRX 345
LAST SUPPORTED RELEASE: N/a

Fortinet 101E
LAST SUPPORTED RELEASE: A2022.x

Function Replacement Product Last System Release 
Certification

End of Support

RNI/DMZ Firewall Juniper SRX 345 ASTRO 2022.x Q3 2026

Telephony Firewall Juniper SRX 345 ASTRO 2022.x Q3 2026

LMP Firewall Juniper SRX 345 ASTRO 2022.x Q3 2026

ISSI 8000/CSSI 8000 Firewall Juniper SRX 345 ASTRO 2022.x Q3 2026

Internetworking Firewall Juniper SRX 345 ASTRO 2022.x Q3 2026

ALLOWED ON SYSTEM DURING A2024.x Upgrade



MCC 7500(VPM) & MCC7500E Console
PRODUCT CANCELLATION

Milestone Date Last Release Support

Service Support End (Commercially Reasonable Effort) 12/31/2030 A2030.x

2024       2025          2026          2027           2028         2029          2030          2031          2032         2033  2034         2035

COMMAND CENTRAL AXS CONSOLE
LAST SUPPORTED RELEASE: N/a

MCC7500 VPM Console
LAST SUPPORTED RELEASE: A2030.x

COMMAND CENTRAL AXS CONSOLE
LAST SUPPORTED RELEASE: N/a

MCC7500E Console
LAST SUPPORTED RELEASE: A2030.x



AXS Console
• New Interface
• 200 Resources Planned
• USB Microphone (like 7500E)
• USB Speakers (like 7500E)
• Currently under evaluation with 

LaaS Team in MPSCS Lab



HSM
• Replaces CRYPTR
• Currently under evaluation 

with LaaS Team in MPSCS 
Lab



• Replacement for G Series RF Site Equipment
• Evaluated in MPSCS Lab
• Supports up to 12 channels per rack
• Channel Spacing is 50 kHz per Bank
• Planned in Zones 5 & 6 starting in March 2026
• Implementing with New Integration Projects

DBR M12 Multicarrier Site



Mutual Aid
• Current Configuration

– GTR8000 Base Stations
– MLC8000
– CTI MCN 8000 Server
– CIB
– HIB-IP

• Possible Future Options
– DBR

• Transceiver added to site DBR M12
– Available Q2 2027

• Standalone with dedicated DSC8500
– Available Q4 2027

– D Series Conventional Comparator



Nokia Microwave Roadmap
• Implementing in Standalone 

mode
– Directly connects to SAR

• Replaces MSS & MPT
• EAS-V2 End of Life

– Last Purchase July 2026

• Implementing on New Projects
• Currently researching DC 

Powered Switches

• UBT-I
– Indoor
– Same formfactor as MPT

• UBT-S
– Fully Outdoor
– Can mount directly to dish
– Considering limited deployment

• Rooftop
• Water Tower
• Low Installation Height



Backhaul Software Upgrade
• Network Management Servers

– Targeting server upgrade completion by Spring 2026
– No outages for server work

• MPLS Routers
• Microwave Radios
• Site trunking is expected during upgrades of MPLS Routers 

and Microwave Radios
– Notifications will be sent out prior to work being performed



MPSCS Network Security

Goal: Protect mission-critical system availability by understanding and managing cyber threats.



• Security Update Services (SUS)
o Constantly applying operating system updates 

to patch vulnerabilities
• Defense In Depth

o MPSCS add Router/Firewalls further confining 
allowed traffic on the system

• Network Communications Center (NCC)
o 24 x 7 System Fault Monitoring, 

troubleshooting, and support
• Systemwide Risk Assessments (2020-2021)

o Identified areas of the network/system where 
risks may exist so compensating controls 
could be applied

• Network Intrusion Detection (IDS)
o Adopted technology to inspect traffic flowing through 

the network
• Access Control Lists

o Refined what traffic is allowed to traverse the 
MPSCS network

• Founding Member of the Public Safety Threat Alliance
o Consistently informed on attacks on public safety to 

ensure those same attacks do not affect MPSCS

What Has MPSCS Done Until Now?
Security is a Primary Focus at MPSCS



The Public Safety Threat Alliance, is a Cybersecurity and 
Infrastructure Security Agency (CISA)-recognized 
Information Sharing and Analysis Organization, serves the 
global Public Safety community as a world-class information and 
threat intelligence sharing, collaboration and cybersecurity 
services hub, dedicated to improving Members’ cybersecurity 
posture, defense, and resilience against ever-evolving threats to 
their no-fail Public Safety mission.

Public Safety Threat Alliance
Focused Information and Intelligence Sharing

MOTOROLASOLUTIONS.COM/PSTA





MANAGED DETECTION AND RESPONSE (MDR)
• MDR is part of Motorola's Managed Security Platform.
• It includes:

– The ActiveEye security platform which collects, manages, and analyzes 
security event streams from our network devices and the new ActiveEye 
Remote Security Sensors (AERSS) nodes that have been installed in each 
zone core and applicable CEN networks.

– Endpoint Detection and Response (EDR) application that protects devices 
like dispatch consoles and servers by continuously monitoring them for 
suspicious activity and allows us to responds to threats.

– Motorola provides 24 x 7 monitoring and threat response for the MPSCS.



MDR Dashboard



MDR Dashboard
• MDR is optimized to protect 

ASTRO without negatively 
impacting the system.

• Because we co-manage the 
MDR system with Motorola, 
we have full access to the 
dashboard and reporting tools.



MDR & EDR Provide



MDR & EDR Provide
• Visibility into security events on 

the network in near real time.
– Including:

• Login Failures
• Firewall Configurations Changes
• User Account changes
• Abnormal Network Traffic

• The information is aggregated 
into an easy-to-use dashboard.



MDR Project Status
• AERSS Installs:

– All zones completed.

• Zone Core EDR Installs:
– Zone 1 - 7 completed.

• EDR installs in dispatch centers: 
– Ongoing as part of 2024.1 upgrade.
– Currently 492 of 772 

consoles  upgraded.

• SOM System Security Plan (SSP):
– In Stage 6 (Risk Assessment).



MDR What's Next?
• Completion of EDR installs on 

all dispatch consoles and other hosts.

• Completion of SOM SSP to receive 
Authority To Operate (ATO).

• D Series support in late 2026.



Shelter Lifecycle Projects
• Generator Replacements
• HVAC Replacements
• Shelter Restoration 
• Roof Repair or Re-Sealing



Generator 
Replacement

• MPSCS is replacing 30-year-
old Generac generators with 
Gillette Generators starting in 
Zones 5 & 6

•  The new Gillette generators 
will come with the Deep Sea 
Digital Microprocessor 
Controller

• With the new generators 
MPSCS will be able to repair, 
reprogram setting



Tower Lifecycle
• Guy Towers: Guy 

Anchor Inspections
• Safety Climb 

Replacement
• Tower Lights
• Ice Shield 

Replacement

• Foundation 
repair/sealant

• Guy Towers: Plumb 
and Tension 
– MPSCS is doing a three-year 

PM on all guy towers unless 
other events occur



Bombay 3102- Foundation Repair
Before Photos

• Tower 
Foundation
before 
Elephant
Armor and
Surface 
Armor or
Vetro Fluid

After Photos
• Tower

Foundation 
after 

Elephant
Armor and

Surface 
Armor or

Vetro Fluid



Tower Foundation, Shelter 
Restoration, and Roof Products



Grounds Maintenance
• Forestry Management
• Grounds Maintenance (Weed/Tick/Brush 

Control)



Questions
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