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Michigan State Police 
 

Land Mobile Radios and Encryption of Criminal Justice 
Information 

 
 

This correspondence is being distributed to all Michigan Criminal Justice Information Systems 
(CJIS) user agencies to provide guidance on the dissemination of criminal justice information 
(CJI) over land mobile radio (LMR).  This guidance should be reviewed in conjunction with the 
Michigan CJIS Administrative Rules and the current version of the FBI Criminal Justice 
Information Services Security Policy (CJISSECPOL).   
 
Issue:   
 
Dissemination of CJI (obtained from both Michigan and the Federal Bureau of Investigation 
[FBI]) over LMR must comply with the same requirements for wired communications:  CJI must 
only be disseminated to authorized agencies, entities, or persons; and CJI must be encrypted 
with in accordance with the CJISSECPOL standards.   
 
Background:   
 
Michigan’s public safety community (i.e., law enforcement, fire, and dispatch centers) routinely 
communicates using radio systems, consisting of both fixed and mobile units, run by local 
municipalities and the state’s Michigan Public Safety Communications System (MPSCS).  
These radio systems employ channels and talk groups to separate the various communications 
by agency type or level of confidentiality of the information being communicated (to include CJI).  
Depending on the municipality/radio system, agencies not approved/authorized for access to 
CJI may have access to channels/talk groups used to communicate CJI, resulting in unlawful 
dissemination of CJI. 
 
Beginning with CJISSECPOL v.5.0 (September 30, 2010), CJI transmitted outside the 
boundaries of a physically secure location was required to be encrypted to the Federal 
Information Processing Standard (FIPS) 140-2 certified standard, with a minimum bit length of 
128.  The only exceptions to this requirement were when CJI was transmitted over facsimile or 
by voice using a cellular device.  Though there were few references to LMR in the 
CJISSECPOL, LMR was not included in either exception.  Additionally, with the progression of 
LMR systems from analog to digital, the FIPS 140-2 certified standard, typically considered for 
data encryption, is applicable.  Unfortunately, the lack of discussion, training, and/or auditing on 
the application of the CJISSECPOL encryption standard to LMRs left radio system users and 
administrators unaware and/or unclear of the CJISSECPOL encryption requirement.   
 
Encryption of LMR transmissions is important for several safety and privacy reasons, including 
but not limited to: 

- Prevents unauthorized dissemination of CJI. 
- Protects public safety personnel by securing voice communications related to 

operational procedures. 
- Protects law enforcement tactics and response/scene information during rapidly evolving 

events. 
- Prevents the public broadcast/compromise of an individual’s personal/health-related 

information which could be used for nefarious purposes. 
 

https://ars.apps.lara.state.mi.us/AdminCode/DeptBureauAdminCode?Department=State%20Police%20&Bureau=Criminal%20Justice%20Information%20System
https://le.fbi.gov/cjis-division/cjis-security-policy-resource-center
https://le.fbi.gov/cjis-division/cjis-security-policy-resource-center
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During Michigan’s 2023 FBI Criminal Justice Information Services Information Technology 
Security Audit, FBI audit staff assessed LMR compliance with the CJISSECPOL encryption 
standard and cited agencies for non-compliance.  These findings solidified the need for further 
education and action to bring Michigan criminal justice agencies into compliance.  Since that 
time, the FBI Criminal Justice Information Services Information Security Officer Section has 
been clear in numerous presentations and discussions that the encryption requirement applies 
to the dissemination of CJI over LMR.   
 
This issue was presented to the Michigan CJIS Board in January 2024 for the Board’s education 
on the issue and to partner with Michigan’s public safety stakeholders to resolve the compliance 
matter.  Discussion with Michigan’s public safety stakeholders revealed that to an extent, the 
stakeholders were already aware of the requirements and were working toward a solution.  The 
solutions identified will take multiple years and a significant amount of money (potentially in the 
tens of millions of dollars).   
 
As of October 1, 2024, the CJISSECPOL encryption requirement for CJI in-transit outside the 
boundaries of a physically secure location is to employ cryptographic modules that are FIPS 
140-3 certified, or FIPS validated algorithm of symmetric key encryption and decryption 
(FIPS197[AES]).  In either case, a symmetric cipher key of at least 128-bit strength is required. 
 
The Michigan State Police (MSP) and the CJIS Board understand that the implementation of 
CJISSECPOL required encryption on LMR systems will take time and will be expensive.  Since 
the CJISSECPOL requirement is in effect and sanctionable (by the FBI), the MSP’s CJIS audit 
staff will audit to the requirement for educational purposes and require a written corrective 
action plan be submitted for findings of non-compliance.  However, the lack of CJISSECPOL 
required encryption will not lead to sanctions imposed by the MSP until October 1, 2026.   
 
After October 1, 2026, the MSP’s CJIS audit staff will audit to the requirement and require a 
written corrective action plan be submitted for findings of non-compliance.  Corrective action 
plans that do not achieve compliance within 30 days of the audit will initiate the MSP CJIS 
sanctions process, which is a cooperative and progressive process for agencies to report their 
progress towards compliance.   
 
The following chart lists some of the cryptographic algorithms currently available for use on LMR 
systems:  
 

Encryption Description/Key Length CJIS Compliant (Yes/No) 

Advanced Digital Privacy 
(ADP) 

40-bit encryption.  Also 
referred to as ARC4. 

No 

Data Encryption Standard - 
Output Feedback (DES-OFB) 

64-bit encryption. No 

Advanced Encryption 
Standard (AES) 

128, 192, or 256-bit 
encryption. 

Yes 

 
Additional information on CJISSECPOL encryption standards can be found in controls SC-13, 
SC-28, and Appendix G.  Additional information on FIPS 140-3 cryptographic module 
certification can be found at Approval and Issuance of FIPS 140-3 | CSRC.  Information on FIPS 
validated cryptographic modules can be found using the Cryptographic Module Validation 
Program Search. 
 
 

https://csrc.nist.gov/news/2019/approval-and-issuance-of-fips-140-3
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules/search
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules/search
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Compliance:   
 
Michigan CJIS user agencies utilizing LMRs must take immediate action to comply with and 
adhere to the following: 
 

- Dissemination of CJI over LMR must be limited to channels and talk groups accessible 
only to agencies that have been approved/authorized to access Michigan CJIS and CJI 
in accordance with the Michigan CJIS Administrative Rules.   
 
Rule 28.5201 of the Michigan CJIS Administrative Rules lists the agencies that may be 
approved for access to Michigan CJIS and CJI and the requirements for approval to 
access Michigan CJIS and CJI.  Agencies approved by the MSP for access to CJIS and 
CJI are assigned an Originating Agency Identifier (ORI) specific to their level of 
authorized access.  Since FBI CJI is generally obtained via Michigan CJIS, the Michigan 
CJIS Administrative Rules also apply to FBI CJI.   

 
- Dissemination of CJI over LMR must be encrypted in accordance with the CJISSECPOL 

(SC-13). 
 
Questions related to this guidance should be directed to the MSP CJIS Information Security 
Officer (ISO) at MSP-CJIS-ISO@michigan.gov. 
 
 
 
 

mailto:MSP-CJIS-ISO@michigan.gov

