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12.00: Managing employer contacts

Employer contacts are personnel in your reporting unit who ORS may need to contact. All contacts are either web
users or business contacts. Web users are those who have access to the Employer Reporting website, including
Web Administrators, Employer Reporting, Member Inquiry and Payment Processor contacts. Business contacts are
resource staff who do not have access to web reporting, but ORS may need to contact them for other

purposes. Business contacts include superintendents, administrators, business officials, technical employees,
human resource staff, and escalation contacts. Escalation contacts are those we would contact if reports or
payments have not been submitted or posted, and we have already contacted the payroll person who works on the
reports and payments without success.

Once a year ORS sends each reporting unit a Reporting Authorization Certification form for the superintendent or
other chief administrator to complete. One purpose of it is to ensure that all business contacts and web users of the
online retirement reporting system have been correctly identified, with accurate and current contact information, and
that their level of access is appropriate. See section 1.07.00 Reporting Authorization Certification.

A reporting unit's Web Administrator maintains contact information and can manage the accounts for all web users
except the Payment Processor, as well as control access to reporting unit data. Web Administrators can:

« Activate and reactivate accounts.
¢ |nactivate accounts.
» Update accounts.

Web Administrator and Payment Processor user accounts must be created by:ORS. For instructions see sections:

» 12.06: Creating a Payment Processor account.
e 12.07: Creating a Web Administrator account.

Other web user accounts can be created by the prospective user or the Web Administrator. See section 12.02:
Creating a web user ID. After creating a user ID; the web user notifies the Web Administrator that the account
requires activation. Only Web Administrators can activate a user account. See section 12.08: Activating or
reactivating a user account.

Last updated: 11/16/2021
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12.01: Creating a MiLogin account and requesting
reporting website access

To access the Employer Reporting website, you need to establish a web user account. The first step of this process
is to create a MILogin account and request access to the Employer Reporting website.

1. Go to the Employer Reporting website and click the Open Account link in the top navigation bar.

MICHIGAN OFFICE OF
@ RETIREHE&T SERVICES
Welcome to ORS Em

« Load pay petiod employer reports and make corrections
« Update your nvv‘,rfu',-er contact information
= ' n website for viewing documens
=player info tion
.
Si
The #i k fram 5:00 a.m. ta 10 p.m

2. You will be redirected to the MILogin for Third Party website. Click' SIGN UP to create an account. (Note: if you
already have a MILogin for Third Party account, enter your credentials and click LOGIN. However, this is not
the same as a personal or citizen MILogin account you might have for nonwork purposes.)

3. Complete the fields on the Profile Information screen to create a profile. The email address you enter must be
the same one you will enter on the reporting website when creating a user account. Check the box next to "I
agree to the terms & conditions" and click NEXT.
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4. On the Security Setup screen, create a user ID and password following the guidelines explained on that

screen. If your user ID is not available, you will need to change the four-digit number at the end of it. When the
user ID you enter is available, a green check will appear next to it.

5. You will also be prompted to select one or more security options, the method(s) you want to use for password
recovery: Email, Mobile (Text/SMS), or Security Questions. If you choose Mobile (Text/SMS), you will be sent

a PIN and will need to enter it to verify it and continue. When all fields are completed, click CREATE
ACCOUNT.
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6. If all fields on the Security Setup screen are properly completed, the following screen will appear.
Click REQUEST ACCESS.
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7. You will be taken to your MILogin home page. Click Request Access link on this page.

8. Search for the application called ORS Employer Reporting website. Enter "ORS Employer Reporting" in the
search box.
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9. The following screen will appear. Read the terms and conditions. Select the "l agree to the terms & conditions”
radio button and click REQUEST ACCESS.

10. Complete the fields on the Additional Information screen. These fields may be prepopulated with information
you input earlier in the process. The email address must be the same one you will enter on the reporting
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website when creating a user account. Click SUBMIT.

11. A confirmation screen will appear. Click HOME to return to the MlLogin home page.

12. From the MILogin home page you will now see the ORS Reporting Website available as a link.
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13. A Terms & Conditions window will appear. Read the terms and conditions and click Acknowledge/Agree.

14. The MlLogin Multifactor Authentication screen will appear. The options that appear on this screen depend on
whether you provided a mobile number in your account profile. You will see a screen similar to this:
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15. On the next screen, enter the passcode that you received using the method you selected above.
Click SUBMIT to be returned to the Employer Reporting website, where you will create a web user ID.

Last updated: 01/12/2022
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12.02: Creating a web user account and ID

To access the Employer Reporting website, you need to establish a web user account. The first step of this process
is to create a MILogin account and request access to the Employer Reporting website, as explained in section 12.01:

Creating a MILogin account and requesting reporting website access. You will need to complete that process before
creating a web user account.

Payment Processor and Web Administrator accounts require other steps, explained in sections 12.06 Creating a
Payment Processor account and 12.07 Creating a Web Administrator account. Other web users (Employer Reporting
and Member Inquiry roles) can create a user ID and update their own information.

1. After creating and/or logging into your MILogin account and clicking the link for ORS Reporting Website, you
will be returned to the Employer Reporting website. Click the Open a Payroll Specialist Account link.

2. Complete the required fields.in the Employer Account Creation screen.

1. Create a User IDfield according to the directions on the screen - a minimum of six characters. (Your
User ID here does not need to' match your MILogin User ID.)

2. Enter the same email address you used when you created your MILogin account.
3. Enter your reporting-unit number in the Employer Numbers field.
4. Click Next.
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3. The next screen will ask you to validate the information you entered. Review the information. If any information
is not correct, click Cancel to return to the Employer Payroll Account Creation screen and start over. If it is
correct, click Save Account at the bottom of the screen.

4. When you have clicked Save Account and received a confirmation screen, contact your reporting unit's Web
Administrator. If you do not know who your Web Administrator is, contact Employer Reporting at 800-381-5111
or ORS_Web_Reporting@michigan.gov for assistance.

The Web Administrator will give you authorization and will determine the level of access you need. Keep your user
ID, password, MILogin user ID, employer number, and Web Administrator contact information in a safe place for
future reference.

Once you have obtained authorization from your Web Administrator, you will receive an email confirming activation of
your account. See section 12.08: Activating or reactivating a user account.
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12.03: Updating your user account

Web users can update their own email address or add an employer (reporting unit) number on their account profiles -
the Web Administrator is not required. A web user cannot update a name or change an employer (reporting unit)
number. REMINDER: Your email address for the Employer Reporting website must match your MiLogin email

address. Please update your email address with MiLogin or you will be locked out and will not be able to
access the reporting website.

1. From the Employer Home Page, click the Update My Profile link. Enter your updates in the appropriate fields
of the Update Profile Form. Click NEXT.

2. The next screen will ask you to validate the information you entered. Review all the information. If any

information is not correct, click Cancel and return to Step 2 above. If it is correct, click Save Account at the
bottom of the screen.

3. The Wage and Contribution Reporting Cetrtification screen will appear. Review the information on this screen.
Click I Agree. A confirmation screen will appear.
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12.04: Updating your MILogin account

If you need to update your MILogin account, use one of the links near the top of your MILogin home page. You can
update your profile (such as your email address), change your security options, or change your MILogin password.

To update your email address, click UPDATE PROFILE and complete the fields in the following screen.

Last updated: 11/16/2021
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12.05: Forgotten MILogin User ID and Password

If you lose or forget your MILogin user ID or password, use the links on the MILogin for Third Party login page to
request help.

Forgotten User ID

If you click Forgot your User ID?, you will be prompted to enter your email address and answer a verification
question. You will then receive an email with that information.

Forgotten password
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Note: If you enter an incorrect password three times, you will be locked out for 30 minutes.

1. If you are locked out and have waited 30 minutes, or you have forgotten your password, click Forgot your
Password? from the MILogin login screen. You will be prompted to enter your user ID and answer a
verification question.

2. Select a password recovery option from the next screen.

3. Follow the instructions on the next screen to verify your identity.

Archived Reporting Instruction Manual - Chapter 12 Managing Web User Accounts 17 of 29



a. If you chose email or Mobile (Text/SMS), enter the PIN you received and click NEXT.

b. If you chose to answer your security questions, do-so.and click NEXT.

4. On the next screen, create a new password using the password guidelines. Reenter it to confirm and
click SUBMIT.
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12.06: Creating a Payment Processor account

This section is intended for Payment Processors only. Payment Processors make payments online and have access
to the online employer statements along with shortfall, late fee, and interest charge invoices.

New Payment Processors must submit a completed Payment Processor Authorization (R0842C) form signed by the
superintendent. Because of the sensitive nature of the information to be viewed, we require that the superintendent
from the reporting unit approve this request.

Fax the completed and signed form to ORS at 517-284-4416. Once we receive the form, a representative from ORS
Employer Reporting will create and activate your account using the email address on the authorization form, and will
notify you by email. Once you have been notified, contact ORS Employer Reporting for your User ID. Then create a
MiILogin account if you do not already have one. Follow the procedures in section 12.01: Creating a MILogin account
and requesting reporting website access. Be sure to use the same email address for your MiLogin account as
the one on your authorization form. If the emails do not match, you will be unable to log in to the Employer
Reporting website.

ORS requires the superintendent or other chief administrator of each reporting unit to identify atleast one person to
have access to the ORS payment processing functionality. To maintain adequate internal control of contributions
payments made on the Employer Reporting website, ORS suggests each reporting unit names more than one
person, with a maximum of three for the Payment Processor role.

Last updated: 11/16/2021
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12.07: Creating a Web Administrator account

This section is intended for Web Administrators only.

New Web Administrators must contact ORS to have an account created and activated. Because of the sensitive
nature of the information a Web Administrator can view, we require that the superintendent or other chief
administrator from each reporting unit approve this request. Submit a completed Web Administrator Authorization
(R0687C) form signed by your superintendent or other chief administrator.

Fax the completed and signed form to ORS at 517-284-4416. Once we receive the form, a representative from ORS
Employer Reporting will create and activate your account using the email address on the authorization form, and will
notify you by email. Once you have been notified, contact ORS Employer Reporting for your User ID. Then create a
MiILogin account if you don't have one. Follow the procedures in section 12.01: Creating a MILogin account and
requesting reporting website access. Be sure to use the same email for your MILogin account.as the one Employer
Reporting used to notify you of your account. If the emails do not match, you will be unable to log in to. the Employer
Reporting website.

Last updated: 11/16/2021
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12.08: Activating or reactivating a user account

This section is intended only for Web Administrators.

As a Web Administrator, you are responsible for taking appropriate measures to verify the identity of anyone
requesting access to the retirement reporting website before activating the account. This system has been designed
to allow users access to the website without providing private information such as a Social Security number. To
activate a web user account:

1. From the Employer Home Page click the Admin Web Accounts link in the Things to Do menu to open
the Maintain Employer Web Accounts screen.

2. To activate a new user account, find the name in the Pending User Accounts and click the yes link in
the Activate? column.

To reactivate an inactive user account, find the name in the Inactive User Accounts and click the yes link in
the Activate? column.

3. On the Choose a Contact Type screen, select the contact type you wish to apply to the account from the

drop-down box.
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4. Click Create. A confirmation screen appears.

A new user whose account has been activated will receive an email confirming activation of the account. A user
whose account has been reactivated from the Inactive list does not receive a confirmation email.

Last updated: 11/16/2021
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12.09: Inactivating a user account

This section is intended only for Web Administrators.

When a web user no longer needs access to the Employer Reporting website, the Web Administrator is responsible
for inactivating the user account.

1. Click the Admin Web Accounts link in the Things to Do menu. The Maintain
Employer Web Accounts screen opens.

2. Under Active User Accounts, locate the account you wish to inactivate and then click the yes link under
the In-Activate? column. A confirmation'screen appears, stating that the account has been inactivated.

Last updated: 11/16/2021
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12.10: Updating a user account (for Web
Administrators)

This section is intended for Web Administrators. If you are not a Web Administrator, see section 12.03: Updating your
user account.

As a Web Administrator, you can update a web user's email address or contact type (for example, change it from
Member Inquiry to Employer Reporting. (Web Administrators are no longer responsible for resetting user passwords
or unlocking accounts - that is now handled by MiLogin.)

If you are updating the email address, first ask the user what email address is on their MILogin account. Note that if

you are the Web Administrator for more than one reporting unit, you must first choose the reporting unit you are
working with.

If a web user cannot log in to the Reporting website, it may be because the email address on their user account does
not match the address in their MILogin account. The user will see the following error message and will contact you
for help.

To update a web user's contact type or email address:

1. Click the Admin Web Accounts link in the Things to Do menu to open the Maintain Employer Web
Accounts screen.
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2. Under Active User Accounts, locate the account you wish to update and then click the User ID link for the
user you are updating.

3. The Update Web Account Profile screen appears. A reminder appears stating that the user must update the
email'address on the MILogin profile after it is updated on the Employer Reporting website. Modify the email
address or contact type.
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4. Click NEXT to continue. A validation screen appears displaying the user's updated personal profile information
and reporting unit(s). Review the updated information and reporting unit(s) for accuracy. Click Save Account.

Last updated: 11/16/2021

Archived Reporting Instruction Manual - Chapter 12 Managing Web User Accounts 27 of 29



12.11: Maintaining business contact information

The Web Administrator maintains the business contact (Business Official, Human Resources, Superintendent,
Administrator, Escalation, Technical, Other) information for your reporting unit, using the Work with Contacts link in
the Things to Do menu. A Web Administrator can create, edit, delete, and replace business contacts.

Note: To work with web user accounts please refer to sections 12.06 through 12.09.
To add, modify, or delete a business contact:

1. Click Work with Contacts in the Things to Do menu. The Employer Contacts screen opens.

2. Click the Add a New Employer Contact link, or the link next to the name of the contact you wish to modify or
delete.

3. Enter or edit the contact information on the Employer Contacts Detail Screen. When the contact information is
complete and correct, click Save. You will be returned to the Employer Contacts screen. You cannot edit or
change the contact name. To replace one person with another, see the next step.
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4. To replace one person with another, first open the Employee Contact Details screen for the old contact and
click Delete. Then return to Step 2 to add the new name and contact information.

Last updated: 11/16/2021
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